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Disclaimer

This document is Cisco Confidential information provided for your internal business use in connection with the Cisco Services purchased
by you or your authorized reseller on your behalf. This document contains guidance based on Cisco’s recommended practices.

You remain responsible for determining whether to employ this guidance, whether it fits your network design, business needs, and
whether the guidance complies with laws, including any regulatory, security, or privacy requirements applicable to your business.
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. Firewall Management Center

T Dbjects / Object Management

Overview Analysis Policies Devices Objects Integration

AAA Server Interface

Access List
Interface objects segment your network to help you manage and classify traffic flow. An interface obj

Address Pools . E ) .
configure multiple interface objects on a single device.

Application Filters
AS Path Name 4 Type
Cipher Suite List

= Inside_Zone Security Zone
Community List nes
Distinguished Name
DNS Server Group

External Attributes

File List

FlexConfig

Geolocation
Interface

Key Chain
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File Type Categories

] Office Documents
[ Archive

) Multimedia

[] Executables

() PDF files

("] Encoded

(] Graphics

File Types

[Q Search name and description
7Z (7-Zip compressed file) @
9XHIVE (Windows 9x reqgist... W
ACCDB (Microsoft Access ... W
ALZ (Archive file for Micros... @
AMF (Advanced Module F... @
AMR (Adaptive Multi-Rate ... &
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Policy > Malware & File

Application Protocol Action Store Files
’ Any v ‘ ’ #§ Block Malware v ‘ ) b
Direction of Transfer Spero Analysis for MSEXE 0 Unknown
l Ay ’ ‘ Dynamic Analysis 9 \:l Clean
| | Capacity Handling @ [ | Custom
Local Malware Analysis @
Reset Connection
File Type Categories File Types Selected File Categories and Types
(] Office Documents 18 = ’ Q_ Search name and description ‘ Category: System files 5]
(] Archive 19 7Z (7-Zip compressed file) @ = Add Category: PDF files .
(] Multimedia 4 ACCDB (Microsoft Access ... & Category: Executables ™
(] Executables 10 ALZ (Archive file for Micros... g Category: Archive v

~ . —~
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- Policy > Malware & File > Advanced

Archive File Inspection

Inspect Archives

|| Block Encrypted Archives
Elock Uninspectable Archives
Max Archive Depth

Enter a value between 1 and 3
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Firewall Management Center

% Analvsis / Files / File Events Overview  Analysis  Policies  Devices  Objects Integraton Q @ <+ @ 91670
Bookmark This Page | Reporting | Dashbo:
F||e SU mma ry (switch workflow)
11 2024-03-30 13
No Search Constraints (Edit Search)
File Summary Table View of File Events
Jump to...
:\ 4 Time X Action X Sending IP X geol:lﬁltl:? Receiving IP X gzﬁiitvri;g gg;ding ssaeiving gtsaliu
v [ | 2024-03-3014:58:01 Cloud Lookup Timeout 209.99.98.33 &5 USA £110.1.104.123 80 (http) / tcp 61376 / tcp
v | | 2024-03-30 14:53:54 Malware Cloud Lookup 54.231.252.202 =5 USA 10.1.120.26 80 (http) / tcp 61219/ tcp
v :\ 2024-03-30 14:53:54 Malware Cloud Lookup 54.231.252.202 &5 USA 10.1.120.26 80 (http) / tcp 61248 / tcp
v [ | 2024-03-30 14:49:55 Malware Cloud Lookup 23.9.102.155 [+1 CAN 3 10.1.25.15 80 (http) / tcp 49195 / tep
v :\ 2024-03-30 14:47:46 Malware Cloud Lockup 54.231.252.210 &5 USA 10.1.115.42 80 (http) / tcp 62580 / tcp
v [ | 2024-03-3014:47:46 Malware Cloud Lookup 54.231.252.210 =5 USA 10.1.115.42 80 (http) / tcp 62621 / tcp
v | | 2024-03-30 14:42:24 Malware Cloud Lookup 174.35.24.67 & USA [J110.1.62.22 80 (http) / tcp 59166 / tcp
v [ | 2024-03-3014:41:46 Malware Cloud Lookup 195.113.214.206 | CZE [110.1.152.8 80 (http) / tcp 49168 / tcp
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Firewall Management Center

QOverview Analysis Policies Devices Objects Integration
Analysis [ Files /| Network File Trajectory v g ¢ Q e ﬁ
I

Network File Trajectory for d2da2486...44b1f08e
File SHA256 d2da2486...44b1f08e + &) First Seen 2021-06-09 14:21:33 on 185.43.223.164

) “4 jayda ball (dcloud.cisco.com\jball, LDAP)
File Name term.xbel

N ) Last Seen 2024-03-30 14:13:21 on 10.1.106.20 by
File Size (KB) 42.503

Event Count 9

File Type SWF

. Seen On 2 hosts
File Category Multimedia

- . Seen On Breakdown 1 sender — 1 receiver
Current Disposition ¥ Malware j

Threat Score eeee \ery High
Detection Name SWF.Exploit.Kit.tht.VRT
Trajectory
Jun 09, Feb 08, Jan 24,
2021 2022 2023 Mar 30
14:21 18:19 06:24 10:13 13:57 17:09 00:48 07:21 1413
185.43.223.164 TS o S > S > SR > S > S o S o S o
10.1.106.20 &
Events O Transfer O Block @ Create @ Move @ Execute O Scan @ Retrospective @ Quarantine

Dispositions () Unknown {3} Malware () Clean () Custom /_, Unavailable

Events
Time Event Type Sending IP Receiving IP User File Name Disposii Action Protocol
2021-06-09 14:2... Transfer 185.43.223.164 10.1.109.65 jayda ball (dcloud.... term.xbel Mal... Malware Block HTTP

2021-06-09 18:1... Transfer 185.43.223.164 10.1.101.127 grace murphy (dcl... term.xbel Mal... Malware Block HTTP
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Resources

Secure Firewall (NGFW)
ATXsUVY—22U V&

https://community.cisco.com/t5/-/-/ta-

p/4437061

XABOATXsHSL DY Y —Z U VT HHE
WMTEEY,
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Continue the
conversation in our

our Secure
Firewall(NGFW)
community
https://community.c
isco.com/t5/-/-/ta-
p/4437061
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