How to generate certificates using Microsoft CA for CCA

How to generate certificates using Microsoft CA for CCA

Assuming that you already have a CA in your enterprise, here’s how you can
generate the certificates for CCA devices from your CA:

First generate a CSR on the device you're trying to get a certificate for. I'm using a
CAS for this example, so on the CAS browse to SSL -> X509 Certification Request and
click on Generate Certificate Request. Fill out the information and click on Generate:

vl
cisco

Administration Administration > SSL

siNetworkiSettings X509 Certificate Trusted Certificate Authorities X509 Certification Request
| - Software Upload

[-ssL
| - Authorization Export

I- Time Server

[~ Admin Password s Owchin |

Cisco Clean Access Server

[. Logout @) Certification Request: CN=172.18.62.203,0U=IT,0=)LBSF Inc.,L=RTP,ST=NC,C=US
(=] Private Key: RSA,1024 bits
- Active VPN Clients ( Hide )

|- Support Logs

Full Domain Name or IP * | 14.36.147.45

Organization Unit Name TAC

Organization Name Cisco

City Name RTP

State Name NC
2-letter Country Code us

RSA Key Size (1024 [5)

CAS will generate the CSR. Check mark the CSR and export it. You’'ll need this file to
enter in your CA:

Administration > SSL

X509 Certificate Trusted Certificate Authorities X509 Certification Request

I S

8 Certification Request: CN=14.36.147.45,0U=TAC,0=Cisco,L=RTP,ST=NC,C=US
a Private Key: RSA,1024 bits
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Export the private key also and save that in a safe place. You'll need that for
importing the certificate that you get back from the CA:

Administration > SSL

X509 Certificate Trusted Certificate Authorities X509 Certification Request

I ™

O Certification Request: CN=14.36.147.45,0U=TAC,0=Cisco,L=RTP,ST=NC,C=US
™ Private Key: RSA,1024 bits

The CSR file should look like this in a text editor:

@00

e @@ e D e @ 4

----- BEGIN CERTIFICATE REQUEST-----
MIIBmzCCAQQCAQAWXTELMAKGALUEBhMCVVMxCzAJBgNVBAQTAKSDMQwwCgYDVQ
EwNSVFAxDj AMBgNVBAoTBUNpc2NvMQwwCgYDVQQLEWNUQUMXFTATBgGNVBAMTDO
LJM2L) EONy4ONTCBnzANBgkqhkiGO9wOBAQEFAAOB) QAWgYKCgYEApINyUzmtiN
GFyHoznmflchUzpph2sEyketoOFtTyWUerbLa9cYmd4Go/2HeE1GqZdvz207MOR
7H/sL/eUqbImEuwlAqLEX705xzILhréw36phd2glgwgXRpcSz07/Nhbuy+S41f
qoyY1rV61lUxwW+7Zh2yQshYhmGBVQhyECAWEAATANBgkghkiGOwOBAQUFAAOBgl
GINJQ) LX2rcnSp8wvdTizchxbc5o0Cgbghem) 54wbLL7IRn/FpUhybe3woMeWLh
2J2Kc11eBW2Vbk+nFmhM1VX1SXLkSqBp2e+IHXSdsYGzIf6ENddLSmaxVClwdG
oxJ ) FSmQIkAd2Z1IhfpuB08OAqOWWVYT49s0vth8Yw==

----- END CERTIFICATE REQUEST-----
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Open the Certificate server’s page by browsing to

https://<IP OF CA>/certsrv/default.asp I'm using a Windows 2008 server as a CA
for this document (Make sure you're using an admin account to do this, or the
necessary templates won’t be available to you!):

ﬁMicrosoft Active Directory Certificate Services - Windows Internet

@: v |g, https:flocalhost/certsrv/default. asp

W e (€ Microsoft Active Directory Certificate Services I |

Microsoft Active Directory Certificate Services -- fasehbai-FASE

Welcome

Use this VWWeb site to request a certificate for your YWeb b
identity to people you communicate with over the Web, <
perform other security tasks.

You can also use this Web site to download a certificate
view the status of a pending request.

For more information about Active Directory Certificate

Select a task:
Request a certificate

View the status of a pending certificate request
Download a CA certificate, certificate chain, or CRL

Click on Request a certificate:

Microsoft Active Directory Certificate Services --

Request a Certificate

Select the certificate type:
User Certificate

Qr, submit an advanced certificate request.
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Click on Advanced Certificate Request and click on “Submit a certificate request by
using a base-64-encoded CMC or PKCS #10 file, or submit a renewal request by
using a base-64-encoded PKCS #7 file”

Microsoft Active Directory Certificate Services - fasehbai-FASEHBAI-W2KS-CA

Advanced Certificate Request

The policy of the CA determines the types of certificates you can request. Click one of the following options to:

Create and submit a request to this CA.

Submit a certificate request by using a base-64-encoded CMC or PKCS #10 file, or submit a renewal request by using a base-64-encoded
PKCS #7 file.

Paste the text from the Certificate Request file in the box labeled Saved Request, and
choose Web Server from the Certificate Template:

Microsoft Active Directory Centificate Services -- fasehbai-FASEHBAI-WW2KS

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-64-encoded C
generated by an external source (such as a VWWeb server) in the San

Saved Request:

Base-64-encoded |MIIBrazCCAQQCAQAWXTELMAKGAIUEBhMCVVMxCzAJ
certificate request |EwNSVFAxDjAMBgNVE Ao TEUNpcZNvHQuwCyYDVQQL

(CMC or L3iM2L3EONy40NTCEnz ANBgkahkiGOwOBAQEF ALOE

PKCS #10 or GFyHoznnf lechUzpphZsEyketoOFt TyliUerbLa9c ¥

PKCS #7): 7H/sL/eUgb ImEuwlAgLEX705xzILhréw3 6phd2gl «
4 | >

Certificate Template:

Web Server LI

User
Additional Attrib(Basic EFS

Administrator
EFS Recovery Agent , |
Subordinate Certification Authority ' L|_I

Attributes:
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Click on Submit, and then choose Base 64 encoded. Click on Download Certificate:

Microsoft Active Directary Certificate Services -- fasehbai-FASH

Certificate Issued

The certificate you requested was issued to you.

C DER encoded or & Base 64 encoded

3 Download certificate
4 Download certificate chain

Also click on the Download Certificate Chain and save that in a safe place also. Now
if you double click on the certificate it should show that it’s issued by the CA:

Certificate E3

General | petails | Certiication Path |

g Certificate Information

This certificate is intended for the following purpose(s):
* Ensures the identity of a remote computer

Issued to: 14.36.147.45

Issued by: fasehbai-FASEHBAI-W2KS-CA

valid from 9/2/2010 to 9{1/2012

|Insta|| Certificate...l Issuer Statement I

OK I
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Now at this point you should have four files. The CSR Request, the Private key, the
Certificate file, and the Chain file. You will have to install the root certificate of the
CA first in your CASs trusted root store, and then the identity certificate itself in the
X509 store.

To install the root certificate, double click on the Chain file. On my setup it was
named certnew.p7b Double click on the file and it opens in an Explorer like
interface. Choose the root certificate file, Right click on it, and choose Export:

7= certmar - [Certificates - Current User',C:\USERS ADMINISTRATOR '\ DESKTOP,CERT... [Hi[=] B3

File Action Yiew Help

_ﬂjl Certificates - Current User Issued To I Issued By
= ] C:\USERS|ADMINISTRATORIDE: | (Z;]14,36.147.45 fasehbai-FASEHBAIL-W2KS-C
| Certificates [l Fasehbai-FASEHBAI-W2KS-CA fasehbai-FASEHBAI-W2KS-C

Certificate Export Wizard B3 |

Welcome to the Certificate Export
Wizard

; This wizard helps vou copy certificates, certificate trust
i @J lists and certificate revocation lists from a certificate
stare to your disk.

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used ko protect data or to establish secure network
connections. A certificate store is the system area where _]
certificates are kept. =

15

To continue, click Next,

= Back MNext = Cancel

Go through the wizard, choosing Base 64 Encoded X.509 (CER), and saving the file.
To import in your CAS, browse to SSL -> Trusted Certificate Authorities, click on
Browse, and click on Import
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Once root is installed, next step is to install the identity certificate itself. To install
the certificate, you will need to combine the certificate and the private key into one

file.

To do that, open the certificate and the private key both in notepad:

I[=1 B3

E Privatekey.pem - WordPad
File Edit Yiew Insert Format Help

i [=]

B certnew.cer - WordPad

File Edit Insert Format Help

sEETE T Y]

sEETE T Y]

F————BEGIN PRIVATE KEY-----

NIICAgIBADANBgkghkiGOwOBAQEF AASCAnAwggJeAgEALOGBARATe 1MSrYL Yz
hENSSnSXIVHEaYdrEMpHraDhbUS1 1HgZ y2vEGJuBgPOh3 hJRemuXbh89¢qOzD lel
7C/ 3 1KmyJhLsNQKixF+60ccyC4a+sN+qYXdoNYMIFO0aXEsS0/ z2YU7svkul T3 3
rilalepVMVvu2 YAskLIVIZhgVUIchAgMBAAECgYAco4KuzfFvIT7NSaEJhEJ2e
3ngLa/ zA5m3 INGOOG9+COWBxz7nte87CDy0kM4gXsQLUyJQZyZP6BScUSqrNT
0yo064niI7?39jdRUnmUayELUBesn3 JoCTHeg6OC IXAQKME3 10/ r2gy/ WPOAnSF
gSI0Fg6DKyl1hZKKxQIBAPYi4NQFrBVvInpvSP7r3o0/BnzZyVEz8CeGn3xrdk
XCTSES3/EqO4uilinlUuzl5porG7HXolTys 1YzHNPeCeCQQCp jej U+e ifNOZOE
uQ9fctDRumE41Q4+nNuvP innNZE70qWjHAdQsN 1/ t3GZT48hNHypiHxcz0E4x
eSN3AKEAZWSPVEihZTON3UNI?3552Z016)K/ t7ucFVghUcuVrutLUuhkF jakPE
4VNZrRIUFxW40A53135x1jgu2 DwkBuJ AGTHExVogpv7it A2LeKLZjKOyOV10r
x7HiedzRgxpQEBmMOdsD1£YUxSEQ+rEZPzurVbahmiBAlbdLSPFOwIQIAWLlzzZ]
t368b8FfeKiZrssolnufaallécF7kw3C78GhhSUKAI48 AL NIQf Urav AalipVEpPE
scHXDUti4UdiSh==

fasehbai@cisco.com

NIIFtjCCBI6gAwIBAgIKILBpHyAAAAAABD ANBykeahkiGOwOBAQUF ADETHMRMWE
CZImiZPyLGQEGRYDYZOtMRguwFgYKCZIniZPyLGQEGRYIZF zZWhiYWkxIjAgE
BAMTGUZhc2VoYwFpLUZBUOVIQKFJLVeySzgt QUEWHheNMTAWOTAYHTgwN TQwl
HTIwOTAxNTywNTQwW)BAMOswCQYDVQQGEWIVUZELMAKGAIUECEMCTKNxDDAKE
BAcTA1JUUDEOMAWGAIUEChNFQZ 1zY28xDDAKEgNVEASTAIREQZEVHENGALIUER
HNTQuMzYuMTQ3LIQIMIGENMAOGCSGS Ih3DQEBAQUAL4GNADCEiQKEgQCnU3JTC
WHOYXIejOeZ+VyF TOmmHawTKR62g4W1PJZR6tstr ixibgai/ Yd4sUapl2/ Paj
X1Hsf+wv955psi¥37DUCosREuInHHguGvrDEcuF 3aDWDCBAGLXLPTwE2Fu7LE
99+ J VL XgVTFh 7t JCyFiGYYFVCHIQIDAQABo4 IDEDCCAWAWHQYDVROOE
FGWH/S$34XuJTBgYi/ 0pUlnXTNN/ OMBESGA1UAIwQYNEaAFHitowKr 1nr 6rdvHt
SEasikVvNIIBLwYDVROfBIIBJJCCASIuggEeo IIBGHCCARaGyodsZGFwOisvl
PWZhc2VoYnFpLUZBUOVIQKFJILVeySzgtQOESQO49 ZiF zZUThiYWktdzJrOCxD1
RFAsQO49UHVibGlIJTIwSZVSITIwUZVydl j ZXHsQ049U2Vydl j ZXMsQ049¢
ZrlndXJhdGlvbixEQz 1mYXN1aGlhaSxEQz13ib20/ Y2VydG lnalNhdGVS ZXZvy
allSuTGlzdDOiYXN1P29ianVjdENsYXNzPUNSTERpe3 Ryalld 1dG1lvb 1Bvalls0Lk
AHRwO1SvEnF zZWhiYUktdzJrOCSmYXN1aGIhassjb2 0vQzZVydEVucn9shCOmi
aGJha31GQVNFSEJBSS1XMks4LUNEBLNyb DCCAUEGCCSGAQUFBWEBBIIEMzCC2
gbkGCCsGAQUFBzAChoGsbGRheDovLYSDT] 1Y XN 1aGIha31GQVNFSEJBSS 1KY
LUNBLENOPUFJQSxDTI1QdWIsaWM1MIBLEZXkKINIBTZXJ2alllleyxDTI1TZXI2:
cyxDTJ1Db2 SnalldlcnF 0alSuLERDPWZheZVoYF pLERDPWNvh TS JQUN 1enRp 2
YXR1P2Jhc2U/b2JgZWN0QZ xhe3 M9 Y2VydG lmalilihdG lvbkF 1dGhveml0e TEXE
BgEFBQcwAoZlaHROcDovL2 Zhe2VoTnFpLEcyazguZnF zZWhiYTkuY29tLON1e
bndvbhbGuvinFzZWhi¥iktdzJrOCSmYXN1aGIhaS53b2 1£ZnF zZWhi YUkt RKF TE
QUkKtVzJLOC1DQSSjenQuwIQYJKwYBBAGCNXxQCEEQeEgBXAGUAYYETAGUACYBZ 2
¢jAOBgNVHQSBALSEBAMCEBaAwEwYDVRO1BAwwCyYIKwYBBQUHAWEWDQYJKoZ Ik
AQEFBQADggEBAMHuOga/ SvwvgPfzIx]j/ UwhPNQN2Z0VvKI9/KaQEnz86Qulesrs
3JF 1nN5Q0 6raVcf2 Xk JcEEURFJV9vpTor SbR1hgX2 wgSvUV1tBLO3PoJ4VVE/ 4c
+Hz4YRA£v4QgdVubEVsNS4EvoPXuhpAVe Y4Qk2G2Z £VIX7ZI0exScBNke B2y
2FGMvR7quTvPREXw1DO7F+ZzalnV3JabJRZHnusvyr zfAVIaXvhKIkuxyevx]
IYcT2ZjWB+69Z0QLhfald zVewgHEICw/ XN7QMKbqHEWAYEGOse+rv2 IPYSYET
10bIVvHSBio7Ndg4 j Y+HVHHC1IJPcQ3g75I=
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Copy the text from one window and paste into the other. Save the resulting notepad
as Combined.pem

B certnew.cer - WordPad _ (O] x|

File Edit View Insert Format Help

Dl s ] 4|8l 3

| -BEGIN CERTIFICATE-—-—- A
"t JCCEBJ6gAwIBAgIKILEpHyAAALALED ANEBokahkiGOwOEAQUF ADETMRMWEQYK
hi ZPyLGOEGRYD Y29t MRgwFgYKCZ Ini ZPyLGQBGRY I ZrF z ZWhi Yikx I AgBgV
"G Zhe2VoYnF pLUZBUOVIQKFJILVeyS zgt QOEwHheNMTAWOTAY N TgwN TQuiThel

LA 2 e BT e AT T e TT 2 TV IO e e S AT AT TN T e TITIT T I A 1 2 A TITN AT IS T T T A TP T o RTT T

E3
\ /\ / ﬂ. ~ administrator ~ Documents v [‘aj I-;e.ar.;h [Q_.J
=
Saveastype:|TextDocument(*¢x0 _:J
™ Save in this format by
¥ Browse Foldersl default | Save I Cancel |
4

rOi8vZnF zZWhi¥ktdzJrOCSnmYEN1aGIha3s b2 0vQZ VydEVucm9shCOnYEI 1
123 1GOVNF3SEJBESS 1XNks4LUNELNyhbDCCAUEGCCsGAQUFBWEBEIIBMzCCASSw
FCCsGAQUFBzAChoGshGRheDovLySD T IV XN 1aGIhal 1GOQVNFSEJESS 1 XN ks4
LENOPUFJQ3xDTJ1QAdWIsaWMINIBLZXKINIBTZXJZalN1lecyxDTJ1TZXJ2allNl
0TJ1Db2Z SmalldlenF0alSuLERDPUZheZVoYF pLERDPINVH TS JQUN1enRp Zml j
L P2ZJhe2U/b2JgZUN0Q2 xhe3MOVZVydGlalllNhdG lvhkF 1dGhveml0eTEXBggr
'BEQcwiAoZlaHROcDovLZ ZheZVoYwFpLEcyazguZnF zZWhiYWkuYZ29tLON1enRF
FOGUvEZnF zZThiYTktdzJrOCSnYEN1aGIha35 b2 1£ZnF zZWThi YWkt RKF TRUKC
VzJLOC1DQ35icnQuIQYJKwYBBAGCNXQCBEQeEgBXAGUAYgBTAGUACYBZ AGUA
DEgNVHQOSBALSEEANCEaAwEwYDVRO1BAwwC Y IKwYBEQUHAWEwDQYJKoZIhvell
'BQADggEBAMHgOga/ SvwwgP£zIx)/ UwbPNQM2Z 0vK99/ KaQEnz86Qulesrolny
L NS0 61V g2 XkJecEEURFIVOvpTor SbR1hgX2 wgSvUV1ICELO3 PoJ4VVP/ 4qd2 W
L4 YRALv4QgAVHUEVSNS4EvoPXuhpAVe T4Qk2 G2 fVIX72I0ex9cENkeBavIj1 |
IvR7quWTVPREXZw1DO7F+ZzalnVidasJRZHnusvgr z£AVEaXwhK3 kuxyevx lmaw
'2ZjWB+69Z0QLhfa3 zVewgHE9Cw/ XN7OQNKbgHEWAYEGOsie+rv2 IPYSYE7h 39
(VwHSB1io07Ndgd ) Y+HVHHC 1 IJPeQ3g751I=

+—END CERTIFICATE-—-—---

+—BEGIN PRIVATE KEY-----

CAg IBAD ANBgkaghkiGOwOBAQEF AASCArAwggJc AgEAAOGEBAKATe 1 MSr Y YzRhe
b SnSEIVMEaYdrBMpHraDhbUS1 1Hg2 y2vXGIJuBgP9h3 hdRepuih89g0zD lelex/
1Ky JhLsNQKixF+60ccyC4a+sN+gYXdoNYMIF0aXEs90/ zYU7avkud T3 3 6M
L epVHVVvUZ YdsKkLIWIZhgVUIchAgMBAAECgYAcodKwzEfFvJIT7NSaEJhEfJZc1FH
La/ ZASm3 INGO0OGO+COUBxz7nte87CDy0kM4gXsQLUyIQZyZP6BScUSqrN7GYP ¥

Kl | »
For Help, press F1 L om
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Now browse to the CAS where you are going to install the cert, SSL -> X509
Certificate tab, click on Browse, choose the Combined.pem file, and click on import.

This will install the certificate on the CAS. Reboot for the cert to take effect.

If this is an HA setup, repeat the above procedure on the other CAS.
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