
SYS-TEST-IAP225# sh running-config 
version 6.4.2.0-4.1.1
virtual-controller-country IN
virtual-controller-key 
c253286701715b21ce9e20ec91673293596d51df18dacdf36d
name SYS-TEST-ARUBA225
virtual-controller-ip 10.105.171.120
terminal-access
clock timezone Chennai 05 30
rf-band all

allow-new-aps
allowed-ap 84:d4:7e:c6:88:4a

routing-profile
 route  0.0.0.0  0.0.0.0  10.105.171.10

arm
 wide-bands 5ghz
 80mhz-support
 min-tx-power 18
 max-tx-power 127
 band-steering-mode prefer-5ghz
 air-time-fairness-mode fair-access
 client-aware
 scanning

syslog-level warn ap-debug 
syslog-level warn network 
syslog-level warn security 
syslog-level warn system 
syslog-level warn user 
syslog-level warn user-debug 
syslog-level warn wireless 

extended-ssid

user test ffdd0de6edd0355cb310df6d118ef026bcfcc49d8c590e34 portal

mgmt-user admin d800464e4e1a7332b7935b23da7aa4e5

wlan access-rule default_wired_port_profile
 index 0
 rule any any match any any any permit

wlan access-rule wired-instant
 index 1
 rule masterip 0.0.0.0 match tcp 80 80 permit
 rule masterip 0.0.0.0 match tcp 4343 4343 permit
 rule any any match udp 67 68 permit
 rule any any match udp 53 53 permit

wlan access-rule Auba_mab
 index 2



 captive-portal external profile ise223_mab
 rule 10.105.171.223 255.255.255.255 match tcp 1 20000 permit
 rule any any match any any any permit

wlan access-rule Aruba_dot1x
 index 3
 captive-portal external profile ise223
 rule any any match any any any permit
 rule 10.105.171.223 255.255.255.255 match tcp 1 20000 permit

wlan ssid-profile Auba_mab
 enable
 index 0
 type employee
 essid Auba_mab
 opmode opensystem
 max-authentication-failures 0
 vlan 105
 auth-server ISE223_MAB
 rf-band all
 captive-portal disable
 mac-authentication
 dtim-period 1
 inactivity-timeout 1000
 broadcast-filter arp
 radius-accounting
 dmo-channel-utilization-threshold 90
 local-probe-req-thresh 0
 max-clients-threshold 64

wlan ssid-profile Aruba_dot1x
 enable
 index 1
 type employee
 essid Aruba_dot1x
 opmode wpa2-aes
 max-authentication-failures 0
 vlan 105
 auth-server ise223
 rf-band all
 captive-portal disable
 dtim-period 1
 inactivity-timeout 1000
 broadcast-filter arp
 radius-accounting
 dmo-channel-utilization-threshold 90
 local-probe-req-thresh 0
 max-clients-threshold 64
 dot11k

auth-survivability cache-time-out 24

wlan auth-server ise145
 ip 10.105.171.145
 port 1812
 acctport 1813
 key 1d44facfc63ada5b30d30e60ecbe47b9b2663aa5edbec874
 nas-ip 10.105.171.120
 rfc3576



 cppm-rfc3576-port 5999

wlan auth-server ise129
 ip 10.126.107.129
 port 1812
 acctport 1813
 key b5b77ba85c768c2e1b29af4fb9b9a8635f0b1b3c316f1aea

wlan auth-server ise223
 ip 10.105.171.223
 port 1812
 acctport 1813
 key bb425233efd3f12508e5538491a5b73105304b20f1c24454
 nas-ip 10.105.171.120
 rfc3576
 cppm-rfc3576-port 5999

wlan auth-server ISE223_MAB
 ip 10.105.171.223
 port 1812
 acctport 1813
 key 50550542f575f31a0db96dba4b13ef00b33d5fd77076a619
 nas-ip 10.105.171.119
 rfc3576
 cppm-rfc3576-port 5999

wlan auth-server ISE205
 ip 10.105.171.205
 port 1812
 acctport 1813
 key fcd1e9b5c1406400530241db32d9d025b94fd1001e07cb0e
 rfc3576
 cppm-rfc3576-port 5999

wlan external-captive-portal
 server localhost
 port 80
 url "/"
 auth-text "Authenticated"
 auto-whitelist-disable
 https

wlan external-captive-portal ise223
 server 10.105.171.223
 port 8443
 url "/portal/g?p=gZP9Rrqqy8Meqcj4jomvGZKAZr"
 auth-text ""
 auto-whitelist-disable
 https

wlan external-captive-portal ise223_mab
 server 10.105.171.223
 port 8443
 url "/portal/g?p=eMjakL5dpZL9jFOKQNxNbXykoO"
 auth-text ""
 auto-whitelist-disable
 https

wlan external-captive-portal ISE205
 server 10.105.171.205
 port 5999



 url "/"
 auth-text ""
 auto-whitelist-disable
 https

blacklist-time 3600
auth-failure-blacklist-time 3600

ids
 wireless-containment none

wired-port-profile wired-instant
 switchport-mode access
 allowed-vlan all
 native-vlan guest
 no shutdown
 access-rule-name wired-instant
 speed auto
 duplex auto
 no poe
 type guest
 captive-portal disable
 no dot1x
 inactivity-timeout 1000

wired-port-profile default_wired_port_profile
 switchport-mode trunk
 allowed-vlan all
 native-vlan 1
 shutdown
 access-rule-name default_wired_port_profile
 speed auto
 duplex full
 no poe
 type employee
 captive-portal disable
 no dot1x
 inactivity-timeout 1000

enet0-port-profile default_wired_port_profile

uplink
 preemption
 enforce none
 failover-internet-pkt-lost-cnt 10
 failover-internet-pkt-send-freq 30
 failover-vpn-timeout 180

airgroup
 disable

airgroupservice airplay
 disable
 description AirPlay

airgroupservice airprint
 disable



 description AirPrint

SYS-TEST-IAP225#


