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Migration Overview

- What is migration?
Process of moving data from previous ACS versions
Migration Utility provides tools to import key data elements
Not a seamless process and need to manually setup policies

- Why is this a migration and not an upgrade?
ACS 5.x introduces a new rule-based, attribute-driven policy model

In 4.x, policy and authentication information are stored in user and user group
records
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The New Rules-based Policy Model



ACS 4.x: Group-Based Policy Model

User Groups

Emplovee Groun

Permissions — Employee_VLA
Restrictions — None

« Works well if Identity is the
dominant or only condition

* Does not work well for
complex authorization policies

based on dynamic conditions L

Permissions — Guest VLAN

Siployee _gets Ll GECESS Restrictions — Time_of _Day
when on-site & restricted

access when coming in
remotely

Guest Grounp
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L Group-based Model Forces Group
Proliferation

- Example: 7 groups required for a 3 condition scenario:

Wired+WireIess Wired+Wireless+
VPN

« 2n - 1 groups required (n is the number of policy conditions)
n ]2 [3 4 |5 6
2n-1 3 7 15 31 63

- Potentially update 2" groups for a single condition authorization
change. ( 4 groups edits in the above example)
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ACS 5 : Rules-Based Policy Model

Other
Conditions

ldentity

Authorization Profiles

Employee
Group

Policy Rules Policy Elements
CONDITIONS a RESULT
ID GROUP LOCATION AZN PROFILE
»| ENG SJ_CAMPUS SJ_ENG
»| ENG RTP_CAMPUS RTP_ENG
ENG EXTERNAL EXT
_|IF NO MATCH DENY ACCESS

Identity is decoupled from permissions
Authorization based on identity and conditions

specified as policy rules
* |IF <condition(s)> THEN <permission>



Policy Simplification

- 7 groups in the group-based model:

Wired+WireIess Wired+Wireless+
VPN

- Become 3 rules in the rules-based model:

Wired users Wired Wired access
Wireless users Wireless Wireless access
VPN users VPN VPN access
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Flexible Policy Conditions

- Network information — AAA protocol, AAA client, network device group
- AAA information — EAP type, MAC address, other AAA attributes
- Certificate attributes

- ldentity store user attributes and group memberships
ACS internal store, Active Directory, LDAP directories
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Access Services Implement ACS Policy

ACS

AAA

Access JAVAVAN
Service Response

Request

All authentication/authorization
requests are processed by an
Access Service InACS 5
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ACS Service Selection Policy

Service .

ACS Service Selection
Criteria

AAA protocol

Network device group

ACS server

Request attributes

Date and time

AAA client
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Response
Access Service 3

Service Selection policy defines to
which Access Service ACS should
direct authentication requests




Access Service Components

- ldentity Policy

Selects the Identity Store (or stores) to be used for authentication and
retrieval of identity attributes

« Authorization Policy

This is the heart of ACS, where all collected attributes are evaluated to
arrive at an authorization policy decision

|dentity Policy AAA
Authorization Policy
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Identity Policy
= Policy to select identity stores that are used to
authenticate and retrieve attributes/group info
= Flexibility in selection of identity store
= Static
= “Always use LDAP”
= Conditional -
= “Use CORP_AD if MSCHAPV2 is used”

X509 Certificate Certificate Profile
MSCHAPvV2 CORP_AD
If no match Deny Access




Authorization Policy

First match (permissions cannot be merged)

Discrete columns per condition element

Authorization profiles may be combined in Rule results
Conflict resolution via precedence order

Allows “hierarchy” of authorization profiles, reduces proliferation of
individual profiles

Default rule (If no match found)

ENGR - - - Compliant ENG

ENGR - - - Not PUB, ENG
Compliant

CONT CAMPUS WIRED DAY Compliant CONT

CONT CAMPUS WIRELESS | DAY Compliant CONT_WLAN

PRINTERS CAMPUS WIRED - - PTR

DEFAULT (If no match found) QUAR
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Configuration Migration Techniques



Configuration Migration Approach

- Understand the new ACS 5 configuration and policy model

- Design the ACS 5.x Deployment
What are the requirements?
Is there a consolidation of multiple infrastructures?
How will changes be maintained?
How will these influence how NDGs, Identity Stores, and Policies created in
ACS 5.x?7

- To create ACS 5 primary server configuration, use a combination of:
Manual configuration

Import tool
Migration tool
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Configuration Migration Methods
Manual Configuration

- Required for all migrations

ACS 5 has a new configuration model that doesn’ t translate directly from
previous versions.

Migration and import tools will help to transfer some configuration areas, but
other areas will require manual re-configuration

- Good option for:
Small configurations

Configurations that don’t use internal users
Every migration
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Configuration Migration Methods
Import Tools

- ACS 5.x provides csv file-based configuration update for some
configuration areas

- Supported config areas

Users, hosts, network devices, identity groups, NDGs, downloadable ACLs,
command sets

- Good option for:
Config areas that can be created in text files
Pre-4.x configs that can’ t be upgraded easily
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Configuration Migration Methods
Migration Tool

A utility that analyzes a 4.x configuration, provides an analysis report,
and can convert and push configuration to an ACS 5 server

Supported config areas

Users/user groups, devices/device groups, command sets, T+ shell exec attrs,
RACs, FAST master key & auth ID

Prerequisites
Source configuration on ACS 4.x
ACS 4.x (Windows) lab machine (to run tool)

Good option:

For 4.x migrations with large internal user or device configs
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Server Migration Strategy

- Establish a primary ACS 5 configuration for testing and then
phased production roll out

- Maintain existing ACS deployment as a fall-back contingency

- In most cases, a one-for-one server replacement is
appropriate

- Understand the peak authentications rates

- Use ACS View System Health alarms to monitor server
utilization
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Configuration Migration Methods

Summary

Approach

Manual Necessary for areas such as initial setup tasks and config

configuration areas that don’t translate easily from 3.x/4.x. A useful
approach for learning ACS 5 and for migrating smaller
configurations.

Import tools  Good option for migrating large configuration areas that
are available in a CSV file. Easy to manipulate data

Migration Can analyze 4.1.4/4.2 configs, analyze, report on, and

tool migrate many configuration areas. Provides config
analysis and transfers config directly to ACS 5. Requires
ACS 4.x Windows lab machine to run the tool.
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ACS 5 Policy Configuration Overview

_-fp~.@—.1Naworleﬁesourﬁesc~_-.

> @ Users and Identity Stores

& Policy Elements, Service Selection

» [5 Access Policies. policy and Access
» [1,] Monitoring and Reports. Service definition

Access Service
building blocks

» & System Administration

21
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Network Resource
Configuration

.....

» 15 Network Resources
> @b Users and Identity Stores.
» G» Policy Elements.

> [ Access Policies

» [, Monitoring and Reports.
» ¥, System Administration




Network Resources

User
Setup

El

Group
Setup

% Shared Profile
Cormpanents

MNetwaork
Configuration

=T Systemn
= Configuration
=, Interface
Configuration
Adrministration
Control 3
ﬁ External User
E [atabaszes
Fasture
ooon)| Yalidation
Mebwork Beces
Frofiles
Feportsand
Aetivity

B | Online
E Cracurnentation !

ACS 4
- IV . B .
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v Pletwork Device Groups
Laocation
Device Type
Metwark Devices and A88 Clients
Default Metwork Device
External RADIUS Servers

3 ﬂ Llzers and ldentity Stores

» G Policy Elements

» [ 5 Access Policies

(3 m mMonitoring and Repors

» B Systern Administration

ACS 5
B B | N




Network Resources

Key Changes

- ACS 5 supports a single device definition for the same
RADIUS and TACACS+ client

- Change from flat, exclusive, device grouping, to overlapping,
multiple, hierarchical grouping

« ACS 5.x supports a Default Network Device
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PowerfulACS 5D

Africa-Southern-SouthAfrica-Firewalls

Africa-Southern-SouthAfrica-Switches

Africa-Southern-SouthAfrica-Routers

Africa-Southern-Namibia-Firewalls

Africa-Southern-Namibia-Switches

Africa-Southern-Namibia-Routers

Africa-Southern-Botswana-Firewalls

Africa-Southern-Botswana-Switches

Africa-Southern-Botswana-Routers

ievice Grouping

Combine
nodes in
Device Type policy to
Hierarchy reference
All Devices device
intersection
Routers: witches:
Routerl *Switchl
. *Switch?2 .
Router?2 A;/;/I c L cation
: Hiperarchy
. . Devices
Single attribute _ v
Africa
to reference all Devices

Southern

/ African devices

/ N
Flat ACS ACS 5 multiple
4 device device " /
grouping hierarchies

Asia
Devices

SouthAfrica
Devices:
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Network Devices With Multiple Group
Assignment

Adding devices to
device groups

o My Warkspace

Metwork Resources = Metwork Devices and A525 Clientsf Edit: "rtr1002"

/ v perpi
+ Metwork Device Groups z Name: |r1r1IZIIIIE I |
J A
Location Description: I
Lieniie ThEe Network Device Groups ion
Vendors - - -
e B as e e |L|:|cat||:|n ||AII Locations:Africa:Southern:Botswana |[ Select ]
Default Metwork Device |DeviceT@.fpe ||AIIDewiceT~;pes:Ruuters |[ Select ]
External RADILIS Servers -
) |"-£end|:|r5 ||Uendur5:C|5cn:IDS11 |[ Select ]
(2 ﬁ Lsers and ldentity Stores
» %ﬂ Falicy Elements IP Address Authentication Options
. P TACACE+ [«
» [ Access Policies @) Single IP Address O IP Range(s)
PRADILS [
v [ Monitoring and Reports =t |1|:|_1|:|_1|:|_2 |
» B Systern Administration
£ = Required fields
[] nrrioosg 10.10.10.8532 All Locations:Africa:Southern:South Africa  All Device Types:Routers
[] drioog 10.10.10.9532 All Locations:Africa:Southern:South Africa All Device Types:Routers
[l drioio 10101010032 All Locations:Africa:Southern:South Africa  All Device Types:Routers
[l =swiood 10101011032 All Locations:Africa:Southern:Botswana All Device Types:Switches
[l swiooz 1010101232 All Locations:Africa:Southern:Botswana All Device Types:Switches
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Default Network Device

. tﬂ' My Waorkspace Metwark Resources = Default Metwoark Device

Default Network Device

The default device definition can optionally be used in cases where no specific device definition is found that
matches a device IP address.
Device Type

Gierile Default Metwark Device Status: | Disahled s | &

Metwark Devices and A84 Clients Network Device Groups
Diefault Metwork Device |L|:|[:ati|:|n | |AII Locations | [ Select ]
External RADILS Servers

» Metwork Device Groups
Lacation

|Devi|:eType ||AIIDeviceTypes |[ Select ]
3 ﬂ sers and |dentity Stores
|‘Jendnrs ||‘Jendnr5 |[ Select ]
» & Policy Elements
. E:] Access Policies Authentication Options
b TACACS+
Monitoring and Reports
b g b b RADIUS
(2 % System Administration # = Required fields

ACS will use the Default
Network Device for AAA
clients that haven’t
been defined in ACS
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.....

» 15 Network Resources
> @b Users and Identity Stores.
» G» Policy Elements.

> [ Access Policies

» [, Monitoring and Reports.
» ¥, System Administration

User and |dentity Store
Configuration



Users and Identity Stores

E"‘ User
E Setup
Group F
@ Setun » (1) Metwork Resources
i |5haredF‘ru:uf1'Ie- - 3% Users and Identity Stores
Components .
g [dentity Groups
Metwork * |nternal [dentity Stores
Configuration
Users
| Sustem Hosts
= Configuration :
» External ldentity Stores
=, Interface
| Configuration LDAF
Active Directory
Adrministration
E‘ﬁ| Contral L RESA SecurlD Token Servers
RADILIS [dentity Servers
- External User . .
= Datahazes Cerificate Authorities
Cedificate Authentication Profile
F'u:-s_ture_ ;
2099 Yalidation Identity Store Sequences

Mebwork Loces
Frofiles
Feportsand
Aetivity

B | Online
E Cracurnent ation F

» G Policy Elements
" [':] Access Paolicies

e

(3 [:j Monitoring and Reports

-

» B Systermn Administration

ACS 4 ACS 5
IR . B . U N
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Users and Identity Stores
Key Changes

- ACS internal users and user-groups are no longer containers of
permissions and no longer define access policy

All access policy is rules-based and attribute-driven
- ACS no longer requires a user to be assigned to a user-group

- External user-groups are attributes that can be used directly in
access policy — group mapping is no longer required

- ACS 5.x internal users provide extensible schema to define user-
level attributes that can be used in access policy rules

- ACS 5 internal ‘groups’ are described in a hierarchical tree where
each node is a group attribute that can be assigned to an internal
user, and therefore be referenced in access policy

- ldentity Store Sequences are used to combine different identity
stores for use in a single authentication/authorization request
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Extensible ACS User Schema

ity Stores = U=zers = Edit: "Fred"

General

" Users and ldentity Stores =
i £ Mame: |Fred | Status: | Enabled | @

Description: | |
& |dentity Group: |AIIGruups:IT |[ Select ]

SEr iInformation

Ernail: |fred@an:me.cnm | Firewall:
Lu:u:atinn:|Nnrth-5 | Router: | True

Switch:

reation/Modification Information

Date Created: FriMov 06 16:20:07 UTC 2009
Date Modified: Fri Mov 06 16:20:07 UTC 2009
£ = Reguired fields

:

<

Custom schema
attributes are
available as

policy attributes
B B N B D . B
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Hierarchical User Grouping

=4 Ugers and ldentity Stores ] .
Filter: Match if:

ldentity Groups

Hame &« [Description
T Al Groups [dentity Group Root
Finance

Human Eesources

vIT
¥ Metwork Admins
¥ Southen Aftica

Auditors

Super lsers

Wireless Admins

M arketing

Qperations
\ Hierarchical grouping
for ACS internal users -

also available in policy

OO0O00O0ooogoodgaao
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External Groups - Mapping Not Required

3 ﬁr fly W Orkspace =zers and dentity Stores = External ldentity Stores = LDAF = Edit: "LDAP1"
» (1) Metwork Resources

]' General 1[ Senver Connection 1[ Directory Organization T Directory Groups "'J' Directony Attributes ]_

Directory groups must he selected on this page to be available as options in group mapping

Identity Groups conditions in policy rules. Click "Select' to launch a dialog to select groups from the directory.
* |nternal [dentity Stores
sers Selected Directory Groups:
s Group Mame I I
» External [dentity Stores _ GI‘OUp SeleCt|On |S

cn=HR, 0u=groups,0=cisco.com

SEE cn=Engineering,ou=groups,o=cisco.com J ava”able for LDAP

Active Directory cn=Finance,ou=graups,o=cisco.com

RSA SecutlD Token Servers ch=IT,0U=groups, 0=cisco.com and AD d|reCt0r|es

RADILIS |dEﬂ‘t|t’5" Serers El::r'|=r|.|1:.=4r|:a IIEI',I:IU:IH'I:IU 1S 0=CiSCO.cOm
Ceificate Authorities
Cerificate Authentication Profile
Identity Store Sequences

» G Policy Elements

» [ Access Policies

» [,.] Monitaring and Reports

» = Systern Administration

| addn || Edity | | Deselect || select |

Group Mame

| \ Directory groups selected here
can be used directly in policy
conditions without having to

map them to an ACS group first
N e ETES N
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Directory Attributes

’ 3 ﬂr My YWorkspace Lzers and |dentity Stores = External Idertity Stores = LDAP = Edit: "LDAP"
v 1) Metwork Resources

]' General 1[ Server Connection 1[ Directory Qrganization 1[ Directory Groups Tillireml:nrj.f.ﬂ.ttril:uuteséW

|dentity Groups Directory attributes of user or subject records can be referenced as policy conditions in policy rules. Ifyou wish to do this, define the
v Internal Identity Stores attributes that are to be available for use in policy rules here. Specify a sample userf subject narme below, then click 'Select. ' to launch 3
e dialog to select attributes from this suhbject.
Uinaie Ifyou wish to madify the Default and Policy Condition Rame for an attribute, edit it in the tahle below.
- Ernal ity Sz Hame of example Subject to Select Attributes:
AP
Active Directony |[ Select...
RSA Securll Token Semers T = Setani Policy Conamen
RADIUS Identity Servers : ti ite atme Ezrp?ue efau olicy Condition Mame
i . epartmen ring
Cedificate Authorities Location String

Certificate Authentication Profile Mationality String
|[dentity Store Sequences LA String

’ » G Policy Elernents

’ » [ 5 Access Policies

| (3 [:] Monitaring and Reports

Directory attributes
specified here become
available as conditions
and result values in
access policy

I N I . @448 N
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R R OO RRAkARAARRR RS
Different Identity Stores For Authentication

And Authorization

A [ace Users and [dentity Stores = |dentity Store Seguences = Edit: "OTP+LDAP ID Store”

< M

General
% Name: | OTP+LDAP ID Store] |

4 Users and Identity Stores

Descriptinn:|

Authentication Method List
L] certificate Based

Password Based This Identity Store

Authentication and Attribute Retrieval Search List

A set of identity stores thatwill be accessed in sequence until first authen Sequence a.”OWS
sUcceeds . .
Available S —| authentication to an
Internal Hosts ~ OTP Server . OTP Server Wh'le
_____ Internal Lsers i -’
' [~ ] an LDAP directory

LDAR
IS queried for

[

=
LDAP2 <
& | MAC Profiler

:L: authorization
= o= information

Additional Attribute Retrieval Search List
An optional set of additional identity stares from which
attributes will be retrieved
Available Selected
Internal Hosts LOART »
Internal Users |
|

F Internal UsenHost
Advanced Option

LODAP 2
MAC Profiler
QTP Server

© 2010 Cisco and/or its affiliates. All rights reserved. Cisco Confidential 35
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» 15 Network Resources
> @b Users and Identity Stores.
» G» Policy Elements.

> [ Access Policies

» [, Monitoring and Reports.
» ¥, System Administration

Policy Element Configuration



Policy Elements

User
Setup

El

b (1) Metwork Resources

Group
Setup

3 3 Llgers and ldentity Stores

% Shared Profile
Cormpanents

MNetwaork
Configuration

=T Systemn
= Configuration

=, Interface
Configuration

Adrministration
Control

ﬁ External User
E [atabaszes

Fasture
ooon)| Yalidation

Feportsand
Aetivity

B | Online
E Cracurnentation

Mebwork Beces
Frofiles

» Sessioh Conditions
Date and Time
Custom
» MNetwork Conditions
End Station Filters
Device Filters
Device For Filters
» Authorization and Permissions
* MNetwork Access
Authorization Profiles
Security Groups
» [Device Administration
Shell Profilas
Command Sets
* Mamed Permission Ohjects
Downloadable ACLs
Security Group ACLS

b [:3 Access Policies

ACS 4
Il N

BRKSEC-2581

b D Monitoring and Reports

» B2 Systern Administration
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olicy Elements - Conditions an
Authorization Profiles

Key Changes

- Policy conditions and authorization permissions no longer part
of users and user-groups

The ACS 5 model extends the ACS 4 Shared Profile Components
concept

All conditions and permissions are defined as reusable components

These reusable components are referenced in the rules-based
policy
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Date & Time Condition Elements

General

£ Mame: |aﬂer_business_hnur

Description: |hef|:|re Qam, afterapm

Duration
This iz the time period during which the condition will be active

Start (&) Start Immediately

O Starton: | 2009-Jan-22 |FE Gywemme-dd)| 0 v | 00 v |tihemm)

End: (%) Mo End Date

O EndBy.  |2009-Jan-22 | Gw-Mmm-dd) | 23 v |59 v [thhmm)

Days and Time
Click a square to selectideselect that time. Lise SHIFT button to selectideselect a block
starting from the previous selection

0:00 4:00 8:00 12:00 16:00 20:00  24:00

S ..

Man
Tue
Wiad
Thu
Fri
Sat

| selectan | | clearan | [ undoan |
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RADIUS Attributes In Authorization Profiles

Policy Elemernts = Authorization and Permissions = Metwork Access = Suthorization Profiles = Wies: "Woice"

AT | | General | Common Tasks | RADIUS Attributes |

=, Policy Elements

Attribute Type Yalle
cisco-av-pair String device-traffic-class=voice
Session-Timeout Lnsigned Integer 32| 3600

Termination-Action Enumeration RADILS-Request

Authorization Profiles

Manually Entered
Attribute Type Yalue

arr Admini Tala

e ————.

| addn || Editv || Replacen|| Delete |

Dictionan Type: RADIUS-IETF v
! ) RADILS-IETF
“ RADIUS Attribute: 50 e |
2 Aftribute Type: RADIUS-Cisco
RADIUS-Cisco Airespace
Attribute VYalue: RADIUS-Cizsco Aironet

RADIUS-Cisco BESM

=
fa —_ e T WA P -

—
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Dynamic Authorization Values

Using Directory Attributes in Authorization Profiles

g My Wiorkspace

¥ (1) Metwork Resources

(3 ﬁ Llzers and |dentity Stores

¥ Session Conditions
= Authorization and Permissions
» PMetwork Access
Authorization Profiles
» Device Administration
¥ PMamed Permission Ohjects

» [ Access Policies

(2 [_:j Monitoring and Reports

» B Systern Administration

Palicy Elemerts = Authotization and Permissions = Metwork Access » Authorization Profiles = Creste

The user’s directory
attribute, VLAN, will
be queried for the

VLAN Id to be used

/

] 5 [vLan

|[ Select ]

| General || Common Tasks! | RADIUS Attributes |
ACLS
Downloadable ACGL Marme: |N|:|tin Use v|
Filter-1D AGL: (MotinUse |
Prosy ACL: (MotinUse |
Yoice VLAN
Fermission to Jaoin: |N|:|tin ze v|
VLAN
WLAR (DM arme: | Cynamic ,vl| | LOAP-LDAPT
Reauthentication
Reauthentication Timer: |N|:|tin ze v|

[ General 1( Cammon Tasks H:HADIUS nttrihutesﬂ

Commaon Tasks Attributes

Common Tasks

automatically create

Tunnel-Private-Group-1D

Tagned String

—
Attribute Type Yalue )
Tunnel-Type Tagged Enum [T:1] WLAM -
Tunnel-Medium-Type Tagged Enum [T:1] 802

[T:1] [LDAP-LDAPT]VLARN

the corresponding
RADIUS attributes
In the authorization

BRKSEC-2581
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AAA

Access Service 1 =
Response

Service

Selection Access Service 2

AAA Request Lt

Access Policy Configuration

Access Service 3




A Device Admin Access Service

Access Policies » Access Services = Default Device Admin = Identity

| v WyWaorkspace

| b L5) Metwork Resources
| 3 3 Lzers and ldentity Stores

(+) Single result selection () Rule based result selection
|[ Select ]

Identity Source: |0TP+LDAF‘ IO Store

» G Policy Elements

=[5
¥ ACCESS Senices
| Service Selection Rules
» O Default Device Admin

# Advanced Options

If authentication failed
Ifuser hot found
[fprocess failed

Mote: For authentications using PEAR, LEAFR,
EAP-FAST or RADIUS MSCHAP itis not possible
to continue processing when authentication fails
aruser is hot found. If continue aption is selected
inthese cases, requests will be rejected

Authorization
b 0 LAM Metwork Access
¥ O Eemote Access VRN

| » D Monitaring and Reports

Access Policies = Access Services = Default Device Ldmin _

Access Service

|dentity Policy
Authorization Policy

| bt My VWOrkspace

> ) mMetwork Resources

Standard Policy| Exception Policy

| 3 ﬂ Users and ldentity Stores
Device Administration Authorization Policy
» G Policy Elernents .
Filter: : Status v Matchif | Equals || Enabled | -
(5
i Conditions
* Access Services [] status MName . .
| Sewice Selection Rules Identity Group MDG:Location
5 0_ 1 F @ Southern Africa Full Admins in Al Groups:[T:Hetwark Admins:Southen Africa:Super Llsers in Al Locations:Africa:Sou
[denti
ki i [ ] @ Southern Africa Wireless Admins  in All Groups:IT:Metwork Admins:Southen AfricaWireless Admins  in All Locations:Aftica:Sou
+ 1 Default Metwork Access 3 il @ Southern African Auditars in Al Groups:T:Metwork Admins:Southen Africa:Auditors in All Locations:Africa:Sou
Idenitity

BRKSEC-2581
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Developing Device Administration
Authorization Policy

|dentity Policy

Authorization Policy

N Conditions Results
ame

[dentity Group MDG:Lacation MOG:Device Time shell Profile  Command Sets
Southern Atica Full Admins in All Groups:T:Metwark Admins:Sauthen Aftica:Super Users in All Lacations:Afiica:Sauthern  in All Device Types PrivLevel 19 Full Command Aciess

Boutherm Africa Wireless Adming — in All Groups:T:Netiark Admins: Southen Aficaiireless Adming  inAll Locations:Afica:Southern in All Device Typesiireless  PrivLevel 15 Full Command Access

Boutherm African Auditors in All Groups:T:Metwnrk Admins: Southen Aftica:Auditors in All Locations:Afica:Southern in All Device Types PrivLevel 18 Read-Cnly
l 1 | | [
| | ]
User Group Multiple Device Shell and Cmd Set
Conditions Group Conditions Authorization Results
I E e BE ¢ 9= BN .
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R R ORRRRRRRRRRRRRRRRRRRRRRRRRRCRRRRRRRRRNNNRHRRRRRRRRRZRR__—,,
Creating An Access Service — Allowed

'__ My Workspace Access Policies = Access Services = LAR hetwiark Acces‘

W Allowed Protocols |

] Process Host Loakup
Authentication Protocols

#. Access Policies
[ allow PARASCI

b [ allow CHAP

b L Allow MS-CHAPY

b [ allow MS-CHAPY2
[he Supported
/\

21 LAR Bletwark A

> [ Allow EAP-MDS authentication
> [ miowEAP-TLS protocols are defined
b [ mlow LEAR in the access service

s Allow PEAP
FPEAF Inner Methods

Allow EAP-MS-CHAPY2

[¥] Allow Password Change  Retries:

1 allow EAP-GTC
| Allow Password Change  Retries: |1

b [ allow EAP-FAST

© 2010 Cisco and/or its affiliates. All rights reserved.
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|dentity Policy

Authorization Policy

\4
Identity Policy
Filter:|5tatus + | Match it | Egquals V||Enahled [ | Clear Filter - Id . .
entity policy
Conditions Results :
Stat M Hit Count
N s Ame Authentication wethod [dentity Sour:e e to aUthentlcate
1 [0 ©  Cetduth match ¥508_PK] CNUsermame 0 ____—" both cert and
N ] ©  Password Auth  match PAP_ASCI LDAP a paSSWOrd'
= [ Default Ifno rules defined or no enabled rule matches.  DenyAccess a based authS
Conditions Results
[] Status Name

KOG Device Type LDAP1 ExternalGroups Autharization Profiles
| 4 e Wireless  in All Device TypesWireless  containg any (cn=Engineering,0u=groups,0=cisco.com; ch=Manager,ou=groups,o=cisco.com  Dir-YLARN
- d 0  wired in All Device Types:Switches  -ANY- Dir-YLAM
\ This authorization policy limits
= [] Default [frio rules defined or no enahled rulé{natches. DenyAccess

wireless access to engineering
\ and manager groups.

Users’ directory VLAN attribute
I | 'S Used to assign the VLAN e
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- Implementing Rules-based Service

Selection
A Simple, Protocol-based Service Selection Policy < REE

Example

Selection

yorkspace &ccess Policies = Access Services = Service Selection Rules
b # latunrk Racorirrac
* Single result selection O
¥ in | lzars an A ldarntity Storac
i larmantc - ~ -
> Gp Policy E Filter: Matchif [Equals v | Enabled  w| | ClearFiier v
- 1 N ll 0
Conditions Results )
[1 Status Mame _ Hit Count
J Protocol Senice
1 [ @ Device Admin match Tacacs Default Device Admin 0
il ] @ LAk Metwork Access  match Radios LAM Metwark Access 0
\
= [] Default Ifno rulds defined or no enahled rule matches.,  DenyAccess 11487

[create...| =] | Duplicate... | = || Edit || Delete | [A )\ Movetn... | v [ Customize |[ Hitcount |

Soctarm Ardmitisteating
¥

Save Changes Dizcard Changes

Service selection
based on AAA protocol

Cisco Confidential 47
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Service Selection Policy
Example Service Selection For Three Access Service

Services

Selection

Access Policies = Access Services = _

O Single result selection (*) Rule based result selection

Filter: | Status v |Match it [Equals  «|[Enabled s | Clearfiner -
Conditions Results
[l status Hame _ _
Protocol FHOG: Device Type Semice
i [F] (2] Device Admin match Tacacs -BRY- Default Device Admin
2 FI 2] Femote Access match Radius inAll Device Types PR Concentrators Remote Access VRPN
Il 2 Lok Metwork Access  match Radius B LA Metwork Access
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Available Policy Conditions

Service Selection

ACS Host Name
Device Filter
Device IP Address
Device Port Filter

End Station Filter

NDGs
Protocol
Time And Date

Use Case

[RADIUS and TACACS+
attributes]

BRKSEC-2581

ldentity Authorization

[Previous column]
Authentication Method
[Certificate attributes]

EAP Authentication
Method

EAP Tunnel Building
Method

inb

[Both previous columns]
Authentication Status
Identity Group

[Internal user attributes]

[Directory groups]

[Directory attributes]
System:UserName

Was Machine
Authenticated



Cisco Alpha Network Service Selection
Policy

RADIUS attribute Service
condition

Selection

0 pace Access Policies = Access Services = Service Selection Rules

3 Metwaork Resources
%] @ Single result selection (*) Rule based result selection

» 48 Users and Identity Stores

Palicy Elements
» G Poliey Filter: | Status | Match it [Equals s |[Enabled] s | | ClearFier -
B, Access Policies ¥
Conditions Results .
[] status Mame » . } Hit Count
Compaound Condition Protacal UseCase NDG:Device Type Setvice
1 F (2 ] RADIUS-TEET RADIUS-IETF.User-Mame equals test-radius -ANY- -AMY- SR RADIUS-TEST 51565
2 [0 ©® wPM MY _ANY- MY in &Il Device TypesWPH VPN 103
3 ¥ (2] ] -ARMY- -AMY- match Host Lookup -AMY- MAB 386419
& 4 F] (2] 802.1% -AMNY- match Radius  does notYnatch Host Loakup -ARY- B02.1% 64935
» [} Monitoring and Reports 5 [0 ©  Tacacs MY match Tacacs  -AMY- P TACACS+ 16
» B2 Systern Administration
= [] Default If no rules defined or no enabled rule matches. \ DenyAccess B

Condition using
the system
‘UseCase’

condition for
MAB requests

© 2010 Cisco and/or its affiliates. All rights reserved Cisco Confidential 50

BRKSEC-2581




Permission Based On EAP Type

bl el

Status

e
e
2

LOAR1-Dept

equals Sales
equals Marketing

equals Marketing

Conditions

|dentity Policy

Authorization Policy

Results

Eap Authentication Method  Authorization Profiles

-AMY- hledium
match EAP-MSCHAPY: hledium
match EAP-TLS Hich

BRKSEC-2581

Marketing users get
different permissions
based on whether they
are using certificates or
passwords for
authentication




|dentity Store Selection Based On ACS
Server

|dentity Policy

Authorization Policy

| bt Mty iWorkspace Access Policies = Access Services = RADIUS D Service = Identity
(2 Metwork Resources
| [?ﬂ O Single result selection () Rule hased result selection
| 3 ﬁ Isers and ldentity Stores Identity Policy
» G Policy Elements - o ;
Filter: | Status v | Match it | Equals  +||Enabled s |  ClearFiler v
- Conditions Results .
* Arccess Senices [] status  Mame LEE s A Hit Count
| Semice Selection Rules nstHame entity Source
[, AR-Froxy i [F] e Rule-1  equals ACS1 LDAR 0
v O Default Device Admin N F 0O  RBule-Z equals AGS2 LDAPZ2 0
|dentity
Authorization
» 7 Default Metwork Access
|dentity
Authorization
+ O RADIUS ID Service
|dentity
Autharization
| (3 [:j Monitoring and Reports
| . % System Administration 1 : [f no rules defifed ar nao er:at:uled rule matches. DenvAccess )
Create... ||| Duplicate... | = || Edit || Delete \\rl These rules select the [J[Hicount

LDAP directory based
on the ACS server

I I O . receiving the request |
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Deployment Overview



ACS 5.x Platform Options

1121 Hardware Appliance

One rack-unit (1RU) Linux-based
appliance

3415 Hardware Appliance

One rack-unit (1RU) Linux-based
appliance

VMware Appliance

Complete appliance image for
installation on VMware ESXi 5.0
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3.x/4.x Component

BRKSEC-2581

ACS 3/4 to 5 Component Mapping

ACS for Windows

ACS Solution Engine
(1111, 1112, 1113)

ACS Remote Agent

VM in VMware ESX or
1121/3415 appliance

VM in VMware ESX or
1121/3415 appliance

N/A

5.4 Option

Thereisno ACS 5
Windows option. ACS
5 is an application/OS
bundle that can run in
a VM or supported
appliance.

1111/2/3 platforms do
not support ACS 5.x.
4.2 can run on the
1120.

The Remote Agent is
no longer required in
ACS 5.



ACS 5.x Configuration Replication Model

Primary

Secondaries

* Incremental replication

* Fully synchronization — no subset options
« Automatically triggered on change

 Flat 2° model — no cascading replication

« Config updates on primary only, except for

I /A Password updates
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ACS Distributed Deployment

- Consists of multiple ACS’s that are managed together
One Primary and multiple Secondary servers
All ACS instances are identical (run full ACS software version)
Each ACS can play a specific role in the deployment

- Incremental replication model
Primary ACS is single point of configuration & to monitor secondary servers
Automatic incremental replication to Secondary servers

ACS I Database
download
Incremental Master
Replication %

%$v

A
ACS . ACS ACS

Secondary Secondary Secondary

BRKSEC-2581
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ACS 5.x View Dashboard

Dashboard

[ General ” Troubleshooting ” Authentication Trends ” ACS Health ” test ]

Authentication Snapshot

Time Range: Last ¥ Days Protocol: RADIUS Group By: Access Service

Catagories

S02.1x

[ ' I ' I ' I ' I ' I '
i 10 20 30 40 s0 60

Authentications

B This weeks Passed Count E The Weekly Paszed Count B This weeks Failed Count B The Wweekly Failed Count

Authentication Trends Top H Authentications

Protocol: RADIJS Time Range: Last 30 days Protocol: RADIUJS Top: 5 Status: Passed and Failed
Trend: ACS Passed,Failed Dropped Time Range: 6 Hours Trend: Metwork Device
Authentications Authentications
100 1 —
20 —| 0z —|
60 —| 06 —|
40— 0.4 —
20 —| 0z —|
o 0 T T T | T T
12/31/69 19:00 20:00 21:00 22:00 23100 00:00
Time (mmsddhnd Time thh:mm)

B ACS Passed ~i- ACS Failed - ACS Dropped

-& npf-vpn-gwl
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ACS View Detailled Authentication
Information

AAA Protocol » RADIUS Authentication

Authentication Status Pass ar Fail

Date : January 19, 2010 { Last 30 Minutes | Last Hour | Last12 Hours | Today | Yesterday | Last 7 Davs | Last 30 Days )

Generated on January 20, 2010 12:50:01 AM PST

¥ =Pass % =Fail U =Click for details I# =Mouse over iter for additional infarmation
Logged At RIS NT&S Details Username el Access Service AR Metwork Device NAS IP Address MAS Part 1D ACS Instance
Status  Failure Address Method
Jan 19,10 8:57:21.440 P v 4 terwon 99157 .226.91 WP P&P ARG npfvpn-gwl 10.35.17.92 sjc23-npfacs]

Jan 13,10 4:35:07.006 P
Jan 13,10 4:35:07.008 P
Jan 12,10 4:05:32.330 PM
Jan 13,10 4:05:32.5330 PM
Jan 19,10 3:43:33.570 PM
Jan 13,10 3:43:28.070 PM
Jan 19,10 3:43:22.530 PM
Jan 19,10 3:43:17 310 PM
Jan 19,10 3:43:04.770 PM
Jan 19,10 3:42:59.233 PM
Jan 13,10 3:42:53.550 P
Jan 19,10 3:42:49.510 P
Jan 12,10 3:42:49.510 PM
Jan 19,10 3:42:43.190 PM
Jan 19,10 3:42:47 630 PM
Jan 13,10 3:42:33.930 PM
Jan 13,10 3:42:28.360 PM
Jan 13,10 3:42:22 680 PM
Jan 19,10 3:42:17 340 PM

A A A A . T U R A A S - NN SN SR S
+

#ACSACLFIP-Quarantine-4b0354b3

sicm-21a-npfewl. cisco.com 10.34.74.4

00-1C-23-00-34-78 00-1C-253-00-3A-78  MAB Lookup giem-2la-nptewl.cisco.com 10.34.74.4
#HACSACLEIP-Quarantine-4b0354h3 sjem-2la-nptswl.cisco.com 10.34.74.4
00-1C-23-00-34-75 00-1C-23-00-3478  MAB Lookup sjem-21a-npfewl. cisco.com 10.34.74 4

00-0B-CD-94-47-19
00-0B-CD-94-47-19

sicm-21a-npfewl.cisco.com 10.34.74.4

sjem-2la-npft-swl.cisco.com 10.34.74.4

12104
12105
11006

#ACSACL#IP-Ouarantine-sbns 110071
00-1F-E2-16-20-A9 1101&

12104
12105
11006
11001
11015
12104
128145
121583
11504

anonymous

Il BN A e

BRKSEC-2581

Extracted EAP-Response containing EAP-FAST challenge-response
Frepared EAP-Request with another EAP-FAST challenge

Returned RADIUS Access-Challenge

Received RADILS Access-Request

RADIUS is re-using an existing session

Extracted EAP-RHesponse containing EARP-FAST challenge-response
Prepared EAP-Request with another EAP-FAST challenge

Returned RADIUS Access-Challenge

Received RADIUS Access-Reguest

RADIUS is re-using an existing session

Extracted EAP-Response containing EARP-FAST challenge-response
Extracted TLS Alett message.

EAP-FAST failed S5LTLS handshake because the client rejected the ACS local-cerificate

Frepared EAP-Failure
Returned RADIUS Access-Reject

GigahitEthernet2/30

GigabitEthernet /47
GigabitEthernet2/5
GigahitEthernet2/5

gjc23-npfacsl
gjc23-npfacsl
sjc23-npfacs]
gjc23-npfacsi
gjc23-npfacsi
sjc23-npfacsi

pkacst
pacsl
pFacsl
pFacst
pacst
pacsl
pFacsl
pkacs]
pacel



Licensing

License Description

Base Server

One per ACS instance.

Large Deployment One per ACS deployment when

the network device count (based
on IP address) in ACS exceeds
500. (Configuring the Default
Network Device does contribute to
the device count).

BBBBBBBBBBB
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Minimum ACS Deployment

- Consists of 2 servers Primary Backup

gy — ﬂ
- Primary server provides all

the Conflgura’[lon Repllcatlon
authentication and policy .
requirements for the Primary ARA connection
network. :*." ................ >

Backup AAA connection

- Second server used as a
backup server.

« Replication from primary
ACS to secondary ACS to
keep the secondary server
In synchronization.
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Medium Growing ACS Deployment

As the AAA traffic grows, add additional Cisco Secure ACS
servers

Consider splitting server functions - the primary server for

configuration and log collection only, using the secondary
servers for AAA functions.

Primary ACS
Configuration
Server

Secondary ACSes
Authentication
Servers

@Id servers to scale

——

Replication

——————-
Primary AAA connection

_ ---------------- >

BRKSEC-2581
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Larger ACS Deployment

- In a large, centralized network

consider the use of a load Primary ACS. G
Configuration > ﬁ « — ACS_or syslog
bal ancer Server logging server

- Dedicated primary and log m

collector ACS servers
» -« » «

Load Balancer

Secondary ACS
Authentication
Servers

Replication

—
Primary AAA connection

T

—_—
Logging connection

BRKSEC-2581



R OO ANRKRARRRRDRCRRDRDRDINRRRRRCURRRRESS
References and Resources

User guide migration chapter

http://cisco.com/en/US/docs/net mgmt/CiSCO secure access contr
ol system/5.4/user/guide/migrate.html

Migration tool document

http://cisco.com/en/US/docs/net mgmt/ciSCO secure access contr
ol system/5.4/migration/quide/Migration Book.html

CSV file import tool chapter

http://cisco.com/en/US/docs/net mgmt/CiSCO secure access contr
ol system/5.4/sdk/cli imp exp.html

Partner forum

https://www.myciscocommunity.com/community/partner/security?vi
ew=overview
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http://cisco.com/en/US/docs/net_mgmt/cisco_secure_access_control_system/5.1/sdk/cli_imp_exp.html
https://www.myciscocommunity.com/community/partner/security?view=overview
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Migration Tool



Migration Scenarios

- The migration utility supports the following versions:
4.1.1.24
4.1.4
4.2.0.124
4.2.1

- Customers that use any lower version need to perform an upgrade to
either of the supported version. Recommendation is to go to 4.1.1.24 or
4.2.0.124
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Migration Tool — Element Support

« Migration utility migrates the following ACS 4.x data entities:
AAA Clients and Network Devices
Internal Users
User-Defined Fields (from the Interface Configuration section)
User Groups
Shared Shell Command Authorization Sets
User TACACS+ Shell Exec Attributes (migrated to user attributes)
Group TACACS+ Shell Exec Attributes (migrated to shell profiles)
User TACACS+ Command Authorization Sets
Group TACACS+ Command Authorization Sets
MAB Addresses
Shared, Downloadable ACLs
EAP-FAST Master Keys
Custom Vendor Specific Attributes
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ACS 5.4 Migration - Unsupported Objects

- The ACS migration utility will NOT migrate the following data from an
ACS 4.x system to ACS 5.4

AD/LDAP/RSA configuration

All Certificates

User & Group RADIUS attributes
Admin Accounts

Date & time

Shared, User, and Group NARsS

MAR

Many more..... Check Migration Guide:

http://www.cisco.com/en/US/docs/net mgmt/cisco secure access control system/5.4/migrati
on/quide/Migration support.html#wp1019460

69
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http://www.cisco.com/en/US/docs/net_mgmt/cisco_secure_access_control_system/5.1/migration/guide/Migration_support.html

Migration Tool

- ACS 5.4 Migration Utility is a windows standalone application whose
purpose is to migrate data from ACS 4.x DB to ACS 5.x deployment.

- The customer must backup the ACS 4.x DB on the source machine and
restore it on the migration machine.

- The customer must enable the migration interface on 5.x (CLI: acs
config-web-interface migration enable) before running the migration.
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Migration Tool

- The set up include 3 machines: source (ACS4.x), migration (ACS
4.x) and target (ACS5.x)

ACS 4.x source machine

DB backup

Back up data from source _/
machine. Restore to

migration machine.

Migration machine (ACS 4.x) ACS 5.x target machine
[ Pl

5.x DB
Import }[

Migration
Utility

E
i
E

Analyze and
Export
Migration Exported Report
internal data data file

file

Import Report

I | 7 g L
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Migration Machine Requirements

- Windows platform running ACS 4.x with the exact version of the course
machine, NOT an appliance machine

- Do NOT use a machine that is in production

- Use at least 2GB of RAM

ghts reserved sco Co ARtz 29
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Migration Pre-Installation Checks

- Ensure that there is no database corruption on the ACS 4.x migration
system

- The ACS 4.x migration system should have only 1 IP address (Single
NIC)

« Network Connectivity between the migration machine and the ACS 5.x
server

- The Migration Interface is enabled on the ACS 5.x server
Display status: show acs-migration-interface
Enable interface: acs migration-interface enable
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Migration Ulility Access

 Available via the ACS 5.x web interface under
System Administration > Downloads > Migration Utility

- Download the migration.zip file from the Migration application files

- Extract the contents of the zip file on to the 4.x migration machine

is ential 74
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ACS 4.x Multi-instances Support

- Consolidation of multiple distinct database instances (4.x) into a single
consolidated database.

- In ACS 4.x selective data replication could be defined such that different
ACS instances would maintain distinct subsets of the overall system
configuration.

- In ACS 5.x there is a single consolidated database that is replicated to
all ACS instances in the deployment and so the Primary database would
need to contain all the local configuration definitions from each of the
ACS 4.x instances.

BRKSEC-2581



Multiple-Instance Migration Process

Start

Choose ACS 4.x
instance to be -
migrated to ACS 5.x

v

Back up ACS 4.x and
restore on migration
machine

"

e =TV R
o o o s S i SRR
Run migration Process
O TR PSS e e R A NS M

Hawve more
setvers to

migrate? Yes
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Multi instance Migration process

The multi-instance migration process in ACS 5.x will be as follows for
each 4.x instance:

1.

2.

The user will select a 4.x instance to be migrated, the primary 4.x ACS
instance (if exists in the deployment) should be migrated first.

The instance will be backed-up and restored on the Migration machine.
After thedrestore operation completes, the migration process can be
executed.

Upon completing of the migration process (per instance) that user will
be prompted to continue with another instance, or terminate the
migration process.

The impact on the Migration process itself would be that the instance
name would be added to the migration process and to all the migration
regorts. Duplicate and discrepancy data objects that existed on multiple
ACS 4.x instances will be detected and reported on the migration
import phase.
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Multi-instance - Duplicate object reporting

Duplicate Object Reporting

- Duplicate data objects on multiple ACS 4.x instances are detected in the import phase. For most of the
objects types, we identify duplicates by name (network device by IP address).

- The import report, include information about duplicate objects.

Object Name Prefix Per Instance

+ You can define a different name prefix to each ACS 4.x instance. The prefix is used to retain server-
specific identification of data elements and prevent duplication of names of objects for different
servers.

+ You can )change the name prefix at the beginning of each run of the Migration Utility (per ACS 4.x
instance).

+ You can configure a global name prefix for all prefixes in the instance or per-object-type name prefix
(for object types that supports name prefix). This enables you to preserve associations between
shared objects.
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Multi-instance — Restrictions

- Merge or override data between 4.x instances is not supported.

- Every object will be migrated (added to ACS 5.x) only once and it will not
be updated (override) with any other value or the additional value will not
be added.
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Multi-instance — Restrictions (Example)

« For example, 2 instances to migrate X and Y:
Server X: User: John with attribute: Age: 32
Server X: User: Smith with attribute: Age: 25
Server Y: User: John with attributes: Age: 37, Eyes: Blue
Server Y: User: Smith with attributes: Age: 25, Eyes: Brown
Server Y: User: Fox with attributes: Age: 55, Eyes: Green

At the end of the migration from server X, ACS 5.x data will include 2 users: John and Smith each
with 1 Identity Attribute: Age.

On the process of the migration from server Y, the miﬁration utility will identify that the users: John
and Smith already exists on ACS 5.x, and therefore all the data (attributes) that belongs to the
users will be skipped as well, even if the data on server Y is different from server X, it will not be
updated or added, and the values attribute: Eyes will not be added nor the value of the attribute:
age will be updated to 37.

User Fox will be migrated with the 2 attributes because its does not exists in server X.
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Multi-instance — Restrictions (Example)
- Merged ACS 5.x Result:

User: John with attribute: Age: 32
User: Smith with attribute: Age: 25
User: Fox with attributes: Age: 55, Eyes: Green

81
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Shared Object Handling

- Shared objects between the ACS 4.x instances: NDGs, user attribute
definitions, and user groups are migrated only once.

- The object associations are created according to the up to date status of
ACS 5.x data.

- For example:

If user A is associated to group BB and neither the user nor the group were
migrated, both objects are created and then associated in ACS 5.x.

If user D is associated to group CC and the user was not migrated in previous
instance but the group CC was migrated, only the user D is created and then
associated in ACS 5.x to CC.
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Unify the Analysis and Export Phases

- The export and analysis phases will be implemented as a single phase
In the migration process.

- The impact will be both in the User Experience of the migration where a

single phase ("Analysis & Export") will be visible to the user, and also in
the Migration reports.

- The Analysis & Export report will include analysis and export
information.
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Migration process

Rt ACS 4.x

SETVET name to
be migrated

b

Chocse object groups
to rigrate fior
AC542

v

Run Analysis
and Expont

Restore £C5 5.1
database

4

Backup ACS 5.1 %

database
v

Iraport data to ACS
5.1 and report

Enors Ves
occurred?
MNo

Wanually wpdate
ACS 5.1data

(D
I B e =m0 N
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Migration Phases

The Migration Utility includes 2 main Phases:
« Analysis & Export —

Analyzes the ACS 4.x configuration to identify possible migration issues
which could affect the ability to perform a successful data migration.

Exports the selected set of objects from the ACS 4.x data to an external
data file that can be processed by the import process.

- Import — the data will then be imported into ACS 5.0 using the PI client
application
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RAC-Shared Radius Attributes

- In ACS 4.x, you can define a shared profile component that contains
RADIUS Authorization Components (RACs) and defines a set of
RADIUS attributes and values that are to be returned in an authorization

response.

- These shared objects map the direction to the authorization profiles that
are defined in ACS 5.x..
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Important Notes

- For large DBs (more than 100K users), it is recommended to import the
objects by group types (all users, all devices etc.) and not to import
“AllObjects”.

- The migration utility cannot be run over MS Remote Desktop
Run the migration utility via VNC to the migration machine instead

- NAT is not supported
You cannot use NAT between the migration machine and the ACS 5.x server.
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Troubleshooting

- The import phase can be stopped for several reasons:
A network connection problem
ACS 5.x the migration is not enabled
acs config-web-interface migration enable
ACS 5.x services are down:

show application status acs

- If the ACS machine is not responding after import then try to restart the
ACS 5.x

acs stop

acs start
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Migration Performance

- Performances for large scale DB:
Import of 100K Users ~3.5H
Import of 300K Users ~ 11 H
Import of 45K Devices ~5 H

- Note: The performance of the user import is mainly a factor of the
amount of user’ s attributes (supplementary fields and T+ Shell
Exec attributes).

- It is recommended to run the migration against standalone
(primary) ACS 5.x and connect all the secondaries after the
migration is completed.
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