
                                                 

There is a requirement where we have to create a VPN tunnel with one network subnet from each site 
are allowed and other network subnet / endpoints needs to go through the VPN tunnel with NAT 
translation. 

Topology is  

 

 

 

Requirements 

1. If traffic sourced from 10.235.53.0/24 and destined to 10.29.35.0/24 and vice versa it should use 
the VPN tunnel. 

2. If traffic sourced from 170.10.18.0/24 and destined to 10.29.35.024( here in this scenario, I have 
taken only 10.29.35.10) then the traffic shall be NAT with some specific IP address from the 
subnet 10.235.53.0/24 

Firstly, need to make sure that there IP reachability of R1 Loopbacks to FTD and R2 Loopback to ASA. 

From FTD towards R1 loopbacks 
 

 

 

 

 

 

 



 

Secondly, we need to test the IP reachability between FTD and ASA and vice versa 

 

 

 

IP address summary on the devices 

R1 

 

R2 

 

ASA-01 

 

FTD 

 

 



Now let’s create the VPN tunnel, (please note that due to limitation of demo license on FTD, I have 
selected DES which is not recommended) and to keep it simple I have used Ikev1. 

On ASA, 
Phase 1 
crypto ikev1 enable out 
 
crypto ikev1 policy 10 
 authentication pre-share 
 encryption des 
 hash sha 
 group 2 
 lifetime 86400 
 
tunnel-group 10.235.50.6 type ipsec-l2l 
tunnel-group 10.235.50.6 ipsec-attributes 
 ikev1 pre-shared-key ***** 
 
Phase 2 
access-list ACL-VPN extended permit ip 10.29.35.0 255.255.255.0 10.235.53.0 255.255.255.0 
 
crypto ipsec ikev1 transform-set TSET esp-des esp-sha-hmac 
 
crypto map OUT_MAP 10 match address ACL-VPN 
crypto map OUT_MAP 10 set peer 10.235.50.6  
crypto map OUT_MAP 10 set ikev1 transform-set TSET 
crypto map OUT_MAP 10 set reverse-route 
crypto map OUT_MAP interface out 
 
On FTD 
 

 
 



 
 
Node A 
Device: This will be FTD itself 
Interface: This will the interface facing ASA-01 
IP Address: Automatically selected by FTD 
Connection Type: Can be Bidirectional or Unidirectional 
Protected Networks: Same as ASA we allowed only 10.29.35.0/24 and 10.235.53.0/24 
 
 

 
 
 
Node B 
Device: This will be extranet means any other device 
Device Name: Any name 
IP Address: Manually type the other end IP address. 
 



 
 
Same pre-shared key and phase 1 policies as ASA. 

 
 
Same Phase2 policies as ASA 



 

 
 
Kept the default settings as it is. 
 
Now we will do ping from R1 source Lo 10 – 10.235.53.10 to R2 Lo 10 – 10.29.35.10 
 

 
 
Notice, 1st packet got dropped. 
 
 
 
 
 
 
 
 
 



Now let us check ASA and FTD, If tunnel is created or not. 
 

 
 
FTD 

 
 



 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



FTD 

 
 
 
Now let’s try from R2 to R1  
 

 
 
 
 
 
 
 
 
 
 
 
 



Now our 2 requirement comes in where we need to NAT 170.10.18.10 to 10.235.53.100. 
We will do twice NAT to achieve the solution. Manual NAT  
 
 

 
 

 
 

 
Now let us give a try 
 
Ping from R1 loopback 0 to R2 Loopback 10 
 
FTD NAT Counters before ping 

 
 



 
 
 
Now NAT Counters  
 

 
 
 
Let us try in opposite way. 
 

 
 

 
 
 
 

 

 

                                             ---------------- THANKS--------------------- 

 

 

 


