Site-to-Site VPN with NAT

There is a requirement where we have to create a VPN tunnel with one network subnet from each site
are allowed and other network subnet / endpoints needs to go through the VPN tunnel with NAT
translation.
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FTD ASA-D1
o @fﬂll i Pl bl (=) Bl e0/2 ::a
A SA 2 R2
130 172.20.6.0/24 129 il 50.6 /29 s0.58 /29 Bl 1p 10.29.31.0/24 4 :
LO - 170.10.18.10/24 LD - 10.29.35.10/ 24

L10 - 10.235.53.10/ 24

Requirements

1. |If traffic sourced from 10.235.53.0/24 and destined to 10.29.35.0/24 and vice versa it should use
the VPN tunnel.

2. |If traffic sourced from 170.10.18.0/24 and destined to 10.29.35.024( here in this scenario, | have
taken only 10.29.35.10) then the traffic shall be NAT with some specific IP address from the
subnet 10.235.53.0/24

Firstly, need to make sure that there IP reachability of R1 Loopbacks to FTD and R2 Loopback to ASA.

From FTD towards R1 loopbacks

> ping 10.235.53.10
Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 10.235.53.10, timeout is 2 seconds:
Freet

success rate is 100 percent (5/5), round-trip min/avg/max = 1/4/10 ms
> ping 170.10.18.10
Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 170.10.18.10, timeout is 2 seconds:
Freet

success rate is 100 percent (5/5), round-trip min/avg/max = 1/6/10 ms

ASA-01# ping 10.29.35.10
Type escape sequence to abort.

sending 5, 100-byte ICMP Echos to 10.29.35.10, timeout is 2 seconds:
1Lenl

success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms
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Secondly, we need to test the IP reachability between FTD and ASA and vice versa

-
> ping 10.235.50. 58
Type escape sequence to abort.

sending 5, 100-byte ICMP Echos to 10.235.50.58, timeout is 2 seconds:
FEERd

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/2/10 ms
> i

ASA-01# ping 10.235.50.6
Type escape sequence to abort.

sending 5, 100-byte ICMP Echos to 10.235.50.6, timeout is 2 seconds:
[N

success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms
AsSA-01# |

IP address summary on the devices

R1

Rl#sh ip int br

Interface IP-Address OK? Method Status Protoco]l
Gigabitethernetl unassigned YES NvRaM administratively down down
GigabitEthernet2 172.20.6.130 YES NVRAM up up
GigabitEthernet3 unassigned YES NVRAM administratively down down
GigabiteEthernetd unassigned YES NVRAM administratively down down
Loopbackd 170.10.18.10 YES NVRAM up up
Loopbackl0O 10.235.53.10 YES NVRAM up up

R2

R2#show ip int br

Interface IP-Address 0OK? Method Status Protocol
Gigabitethernetl unassigned YES NVRAM administratively down down
Gigabitethernet2 10.29.31.1 YES manual up up
Gigabitethernet3 unassigned YES NVRAM administratively down down
Loopbackl0 10.29.35.10 YES manual up up

R7#

ASA-01

ASA-01# show interface ip brief

Interface IP-Address oK? Method status Protocol
GigabitEthernetd/0 10.235.50.58 YES manual up up
Gigabitethernetd/1 10.29.31.10 YES manual up up
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= show interface ip brief

Interface IP-aAddress oKk? Method status Protocol
GigabiteEthernet0/0 172.20.6.129 YES CONFIG up up

GigabitEthernet0/1 10.235.50.6 YES manual up : up



Now let’s create the VPN tunnel, (please note that due to limitation of demo license on FTD, | have
selected DES which is not recommended) and to keep it simple | have used lkev1.

On ASA,
Phase 1
crypto ikevl enable out

crypto ikev1 policy 10
authentication pre-share
encryption des

hash sha

group 2

lifetime 86400

tunnel-group 10.235.50.6 type ipsec-I2I
tunnel-group 10.235.50.6 ipsec-attributes
ikevl pre-shared-key *****

Phase 2
access-list ACL-VPN extended permit ip 10.29.35.0 255.255.255.0 10.235.53.0 255.255.255.0

crypto ipsec ikevl transform-set TSET esp-des esp-sha-hmac
crypto map OUT_MAP 10 match address ACL-VPN

crypto map OUT_MAP 10 set peer 10.235.50.6

crypto map OUT_MAP 10 set ikevl transform-set TSET

crypto map OUT_MAP 10 set reverse-route
crypto map OUT_MAP interface out

On FTD

Edit VPN Topology

Topology Name:* R1-R2-VPN

Network Topology: ==+ Paint to Point % Hub and Spoke “* Full Mash

IKE Version:* KeEvt [ IKEw2
Node A:

Device Name VPN Interface Protected Networks

FTD-01 FTD-AS5A1/10.235.50.6 R1-MGMT235.53 R2-10.29.35.0 c,,' Ij
Node B:

Device Name VPN Interface Protected Networks

DBE-WAN-ASA 10.235.50.58 R1-MGMT235.53 R2-10.29.35.0 & B



Edit Endpoint ? X

Device: ™ EFI'D-[II v
Interface:® FTO-ASAL tad]

| IP Address:™ 10.235.50.6 b |

L] This 1P is Private

Connection Type: Bidirectional i
| Certificate Map: v |
Protected Metworks:™ o |
&% R1-MGMT235.53 &=
& R2-10.29.35.0 |
Node A

Device: This will be FTD itself

Interface: This will the interface facing ASA-01

IP Address: Automatically selected by FTD

Connection Type: Can be Bidirectional or Unidirectional

Protected Networks: Same as ASA we allowed only 10.29.35.0/24 and 10.235.53.0/24

am =

Edit Endpoint ? X
Device:* |Extranet X
Device Name:* DB-WAN-ASA
| IP Address:* 10.235.50.58
Certificate Map: w | 3
Protected Networks:™ [+
| =3 R1-MGMT235.53 a
52 R2-10.29.35.0 5|

Node B

Device: This will be extranet means any other device
Device Name: Any name

IP Address: Manually type the other end IP address.



Edit VPN Topology

Topology Name:* R1-R2-VPN
Network Topology: = Painit to Point = % Hub and Spake | %* Full Mesh
IKE Version:* kevl [ ikevz

Endpoints lli_ IPsec Advanced

IKEv1 Settings

Policy:= DES ~|@
Authentication Type: | Pre-shared Manual Key [
Key:* I asene

Confirm Key:*® assss

IKEv?2 Settings
Policy:* DES-SHA-SHA v

Authentication Type: Pre-shared Automatic Key v

Same pre-shared key and phase 1 policies as ASA.
Edit VPN Topology

Topology Name:* R1-RZ-VPN
Metwark Topology: = pointto Point % Hub and Spoke | 4* Full Mesh
IKE Wersion:* kEvi [ 1KEv2

R -

Crypto Map Type:

Transform Sets: IKEv1 TPsec Proposals® 7 IKEv2 IPsec Proposals .
tunnel_des sha

[ Enable Reverse Route Injection

[ enable Perfect Forward Secracy

Lifetime Duration®™: | 28800 Seconds (Range 120-2147483647)
Lifetime Size: 4608000 Khytes (Range 10-2147483647)

v | ESPw3 Settings

Same Phase2 policies as ASA



Edit VPN Topology

Topology Mame:™® R1-R2-VPN
Network Topology: *+ Point to Point %% Hub and Spoke “* Full Mesh
IKE Version:* KEvi [likevz
ISAKAMP
IKE Settings
IPsec IKE Keepalive: Enable Bl
Tunnel
Threshold: 10 Seconds  (Range 10 - 3600)
Retry Interval: 2 Seconds (Range 2- 10)
Identity Sent to Peers: autocQrDN ]
Peer Identity Validation: Required il

[ Enable Aggressive Mode

[ Enable Motification on Tunnel Disconnect

IKEvZ Security Association (SA) Settings

Cookie Challenge: custom ]
Threshold to Challenae Incoming 50 B
Cookies:

Number of SAs Allowed in Negotiation: 100 %

Maximum number of SAs Allowed: Dievice maximum

Kept the default settings as it is.

Now we will do ping from R1 source Lo 10 - 10.235.53.10 to R2 Lo 10 —10.29.35.10

R1#ping 10.29.35.10 source lo 10 re 100
Type escape sequence to abort.
sending 100, 100-byte ICMP Echos to 10.29.35.10, timeout is 2 seconds:

Packet sent with a source address of 10.235.53.10
FrbrrbrnbbnbbbbbrbbrbbbbbbbbEbREINETEREREEERELRL LR ERR R RRRRRRRRERRRLR]

Success rate is 99 percent (99/100), round-trip min/avg/max = 2/24/43 ms

rR1#l

Notice, 1% packet got dropped.



Now let us check ASA and FTD, If tunnel is created or not.

Connection
Index
Protocol
Encryption
Hashing
Bytes TX
Login Time
Duration

FTD

Connection
Index
Protocol
Encryption
Hashing
Bytes Tx
Login Time
Duration
Tunnel Zone

session Type:

ASA-01# show vpn-sessiondb 121

LAN-To-LAN
10.235.50.6
20 IP addr

IKEvl IPsecC

IKEvl: (1)DES 1IPsec: (1)DES
IKEvl: (1)sHAl 1IPsec: (1)sHAl
94900 Bytes Rx
20:07:23 uTC Thu Jul 11 2019
Oh:02m:155

> show vpn-sessiondb 121

Session Type: LAN-to-LAN

10.235.50. 58

20 IP Addr
IKEvV1l IPsecC

IKEvl: (1)DES 1IPsec: (1)DES
IKEvl: (1)sSHAl IPsec: (1)SHAl

94900 Bytes Rx
20:07:23 utC Thu Jul 11 2019
Oh:02m: 285

0

i 10.235.50.6

9900

110,235, 50. 58

9900



ASA-01# show crypto ipsec sa
interface: out
Crypto map tag: OUT_MAP, seq num: 10, Tocal addr: 10.235.50.58

access—1list ACL-VPN extended permit ip 10.29.35.0 255.255.255.0 10.235.53.0 255.255.255.0
local ident (addr/mask/prot/port): (10.29.35.0/255.255.255.0/0/0)

remote ident (addr/mask/prot/port): (10.235.53.0/255.255.255.0/0/0)

current_peer: 10.235.50.6

#pkts encaps: 99, #pkts encrypt: 99, #pkts digest: 99

#pkts decaps: 99, #pkts decrypt: 99, #pkts wverify: 99

#pkts compressed: 0, #pkts decompressed: O

#pkts not compressed: 99, #pkts comp failed: 0, #pkts decomp failed: 0
#pre-frag successes: 0, #pre-frag failures: 0, #fragments created: 0
#PMTUs sent: 0, #PMTUs rcvd: 0, #decapsulated frgs needing reassembly: 0
#TFC rovd: 0, #TFC sent: 0O

#valid ICMP Errors rcvd: 0, #Invalid ICMP Errors rcvd: O

#send errors: 0, #recv errors: 0

local crypto endpt.: 10.235.50.58/0, remote crypto endpt.: 10.235.50.6/0
path mtu 1500, ipsec overhead 58(36), media mtu 1500

PMTU time remaining (sec): 0, DF policy: copy-df

ICMP error wvalidation: disabled, TFC packets: disabled

current outbound spi: DlAC66EL

current inbound spi : BCCBGOBF

inbound esp sas:
spi: OxBCCBGOBF (3167248575)
transform: esp-des esp-sha-hmac no compression
in use settings ={L2L, Tunnel, IKEVl,
slot: 0, conn_id: 81920, crypto-map: OUT_MAP
sa timing: remaining key lifetime (kB/sec): (4373990/28682)
IV size: 8 bytes
replay detection support: Y
Aanti replay bitmap:
OXFFFFFFFF OXFFFFFFFF
outhound esp sas:
spi: OxDLACG6EL (3517736673)
transform: esp-des esp-sha-hmac no compression
in use settings ={L2ZL, Tunnel, IKEvl,
slot: 0, conn_id: 81920, crypto-map: OUT_MAP
sa timing: remaining key lifetime (kB/sec): (4373990/28682)
IV size: 8 bytes
replay detection support: Y
anti replay bitmap:

T T T T



FTD

> show crypto ipsec sa
interface: FTD-ASAL
Crypto map tag: CSM_FTD-ASAl_map, seq num: 1, local addr: 10.235.50.6

access-11st CSM_IPSEC_ACL_2 extended permit ip 10.235.53.0 255.255.255.0 10.29.35.0 255.255.255.0
Tlocal ident (addr/mask/prot/port): (10.235.53.0/255.255.255.0/0/0)

remote ident (addr/maﬁk/prot/port} (10.29.35.0/255.255. 255.0/0/0)

current_peer: 10.235.50.

#pkts encaps: 99, #pkts encrypt: 99, #pkts digest: 99

#pkts decaps: 99, #pkts decrypt: 99, #pkts verify: 99

#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 99, #pkts comp failed: 0, #pkts decomp failed: 0
#pre-frag successes: 0, #pre-frag failures: 0, #fragments created: 0
#PMTUs sent: O, #PMTUs rcvd: O, #decapsulated frgs needing reassembly: O
#TFC rcvd: 0, #TFC sent: 0

#valid IcMP Errors rcvd: 0, #Invalid IcMP Errors rcovd: O

#send errors: 0, #recv errors: 0

local crypto endpt.: 10.235.50.6/0, remote crypto endpt.: 10.235.50.58/0
path mtu 1500, ipsec overhead 58(36), media mtu 1500

PMTU Time remaining (sec): 0, DF policy: copy-df

ICMP error validation: disabled, TFC packets: disabled

current outbound spi: BCCBG60BF

current inbound spi : DLACG66EL

inbound esp sas:
spi: OxDLAC66EL (3517736673)
transform: esp-des esp-sha-hmac no compression
in use settings ={L2L, Tunne1 IKEV1,
slot: 0, conn_id: 81920, ¥pt0 map: CSM_FTD-ASAl_map
sa timing: rema1n1ng key Tifetime (kB/sec): (3914990/28462}
IV size: 8 bytes
replay detection support: Y
Anti replay bitmap:
OXFFFFFFFF OXFFFFFFFF
outbound esp sas:
spi: OxBCCE8G60BF (3167248575)
transform: esp-des esp-sha-hmac no compression
in use settings ={L2L, Tunnel, IKEv1,
slot: 0, conn_id: 81920, cr¥ to map: CSM_FTD-ASAL_map
sa timing: remaining key litetime (kB/sec): (3914990/28452)
IV size: 8§ bytes
replay detection support: ¥
Anti replay bitmap:
0x00000000 0x00000001

Now let’s try from R2 to R1

R2#ping 10.235.53.10 source lo 10 repeat 10
Type escape sequence to abort.
sending 10, 100-byte ICMP Echos to 10.235.53.10, Timeout is 2 seconds:

Packet sent with a source address of 10.29.35.10
 EERERREE N

Success rate is 100 percent (10/10), round-trip min/avg/max = 7/24/42 ms

rR2#]



Now our 2 requirement comes in where we need to NAT 170.10.18.10 to 10.235.53.100.
We will do twice NAT to achieve the solution. Manual NAT

| 88 Fiter by Device

1@  AddRue
r 0 \ Translated N
* Direction Type. ~ Source Destination Original Original  original Translated  Translated Translated ~ Options.
Interface Objects  Interface Objects  Sources Destinations Services Sources. Destinations. Services
¥ NAT Rules Before
1 & Static % RIFTD 5 FTD-ASAL 8 SRV-R1-170.10.18.10 8 SRV-R2-10.20.35.10 & TRANS_NAT-10.235.53.100 &8 SRV-R2-10.29.35.10 § Dnsifalse s 8
Edit NAT Rule ? X
NAT Rule: Manuoal b Insert: In Category bl b
Type: Static ~ | | M Enable
De=scription: 170.10.18.10
) (1li-dro-Rels ~ws M Translation  PAT Pool  Advanced
Available Interface Objects & Source Interface Objects Destination Interface Objects
|4 search by name | iaw R1-FTD @ s FTD-ASAL &

gm0, In-ASAV-FTD
w4 Out-R2-FTD

san R1-FTD

Edit NAT Rule

[ ]

MAT Rule: Manual NAT Rule v Insert: In Category » | | NAT Rules Befors | ¥

e

Type: Static ¥ Enable

Description: 170.10.18.10

Interface Objects 'ﬁam PAT Pool  Advanced

Original Packet

I

Translated Packet

Original Source:* SRV-R1-170.10.18.10 w .@ Translated Source:  Address w
. L — TRANS_NAT-10.235.53.100 ¥ @
Criginal Destination: Address - -= -
SRV-R2-10.29.35.10 b+ Translated Destination: | SRV-R2-10.29.35.10 bl + ]
Original Source Port: ¥ | @ Translated Source Port: [+ %)
COriginal Destination Port: | 3 Translated Destination Port: w @
OK || cancel |

Now let us give a try
Ping from R1 loopback 0 to R2 Loopback 10

FTD NAT Counters before ping

> show nat . .
Manual NAT Policies (Section 1)

1 (R1-FTD) to (FTD-ASAl) source static SRV-R1-170.10.18.10 TRANS_NAT-10.235.53.100 destination static SRV-R2-10.29.35.10 SRV-R2-10.29.35.10 description 170.10.18.10
translate_hits = 0, untranslate_hits = 0



hl#piﬂg 10.29.35.10 source To O re 100
Type escape sequence to abort.
sending 100, 100-byte ICMP Echos to 10.29.35.10, timeout is 2 seconds:

Packet sent with a source address of 170.10.18.10
B e

success rate is 99 percent (99/100), round-trip minfavg/max = 2,/24/34 ms
o1 <l

Now NAT Counters

> show nat

mManual NAT Policies (Section 1)
1 (R1-FTD) to (FTD-ASAL) source static SRV-R1-170.10.18.10 TRANS_NAT-10.235.53.100 destination static SRv-R2-10.29.35.10 SRV-R2-10.29.35.10 description 170.10.18.10

translate_hits = 2, untranslate_hits = 2

Let us try in opposite way.

ﬁz#piﬂg 10.235.52.100 source lo 10 repeat 100
Type escape sequence to abort.
Sending 100, 100-byte ICMP Echos to 10.235.53.100, timeout is 2 seconds:

Packet sent with a source address of 10.29.35.10
EEEEE R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R

éﬁééééé-ﬁ&ﬁé-%é-iﬁﬁ-héﬁééhf-tiDDleD}, round-trip min/avg/max = 7/28/49 ms
rZ2+#H

> show nat
Manual NAT Policies (Section 1)
1 (R1-FTD) to (FTD-ASAl) source static SRV-R1-170.10.18.10 TRANS_NAT-10.235.53.100 destination static SRV-R2-10.29.35.10 SRV-R2-10.29.35.10 description 170.10.18.10

translate_hits = 4, untranslate_hits = 4

B

---------------- THANKS




