| not present then manually configure attribute “Aruba-Captive-Portal-URL” under Aruba Dictionary.
This attribute will support dynamic URL redirection for Posturing.

Dictionaries = ... = Aruba > Aruba-Captive-Portal-URL

a1 B b -Captive Portal-UR |

Description |

* Data Type | STRING .| Enable MAC option (]

* Direction | BOTH -

*ID (0-258)

Allow Tagging [

Allow multiple instances of this attribute in a profile |

EDD | Reset

Ensure attached Aruba_Wireless Network Device Profile is imported on Cisco ISE.

bt |dentity Services Engine

Home » Context Visibility » Operations » Policy ~ Administration » Work Centers

» System  » ldentity Management  ~Network Resources » Device Portal Management  pxGrid Services » Feed Service » Threat Centric NAC

» Network Devices ~ Network Device Groups ~ Network Device Profiles  Extenal RADIUS Servers  RADIUS Server Sequences  NAC Managers  External MDM  » Location Services
——

Network Device Profiles

Seiected 0| Total 1 G
JEdt eadd | Gyoupicate  @almport o Gisco Communities Import @9 Export Selected | )€ Delete Selected show [ QuickFiter  ~|| &
[J| Name a | Description Vendor Source
[ ArubaWireless_copy] I ] [N
O (=] ArubaWireless_copy Profile for Aruba wireless network access devices Aruba

User Defined



To support dynamic URL Redirection, ensure following configuration in Aruba_Wireless profile
under Redirect tab.

i Identity Services Engine Home  » ConlextVisibiity  » Operations  » Policy [RELLSEC Bl * Work Centers

b System  » ldentity Management = Network Resources ¢ Device Portal Management  pxGrid Services b Feed Service » Threat Cer

» Metwork Devices  Metwork Device Groups  Network Device Profiles  External RADIUS Servers  RADIUS Server Sequences NAC Manac

w Redirect

TyPe | Dynamic URL

|Aruha :Aruba-Captive-Portal-URL € = | ${URL}

Dynamic URL Parameter
(7) Session D
(®) Client MAC Address

) Mone

Redirect URL Parameter Names

Client IP Address [ ip |

Client MAC Address [ mac |

Originating URL [ url |

Session 1D | |

SSID [ essid |




Ensure below configuration in Aruba_Wireless profile to support CoA functionality.

-

Metwork Device Profile List = ArubaWireless_copy

Network Device Profiles

* Mame |Ju.ruba'u'..fin:.-ln:.-ss_lzonl':.r

Descripfion | profile for Aruba wireless network access devices

Icon |_ Set To Default | G

Vendor | Aruba |
Supported Protocols

RADIUS
TACACS+
TrustSec B

RADIUS Dictionaries Aruba



¥ Change of Authorization (CoA)

CoAbY | raDIUS M

* Default CoA Port | 3790

| @

* Default DTLS CoA Port | 2083

| @

* Timeout Interval | 5

| seconds (§

* Retry Count | 2

| @

Send Message-Authenticator
Disconnect

RFC 5176

|SelectAnItem o | = |

o -+

(] Port Bounce

(] Port Shutdown

Po anthontirato



Authorization Profile for Posture Unknown.

Here, under Common Tasks we need to configure name of ACL Role defined on IAP. In that ACL role
traffic explicitly allowed is bypassed from Redirection and hence by default rest of traffic will be
redirected by Aruba IAP.

Recommended Bypass traffic at minimum is DNS, DHCP and ISE Servers.

Authorization Profiles > Posture_Unknown_Access_Aruba_Wireless

Authorization Profile

*Mame | Posture_Unknown_Access_Aruba_

Description | Access for Posture Unknown Endpoints

*Access Type | ACCESS ACCEPT -]

Network Device Profile ArubaWireless_copy | = | &3

* Common Tasks

ACL | LimitedAccess

[ security Group



w Common Tasks

Web Redirection (CWA, MDM, NSF, CPP)

Client Provisioning (Posture) v| Value | Client Provisioning Portal(defav|

v Advanced Attributes Settings

Select an item O| = | Ql

w Attributes Details

Access Type = ACCESS_ACCEPT
Aruba-User-Role = LimitedAccess
Aruba-Captive-Portal-URL = https:/fip:port/portal/gateway?mac=ClientMacValuefportal=f189d6e0-7159-11e7-2355-005056abad474&action=cpp

R

Authorization Profile for Posture Compliant

Authonzation Profiles = Posture-complaint-Access_Aruba_Wireless

Authorization Profile

* Mame | Posture-complaint-Access_Aruba_' |

Description | Fimal Access for Posture Complaint endpoints

*Access TyPe | AOCESS_ACCEFT -

Metwork Device Profile | [Z] ArubaWireless_copy | = B

w Common Tasks

ACL | FullAccess

) Secu rity Group

» Advanced Attributes Settings

= Attributes Details

Access Type = ACCESS_ACCEPT
Aruba-User-Role = FullAccess



