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Part-1:gasic configuration of all routers and Cisco ASA:

On R1:

R1l(config)#interface GigabitEtherneto/o
R1l(config-if)# ip address 10.1.1.1 255.255.255.0
R1(config-if)#no shut

R1l(config-if)#interface GigabitEtherneto/1
R1l(config-if)# ip address 2.2.2.1 255.255.255.0
R1(config-if)#no shut

R1l(config-if)#ip route 0.0.0.0 0.0.0.0 2.2.2.2

On R2:

R2(config)#interface FastEthernetl/e/1
R2(config-if)# no switchport
R2(config-if)# ip address 1.1.1.2 255.255.255.0

R2(config-if)#interface FastEthernetl/e/2
R2(config-if)# no switchport
R2(config-if)# ip address 2.2.2.2 255.255.255.0

R2(config-if)#interface FastEthernetl/e/3
R2(config-if)# no switchport
R2(config-if)# ip address 209.165.200.1 255.255.255.0

R2(config)#ip route 10.1.1.0 255.255.255.0 2.2.2.1
R2(config)#ip route 172.16.1.0 255.255.255.0 1.1.1.1
R2(config)#ip route 192.168.1.0 255.255.255.0 1.1.1.1

On ASA:

ciscoasa(config)# interface Vlanl
ciscoasa(config-if)#nameif inside
ciscoasa(config-if)#security-level 100
ciscoasa(config-if)#ip address 192.168.1.1 255.255.255.0

ciscoasa(config-if)#interface Vlan2
ciscoasa(config-if)#nameif outside
ciscoasa(config-if)#tsecurity-level ©
ciscoasa(config-if)#ip address 1.1.1.1 255.255.255.0

ciscoasa(config-if)#interface Vlan3
ciscoasa(config-if)#nameif DMZ
ciscoasa(config-if)#security-level ©
ciscoasa(config-if)#ip address 172.16.1.1 255.255.255.0

ciscoasa(config-if)#int e@/0
ciscoasa(config-if)#switc mode access
ciscoasa(config-if)#switch acc vlan 2
ciscoasa(config-if)#int e0/1
ciscoasa(config-if)#switc mode access
ciscoasa(config-if)#switch acc vlan 1
ciscoasa(config-if)#int e@/2




ciscoasa(config-if)#switc mode access
ciscoasa(config-if)#switch acc vlan 3

Configure a static default route for the ASA:

ciscoasa(config)# route outside 0.0.0.0 0.0.0.0 1.1.1.2

Verify the vlan interfaces configuration:

ciscoasa# show run int vlan 1

|

interface Vlanl

nameif inside

security-level 100

ip address 192.168.1.1 255.255.255.90
ciscoasa#

ciscoasa# show run int vlan 2

]

interface Vlan2

nameif outside

security-level ©

ip address 1.1.1.1 255.255.255.0
ciscoasa#

ciscoasa# show run int vlan 3

|

interface Vlan3

nameif DMZ

security-level 50

ip address 172.16.1.1 255.255.255.0
ciscoasa#

Display the VLANs and port assignments on the ASA using the show switch vlan command:

ciscoasa(config)# show switch vlan
VLAN Name Status Ports
1 insideupEte/1, Ete/3, Ete/4, Ete/5
Ete/6, Eto/7
2 outsideupEto/e
3 DMZupEte/2
ciscoasa(config)#

Configure ASDM access to the ASA.
Allow HTTPS connections from any host on the inside network (192.168.1.0/24).

ciscoasa(config)# username admin password cisco
ciscoasa(config)# http server enable

ciscoasa(config)# http 192.168.1.0 255.255.255.0 inside
ciscoasa(config)# aaa authentication http console LOCAL

Part-2: Modify the default MPF application inspection global service policy

For application layer inspection, as well as other advanced options, the Cisco MPF is available
on ASAs. Cisco MPF uses three configuration objects to define modular, object-oriented, and
hierarchical policies:

1. Class maps - Define a match criterion.
2. Policy maps - Associate actions to the match criteria.
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3. Service policies - Attach the policy map to an interface, or globally to all interfaces of
the appliance.

Display the default MPF policy map that performs the inspection on inside-to-outside traffic.
Only traffic that was initiated from the inside is allowed back in to the outside interface. Notice
that the ICMP protocol is missing.

ciscoasa# show run | begin class

class-map inspection_default

match default-inspection-traffic

!

policy-map type inspect dns preset_dns_map
parameters

message-length maximum client auto
message-length maximum 512

policy-map global policy
class inspection_default
inspect dns preset_dns_map
inspect ftp

inspect h323 h225
inspect h323 ras

inspect ip-options
inspect netbios

inspect rsh

inspect rtsp

inspect skinny

inspect esmtp

inspect sqlnet

inspect sunrpc

inspect tftp

inspect sip

inspect xdmcp

!

service-policy global_policy global

Add the inspection of ICMP traffic to the policy map list using the following commands:

ciscoasa(config)# policy-map global policy
ciscoasa(config-pmap)# class inspection_default
ciscoasa(config-pmap-c)# inspect icmp

You can use the fixup protocol icmp command to add inspection of ICMP traffic:

ciscoasa(config)# fixup protocol icmp
INFO: converting 'fixup protocol icmp ' to MPF commands
ciscoasa(config)t

Display the default MPF polich map to verify ICMP is now listed in the inspection rules.

ciscoasa(config-pmap-c)# show run policy-map
!

policy-map type inspect dns preset_dns_map
parameters

message-length maximum client auto
message-length maximum 512

policy-map global policy

class inspection_default




inspect dns preset_dns_map
inspect ftp
inspect h323 h225
inspect h323 ras
inspect ip-options
inspect netbios
inspect rsh
inspect rtsp
inspect skinny
inspect esmtp
inspect sqlnet
inspect sunrpc
inspect tftp
inspect sip
inspect xdmcp
inspect icmp

Part-3:Configure a Synchronized Time Source Using NTP

R1 will be the master NTP clock source for R2 and ASA.

1-Configure NTP authentication by defining the authentication key number 1 with md5 hashing,
and a password of ntp-pass.

2-Configure the trusted key that will be used for authentication on R2.

3-Enable the NTP authentication feature on R2.

4-Configure R2 as the NTP master using the ntp master stratum-number command in global
configuration mode. The stratum number indicates the distance from the original source. For
this lab, use a stratum number of 4 on R1. When a device learns the time from an NTP source,
its stratum number becomes one greater than the stratum number of its source.

On R1:

R1(config)#ntp master 4

R1(config)#ntp authenticate

R1(config)#ntp authentication-key 1 md5 ntp-pass
R1(config)#ntp trusted-key 1

Configure R2 and ASA as NTP clients:

On R2:

R2(config)#ntp authenticate

R2(config)#tntp server 2.2.2.1

R2(config)#ntp authentication-key 1 md5 ntp-pass
R2(config)#ntp trusted-key 1

On ASA:

ciscoasa(config)# ntp authenticate

ciscoasa(config)# ntp server 1.1.1.2

ciscoasa(config)# ntp authentication-key 1 md5 ntp-pass
ciscoasa(config)# ntp trusted-key 1

Use the show ntp associations command to verify that R2 and ASA have made an association
with R1. Use the show ntp status to verify that the clock is synchronized:

On R2:

R2#show ntp associ




address ref clock st when poll reach delay offset disp
*~2.2.2.1 127.127.1.1 4 33 64 1 1.7 0.21 15875.
* master (synced), # master (unsynced), + selected, - candidate, ~ configured
R2#

R2#show ntp status

Clock is synchronized, stratum 5, reference is 2.2.2.1

nominal freq is 119.2092 Hz, actual freq is 119.2092 Hz, precision is 2**18
reference time is DB6698DF.C42COF69 (09:41:51.766 UTC Tue Aug 23 2016)
clock offset is ©.2111 msec, root delay is 1.72 msec

root dispersion is 15875.60 msec, peer dispersion is 15875.02 msec

R2#

On ASA:

ciscoasa# show ntp asso

address ref clock st when poll reach delay offset disp
*~1.1.1.22.2.2.1 5 123 128 377 0.9 35.82 18.8

* master (synced), # master (unsynced), + selected, - candidate, ~ configured
ciscoasa#

ciscoasa# show ntp status

Clock is synchronized, stratum 6, reference is 1.1.1.2

nominal freq is 99.9984 Hz, actual freq is 99.9974 Hz, precision is 2**6
reference time is db66b113.14934bbo (11:25:07.080 UTC Tue Aug 23 2016)
clock offset is 35.8157 msec, root delay is 1.86 msec

root dispersion is 55.18 msec, peer dispersion is 18.75 msec

ciscoasa#

Part-4:Configure a Zone-Based Firewall on R1

Create the INSIDE and OUTSIDE security zones.

R1(config)#tzone security INSIDE
R1(config)#tzone security OUTSIDE

Create an inspect class-map to match the traffic to be allowed from the INSIDE zone to the
OUTSIDE zone. Because we trust the INSIDE zone, we allow all the main protocols. Use the
match-any keyword to instruct the router to use the OR Logic. Match for TCP, UDP, or ICMP
packets:

R1(config)# class-map type inspect match-any INSIDE-TRAFFIC
R1(config-cmap)# match protocol tcp
R1(config-cmap)# match protocol udp
R1(config-cmap)# match protocol icmp

Create an inspect policy-map named IN-OUT-POLICY. Bind the INSIDE-TRAFFIC class-map to
the policy-map. All packets matched by the INSIDE-TRAFFIC class-map will be inspected:

R1(config-cmap)#policy-map type inspect IN-OUT-POLICY
R1(config-pmap)#tclass type inspect INSIDE-TRAFFIC
R1(config-pmap-c)#inspect

Create a zone-pair called IN-TO-OUT that allows traffic initiated from the INSIDE network to the
OUTSIDE network, in other words from the INSIDE zone to the OUTSIDE zone and apply the
policy-map to the zone-pair:




R1(config)# zone-pair security IN-TO-OUT source INSIDE destination OUTSIDE
R1(config-sec-zone-pair)#service-policy type inspect IN-OUT-POLICY

Assign R1’s G0/0 interface to the INSIDE security zone and the G0/1 interface to the OUTSIDE
security zone:

R1(config)# interface go/o@
R1(config-if)# zone-member security INSIDE
R1(config)# interface go/1
R1(config-if)# zone-member security OUTSIDE

Part-5:0n ASA configure address translation using PAT for the inside network

The inside network requires PAT when routed to the outside interface, the hosts in the inside
network share the same public IP address 1.1.1.1 which is the IP address of the outside
interface. Network objects are used to configure all forms of NAT. A network object is created,
and it is within this object that NAT is configured. The network object INSIDE-NET is used to
translate the inside network addresses (192.168.1.0/24) to the global address of the outside
ASA interface. This type of object configuration is called Auto-NAT.

ciscoasa(config)# object network INSIDE-NET
ciscoasa(config-network-object)# subnet 192.168.1.0 255.255.255.0
ciscoasa(config-network-object)# nat (inside,outside) dynamic interface

Part-6: Configure static NAT and ACL for the DMZ server

Configure a network object named DMZ-SRV and assign it the static IP address of the DMZ
server (172.16.1.10). While in object definition mode, use the nat command to specify that this
object is used to translate a DMZ address to an outside address using static NAT, and specify
a public translated address of 1.1.1.10.

ciscoasa(config)# object network DMZ-SRV
ciscoasa(config-network-object)# host 172.16.1.10
ciscoasa(config-network-object)# nat (DMZ,outside) static 1.1.1.10

Verify the object networks:

ciscoasa# show run object

object network INSIDE-NET

subnet 192.168.1.0 255.255.255.0
object network DMZ-SRV

host 172.16.1.10

ciscoasa#

ciscoasa# show run nat

!

object network INSIDE-NET

nat (inside,outside) dynamic interface
object network DMZ-SRV

nat (DMZ,outside) static 1.1.1.10
ciscoasa#

Configure an ACL to allow access to the DMZ server from the Internet.
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Configure a named access list (DMZ-ACL) that permits any IP protocol from any external host
to the internal IP address of the DMZ server. Apply the access list to the ASA outside interface
in the IN direction.

ciscoasa(config)# access-list DMZ-ACL ext perm icmp any host 172.16.1.10
ciscoasa(config)# access-list DMZ-ACL ext perm tcp any host 172.16.1.10eq ftp
ciscoasa(config)# access-1list DMZ-ACL ext perm tcp any host 172.16.1.10eq ftp-data
ciscoasa(config)# access-group DMZ-ACL in interface outside

Test access to the DMZ server using FTP from the outside network.

From Outside Host access the FTP files located in the DMZ Server, the access should be

successful:

B C\Windows\system32'omd.exe - fip 1.1.1.10 = | B 2

Microsoft Windows [verszion 6.1.76611]
Copyright <¢c» 2BA? Microsoft Corporation. Tous droits réseprviés.

C:slUzerssICT Towers>ftp 1.1.1.18

Connecté &

220-FileZilla Server B.9.53 heta
228—written by Tim Kosse <tim.kosselfilezilla—project.orgl?

228 Please

Utilizateur
331 Password required for usep
Mot de passe =

238 Logged
ftp> dir

208 Port command successful
158 Opening data channel for directory listing of "'~

d e —xpr—ix
e — e —x
d e —xpr—ix
i —p——p——
d e —xpr—ix
i —p——p——
d e —xpr—ix
i —p——p——
—p——p——p——

—p——p——p——

1.1.1.18.

vigit https:-rssFilezilla—project.orgs
¢1.1.1.18:<none>> = usep

on

1 ftp ftp A Jul B4 2816 536BSection

1 ftp ftp @ Dec B6 2815 SRECYCLE.BIH
1 ftp ftp A Jul 15 2616 SWindows." BT
1 ftp fep 1824 Mar 22 2013 .prnd

1 ftp ftp @ Feh B2 26816 36B5ANDBOX

1 ftp fep 1114 Jan B85 2016 acssetup.log
1 ftp ftp B Aug 17 BB:-20 AdventHet

1 ftp fep B Jan 8% 2016 Appliance.log
1 ftp ftp 687 Jun 24 2814 awh5187 .tmp

1 ftp ft 687 Jul A1 2014 awhSCER.tm

From Outside Host, ping the IP address of the static NAT public server address (1.1.1.10). The
pings should be successful.

B Ch\Windows\system32omd.exe =

Microsoft Windows [version 6.1.76811] -
Copyright {c) 2089 Microsoft Corporation. Tous droits réservés.

C:~Users~ICT Towers>ping 1.1.1.1@

Equui d'une requéte 'Ping’' 1.1.1.108 avec 32 octets de données @

de
de
de
de

Statistigques Ping pour 1.1.1.108:

Paguets : envoyés = 4, recus = 4, perdus = B {perte Bx},
Durée approximative des houcles en millisecondes :

MHinimum = idms, MHaximum = ims,. Moyvenne = 1ims

C:sUzers~ICT Towers>:

1.1.1.18 octets=32 temps=1 mz TTL=12%
1.1.1.18 octets=32 temps=1 ms TTL=127
1.1.1.18 octets=32 temps=1 mz TTL=12%
1.1.1.18 octets=32 temps=1 ms TTL=12%7




Part-7:onr1 configure address translation using PAT for the inside network 10.1.1.0/24

The inside network requires PAT when routed to the outside interface, the hosts in the inside
network share the same public IP address 2.2.2.1 which is the IP address of R1's G0/1
interface:

Note: Configure NAT exemption between the inside network of R1 (10.1.1.0/24) and the inside
network of ASA (192.168.1.0/24) for VPN Site to Site purpose.

55 192.168.1.0 0.0.0.255

R1(config)#access-1list 100 deny ip 10.1.1.0 0.0.0.2
.1.0 0.0.0.255 any

R1(config)#access-1list 100 permit ip 10.

R1(config)#ip nat inside source list 100 interface g0@/1 overload
R1(config)#int go/o

R1l(config-if)#ip nat inside

Rl(config-if)#int go/1

R1l(config-if)#ip nat outside

Part-8:Configure ASA Clientless SSL VPN Remote Access

Using ASDM: click Wizards > VPN Wizards > Clientless SSL VPN wizard. The SSL VPN wizard
Clientless SSL VPN Connection screen displays.

Cisco ASDM 7.3 for ASA - 172.16.1.1 - o lEN
File View Tools | Wizards | Window Help e WapiC W sear Go
- 3 il | l il I LK}
(@) Home | 0% Conf  Startup Wizard... ™ Back ) Forward | D rep cISCOo
e TTa—— VPN Wizards C Site-to-site VPN Wizard... 5
- High Availability and Scalability Wizard... AnyConnect VPN Wizard,.,
Add Delete . T
n Unified Communication Wizard... Clientless SSL VPN Wizard... |
il H . . g .
= | ASDM |dentity Certificate Wizard... |Psec (IKEv1) Remote Access VPN Wizard,.,
= 192,165, 1.1 Packet Ca.pture Wizard...
Startup Wizard
Dewvice Setup o 2
= The Cisco ASDM Startup Wizard assists you in getting your
B oo vinore
o gfstortup Wizard Cisco Adaptive Security Appliance configured and running. Use
!‘ Interfaces this wizard to create a basic configuration that enforces
[#]-+2* Routing security polices in your network.
@ Device Name Password
® 6 System Time The Startup Wizard can be run at any time and will be initizized
with values from the current running configuration.
4. Device Setu
Ee}\-}— vice p

g‘;‘ Firewall
@'ﬁ Remote Access VPN

g‘-j Site-to-Site VPN

@_} Device Management
Launch Startup Wizard

admin 2 B B [23/s/16 19:30:10 UTC




=3

4 SSL VPN Wizard Clientless S51L VPN Connection (Step 1 of 6)

The security appliance provides Secure Socket Layer (S5L) remote access connectivity from almost any
Internet-enabled location using only a Web browser and its native S5L encryption.

The security appliance allows S5L-enabled web browsers to access L
HTTP or HTTPS web servers on a portal page. =

<Back [lext> ] Fiish | Cancel | | Help |

Configure the SSL VPN user interface.
On the SSL VPN Interface screen, configure SS-PROFILE as the Connection Profile Name and
specify outside as the interface to which outside users will connect.

= =
4 SSL VPN Wizard 551 VPN Interface (Step 2 of 6)
" Provide a connection profile and the interface that 550 VPN users connect to.
“ Connection Profile Mame: SSPROFILE |
The interface users access for S5L VPM connections.
SSL VPN Interface: |out.=a'de W |

Digital Certificate

When users connect, the security appliance sends this digital certificate to the remote web browser to
authenticate the ASA.

Certificate: |—None - v | [ Manage... |

Accessing the Connection Profile

One accesses this connection profile either by its Group Alias or Group URL. One selects the Group alias from the
Group drop-down list at the login page. One enters the Group URL in a Web browser.,

[] Connection Group Alias/URL |

Display Group Alias list at the login page

Information
URL to access 551 VPN Service: https:f/1.1.1.1
URL to access ASDM: https:/f1.1.1.1/admin

|¢Bad§||Next>|Finish |Canoei||Heb|
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Configure AAA user authentication.
On the User Authentication screen, click Authenticate Using the Local User Database and enter
the username user-vpn with a password of cisco. Click Add to create the new user.

iE=3

r SSL VPN Wizard User Authentication (Step 3 of 6)

The security appliance supports authentication of users by an external AAA server or local user accounts. Spedify
how the security appliance authenticates users when they login.

(") Authenticate using a AAA server group

AAA Server Group Mame: | | MNew...

(®) Authenticate using the local user database

User to be Added
Username:
|user—vpn |
Password:
enees | | Deete |

Confirm Password:

|qBack||Next>|Finish |Cancei||HEb|

Ex
User Authentication (Step 3 of 6)

The security appliance supports authentication of users by an external AAA server or local user accounts, Spedfy
how the security appliance authenticates users when they login.

() Authenticate using a AAA server group

AAA Server Group Name: | | MNew...

(@) Authenticate using the local user database

User to be Added admin
Username:

Password:

Confirm Password:

| [ <Back | Next> | Fneh | Cancel | | Help |
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Configure the VPN group policy.
On the Group Policy screen, create a new group policy named POLICY-GRP.

iE=3

4 SSL VPN Wizard Group Policy (Step 4 of 6)

& group policy is a collection of user-oriented attribute fvalue pairs. Unless assigned to a spedfic group policy, all
users are members of the default group policy (DAtGrpPolicy). Therefore, configuring the default group policy lets
users inherit attributes that you have not configured at the individual group policy or username level,

(@) Create new group policy |PDLICY—GR.P| |

() Modify existing group policy |DﬂtGr|:uPoIicy |

|<Badi||Next>|Finish |Cancei||Heb|

Configure the bookmark list.
From the Clientless Connections Only — Bookmark List screen, click Manage to create an HTTP
server bookmark in the bookmark list.
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iE=3

¥ SSL VPN Wizard

Clientless Connections Only - Bookmark List (Step 5 of &)

Configure a list of aroup intranet websites that appears in the portal page as links that Clientless users can navigate
to.

Bookmark List: |—Nme— v| | Manage.. |

Foh

In the Configure GUI Customization Objects window, click Add to open the Add Bookmark List
window. Name the list MY-BOOKMARK.

Configure Bookmark Lists that the security appliance displays on the 551 VPN
portal page.

This parameter is enforced in either a TR ter Seeiay, a dynamic access policy,
or a user policy configuration. You can dick on Assign button to assign the
gelected one to them.

e Add|' Edit| | Delete| & I.n'port| & Emt|§{§§ Assign|
Bookmarks

Group Polides,/DAPs/LOCAL Users Using the Bookmarks

Find: | | @ © [Match Case
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| Ak
Edit

Delete

Mowve Up

Mowve Down

Add a new bookmark with INTERNAL-WEB as the Bookmark Title. Enter the server destination
IP address of 192.168.1.10 as the URL.

Bookmark Title: |INTERNAL-WEB |

URL: Ihttp v |://192.168. 1. 10] |ﬂ| Assistant.
Preload Page (Optional)
Preload URL:  http | :ff | | @
Wait Time: I:l(semﬂs]
Other Settings (Optional)
Subtitle: |
Thumbnail: |—Nnne— v| | Manage

[] Place this bookmark on the VPM home page

[]Enable Smart Tunnel

Advanced Options

i«
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Add a new bookmark with DMZ-SRV-FTP as the Bookmark Title. Enter the server destination IP
address of 172.16.1.10 as the URL.

Bookmark Title: | DMZ-SRV-FTP |

URL: fip v |:f{172.15.1.10) @ | Assstant..
Preload Page (Optional)
Preload URL:  |http v | :// | | @
Wait Time: I:I (seconds)
Other Settings (Optional)
Sublitle: |
Thumbnil: |—Nme— vl | Manage

[] Place thiz bookmark on the VPN home page

[ Enable Smart Tunnel

URL

http://192.168.1.10
DMZ-SRYV-FTP fip:/f172.16.1. 10

Mowve Down
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Configure Bookmark Lists that the security appliance displays on the S5L VPN
portal page,

This parameter is enforced in either a TR tor eeiay, a dynamic access policy,
or a user policy configuration. You can dick on Assign button to assign the
selected one to them.

! Add|m5:it|ﬁ DEIEII:| i mpnrt|m5qwt|={§wsggn|

Bookmarks Group Policies/DAPs LOCAL Users Using the Bookmarks

Find: | | (@ © [Match Case

iE=3

r SSL VPN Wizard Clientless Connections Only - Bookmark List (Step 5 of 6)

“ Configure a list of aroup intranet websites that appears in the portal page as links that Clientless users can navigate
to.

Bookmark List: MY-BOOKMARK v | [ Manage... |

Click finish to complete the wizard and send the commands, and Apply to the ASA

|<Badi|||'~leut>|Finish |Ca1cel|||-leb|
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liE=3
'SSL VPN Wizard Summary (Step 6 of 6)

y Il You have created a S5L VPN connection with following attributes:

Selected Features: Clientless
Connection Name: S5-PROFILE
SSL VPN Interface: outside

User Authentication: LOCAL

Mew Users: user-vpn,
Group Policy: POLICY-GRP
Bookmark List: MY-BOOKMARK

Next > | Finish | {'Cancel | | Hep |

The following CLI commands are generated based on the changes you made in ASDM. To send the commands to the
ASA, dick Send. To not send the commands and continue making changes in ASDM, dick Cancel.

webvpn
enable outside
revert webvpn urlist TEST-BOOK
impart webvpn urlist MY-BOOKMARE disk0: ftimpAsdmImportFile 19003823584
delete fmoconfirm disk: ftmpAsdmImportFile 19003323584
webvpn
no anycoonnect-essentials
username user-vpn password mbO2jYs 13AXIAGa encrypted privilege 0
Lsername user-vpn attributes
vpn-group-policy POLICY -GRP
exit
agroup-policy POLICY-GRP internal
agroup-policy POLICY-GRF attributes
vpn-tunnel-protocol ssl-dientless
webvpn
urlist value MY-BOOKMARE
exit
exit
tunnel-group S5-PROFILE type remote-access
tunnel-group 55-PROFILE general-attributes
default-group-policy POLICY-GRP

Verify VPN access from the remote host.
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Open the browser on OUTSIDE-Host and enter the login URL for the SSL VPN into the address
field (https://1.1.1.1). Use secure HTTP (HTTPS) because SSL is required to connect to the ASA.
Note: Accept security notification warnings.

The Login window should display. Enter the previously configured username user-vpn, enter
the password cisco, and click Logon to continue.

|y | = || 5T

/ [ https://1.1.1.1/+CSCOE=/ X \

¢« C | & b#pS;//1.1.11/+CSCOE+/logonhtmlgy| By D EQ vo)

L "'J- Logon

Username |user-vpn |

Password |- |

Access the web portal window.
After the user authenticates, the ASA SSL web portal webpage will be displayed. This webpage
lists the bookmarks previously assigned to the profile.
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_@| htpl v | | Browse | | Logout |

3 ) Home L-'.)|Webﬂno}mw1cs B|

& INTERNAL-WEB

@ Web Access :y
| File Bookmarks —
@ File Access :.,) DMZ-SRV-FTP

gl l Telnet/SSH Servers

(&

Access the Inside Web Server by clicking on INTERNAL-WEB bookmark, the web page is
displayed:

Welcome to the Inside Web Server LY 0

Access the DMZ server by clicking on DMZ-SRV-FTP URL, the FTP server in DMZ needs
authentication, the outside user can access the FTP server from the ASA portal.
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=] =

[ 55L VPN Service X
€ - C |Bb#pS//1111/+CSCOE+/portalhtml  Bise| B 0. @ §, @ @ = J
) Nﬂp:ff v [172.16.1.10 | Browse | | Logout |
ﬂl Home =)
O l Web Access =)
&l File Access :.') Authentication required
- . Telnet/SSH Servers =7, Username: |user |
Password: | |
| Submit | | Cancel |
= 52
[ S5LWPN Service x

€ - |C|[ & bupS//1111/+CSCOE+/portalhtm| B Y| By D @ By @ M EJ
_@Iftp:ﬂ v [172.16.1.10 | Browse | | Logout |
T e X ¥ B E $E% K 4 rageior

|» O $360Section File Folder?/4/2016 02:00 AM
|2 © SRECYCLE.BIN File Folder12/6/2015 01:00 Al
» O $Windows ~BT File Folder7/15/2016 D2:00 Al
& O 360SANDBOX File Folder2/2/2016 01:00 AM
» O AdventNet File Folder3/17/2016 D2:20 Al
»# @ Boson File Folderb/12/2016 D2:00 AN
»» @ CISCO documentation File Folder5/31/2016 02:00 Al
| & Documents and Settings File Folder?/26/2012 02:00 Al
| © FreeRADIUS net File Folderd/22/2016 0%:33 Al
2 @ haker File Folders/16/2014 D2:00 AN

& ' File Access :,.J
- l Telnet/SSH Servers

(&

From ASDM, verify that the VPN Clientless is established from the IP address 209.165.200.10 of
the Outside Host:
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File View Tools Wizards Window Help Type topic to search Go o I i I I
@) vome &% configuration Mnrl'lnrhg (g save GReﬁedl‘OBad( © Forvard ?Heb‘ CcISCO
veeist 5 8 x || Menkoina s VeNs NSt Sestins e

% add [ Delete 8 Connect

Find: Go Type Active Cumulative Peak Concurrent Inactive
B 172.16.1.1 Clientless VPN 1 1 !
i hl192.168.1.1 Browser 1 1 1
Site-to-Site VPN o] 46 1
IKEv1 IPsec o] 46 1
Crypto Statistics
Compression Statistics i v ||~ All Sessions — vl || Fiter |
Encryption Statistics w
B Username Group Policy Protocol Login Time Bytes
"""" IF Address Connection Profile Encryption Duration Bytes

i

% Botnet Traffic Filter

£ >
‘%E"—'mﬂ To sort VPN sessions, right-dlick on the above table and select Table Sort Order from popup menu.
&p@,ﬂm Logout By: | — All Sessions — v]| || Logout Sessions
& tooos Refresh
E Last Updated: 24/08/16 01:51:08 -
Data Refreshed Successfully. admin |2 | F'E"—.—]J-‘ | | | || |2:=.Joaf15 14:51:17 UTC

Part-QZConfigure ASA AnyConnect SSL VPN Remote Access

Start the VPN wizard.
On the ASDM main menu, click Wizards > VPN Wizards > AnyConnect VPN Wizard.
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Wizards | Wind Hel Type topic to ssarch
indowHelp aluln

Startup Wizard... Back ) Forvend | D ek | c]SCco

VPN Wizards v Site-to-site VPN Wizard...
High Awzilability and Scalability Wizard... AnyConnect VPN Wizard...

Unified Commurication Wizard... Clientless 551 VPN Wizard...

.,I 172,15, 1.1 ASDM Identity Certificate Wizard... IPsec (IKEv1) Remote Access VPN Wizard...
e e Packet Capture Wizard... Interface 1P Address/]
_ 92.168.1.1 |
» 17216, L1
192.168. 1.1
1.1.1.1/24

Host Mame:  ciscoasa

ASA Verson: 9.1(5)21 Device Uptime: Od 5h 46m 41s
ASDM Version: 7.3(3)  Device Type: ASA 5505
Frewal Mode: Routed — Context Mods: Single
TotalFlash: 128MB  Total Memory: 512 MB

Sedect an interface to view input

IPsec: @ Clentless S50 VPM: O AnyConnect Chent: @ Detals Falover not configured. Clidk th

Traffesmts
CPU Usage (percent) r Per

<

ASDM logging is disabled. To enable ASDM logging with informational lewvel, dick the button below.

jodn | e | - |8 z3meis 1eses7UTC

Review the on-screen text and topology diagram. Click Next to continue.
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iE=3
¥ VPN Wizard

Introeduction

IJse this wizard to configure the ASA to accept VPN connections from the AnyConnect
VPN Client. The connections will be protected using either the IPsec or the 551 protocol.
The ASA will automatically upload the AnyConnect VPN Client to the end user's device
when a VPN connection is established.

VPN Remole Access

Configure the SSL VPN interface connection profile.

On the Connection Profile Identification screen, enter AnyConnect-PROFILE as the Connection
Profile Name and specify the outside interface as the VPN Access Interface. Click Next to
continue.

23



Steps Connection Profile Identification

1. Introduction This step allows you to configure a Connection Profile Mame and the Interface the remote
2. Connection Profile access users will access for VPN connections.

Identification
. WPM Protocols

Connection Profile Name: | ANYCDNNECT—PRDFILE|

. Client Images

VPN Access Interface: | outside

. Authentication Methods
. Client Address Assignme

. Metwork Mame Resolutio
Servers

. MAT Exempt

. AnyConnect Client
Deployment

10. Summary

Specify the VPN encryption protocol.
On the VPN Protocols screen, uncheck the IPsec check box and leave the SSL check box
checked. Do not specify a device certificate. Click Next to continue.
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Steps VPN Protocols

1. Introduction AnyConnect can use either the IPsec or 551 protocol to protect the data traffic. Please select which
protocol or protocols you would like this connection profile to support.

2, Connection Profile
Identification

3. VPN Protocols =t
. Client Images []IPsec
. Authentication Methods Device Certificate
- Client Address Assionme | b i cortificate identifies the ASA to the remote dients. Certain

. Metwork Mame Resolutio AnyConnect features (Always-0n, IPsec/IKEv2) require that valid device certificate
Servers be available on the ASA.

. MAT Exempt

9. AnyConnect Client Device Certficate: | - None v | Manage..

Deployment

10. Summary

Specify the client image to upload to AnyConnect users.
On the Client Images screen, click Add to specify the AnyConnect client image filename.

Steps Client Images
1. Introduction ASA can automatically upload the latest AnyConnect package to the dient device when it accesses
2. Connection Profile li =R ne
Identification A regular expression can be used to match the user-agent of a browser to an image.
3, WPM Protocols You can also minimize connection setup time by moving the image used by the most commonly
encountered operation system to the top of the list.
4. Client Images
5, Authentication Methods & Mcl| B Replace‘ i Delete‘ + | + |
6. Client Address Assignme
7. Metwork Name Resolutio Image L ) EA TR
Servers
3. MAT Exempt
9, AnyConnect Client
Deployment
10, Summary

You can download AnyConnect Client packages from Cisco by searching ‘AnyConnect VPN Client’ or
click here,

| <Back || Nexi> | | Annuer || Hep |

In the Add AnyConnect Client Image window, click Browse Flash.
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In the Browse Flash window, select the AnyConnect package file for Windows (anyconnect-
win-4.0.00061-k9.pkg, in the example). Click OK to return to the AnyConnect Client Image
window.

Files

-] coredumpinfo .
&-[Jlog [ coredumpinfo

tl crypto_archive [C crypto_archive

(] LOCAL-CA-SERVER| | [ LOCAL-CA-SERVER
&[] snmp (Jlog

+- e disk 1: (7 snmp

&_2_5_0_startup_cfo.sav 2471

anyconnect-win-2.5.20... 4673691

anyconnect-win-4.0.00... 201581 |
2538428, bin 25 153 680

353915-21-ka.bin 27 168 768

asdm-733.bin 27283 072

dap. xml &9

FSCKOO00.REC 2048

FSCKOO01.REC 4096

FSCKOO0ZREC 4096

ECEnnnma DE A NaE

File Mame: |anyconne¢:t—w1n-4. 0.00061-k9.pko

| ok || cence

Click OK again to return to the Client Image window.
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AnyConnect Image: |diskJ]:,|’any|:Dnnev:t—win—4. 0.0006145.pkg

Regular expression to match user-agent

The selected image is now displayed on the Client Image window. Click Next to continue.

Steps

Client Images

1. Intreduction

2. Connection Profile
Identification

3. VPN Protocols

4. Client Images
. Authentication Methods
. Client Address Assignme

. Metwork Mame Resolutio
Servers

. MAT Exempt

. AnyConnect Client
Deployment

10. Summary

ASA can automatically upload the latest AnyConnect package to the dient device when it accesses
the enterprise netwaork.

A regular expression can be used to match the user-agent of a browser to an image.

You can also minimize connection setup time by moving the image used by the most commanly
encountered operation system to the top of the list.

% Add| [ Replace | ] Delete| 4+ | & |

Image Regular expression to match user-ag...

disk0: fanyconnect-win-4.0.00061-4k9.pkg _

Y¥ou can download AnyConnect Client packages from Cisco by searching "AnyConnect YPM Client’ or
dlick here,

< Back || Next > |

Configure AAA local authentication.
On the Authentication Methods screen, ensure that the AAA Server Group is specified as

LOCAL.

Enter a new user named user-vpn with the password cisco. Click Add.
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Steps Authentication Methods
1. Introduction This step lets you spedify the location of the authentication server.
¥ dick on the "Mew..." button to te SEMVEr 3

2. Connection Profile ouean on freats anew 2k

Identification

AAA Server Group: LOCAL Mew...

3. VPN Protocols oup: | vl |
4, Client Images
5. Authentication Local User Database Details

Methods admin
6. Client Address Assignme

ork o User to be Added

7. Metwork Mame Resolutio

Servers Usenames  userven | g |

Password: ssens

8. MAT Exempt Deleta
9. AnyConnect Client Confirm Password:

Deployment
10. Summary

<Back | | MNext> Annuler || Hep |

Steps

Authentication Methods

. Introduction

. Connection Profile
Identification

3. VPM Protocols
. Client Images

Authentication
Methods

. Client Address Assignme

. Metwork Mame Resolutio
Servers

. NAT Exempt

. AnyConnect Client
Deployment

10. Summary

This step lets you spedfy the location of the authentication server.
You can dick on the "New...” button to create a new server group.

AAA Server Group: |LOCAL v | | New...

Local User Database Details

User to be Added

e
Password: T
-

Configure the client address assignment.
In the Client Address Assignment window, click New to create an IPv4 address pool.
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Steps Client Address Assignment

. Introduction This step allows you to create a new address pool or select an existing address pool for IPv4 and

| Connection Profile IPv6. The AnyConnect dients will be assigned addresses from the pools when they connect.

Identification IPv6 address pool is only supported for S5L connection.

. WPM Protocols
. Client Images IP \v4 Address Pool | IP v6 Address Pool |

. Authentication Methods Address Pool: |—SElEd— v| | New... |

6. Client Address
Assignment

. Metwork Mame Resolutio
Servers

Details of the selected address pool

. NAT Exempt

. AnyConnect Client
Deployment

10. Summary

In the Add IPv4 Pool window, name the pool Remote-Pool with a starting IP address of
192.168.1.30, an ending IP address of 192.168.1.40, and a subnet mask of 255.255.255.0. Click
OK to return to the Client Address Assignment window, which now displays the newly created
remote user IP address pool.

Name: VPN-POOL

Starting TP Address: |192. 168.1.30

Ending IP Address: |192. 168.1.40

subnet Mask: 255.255.255.0

The Client Address Assignment window now displays the newly created remote user IP
address pool. Click Next to continue.
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Steps Client Address Assignment
1. Introduction This step allows you to create a new address pool or select an existing address pool for IPv4 and
2 Conmection Profie IFv6. The AnyConnect dients wil be assigned addresses from the pools when they connect.

Identification IPv6 address pool is only supported for SSL connection.
3. VPN Protocols
4. Client Images 1P v4 Address Pool | IP v6 Address Pool |
5. Authentication Methods Address Pool: |WN-PD(1 W | | New... |
6. Client Address

Assignment Details of the selected address pool
7. Metwork Mame Resolutio |:”

Servers

Ending IP Address: | 192.168.1.40 [-]

8. MAT Exempt
9. AnyConnect Client Subnet Mask: 255.255.255.0 v

Deployment
10, Summary

| <Back || Next> | Annuler || Help |

Configure the network name resolution.
On the Network Name Resolution Servers screen, enter the IP address of a DNS server
(192.168.1.1). Click Next to continue.
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Steps Metwork Name Resolution Servers
1. Introduction This step lets you specify how domain names are resolved for the remote user when accessing the
2. Connection Profile n e

Identification

DNS Servers:  192.168.1.1] |

3. VPN Protocols
4, Client Images SLmEEE | |
5. Authentication Methods Domain Name: | |
6. Client Address Assignme
7. Network Name

Resolution Servers
8. NAT Exempt
9, AnyConnect Client

Deployment
10. Summary

|{Badt||Next>| Arnja'”HEb

Exempt address translation for VPN traffic.

On the NAT Exempt screen, click the Exempt VPN traffic from network address translation
check box. Do not change the default entries for the Inside Interface (inside) and the Local
Network (any4). Click Next to continue.
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Steps

MAT Exempt

B IR~ T ¥ » [N S Y |

»

. Introduction

. Connection Profile

Identification

. VPN Protocols

. Client Images

. Authentication Methods
. Client Address Assignme
. Network Mame Resolutio

Servers

MNAT Exempt

. AnyConnect Client

Deployment

10. Summary

If network address translation is enabled on the ASA, the VPN traffic must be exempt from this
translation.
Exempt VPN traffic from network address translation

Inside Interface is the interface directly conmected to your internal
network.

Inside Interface: | inside v/

Local Network is the network address(es) of the internal network that
dient can access.

Local Metwork: |any4{

The traffic between AnyConnect dient and internal network will be
exempt from network address translation.

| < Back || Mext = |

Review the AnyConnect client deployment details.
On the AnyConnect Client Deployment screen, read the text describing the options, and then

click Next to continue.

Steps AnyConnect Client Deployment
1. Introduction AnyConnect dient program can be installed to a dient device by one of the following two methods:
2 i:donntgﬁcﬁotp Profile 1) Web launch - On accessing the ASA using a Web Browser, the AnyConnect dient package wil be
entification automatically installed;
3, VPN Protocols 2) Pre-deployment - Manually install the AnyConnect dient package.
4, Client Images
5, Authentication Methods
6, Client Address Assignme
7. Metwork Mame Resolutio
Servers
8. MAT Exempt

9. AnyConnect Client

Deployment

10. Summary

< Back || Next > |
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Review the Summary screen and apply the configuration to the ASA.
On the Summary screen, review the configuration, click Finish, and send commands to ASA.

iE=3
¥ VPN Wizard

Summary

Here is the summary of the configuration.

Mame Value

E Summary

Mame Alias of the Connection Profile AMNYCONMECT-PROFILE

VPM Access Interface outside

Device Digital Certificate -—none -

VPM Protocols Enabled S5L only

AnyConnect Client Images 1package

Authentication Server Group LOCAL

Address Poaol for the Client 192.168.1.30 - 192, 168, 1.40
Server:
Domain Mame:
The protected traffic is not subjected to network
address translation

DNS

Metwork Address Translation
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The following CLI commands are generated based on the changes you made in ASDM. To send the commands to the
ASA, dick Send. To not send the commands and continue making changes in ASDM, dick Cancel.

ip local poal VPN-POOL 192.168.1.30-192. 168, 1.40 mask 255,255, 255.0 A
object network NETWORK_OB]_192, 168, 1.0_26
subnet 192,168, 1.0 255,255,255, 192
webvpn
tunnel-group-ist enable
anyconnect image disko: anyconnect-win-4.0.00061-k%3.pka 1
anyconnect enable
username user-vpn password mbO2jYs 13AKIAGS encrypted privilege 2
group-policy GroupPolicy_ANYCOMMECT-PROFILE internal
group-policy GroupPolicy _ANYCOMMECT-PROFILE attributes
vpn-tunnel-protocel ssl-dient
dns-server value 192, 168.1.1
WiNs-SErver none
default-domain none
exit
tunnel-group ANYCOMMECT-PROFILE type remote-access
tunnel-group ANYCOMMECT-PROFILE general-attributes
default-group-policy GroupPolicy_ANYCOMNECT-PROFILE
address-pool VPM-POOL
tunnel-group ANYCOMMECT-PROFILE webvpn-atiributes
agroup-alias ANYCONMECT-FROFILE enable
nat (inside,outside) 2 source static any any destination static NETWORK_CBJ_192, 168, 1.0_26 NETWORK_OBI_1 v

< >

| Send | | Cancel | | Save To File...

Log in from the Outside Host.

Initially, you will establish a clientless SSL VPN connection to the ASA in order to download
the AnyConnect client software. Open a web browser on Outside Host. In the address field of
the browser, enter https://1.1.1.1 for the SSL VPN. SSL is required to connect to the ASA,
therefore, use secure HTTP (HTTPS).

Enter the previously created username user-vpn with the password cisco. Click Logon to
continue.
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[ https://1.1.1.1/+CSCOE+/ X

« - C [%b&ﬁﬁﬁllllHCSCDE#IDgcn he'e| 0.0 §,9 8 =

) E—

Group | ANYCONNECT-PROFILE v |
Username |user-vpn

Password |

Install the AnyConnect VPN Client (if required).
On the Manual Installation screen, click AnyConnect VPN
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/ [ Installation

=

[Fabdalah MN=RNEN

x Y}

C' | B butpS//1.1.1.1/CACHE/stc/1/inBR 7% | By D (7] &, oM™

il AnyConnect Secure Mobility Client

CISCO

f'} WebLaunch

Platform
" Detection

+| -.Java Detection

- Download

Manual Installation

Web-based installation was unsuccessful. If you wish to
install the Cisco AnyConnect Secure Mability Client,
you may download an installer package.

Install module(s) below in the listed sequence.
Platforms supported: Windows Desktop

AnyConnect VEN

Alternatively, retry the automatic installation.

| Help | | Download

After the download is complete, the Cisco AnyConnect VPN Client Setup starts. Click Next to

continue.

Voulez-vous exécuter ce fichier ?

[H

Mom : ..s\anvconnect-win-4.0.00061 web-deploy-k9, exe

Editeur : Cisco Systems, Inc.
Type : Application

De : ChUsers\ICT Towers\Downloads\anyconnect-wi...

Exécuter ] [ Annuler

Toujours demander avant d'ouvrir ce fichier

-

Les fichiers téléchargés depuis Intemet peuvent &tre utiles, mais ce
type de fichier présente un danger potentiel. Nexécutez que les
logiciels des éditeurs approuvés par vous. Quels sont les risgues 7
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‘ﬁ-‘ Cisco AnyConnect VPN Client Setup @

"
E = -
4 Za Welcome to Cisco
; i® %ﬁ AnyConnect VPN Client
o Setup Wizard
-
< . =7
L E—
| The Setup Wizard will install Cisco AnyConnect VPN
| -q "'_‘.l\ Client on your computer. Click Mext to continue or
iy Cancel to exit the Setup Wizard.
o
B

<gack |f Next> [ Cancel ]

Read the End-User License Agreement. Select | accept the terms in the License Agreement and
click Next to continue.

‘jﬁ Cisco AnyConnect VPN Client Setup @

End-User License Agreement #»
» ¥

Please read the following license agreement carefully e

Client Software License Agreement of Cisco Systems -

THE S50FTWARE TO WHICH YOU RRE REQUESTING RCCESS IS
THE PROPERTY OF CISCO SYSTEMS. THE USE OF THIS
SOFTWARE IS5 GOVEENED BY THE TERMS AND CONDITICNS OF
THE AGREEMENT SET FORTH BELOW. YOU (CON BEHALF OF
YOURSELF AND THE BUSINESS ENTITY ¥OU REPRESENT) MUST
AGREE TC THE FCOLLOWING TEEMS5 AND CONDITICNHNS IN CRDER
TC USE THE SCFTWARE. IF YOU DO NCT AGREE TC THE
FOLT.OWTHG TERMS AND CONDTTTONS THEN YOI ARF WNOT

(@ I accept the terms in the License Agreement
(11 do not accept the terms in the License Agreement

Advanced Installer

[ < Badk ” Next > l [ Cancel ]

The Ready to Install window is displayed. Click Install to continue.
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4 Cisco AnyConnect VPN Client Setup

Ready to Install ’
The Setup Wizard is ready to begin the Typical installation

e [

Click "Install” to begin the installation. If you want to review or change any of your
installation settings, dick "Badk™. Click "Cancel” to exit the wizard.

Advanced Installer

[ <Back | Fmstal | | cancel

Click Finish to complete the installation.

1! Cisco AnyConnect VPN Client Setup

Completing the Cisco
AnyConnect VPN Client
Setup Wizard

Click the Finish button to exit the Setup Wizard.

< Badk Cancel

Establish an AnyConnect SSL VPN Connection.
When prompted to enter the secure gateway address, enter 1.1.1.1 in the Connect field, and
click Connect.

(§ Cisco AnyConnect Secure Mobility Client [==naeR

— _____,-l-—_

Metwork error. Unable to lookup host names.

1111

Limited Access - DMS Failure

When pro}npted, enter user-vpn for the username and cisco as the-password.
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"9 Cisco AnyConnect | 1111 L =

o

Group: | ANYCONNECT-PROFILE v

Username:  user-vpn

Password:  s=se=

QK ] ’ Cancel

You should see this:

When the full tunnel SSL VPN connection is established, an icon will appear in the system tray
that signifies that the client has successfully connected to the SSL VPN network.

Click the gear icon at the bottom left corner of the Cisco AnyConnect Secure Mobility client
window.

¢y Cisco AnyConnect Secure Mobility Client E=REef x|

Q v

Connected to 1.1.1.1.

00:00:21 IPw4

1280 .

Use the scroll bar on the right side of the Virtual Private Network (VPN) — Statistics tab for
additional connection information.

Note: The inside IP address that is assigned to the Outside Host is 192.168.1.30 which is
selected from the VPN pool 192.168.1.30-40.
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*_j.l Cisco AnyConnect Secure Mobility Client = X

(VPN)

Preferences | Statistics | Route Details | Firewall | Message History

Connection Information

State: Connected
Tunnel Mode (IPv4): Tunnel All Traffic
Tunnel Mode (IPva): Drop All Traffic
Duration: 00:01:09

Addresz Information
Client (IPv4): 192.168.1.30
Client (IPve): Mot Available
Server: 1.1.1.1
Bytes
Sent:

Received:

Frames

Reset | | Export Stats...

From a command prompt on the Outside Host, verify the IP addressing by using the ipconfig
command. Notice that there are two IP addresses listed. One is for the Outside Host local IP
address (209.165.200.10) and the other is the IP address assigned to the SSL VPN tunnel
(192.168.1.30).

B C\Windows\system32\cmd.exe |':'_ e &

Conf iguration IP de Windows

Carte Fthernet Connexion au »éseau local 2 :

Suffixe DMNS propre & la connexion. . .
Adresse IPuvb de liaison locale. . . . .
Adresse IPuvb de liaison locale.
Adresse ITPvd. . . . . . . . . .
Masque de sous—réseaun. . . . .
Passerelle par défant. . . . .

fefA::3he5:dAb1 5973746921
fefB::=Pdc3:564d:476:F37cx21
192.168.1.3@

255.255.255.8

"192.168.1.1

Carte Ethernet Connexion au részeau local :

Suffixe DHS propre & la connexion.

Adresse IPuvb de liaison locale. feB8@::talaB:?bBd:2128:a2e%x12
Adreszse IPvd. . . . . . . . 209 .165.208.18

Masque de sous—réseau. . . 255 255 .255.8

Passerelle par défaunt. . . 287? .165.2688.1
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From Outside Host, ping PC-A (192.168.1.10) to verify connectivity.

BN C\Windows\system32\cmd.exe =

Microzsoft Windows [verszion 6.1.76011 -
Copyright {c> 20889 Microsoft Corporation. Tous droits réservés.

C:~Uzers~ICT Towerslping 192.168.1.18

Envoi d'une regquéte 'Ping 192.168.1.18 avec 32 octets de données :
Répunse de 172.168.1.18 : octets=32 temps=1 ms TTL=128

. opctets=32 temps=1 ms TTL=128
Réponze de 192.168.1.18 octetz=32 temps=1 msz TTL=128
Réponze de 192.168.1.18 octets=32 temps=1 ms TTL=128

Statistigues Ping pour 192.168.1.18:

Pagquets : envoyés = 4, recus = 4, perdus = B {perte Bx),.
Durée approximative des boucles en millisecondes :

Minimum = 1ms, Maximum = ims,. Moyenne = 1ms

From Outside Host, open web browser and access the internal web site (http://192.168.1.10),
the web page should be displayed successfully:

[

[ Tiny Web Server x %

= c 192.168.1.10 w| B D. N oo,

Welcome to the Inside Web Server

From Outside Host, ping DMZ-SERVER (172.16.1.10) to verify connectivity.
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http://192.168.1.10/

BN Ch\Windowshsystem32iemd.exe =
Copyright {c> 2809 Microsoft Corporation. Tous droits réservés. -

C:sUserssICT Towers ping 172.16.1.18

Envoi d’une requéte 'Ping’ 172.16.1.18 avec 32 octets de données :
Réponze de 172.16.1.18 : octets=32 temps=2 ms TTL=128
Réponze de 172.16.1.18

; octetz=32 tempz=1 ms TTL=128
Réponze de 172.16.1.18 : octets=32 temps=1 ms TTL=128
Réponze de 172.16.1.18 : octets=32 tempsz=2 ms TTL=128

Statistigues Ping pour 172.16.1.18:

Pagquets : envoyés = 4, recus = 4, perdus = B (perte Bx).
Durée approximative des boucles en millisecondes :

Minimum = 1ms, Maximum = 2ms,. Moyenne = 1ms

From Outside Host, open web browser and access the FTP Files located in the DMZ-SERVER
(ftp://172.16.1.10), The access of the FTP Files requites authentication, enter the username user
and the password cisco, the Outside Host should be able to view the FTP Files:

[ ftpy//172.16.1.10 x %

« = ftp://172.16.1.10 DD. b o)

Authentification requise

Mom d'utilisateur : | user

Mot de passe:

Se connecter Annuler
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ftp://172.16.1.10/

),.*"- [ Index de/ X\_

|l | = [E | 22

-

€« C [ ftpy//172.16.1.10

Index de /

Nom Taille
5360S5ection
SEECYCLE BIN
SWindows ~BT!
L] .and 1.0 kB
360SANDBOX
1 _] acssetup.log 1.1 kB
AdventNet
_] Appliance log 0B
U] awh35109 tmp 687 B
l ] awhSCEOQ.tmp 687 B
L] awh7055.tmp 687 B
_] awhDOGE tmp 687 B
_] bootmgr 389 kB
] BOOTNXT 1B
Boson
Ll LS il T (PP W Sy

On the ASDM menu bar, click Monitoring and then select VPN > VPN Statistics > Sessions.
Click the Filter By pull-down list and select AnyConnect Client. You should see the VPN user
session logged in from Outside Host with IP address 209.165.200.10 which has been assigned

7% BD.O 0 QM=

Date de modification

04/07/2016 00:00:00
06/12/2015 00:00:00
15/07/2016 00:00:00
22/03/2013 00:00:00
02/02/2016 00:00:00
05/01/2016 00:00:00
17/08/2016 00:20:00
05/01/2016 00:00:00
24/06/2014 00:00:00
01/07/2014 00:00:00
26/06/2014 00:00:00
21/06/2014 00:00:00
26/07/2012 00:00:00
03/06/2012 00:00:00
12/06/2016 00:00:00

A T A T BT ATA YA T

an inside network IP address of 192.168.1.30 by the ASA.
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=) Cisco ASDM 7.3 for ASA - 172.16.1.1 - O

File View Tools Wizards Window Help Type topic to search Go
vt
3 ) o N &

G Configuration @ Monitoring Q Save @ Refresh o Back -J Forward ‘2 Help CISCO
Device List o g X Monitoring = VPN > VPN Statistics > Sessions (]
% Add [ Delete ¥ Connect

Find: Go Type Active Cumulative Peak Concurrent Inactive
i AnyConnect Client 1 1 1 0w~
-8 192.188.1.1 SSL/TLS/OTLS 1 1 1

Clientless VPN 1 2 1
St Browser 1 2 1
g — Site-to-Site VPN o 46 1 w
5 Crypto Statistics
-3 Compression Statistics — All Sessions — W Filter
: g Encryption Statistics v
< > Username Group Policy Assigned IP Address Protocol Login Tim Details
D Connection Profile Public IF Address Encryption Duration|
IriiEE=s Lser-vpn GroupPolicy_ANYCONN...|192. 168.1.30 [AnyConnect-Parent 55L-Tunmnel DTLS-. |15: 13:22 |l It atld
8 ANYCONNECT-PROFILE 205, 165.200. 10 AnyConnect-Parent: (1)none S5L-Tu..|Oh:06m: 42
Ew Ping
Botnet Traffic Fiter
" £ >
Q Routing To sort VPN sessions, right-dlick on the above table and select Table Sort Order from popup menu.
3 Properties Logout By: | -- All Sessions — W Logout Sessions
- Refresh
2 Last Updated: 24/08/16 02:20:17
Data Refreshed Successfully. admin 2 ﬁ E‘| 23/08/16 15:22:14UTC

Part-1 0 :Configure the Site-to-Site IPsec VPN Tunnel between R1 and ASA
On R1:

Configure the ISAKMP policy parameters.
Create an ISAKMP policy with a priority number of 1.
Use the following parameters:

Authentication: pre-shared key
Encryption: AES

Hash algorithm: SHA
Diffie-Helman: group 2

R1(config)# crypto isakmp policy 1
R1(config-isakmp)# authentication pre-share
R1(config-isakmp)# encryption aes
R1(config-isakmp)# hash sha
R1(config-isakmp)# group 2

Configure the pre-shared key of cisco123 and point it to the ASA’s outside interface IP address
1.1.1.1:

‘Rl(config)#crypto isakmp key ciscol123 address 1.1.1.1

Configure the IPsec transform set
Create a transform set with tag TRNSFRM-SET and use an ESP transform with an AES 256
cipher with ESP and the SHA hash function:

‘Rl(config)#crypto ipsec transform-set TRNSFRM-SET esp-aes esp-sha-hmac

Define interesting traffic.

Configure the IPsec VPN interesting traffic ACL. Use extended access list number 101. The
source network should be R1’s LAN (10.1.1.0/24), and the destination network should be the
ASA’s LAN (192.168.1.0/24):
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‘Rl(config)#access-list 101 permit ip 10.1.1.0 0.0.0.255 192.168.1.0 0.0.0.255

Create and apply a crypto map.

Create the crypto map on R1, name it CMAP, and use 1 as the sequence number.

Use the match address command to specify which access list defines which traffic to encrypt,
the ACL should be 101.

Set the peer address to the ASA’s remote VPN endpoint interface IP address (1.1.1.1).

Set the transform set to TRNSFRM-SET.

R1(config)#tcrypto map CMAP 1 ipsec-isakmp
R1(config-crypto-map)#match address 101
R1(config-crypto-map)#set peer 1.1.1.1
R1(config-crypto-map)#set transform-set TRNSFRM-SET

Apply the crypto map to R1’s g0/1 interface:

R1(config)# interface go/1
R1(config-if)# crypto map CMAP

Task 1 : Configure Site-to-Site VPN on ASA using CLI

On ASA configure NAT exemption:

ciscoasa(config)#object network LOCAL-NET
ciscoasa(config-network-object)#subnet 192.168.1.0 255.255.255.0
ciscoasa(config-network-object)#object network REMOTE-NET
ciscoasa(config-network-object)#subnet 10.1.1.0 255.255.255.0

ciscoasa(config)#tnat (inside,outside) source static LOCAL-NET LOCAL-NET
destination static REMOTE-NET REMOTE-NET

Configure the ISAKMP policy parameters.
Create an ISAKMP policy with a priority number of 10.
Use the following parameters:

Authentication: pre-shared key
Encryption: AES

Hash algorithm: SHA
Diffie-Helman: group 2

ciscoasa(config)# cryp isakmp policy 10
ciscoasa(config-ikevl-policy)# auth pre-share
ciscoasa(config-ikevl-policy)# encry aes
ciscoasa(config-ikevl-policy)# hash sha
ciscoasa(config-ikevl-policy)# group 2

Enable ISAKMP on the outside interface and Configure the IPsec VPN interesting traffic ACL.
Use extended access list named VPN-ACL. The source network should be the ASA’s LAN
(192.168.1.0/24), and the destination network should be the R1’s LAN (10.1.1.0/24):

ciscoasa(config)#tcrypto isakmp enable outside
ciscoasa(config)#taccess-1ist VPN-ACL per ip 192.168.1.0 255.255.255.0 10.1.1.0
255.255.255.0

Configure the Tunnel Group (LAN-to-LAN Connection Profile)
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For a LAN-to-LAN tunnel, use the tunnel-group 2.2.2.1 type ipsec-12l command to define the
connection profile type ipsec-l2l.

In order to configure the ISAKMP preshared key, enter the tunnel-group ipsec-attributes
configuration mode using the tunnel-group 2.2.2.1 ipsec-attribute command, 2.2.2.1 is R1's
GO0/1 interface, and configure the pre-shared key of cisco123:

ciscoasa(config)#tunnel-group 2.2.2.1 type ipsec-121
ciscoasa(config)#tunnel-group 2.2.2.1 ipsec-attribute
ciscoasa(config-tunnel-ipsec)#pre-shared-key ciscol23

Configure the IPsec Transform Set
Create a transform set named TEST and use an ESP transform with an AES 256 cipher with
ESP and the SHA hash function:

ciscoasa(config)# crypto ipsec transform-set TEST esp-aes esp-sha-hmac

Configure a Crypto Map and Apply it to an Interface
crypto map defines an IPSec policy to be negotiated in the IPSec SA with R1 and should
includes:

The ACL VPN-ACL that identifies the packets that the IPSec connection protects.
Peer address pointed to to the R1’s remote VPN endpoint interface IP address (2.2.2.1).
The IPsec transform set named TEST.

ciscoasa(config)# crypto map CRYPTO-MAP 1 match address VPN-ACL
ciscoasa(config)# crypto map CRYPTO-MAP 1 set peer 2.2.2.1
ciscoasa(config)# crypto map CRYPTO-MAP 1 set transform-set TEST

Apply the crypto map to the ASA’s outside interface:

ciscoasa(config)# crypto map CRYPTO-MAP interface outside

Task 2: Configure Site-to-Site VPN on ASA using ASDM

Using ASDM. Use the Site-to-Site VPN Wizard to configure the ASA for IPsec site-to-site VPN.
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File View Tools | Wizards | Window Help Type topic to search "' |I.
ehfiab ]

@ Hm Startup Wizard... Back () Forward cisco
[ VPN Wizards [ Site-to-site VPN Wizard...

High Availability and Scalability Wizard... AnyConnect VPN Wizard...
| Unified Communication Wizard... Clientless SSL VPN Wizard...
Find: ASDM Identity Certificate Wizard... IPsec (IKEv1) Remote Access VPN Wizard...

gL 226a 11 Packet Capture Wizard... : =epm==tions fo users at
The ASDM Assistant guides you step by step through the configuration of the three types of Remote Access VPN,

|
a8 |

| [ Clientiess S5 VPN Remote Access (using Web Browser)

| SaaMMv?JWNRmuAc:esmm#nWtﬁmﬂ

| 59 Psec(IKEV 1) VPN Remote Access (using Cisco VPN Client)

i

¥ VPN Wizard troducs

Use this wizard to setup new site-to-site VPN tunnel, A tunnel between two devices is called a site-to-site tunnel and
is bidirectional. A site-to-site VPN tunnel protects the data using the IPsec protocol.

Site-10-Site VPN

Here is a J2d on how to setup a site-to-site VPN connection.

i || o |

Set the Peer IP Address to R1’s G0/1 IP address (2.2.2.1). Verify that outside is selected for the
VPN Access Interface.
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Steps Peer Device Identification
1. Introduction This step lets you identify the peer VPN device by its IP address and the interface used to access the peer,
2. Peer Device

Identification Peer IP Address: 2.2.2.1] |
3. Traffic to protect
4. Security VPN Access Interface: | outside v
5. MAT Exempt
6. Summary

| <Back || Next> | | Annder || Hep |

Identify the traffic to protect. Set the Local Network to inside-network/24 and the Remote
Network to 172.16.3.0/24.

f= =
Steps Traffic to protect
1. Introduction This step lets you identify the local network and remote network between which the traffic is to be protected using
2. Peer Device Identificatio encryption.
3. Traffic to protect Local Metwork: |inside-network,|"24 |Z||
4, Security
Remote Network: |10.1.1.0
5. MAT Exempt | fqu |I||
6. Summary
| <Back || Next> | Annuier || Hep |

Configure the pre-shared key. Enter the Pre-shared Key of cisco123.
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Steps

Security

1. Intreduction

2. Peer Device Identificatio
3. Traffic to protect

4. Security

5. MAT Exempt

6. Summary

This step lets you secure the selected traffic,

(®) Simple Configuration

ASA uses the pre-shared key entered here to authenticate this device with the peer. ASDM will select common
IKE and ISAKMP security parameters for that will allow tunnel establishment. It is recommended that this option
is also selected when configuring the remote peer.

Pre-shared Key: |-uu-u| |

(") Customized Configuration

‘You can use pre-shared key or digital certificate for authentication with the peer device. You can also fine tune
the data encryption algorithms ASDM selected for you.

| < Back || Mext = |

Enable NAT exemption. Check the Exempt ASA side host/network from address translation box
and verify that the inside interface is selected.

iE=3

Steps

MAT Exempt

1. Intreduction

2. Peer Device Identificatio
3. Traffic to protect

4. Security

5. NAT Exempt

6. Summary

This step allows you to exempt the local network addresses from network translation.

Exempt ASA side hostinetiork from address transiation

| < Back || MNext > |

Apply IPsec configuration to the ASA.
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Click Finish to apply the site-to-site configuration and send the commands to the ASA.

iE3

¥ VPN Wizard

Sumimary

Here is the summary of the configuration.

Name

E Summary
Peer Device IP Address
VPN Access Interface

Protected Traffic

IKE Version Allowed
[= Authentication Method
IKEvi

IKE v2

= Encryption Policy
Perfect Forward Secrecy (PFS)
= IKE vi

Dromoe =l

Value

2221

outside

Local Metwork: 192,168, 1.0/24
Remote Metwork: 10.1.1.0/24
IKE version 1 and IKE version 2

lUse pre-shared key
UUse pre-shared key when local device access the peer
UUse pre-share key when peer device access the local device

Disabled

crack-aes-sha, rsa-sin-aes-sha, pre-share-aes-sha,
crack-aes-192-sha, rsa-sig-aes-192-sha,
pre-share-aes-192-sha, rack-aes-256-sha,
rsa-sig-aes-256-sha, pre-share-aes-256-sha,
crack-3des-sha, rsa-sin-3des-sha, pre-share-3des-sha,
crack-des-sha, rsa-sig-des-sha, pre-share-des-sha

ESP-AES-128-5HA, ESP-AES-126-MDS5, ESP-AES-192-5HA,
FCL.AFC.107.MNE FED.AFC.ICACHA FOD.AFC.7CERMNG

=

The following CLI commands are generated based on the changes you made in ASDM. To send the commands to the
ASA, dick Send. To not send the commands and continue making changes in ASDM, dick Cancel.

object network NETWORK_CBJ_10.1.1.0_24
subnet 10,1, 1.0 255, 255,255.0

object network NETWORK_OB1_192.168.1.0_24
subnet 192,168, 1.0 255, 255,255.0

access-ist outside_cryptomap line 1 extended permitip 192,168,1.0 255,255,255.0 10,1,1.0 255,255,255.0

group-policy GroupPolicy_2.2.2. 1 internal

aroup-policy GroupPolicy_2.2.2. 1 attributes
vpn-tunnel-protocol kev2 ikevl

exit

tunnel-group 2.2.2. 1 type ipsecd2l

tunnel-group 2.2, 2. 1 general-attributes
default-group-policy GroupPolicy_2.2.2.1

tunnel-group 2.2.2. 1 ipsec-attributes
ikev 1 pre-shared-key s
ikew2 local-authentication pre-shared-kgy s
ikew2 remote-guthentication pre-shared-key =Fssss====
isakmp keepalive threshold 10 retry 2

crypto ikev 1 policy 70
encryption aes
authentication crack

crypto ikev 1 policy 80
encrvotion aes

| | Save To File...
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Verify the IPsec Association Security using the show crypto ipsec sa command, there are no
packets encrypted/decrypted:

R1l#show crypto ipsec sa

interface: GigabitEtherneto/1
Crypto map tag: CMAP, local addr 2.2.2.1

protected vrf: (none)
local ident (addr/mask/prot/port): (10.1.1.0/255.255.255.0/0/0)
remote ident (addr/mask/prot/port): (192.168.1.0/255.255.255.0/0/0)
current_peer 1.1.1.1 port 500
PERMIT, flags={origin_is acl,}
#pkts encaps: 0, #pkts encrypt: 0, #pkts digest: ©
#pkts decaps: 0, #pkts decrypt: @, #pkts verify: ©
#pkts compressed: 0, #pkts decompressed: ©
#pkts not compressed: 0, #pkts compr. failed: ©
#pkts not decompressed: 0, #pkts decompress failed: ©
#send errors 0, #recv errors 0

local crypto endpt.: 2.2.2.1, remote crypto endpt.: 1.1.1.1
path mtu 1500, ip mtu 1500, ip mtu idb GigabitEtherneto/1
current outbound spi: @xe(e@)
PFS (Y/N): N, DH group: none
inbound esp sas:
inbound ah sas:
inbound pcp sas:
outbound esp sas:

outbound ah sas:

outbound pcp sas:
R1#

Let's test IPsec protected tunnel, from PC-B (10.1.1.10) ping the PC-A (192.168.1.10):

The ping is successfull as shown below:

e Invite de commandes

icrozoft Windows [verszion 6.2.9208]
{c» 2012 Microsoft Corporation. Tous droits réservés.

sUserssuser>ping 192 _168.1.16

Envoi d’une requéte 'Ping' 192.168.1.18 avec 32 octets de données :
Délai d’attente de la demande dépassé.
] : octets=32 temps=2 mz TTL=127
: octetz=32 temps=1 ms TTL=12%
: octets=32 temps=1 mz TTL=12%7

Statistigues Ping pour 192.168.1.1@:

Pagquets : envoyés = 4. recus = 3, perdus = 1 {perte 25x).
Durée approximative des boucles en millisecondes =

Hinimum = 1msz, Maximum = 2ms,. Movenne = 1ms

sUserssusers
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Verify the ISAKMP policy, the association security for phase 1 is negociated successfully
between R1 and ASA:

ISAKMP phase 1 on R1:

R1l#show crypto isakmp sa

IPv4 Crypto ISAKMP SA

dst src state conn-id status
1.1.1.1 2.2.2.1 QM_IDLE 1014 ACTIVE

IPv6 Crypto ISAKMP SA

R1#

ISAKMP phase 1 on ASA:

ciscoasa# show crypto isakmp sa
IKEvl SAs:

Active SA: 1
Rekey SA: @ (A tunnel will report 1 Active and 1 Rekey SA during rekey)
Total IKE SA: 1

1 IKE Peer: 2.2.2.1
Type :L2L Role : responder
Rekey : no State ¢ MM_ACTIVE

There are no IKEv2 SAs
ciscoasat#t

Verify the IPsec Association Security using the show crypto ipsec sa command once again,
now the number of packets encrypted/decrypted is increased, since the first icmp packet is
lost, three packets are encrypted/decrypted:

R1l#tshow crypto ipsec sa | i local|remote]|pkts
Crypto map tag: CMAP, local addr 2.2.2.1
local ident (addr/mask/prot/port): (10.1.1.0/255.255.255.0/0/0)
remote ident (addr/mask/prot/port): (192.168.1.0/255.255.255.0/0/0)
#pkts encaps: 3, #pkts encrypt: 3, #pkts digest: 3
#tpkts decaps: 3, #pkts decrypt: 3, #pkts verify: 3
#pkts compressed: 0, #pkts decompressed: ©
#pkts not compressed: 0, #pkts compr. failed: ©
#pkts not decompressed: 0, #pkts decompress failed: ©
local crypto endpt.: 2.2.2.1, remote crypto endpt.: 1.1.1.1
R14#

ciscoasa# show crypto ipsec sa | i local|remote|pkts
Crypto map tag: outside_map, seq num: 1, local addr: 1.1.1.1

local ident (addr/mask/prot/port): (192.168.1.0/255.255.255.0/0/0)
remote ident (addr/mask/prot/port): (10.1.1.0/255.255.255.0/0/0)
#tpkts encaps: 3, #pkts encrypt: 3, #pkts digest: 3
#tpkts decaps: 3, #pkts decrypt: 3, #pkts verify: 3

#pkts compressed: 0, #pkts decompressed: ©

#pkts not compressed: 3, #pkts comp failed: O, #pkts decomp failed: ©
local crypto endpt.: 1.1.1.1/0, remote crypto endpt.: 2.2.2.1/0
ciscoasa#
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From ASDM, click the Monitoring>VPN menu. A connection profile IP address of 2.2.2.1 should
be displayed in the middle of the screen. Click the Details button to see IKE and IPsec session
details.:

= Cisco ASDM 7.3 for ASA - 192.168.1.1 - O
File View Tools Wizards Window Help Go
il I (XL I [N
7 er) ) L y TR )
@ Home &% Configuration [a Monitoring || | I Save G Refresh 0 Back (g Forward ;)) Help CISCO
Device List o B X Monitoring > VPN > VPN Statistics > Sessions O
% Add [ pelete & Connect
Find: Go Type Active Cumulative Peak Concurrent Inactive
1@ Site-to-Site VPN 1 12 1
IKEv1 IPsec 1 12 1
VPN o
L1} ~
B Crypto Statistics
B ramnracsinn Ctafistice
< Filter By: | IPsec Site-to-Site v | | — All Sessions - W Filter
Interfaces Connection Profile Protocol Login Time Bytes Tx Details
IP Address Encryption Duration Bytes Rx
a
L ypy Logout
& ;
Botnet Traffic Filter Ping
= < >
4 Routing To sort VPN sessions, right-click on the above table and select Table Sort Crder from popup menu.
ﬁ:i Properties Logout By: | — All Sessions — W Logout Sessions
u Logging
- Refresh
g Last Updated: 23/08/16 22:53:58
Data Refreshed Successfuly. admin 2 el & |23/08/16 11:53:51UTC

From PC-B, issue the command tracert 192.168.1.10. If the site-to-site VPN tunnel is working
correctly, you will not see traffic being routed through R2 (2.2.2.2).

= Invite de commandes

icrozoft Windows [verzion 6.2.92001]
{c) 2012 Microsoft Corporation. Tous droits réservés.

swUzepssusertracert 192.168.1.18
Détermination de 1'itinéraire vers PC—COORDIMATOR [192.168.1.181

vec un maximum de 3B sauts =

1 <1 m= <1 m= {1 m= 18.1.1.1
2 1 ms 1 ms 1 ms PC-COORDINATOR [192.168.1.181

Itinéraire déterminé.

wUzepssuser?

Part-11:Let's try ping from PC-A (192.168.1.10) to PC-B (10.1.1.10):

The ping fails, the PC-B cannot ping PC-A as shown below:
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oo Invite de commandes

icrosoft Windows [version 6.2.9208]
(c» 2812 Microsoft Corporation. Tous droits réservés.

sUserssuserping 18.1.1.18

Envoi d'une requéte "Ping’ 10.1.1.18 avec 32 octets de données :
Délai d’attente de la demande dépassé.
¢lai d’attente de la demande dépassé.
i d'attente de la demande dépassé.
d'attente de la demande dépassé.

Statistigques Ping pour 18_.1_1_.1@8:
Paguets = envoyés = 4, recus = B, perdus = 4 {(perte 168x>.

slzeresuzer>

Let's do another test, on PC-B activate FTP Server and try to access FTP files from PC-A:

The PC-A cannot access the FTP files located on PC-B as shown below:

. Invite de commandes - ftp 10.1.1.10 = =

icrosoft Windows [version 6.2.7288]
{c>» 2812 Microsoft Corporation. Tous droits réservés.

slUserssuser>ftp 18.1.1.18
> ftp: connect :Délai de connexion dépassé
i typ>

The reason behind this is that there is no zone pair that allows the traffic initiated from
OUTSIDE zone to INSIDE zone.

Zone pairs apply policy enforcement to traffic flowing from one security zone to another. A
zone pair must be defined for each direction in which traffic is allowed to be initiated. In this
example , we have configured a zone par called "IN-TO-OUT" so that the INSIDE network can
initiate UDP, TCP and ICMP traffic to the OUTSIDE, but no traffic may be initiated from the
OUTSIDE to the INSIDE network. If there exists a requirement for traffic to be initiated from the
OUTSIDE zone to the INSIDE zone, a second zone pair (in the opposite direction) must also be
created.

Let's configure a second zone pair to inspect the FTP and ICMP traffic from OUTSIDE to
INSIDE:

Create an numbered ACL 100 to match the FTP and ICMP traffic:

R1(config)#taccess-1list 100 permit tcp any any eq ftp
R1(config)t#taccess-1list 100 permit tcp any any eq ftp-data
R1(config)t#taccess-1list 100 permit icmp any any

Create a class map called OUTSIDE-TRAFFIC and associate the previous ACL to identify the
FTP and ICMP traffic:

R1(config)#class-map type inspect OUTSIDE-TRAFFIC
R1(config-cmap)#match access-group 100
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Now configure a policy map called OUT-IN-POLICY, Bind the OUTSIDE-TRAFFIC class-map to
the policy-map. All FTP and ICMP packets matched by the OUTSIDE-TRAFFIC class-map will be
inspected:

R1(config)#policy-map type inspect OUT-IN-POLICY
R1(config-pmap)#class OUTSIDE-TRAFFIC
R1(config-pmap-c)#inspect

Create a zone-pair called OUT-TO-IN that allows traffic initiated from the OUTSIDE network to
the INSIDE network and apply the policy-map to the zone-pair:

R1(config)#tzone-pair security OUT-TO-IN source OUTSIDE destination INSIDE
R1(config-sec-zone-pair)#service-policy type inspect OUT-IN-POLICY

Let's try ping once again from PC-A (192.168.1.10) to PC-B (10.1.1.10):

The ping is successfull:

BN C\Windows'\system32\cmd.exe =

Microsoft Windows [version 6.1.76811 -
Copyright ¢c)? 2089 Microsoft Corporation. Tous droits réservés.

C:“Uzers~ICT Towers>ping 18.1.1_.1@

Envoi d'une requéte "Ping' 18.1.1.18 avec 32 octets de données :
& de 18.1.1.18 octetz=32 temps=2 mz TTL=12%
de 18_.1.1.108 octetz=32 temps=1 msz TTL=127
de 18.1.1.18 octetz=32 temps=1 mz TTL=12%
de 18.1.1.108 octetz=32 temps=1 msz TTL=127

Statiztigues Ping pour 18.1.1.18:

Paguets = envoyés = 4, recus = 4, perdus = B <perte B},
Durée approximative des houcles en millisecondes =

Minimum = dmz,. Maximum = Z2mz,. Moyenne = 1ims

CislUzerssICT Towers>

Verify the ZBF configuration by using show policy-map type inspect zone-pair OUT-TO-IN
sessions command:

R1#show policy-map type inspect zone-pair OUT-TO-IN sessions

policy exists on zp OUT-TO-IN
Zone-pair: OUT-TO-IN

Service-policy inspect : OUT-IN-POLICY

Class-map: OUTSIDE-TRAFFIC (match-all)
Match: access-group 100

Inspect

Number of Established Sessions = 1
Established Sessions
Session 2884F8E@ (192.168.1.10:8)=>(10.1.1.10:0) icmp SIS _OPEN
Created 00:00:03, Last heard 00:00:00
ECHO request
Bytes sent (initiator:responder) [128:128]
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Class-map: class-default (match-any)
Match: any
Drop
63 packets, 3236 bytes
R1#

Let's try to access the FTP files located on PC-B:
The PC-A can access the FTP files:

B Invite de commandes - ftip 10.1.1.10

sUszerssuser>ftp 18.1.1 .18

onnecté & 18.1.1.1@8.
220-FileZilla Server B.2.53 heta
2208-written by Tim Kosse (tim_.kosselPfilezilla—project.orgd
228 Please wvisit https:rsrsfilezilla—project._orgs
tilisateur ¢(18.1.1.18:<none?? : user
331 Password required for wser

zsuccessful

channel for directory listing of """

ftp L8787 Jan B84 2016 Capturel .PHG
ftp 23238 Jan 2016 CapturelB.PNG
ftp @267 Jan 2816 Capturell .PNG
ftp 46628 Jan 2816 Capturel2.PHNG
ftp 31288 Jan 2016 Captureld.PNG
ftp 30618 Jan 2816 Captureld_ PNG
ftp 45831 Jan 2816 Capturels.PNG
ftp 18825 Jan 28016 Capturelbt.PNHG
ftp 18782 Jan 20816 Capturel?.PNG
ftp 46523 Jan 2816 Capturelld.PNG
ftp 18734 Jan 28016 Capture2.PHG
ftp LA622 Jan 2016 Captured_.PHG
ftp 11483 Jan 2816 Captured.PNG
ftp 11734 Jan 2816 Captureh.PHG
ftp 1?2634 Jan 2016 Captureb .PNG
ftp 268084 Jan 2816 Capture?_PNG
ftp 16743 Jan 2816 Captureld .PNG
ftp 28866 Jan 28016 Capture?.PNHG
ftp 7864229 Dec 2015 fusioninventory—agent_windouws—x

r——r—r—

| S Sa

r—p——p——

e
PXP— XX
4_2.3.17.exe

r—xr—xr-—x 1 ftp ftp LE62A968 Jan 2016 GHNS3-1.3.3-all-in—one.exe
ruxr—xr—x 1 ftp ftp A Jan 2016 SWITCH I05

r—xpr—xr—x 1 ftp ftp 189574432 Aug 2015 VirtualBox-4.3.12-23733-Uin.exe

i
i
1
1
i
1
1
i
1
1
i
i
1
1
i
1
1
i
1

226 Successfully transferred "'/
ftp : 1468 octets recus en B.11 secondes & 13.39 Kors.

Verify the ZBF configuration by using show policy-map type inspect zone-pair OUT-TO-IN
sessions command:

R1#show policy-map type inspect zone-pair OUT-TO-IN sessions

policy exists on zp OUT-TO-IN
Zone-pair: OUT-TO-IN

Service-policy inspect : OUT-IN-POLICY

Class-map: OUTSIDE-TRAFFIC (match-all)
Match: access-group 100

Inspect

Number of Established Sessions = 1
Established Sessions
Session 28851160 (192.168.1.10:27102)=>(10.1.1.10:21) tcpSIS_OPEN/TCP_ESTAB
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Created 00:00:59, Last heard 00:00:52
Bytes sent (initiator:responder) [55:308]

Class-map: class-default (match-any)
Match: any
Drop
63 packets, 3236 bytes
R1#
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