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Q1. NSO ICEEI 2 TNEREHRIFECH,HBINELIES XD

Cisco Bug Search Tool (BST) ICT. INEGIBEHmEEREITEXT, N\—YUa VEOEDHER., L1y
AKN=ILIN—= 3 v RFEDO#EEENMY /N JEEIBERICE U TIE. Changelog Explorer £ Z/ERC 7Z2& LY,

Bug Search Tool

Cisco NSO Changelog Explorer

Search For Cisco Crosswork Network https://developer.cisco.com/docs/nso/changelog-explorer/
Examples: CSCvg33239, router crash, etc... SerV|CeS OrCheStratOI’ T*ﬁ%

Product y

_ Cisco NSO Changelog Explorer
Series/Model v Cisco Crosswork Network Services Orchestrator X
EEnmplE CEe 1E0Y, T, Gt Search for changes between two NSO versions to facilitate the upgrade process.

Release From release: (5.7 v

Affecting or Fixed in Releases D To release: 6.2 ]

CiSCO BUg Sea rCh TOOl (BST) Showing changes from NSO 5.7 up to 6.2 (1028 entries).
https://tools.cisco.com/bugsearch/ Export all changes: [ Export to .csv ]D Use alt. format
Show kind: All v)

Show component: |[all v



https://tools.cisco.com/bugsearch/
https://developer.cisco.com/docs/nso/changelog-explorer/
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1ILTH, FVU—ZXDBRMDOME L BIES Nic/\TIBHRF %ﬁﬁ?ﬁwa“%):tbf‘céia“o
ANWNEAVAN=ITALIMIICHD. TT7AHINTIERREICCS

CHANGES 7
CHANGES 7

NN

IRELE=S LD

WX,

- O—HANA VA=l 4V ZA=ILT4 LT bURA (f: nso-6.1.4/CHANGES)
- YXTAA YV AM—)L: Jopt/ncs/current/ CHANGES

S more /opt/ncs/current/CHANGES
NSO-6.1.4 [September 25, 2023]

AT = | k=¥ g Wiet -1
Deprecated:
- infrastructure: Releases based on Darwir
development, will be discontinued by Jur
(ENG-31547)

BEX0OD B
Known Issues:

Non-backwards compatible corrections:
- netconf: Deleting a non-existing leaf unc
expected " data-missing" error.
(ENG-32055, RT:50468, PS-45602, CS(C

(snip)

BNl N i-ikre
Enhancements:

- ncs: It's now possible to configure
'/ncs-config/ssh/algorithms/server-host-key' with 'rsa-sha2-256' and
'rsa-sha2-512".
(ENG-30438, RT:50304, RT:49889, RT:50091, PS-45438, PS-45016, PS-45218,
CSCwd85171)

(snip) INTIELE
Corrections:

- ncs: ENG-29883 introduced a collection of more transaction conflict
details in conflict messages. In certain situations, collection would
fail, making the faulting and subsequent transactions wait forever. The
conflict management has been updated to be more fault-resilient by

releasing stuck transactions on error.
(ENG-32874, RT:50706, PS-45844, CSCwh59054)

(snip)




Q2. NSO Dex#THEEEIC D LNTHID 7= L)

HJR D Changelog Explorer ¥ CHANGES 7 7 1)L [C T R#itéic = CHERIEIT £ 9,
ZZFXTIC, 53N H6.1.2X TICEBME NictEEZ TaEICRRIH W/ LFET,

- HA B8:&E: Built-in (5.4), package sync (5.7), package upgrade (5.8), RAFT HA (6.1.2)
- LSA (Layered Service Architecture) f8i&E: £/\— 3> (5.4), Trace ID (5.5)

- Commit queue 83&: Notification (5.6), Error Recovery (5.7)

- Nano service E3&E: commit queue (5.4)

- NSO CLI Bd:&#: devtools (5.6), Metric (6.0)

- XML template S3ER5:E: macro (5.6)

- J\T7 #—~ > AB:E: Session limit (5.5), partial-sync-to (5.7), reconciliation (5.7)
enhanced check-sync (6.0), sync-from (6.1)

- WebUI B&:E: Metric (6.0), Widgets (6.0)
- Concurrency & : i TR (6.0), lockless dry-run (6.0)
- NSO OV T+ 4 A= DI (6.1)
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Script. Ansible. Terraform. Cisco OX ARMS (Rundeck) & NSO M EbE; (B&HFAN) ZEH LU T

Script Ansible Terraform OX ARMS NSO
Python 2475 ) F%Z{E RedHat tA'HF IS4 —  HashiCorp #IH'FEET % BEARL—Y3vyF NIIFRYY - HOXR
FAUERZUTRNCILS TV —ABRERY— A—TVY—XRAVTTE JAZEXCELICEZEL. AA VOB TS
T INA R )Y By —) REEEZ BENME v NTx—A
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[CECh. WIGEY 12—
NEEINIE. YAMLTH

LEFEFUWNREEZTF7 7 1)L
ICES. Xt Resourceh’
HBGEIF. WESELH

Excellca~ Y RE{TFIE
RUINT A—% #E52EH,
AFmESI S, FEOX

ANEZEET 5 —E
ZETILYANG) &7 /N
1 AETILEDR Y EY

B (SRR ATAE, 5 IR ATAE. R AYELY, S0y & (XML) ZAER
@) @) o O
validate €Y 12—/ variable block (Z . S YANG [C & % ATIME

(L&D ASE ANEZEDOEREN 9—_1’\;“,7;%%% N IL—IL DR EE
F v o AV ATEE EIfE He HEIF T vy
A A A ©
BIfRA task DEE TF 77 A ILICH BN HIFREAY — b~ D O—)L/\y &V 7
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65* M network OS  46** M network OS Ny &fHd 170l ED<I)LF X
/ system (3T It / system (3T It & A B] 8E > 7 0S% HR—k

* hitps://docs.ansible.com/ansible/2.9/modules/list _of network modules.html
** https://reqistry.terraform.io/browse/providers?category=networking&tier=official%2Cpartner



https://docs.ansible.com/ansible/2.9/modules/list_of_network_modules.html
https://registry.terraform.io/browse/providers?category=networking&tier=official%2Cpartner
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Script. Ansible. Terraform. Cisco OX ARMS (Rundeck) & NSO M EbE; (B&HFAN) ZEH LU T

Script Ansible Terraform OX ARMS NSO
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i . BHEORENE

FVRTERMERR(IC
a3,

O —HI{E £ Al 8,
RDIRUIEEDBE)
LICER.

LTHED, E—FTA b
IRIBOIS EIf. HE
DD IR U D NERIG
| EICER.

1—r3Y,
aFEENS< . B
FExcelFEEZEH 5
DBITHES,

F L RSB % %
[T THED. NWERE

BEMb ([C AR EEE
% HE%E,




Q4. fiE

Script., Ansible. Terraform. Cisco Crosswork

0 Script + NSO

BIEY AT AAND NSO D#EH A A
&E&A B3 - HIBRD &

NSOICEE (BREEED Y TILL)
: %‘—“%%
Script Ky s
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9 Ansible + NSO

Application Centric

| An5|ble Elaybookg

@ B

Network Devices Application Server

Ansible NSO Modules % |8

https://docs.ansible.com/ansible/
7/collections/cisco/nso/index.html

Connectivity Centric

( ———
I Service Models |
\ w B w

l Ansible

o
W B

Network Devices Application Server

Redhat Ansible Tower NED D!
> KickerlZ & BActionDE{TH E


https://docs.ansible.com/ansible/7/collections/cisco/nso/index.html
https://docs.ansible.com/ansible/7/collections/cisco/nso/index.html

Q4. tBEMLY Y1 — 3y EDEEZHD izl

Script, Ansible, Terraform, Cisco Crosswork g & NSO OEEFICDNT., TEICEH WU ET,

e Terraform + NSO ° Crosswork + NSO
CNC 5@ Ul & API
Terraform
NSO Provider / e B ARL—% Health Insights Change Automation

KPI & 72— N RERF
(232179 % Playbook

RS = \ / =
GCP KPl 7—5 % o R Il Paybook ER(T
EHIRTICUN 75— |~ FELEBAT i
/ Azure e | " - =
) AWS '
(e)
| VMware cba g

Network Devices etc. ?

A RS
974 THEA

VNF OEENSBEELTE |
Terraform T—JILE{THRE : v

T




Q5. Rundeck (Cisco OX) £ DHEE%E L 7= L)

Cisco OX(Operation Experience) ¥V ') 12— 3 v (d. CiscODRFRFED A TIEMNIGTERIMGEREIC
H—EXBFFETHELU VY V21— a Ve —EXZIRHEL., BEFROCELEZERIRT 5-HD

Y1)a2—3>T9, ARMS O Job BIE(Z Rundeck 2#{HEH L TWE T,

BARAYU1— |[oO0-XRIL—F
A Sy EYBh{LAkaE i
1 ARMS AN on™  |BEARL—S 3> 53 UstexceLs — NS LEBEEIREL 5T
5 vES F_HRUTS |[HAL> NEEOEREEZ TE U RN CEBDREZ R T ST R LET
ARL—2 3> |ERETOEHICHE ERBCL/SNMPEBIERZ AR L —SYBBHBERICEETCEEY
D7 S— LD FEZEDIELL
SRAIN Q¥ IIEIRT — 5 DIEELL,
ARL—>3> | OAMBERI X SOHR
3 72 LSRR CH T RARET S S SEE T O—DXMEDORTBIE R IZM LT
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Q5. Rundeck (Cisco OX) £ DHEE%E L 7= L)

TE2(C Cisco OX & NSO oz seH L £ 9,

« D—oT0—{r. BIE
. 3 2ER

. RTREREE

. SNEBS AT L\

HEART

AUw ~ AUw ~
v Oz BB ES. AR —SZEHFEDTE v R4 IRBERERT (CER ESNIEEERB 8D 11—
IEBE U AVER - EIRN EIEE AT —R%&HFHA]EE
v  BEMESFUADRIIETOIEREEY - KEEFTZHERD v’ Configt& AB¥(MDParameter validation. 7 /\A/XJ> T« JE
TEE 12 . O—)L)Cw Dtkee
v B FUAOBERRT. UNSAZELDT—TT v XIVFRAABEMEICEFTEERO— R T, Bk
O —&IPRe . BCEENBRY NDO—02KDY—EXZEFT )L
'S
FAJw FAw
HE o | — et M v BEMEEFUATH—-EXETILEWVWSHE TR SN,
BE{EDEBGR(=ARL —2) (HMER (C/ERR T DmESH D U—Ujlzl—@ﬁ%%ﬁ‘é(i@bo U5 AT T o i
ConfigTﬁ)\H%?)Parameter validation. FINARA> T4 08 LTy ESTTDINESD
R IRERAZICs O e v MY —CREERT B3R T OIS A EDHE
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Q6. NSO D1—XRT—R. SWEBAAEZAD 7=

NSO (. WAN Xy hT—2, =51tV 5—X14vF (Nexus/AClI F) . (RIEEH—/\EEE,
Firewall 4> Load Balancer I E DXy N T — 0 H—E XM FETESD. TILFRVY—THIE - x18
LS T—cILRBEIEEBFLARIEETT,

<NSO DRI F|AH >

V ANSNTEONMIICKBERE/NT A=Y ANDI Y TIUE
vV TINA AN SDT—5 DEUFIC K 5 ANERE

v Excel /| JSSON R EDHERT 7 A ILH 5 DINT A =5 EE

v EFiERDBENME (pre_modification())

vV BRERIOATY VROV YT (Va3 VvDERE)
V H5EEEBI-UEIC. BEDT7 VY 3 v aEERT
v ERMERYIR Y —E X D@ (Nano Service)

vV H—EZDERERTDEBH (Plan component)
VAEEDRT 2=V Y

v Northbound API [C K Bt X7 A & DEE

N/

(Kicker)



Q7. NED O R— M DB WTINA ZAADXT I

NSO @ NED (Network Element Driver) (ZIRE TSRV T ZIRHE T H170L LD OS #HR— b
LTWET, NED OXFILH R LFE. NSO [CHEEE S T L5 netconf-ned-builder & UL\ S ##8E Z | A
L. RFC #E#LD NETCONF [CHIHLTWST/INA X Thnld YANG #FiE L. TBHTNED %=
build ¥ ENTEET, BAICHRE VIV IAMLUTIES ZELHAIETT,

NSO Development Guide: NED Development
https://developer.cisco.com/docs/nso/quides/#!ned-development/netconf-ned-development

DECEOT

170 LEDNRINFARY YT —0SZEHR— |



https://developer.cisco.com/docs/nso/guides/

Q8. hZ VYU aVERBICOVLWTHID W

NSO (. I—H—hIBUIVITRAMNEZ(TRE. bV I a3y EEEINSREBEAT—EOUEA
ETUEI., —EIWIBTZS NV o3 viE1 D23 T9, Ry hNT—092EDNZ o7
VICEZ R —BYEIRHT SH. TIRTDTNA ANREEZTR I IHAEChTIVTFIIaIIETL
FEA,

Service Create code is invoked here + validation

EOHEWNT/INM XD
IBREEFD

Write to the device model(s)

Calculate the delta Commit
GUI, CLI or NBI D
]
i Com mit Translate to device native changes
A 4

=

° : -~

2 § Write to service Write delta xlate Send to Device A E

@ = — create() - £

- model CDB delta xlate Send to Device B 8

Q n

=1  175ms _ 4ms | 187ms 9 1541ms |ims
NSO Platform Each NED

Example timings Medium CPU High CPU Low CPU
¢ > load load load




Q8. FZ VU aVEEICDODWLWTAHID /=1
Progress Trace [ICCT. Nw O TS0V RTrSIVUH I aVvORENERELIRT D ENAEETT,
1. progress XY RIZT 7 4 )L b TIERTRDI=sH. “unhide debug” TEHTESLSICLET,

admin@ncs# unhide debug

2. BN 7 A#—~ v bk (csvor.log) Z58EL XTI, RELIE. ncs.conf TIEESNTTA LI MNU(FT
A hTlIftoO 7 74ILERU) &4 D E£ 9, Operational Data E U THHAIIT B ENTE
F9 ., NSO ® Northbound Interface @ U T Trace T—4% 59 555 (CEF T,

admin@ncs(config)tt progress trace test destination file progress-trace.csv format csv
admin@ncs(config)tt progress trace test destination file progress-trace.log format log
admin@ncs(config)tt progress trace test destination oper-data
admin@ncs(config-trace-test)# commit

Commit complete

Trace 7—% [FH/ AN 1000 TV MU X TR N, HWLWT—F FIEXEBRENE T, mAT 1 XDE
EPEET/INA R, BEI—YTONIVHT I VICRET DEWNSIHREDAIEETY, FIL.
https://developer.cisco.com/docs/nso/quides/H!progress-trace/progress-trace = CHEEEL f= & LY,



https://developer.cisco.com/docs/nso/guides/

Q8. hZ VI g VEEICOWLWTHID 2L

Jaeger ZFAL\T. Progress Trace = N2 L D ICAIRILT B ENTE XTI, TDEITICIE.
Observability Exporter /X o —I DA VA M—=)LHWETY, 5FMlld. Tz cSBZE ),
https://developer.cisco.com/docs/nso/#!observability-exporter/minimal-tracing-example-with-

laeger

JAEGER Ul Search Compare System Architecture Monitor About Jaeger v

< v NSO: transaction 617058¢ 38 Trace Timeline v
Trace Start January 4 2023, 10:53:48 Duration 28.61ms  Services 1 Depth4 Total Spans 21
7.15ms 14.31ms m: 1ms
Service & Operation v > ¥ » ops 7.15ms 14.31ms 21.46ms 28.61ms

v | NSO transaction
vI NSO applying transaction

VI NSO validate )

I NSO grabbing transaction lock [}
I NSO holding transaction lock

I NSO check and resolve confiicts

I NSO creating rollback file

| NSO run transforms and transaction hooks

| NSO mark inactive

I NSO pre validate

I NSO  run validation over the changeset

I NSO run dependency-triggered validation

I NSO check configuration policies

. ___________________________________________________________________]
|
-
-
]
[
-
]
v | NSO write-start ——
'
(]
(]
1
| ———
-

| NSO match subscri bers
| NSO create pre commit runnin 9
I NSO write changeset
I NSO check data kickers
| NSO prepare
v | NSO commit
| NSO switch to new runnin 9



https://developer.cisco.com/docs/nso/
https://developer.cisco.com/docs/nso/

Q9. 7O IR Z 5L (C U TEIR{L TE LAY,

NSO (1 bV aVICEIFEETIANRY REWROETOT/INA RICHFTEELET,

S5 (CEFEILT 5 HEE LT, Commit queueDEMIELHA H D £,

hzazBtdssdE. T/INA REICCommit queuehMERLES . AV T4 TDEEEN 74T A
ELTHRMENET., EEDT/NAZAANDIAV T4 TN (BT A TADUNIE) IV o3y
Oy 70N TT/INA ZBICIEEEITITHh NS /=6, WEDEWT/INA ANNBIEEICH, KRONTY
Yoo a3 VOF5RENKIRICEBETEEY,

F7=. NSO 6.0 LAfETIE. Concurrency Model A EAZ ., NTA—X VAN KNIBICHZZ N TL
£9, —BHOUEANZ YT I avOvImrsiin, BBONZ VYT a3 Vv ZRKICEITIASS
ENTESDHLDICIEDEI L,

Z7%: NSO 6.0 £ HhE A Zh = Concurrency Model ® 7 X k
https://qiita.com/akiraiwamoto/items/4ca9fbb7095c095ffce



https://qiita.com/akiraiwamoto/items/4ca9fbb7095c095ffce1

NSO HEE

A

SHICEYYaVERSEHBLUTIES LS, TEED NSO HEICDWT CERAALE T,

A&E atEA
E7/)L{E S8 YANG (RFC 6020) #fEf>TH—EXZETFTILLLIZH D
HY—EXETI)L H—E X L3VPN RERY T —U DR E T BHBEICHTIG UeRE/INT A=Y DEE D ZEL X T, XWILT 54E
BOTIN\A ABREEHFILLICHDTT,
ETFILILEEE YANG (RFC 6020) 2> TTFN\A RV 74 7 %=ETFTILILLIZHD
TINA AETIL BlZE T2 10S D router bgp DiREIEEHDIEE] ¥ [Juniper 7/ XD ACL :FZEIEHDIEE] &0\

Network Element Driver (NED)

Configuration DataBase
(CDB)

oVt o gy

7

oy

Kicker

Pre-modification /
Post-modification

foo TINA AREDIEE - ZRBREZ YANG O TRABLIcbD 2L T,

TINAZNS AV T4 72 RWEITTETILIET B RZ 1\,
NSO "2 TF /N1 RETFILE., EBOTINA ANRFFT 2145 —T x4 X (B: 1I0S CLI 7 &) OZEIRZITL
ig_o

NSO [CHE T 2B D XML &—% X— X, Southbound #4858 DIEHTIFIR>ZFDConfig. U—EXA VATV R
DERTEFEHDM. NSODY ZXTFTAE L TDEREPO—HILRIERSENMREFESNT T,

NSO TEITI 32— EDUIEDRIEEN, I—H DB VI IR N E2ZT5E. b Y T3y EFEIN5E
BEMNT—EOUNEAZETLEY, —EICUEBETES NIV I3V 1DEIFTY,

774N OF7yO—R, FINNA XDty b, TAMNDODEITRE, I—HF—DPAVTFIVRTEITTEZEN
TEBTRTFELIERE, 77 avDANEENIEYANG EFILTEEL. BT NIEE - XV y RiRE
EFIFOCHUET,

CDB MZ & (Data Kicker) ¥ 7 /N4 X H 5 d NETCONF Notification (Notification Kicker) &# kU H—(ICLTF &
Y3V aEITY Bi¥BE.

T—EZRERICH T 2 —EpUIEZ T /1 AERTERIRICERT 2ikae, HIZIL. REFMRBICHBZEIZELLL. &
HiEEERMMELIcWRE, T TOUBFH—ERXRA VY RYVAELUTERBEI NGB, —EREIFRESR
L TH, ASHDIRE% pre/post_modification I—)L/Ny VAN TEEL IS ZFDRENMEIFINET,
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Ask the eXpert (ATX)
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Accelerators

i TXHTOERRICIHU ATV AP — )L %
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c BEMNEY I THNIETTZH R AZ 1 — %12
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BZE Ask The eXpert (ATX) OER & $7iF

[Cisco Network Services Orchestrator]

NSO (Network Services
Orchestrator) D E

NSO D1 VA h—ILAE

NSO H—E X FHA V&

NSO DRT—IL7 7 k ETLRERK
DEANTTE

NSO DEREXA YTV R

NSO & NED @7y Z57 L—F

LN

FA

B

g

BoEf

7% Ask the Experts Tld. Cisco Network Services Orchestrator (NSO) DHE, &L
NSO D BENt#pezER L OGERZHET 2 HEZHALET, /s NSODTIEVRE
FTILICDWTHHBALET, NSO DY —EXEFEAL, HiLLWRY NT—o -0 7O
EYaZy i azRE bt T 2HEEZRIENTEEXT, (EFEY A ML Introduction to
NSO)
7 Ask the Experts Tld. v hT7—2JIRIEIC Cisco Network Services Orchestrator

(NSO) ZA Y AN—=ILFBFIEZBNULET, Ffew XY NT—0 7/ ZEUICED W
NSO OH - ¥ >4, Docker VT FBRIEIC NSO ZEHT 2FIBICOWTHHBALET,

(324 1 bJL 2 NSO Installation)
A Ask the Experts Tld. ET/LILEEE YANG %\ /o Cisco Network Services
Orchestrator (NSO) DY —EREFILOERFE BLEXML TV TL—NT&d—E
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