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George M. Stefanick Jr.

Wireless Architect, Houston Methodist Hospital

Vendor and vendor neutral certifications
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« (11) Wireless Distributions

o (14) WISM2 . (2k Cisco 7925 / 400 Vocera Badges
o (4) 5508 20%)
o (2) 8540

« Cisco Office Extends
- (2) 5508 Office Extends

« (2) 5520/ Guest Anchor Controllers

- 6,864 Access Points (802.11 a/g/n and _
802.11ac) - Cisco MSE

« Cisco Prime Infrastructure

- Cisco ISE

. 25k Concurrent Wireless Clients /50k ° Location Grade Design
daily connections
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Cardiac Imaging
Electronic Medical Record (EMR)
Mobile Ultrasound

Mobile Picture Archiving and Communications

systems (PACS)

RTLS

Mobile Robots

Infusion Pumps

Cows (Computer on Wheels)
Cisco 7925 Handsets

Vocera Badges

Mobile Cisco TelePresence VX Clinical Assistant
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Roche Diagnostics ACCU-CHECK
Mobile EKG Carts

Mobile Med Dispensing Carts
WorkGroup Bridges (WGB)
Mobile Deaf Response Devices
Laptops

Tablets

Smartphones

Crestron

Point to Point Links

Wireless Door Locks
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Polling
Question 1

Have you considered deploying
an all wireless office?

A. Yes
B. No



What does a Wi-Fi guy look like?




Goal

Take away 2 things you didn’t know before
and this session was a success!

CCCCC



What does Wi-FiI stand for?

CCCCC



"Wi-Fi doesn't stand for anything. It is not an acronym.
There Is no meaning.”

- Phil Belanger, a founding member of the Wi-Fi Alliance



The last 5 years Wi-Fi engineers roles have changed

BYOD, loT, ISE, CLEARPASS, WAYFINDING and
maore ....

CIsco © 2017



“Users are quick to blame your Wi-Fi network if a
crappy application or devices doesn't operate to
their expectations.”

CCCCC



"The connection between the WI-FI client and the
WI-FI access point is only a small part of the overall
network communication, but in terms of Wi-Fi
reliability it is the most important.”

CCCCC



Designing prerequisites for effective Wi-Fi
network designs

Defining requirements

User requirements

Device requirements
Application requirements

Data, voice, location

High density requirements
Ultra high density requirements
2.4 GHz / 5 GHz requirements
Future growth requirements
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Understanding Basic Fundamentals

- Wi-Fi will get blamed for device and application short falls

« Wi-Fi is half duplex medium

- Anyone can deliver a green map for coverage

- Our own access points cause the most interference on todays wireless networks
CCl/CCC

- 1st, 2nd 3rd AP coverage

- Roaming 802.11

- Roaming 802.1X

« 2.4/5 GHz WLANS

- Mitigating neighboring access points
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Understanding Basic Fundamentals
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Understanding Basic Fundamentals

1st, 2nd ’ 3rd

1st AP coverage

1st AP coverage

1st AP coverage

1st AP coverage

1st AP coverage

2"d AP coverage
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2nd AP coverage

2nd AP coverage

2nd AP coverage
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2nd AP coverage
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Understanding Basic Fundamentals

1st’ 2nd ’ 3rd

34 AP coverage 314 AP coverage 3 AP coverage 3@ AP coverage 3 AP coverage
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Understanding Basic Fundamentals

1st’ 2nd ’ 3rd

SNR 25
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Understanding Basic Fundamentals

Floor to Floor Coverage Bleed -65 RSSI

2 Floors Above
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Polling
Question 2

Do you standardize on wireless
NICs for your production
devices?

A. Yes.
B. B. No.



Approach on AWO

EPIC Implementation

Lessons Learned to Deploy in the Greater Enterprise
Director Level Directive

Enhance Troubleshooting Skills

Build Bridges with Vendors

Deploying New Tools

Voice and data network supported

* Printers and conference phones have cables

“There are no cables for backup”
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AWO DETAILS

3700i

Local

Sniffer

Monitor Mode
40 MH bonding
6205n / 7260ac / 7265ac NICs
Production SSID on 5 GHz
Guest SSID on 2.4 GHz
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6 story building (Chase)
Floor5/6
Surround by towers
40 access points
(2) 5508
Anchored guest to main enterprise
DMZ
50 cables pulled



AWO DETAILS
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Challenges

User Perception Keep management in the loop; no surprises

Management Buy In

Staying in front of issues Cisco 7925 Cradle / Bluetooth issue
Being visible to users (WiFi takes the Intel (6205 / 7260) issues
engineer out of the cube) Distinguishing WiFi issues from application
Take all concerns seriously iIssues
Speak to issues in a way users understand  Setting User Expectations
Copy users on back and forth emails at Device Testing
times (not all the time; shows progress) Driver Testing

Ask for feedback; ok to call my baby ugly
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Management buy in and support

Management buy in is critical — Its easy to give up and pull a cable when
people complain. And they will and they do and they will go to the top.

Initial user apprehension was high.

Communication is key to success. Voice your issues, bugs and concerns.
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Staff Education

Critical to have staff that are dedicated to the initial AWO
How to capture and read 802.11 frames

Solid foundation deploying an RF network

Ability to communicate to end users

“WiFi takes the IT professional out of the cube”
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Access Point Placement

Creative approach to access point placement to limit CCC/CCI

Initial deployment included typical ceiling mounted access points

- Client count was high on some access points

Limit CCC by limiting TX power and placing access points under desks
Disable respected 2.4 GHz radios

* Disable lower data rates — 12m,24s,36s,48s,54s.
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Device Client Driver Issues

80% of WiFi issues are device client related
Standardize on Vendor NIC and Drivers. Control the mass of devices
- Intel

- 7260

- 7265

- 8260

- 18.20.0.9 driver
- Apple and Surfaces test drivers and understand any issues and set expectations
- Intel relationship

- Debug driver

- Quick and responsive to our issues

- Provides us information about existing bugs and fixes
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Device Client Driver Issues

Intel Yellow ! Issue

18.30.x reintroduced this bug. Was fixed in later releases.

anspM |

LA LU
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Device Client Driver Issues

Intel UAPSD issue

DOWNLOAD SPEEDTESTNET D TR e

\@014 0.14 ® Ry R e d
5 - Mbps Mbps

" —-—" mk‘ - o | Test to other close servers at Speedtest.net:

| HDST THIS FOR FREE ON YOUR OWN SERVER |
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Device Client Driver Issues

Intel sleep issue



AWO - Grading user feedback
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Mental Check Box

Is the RF designed correctly

Is the configuration optimal

Was there changes in the network
Are there access point down

ASSUME IT'S ADEVICE CLIENT ISSUE
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Rounding

ROUNDING IS KEY TO YOUR SUCCESS

Wanted to hide initially

Ask users for first hand accounts

Reproduce the issues

Educate the users on issues and problems found
Distinguish between WiFi, network and application issues

Example — Guest Profile Ordering
Example — Mixed drivers
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Blocking Guest On Production Devices

Currently connected to: 4
'L frd.tmhs
Internet access
Wireless Network Connection -
Meth_PWN Connected _yl|
Cther Network ﬂ!ﬂ
MethodistGuestWiFi x

Your network administrator has blocked you
from connecting to this network,

Connect

Open Network and Sharing Center
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Production 2.4 /5 GHz WLAN

2.4 GHz — Legacy Clients
5 GHz — 802.11r/k/v support

Planning is key

Testing is important

Educate IT staff

GPO Pushing

Imagining

Good feeling pushing this out to the larger enterprise
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Distinguishing Wi-FI issues from device
and application

WiFi engineers need to understand users applications
Build bridges to in-house application experts

Omnipeek and NetScout AirMagnet critical to our success
- Flows

- OTAC

- Omnipeek WiFi Appliance

il
CIsCo



Device Testing

Device
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Cisco 7925
Zebra MC40
Honeywell
iPhone 6 Plus
Sonim XP700
iPhone 65

AVERAGE of Distance UNII 1: 15dBm

Client to AP Avg AP to Client Avg

-44.85 -53.45
-49.75 -50.75
-53.05 -53.6
-33.5 -32.95
-53.5 -56.4
-56.25 -58.45

Cisco 7925

Mobile Device Avg ( 10 ft to 100 ft): UNII -1: 15 dBm

Zebra MC40 Honeywell iPhone 6Plus Sonim XP700 iPhone 6s

—e—Client to AP Avg  ==e=—AP to Client Avg
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Device Testing
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Device Testing

Cisco 7925 -49
Ascom i75 -49
Ascom i62-58 g dB Difference
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Picking power users
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Keep Your Config Simple

Limit your menu selection to help your troubleshooting efforts

- Did not enable band select / band steering

- Disabled session timeout (1800 sec)

- 20 MHz channel widths initially

- Disabled IE (Aironet)

- Lock down RRM (limit channel and power moves)

- Know the impact of what you are enabling. Just because you can doesn’t me you

should.
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ost savings deploying AWO

PIN | DESC

Cisco Catalyst 3850
WS-C3850-48U-S 48 Port UPOE IP

Base
CON-SNT- SNTC-8XSXNBD
Ws3548US Cisco Catalyst 3850

1100W AC Config 1
PWR.C1-1100WAC/2 ~ Secondary Power

Supply

Cisco Catalyst 3850
C3850-NM-210G 2 10GE Network

Module

802.1ac Ctrir AP

4x4:35S wICleanAir;
AIR-CAPSTO2-BK9 oS TS

Domain

5508 Series
AIR-CTS508-50-K9  Controller for up to

Ps

SNTC-8X5XNBD

CON-SNT-CTS508  Gontrolier for up to
Ps

Prime Infrastructure
L-PI2X-LF-N-50 2.x- Lifecycle - 50

Device Lic-NNL

SWSS UPGRADES
Lot Prime Infrastructure

2.x- Lifecycle - 5

Prime Infrastructure
R-PI22-SW-K9 fesbeitna

SWSS UPGRADES
COn T: Prime Infrastructure

2.2 Software

Prime Infrastructure
LP2X-N-BASE 2. Base License,

No Node Lock
CON-ECMU- SWSS UPGRADES
LPI2XNBS Prime Infrastructure
Cable Cost Cable Runs
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EACH COST

$14,000.00

$1,495.00

$22,495.00

$2,924.00

$5,295.00

$1,059.00

$25.00

$5.00

$95.00

$19.00

$325.00

TOTAL

$28,000.00
$1,764.00

$3,000.00

$5,000.00
$52,325.00
$22,495.00
$2,924.00

$5,295.00
$1,059.00
$25.00
$5.00
$95.00

$19.00

$122,006.00
$14,625.00

$136,631.00

PN DESC

Cisco Catalyst 3850
WS-C3850-48U-S 48 Port UPOE IP

Base
CON-SNT- SNTC-8X5XNBD
Ws3548US Cisco Catalyst 3850

1100W AC Config 1
PWR-C1-1100WAC/2 ~ Secondary Power

upply
isco Catalyst 3850

C3850-NM-210G 2 10GE Network

Module

802.11ac Ctrir AP

4x4:3SS w/CleanAir;
AIR-CAPSTOZBK  oTS S

Domain

5508 Series
AIR-CTS508-50-K9  Controller for up to

50APs

SNTC-8X5XNBD

5508 Series
CON-SNT-CTS508  convroller for up to

50APs

Prime Infrastructure
L-PI2X-LF-N-50 2.x- Lifecycle - 50

Device Lic-NNL

SWSS UPGRADES
Con oM. Prime Infrastructure

2.x- Lifecycle - 5

Prime Infrastructure
R-PI22-SW-K9 it

SWSS UPGRADES
contomy Prime Infrastructure

2.2 Software

Prime Infrastructure
L-PI2X-N-BASE 2.x Base License,

No Node Lock
CON-ECMU- SWSS UPGRADES
LPI2XNBS Prime Infrastructure
Cable Cost Cable Runs

EACH COST

$14,000.00

$882.00

$1,500.00

$2,500.00

$1,495.00

$22,495.00

$2,924.00

$5,295.00

$1,059.00

$25.00

$5.00

$95.00

$19.00

$325.00

TOTAL

$98,000.00
$6,174.00

$10,500.00
$17,500.00
$52,325.00
$44,990.00

$2,924.00

$5,295.00

$1,059.00
$25.00
$5.00
$95.00

$19.00

$238,911.00
$108,875.00

$347,786.00

© 2017

PIN | DESC
Cisco Catalyst 3850

'WS-C3850-48U-S 48 Port UPOE IP
Base

CON-SNT- SNTC-8X5XNBD

‘WS3548US Cisco Catalyst 3850

1100W AC Config 1
PWR-C1-1100WAC/2 Secondary Power
Supply
Cisco Catalyst 3850
C3850-NM-2-10G 2 x 10GE Network
Module
802.11ac Ctrir AP
4x4:3SS w/CleanAir;
Int Ant; B Reg
Domain
5508 Series
AIR-CT5508-50-K9  Controller for up to
50 APs

AIR-CAP37021-B-K9

SNTC-8XSXNBD

CON-SNT-CTS508  Gontroier for up to

50 APs

Prime Infrastructure
L-PI2X-LF-N-50 2.x - Lifecycle - 50

Device Lic-NNL

SWSS UPGRADES
fen o Prime Infrastructure

2.x- Lifecycle - 5

Prime Infrastructure
R-PI22-SW-K9 i

SWSS UPGRADES
foeiacg Prime Infrastructure

22 Software

Prime Infrastructure
LPI2X-N-BASE 2.x Base License,

No Node Lock
CON-ECMU- SWSS UPGRADES
LPIZXNBS Prime Infrastructure
Cable Cost Cable Runs

EACH COST

$14,000.00

$882.00

$1,500.00

$2,500.00

$1,495.00

$22,495.00

$2,924.00

$5,295.00

$1,059.00

$25.00

$5.00

| TOTAL

$182,000.00
$11,466.00

$19,500.00

$32,500.00
$52,325.00
$44,990.00

52,924.00

$5,295.00
$1,059.00
$25.00
$5.00
$95.00

$19.00

$352,203.00
$187,325.00

$539,528.00



Taking what we learned at AWO and
deploying to the greater enterprise
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Polling
Question 3

Do you have a mental check box
that your wireless design and
configuration is optimal?

A. Yes
B. No



Ready To Deploy AWQO?

Management support

Standardize on your device clients and drivers
Golden config (keep it simple)

Proper RF design

Test your network

Get in front of issues

Pick power users

Education
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NETSCOUT
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Clients and what they support

WiFi Client Capabilities : List

Max Tx

MU-

MIMO

A1w Cap.Chan. Notes/Exceptions

(dBm)

CC 36 40 44 48 52 56 60 64 100 104 108 112 116 120 124 128 132 136 140 144 149 153 157 161 165 SS

Version

Device/Chipset

el 6 - ]l O O I 61l 6
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149 Unlocked

52

30
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2
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Amazon Fire TV
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100 Measured in EU domain. A
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20
20

Yo l'Y | YIY Y
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!

Y LY LYY YA XL Y BV Y Y Y YR Y

Windows

Centrino7260AC

n

2

US |Y|Y|Y|Y|Y[Y[Y[Y|[Y|Y|Y|Y]|Y

C710-2847

Chromebook - Acer C7
Chromebook - Lenovo 11e

Y YA Y YN Y L Y Y Y

US| Y 1YL Y Y Y oYY | ValYe oY

us

36 Advertised 144 as not supy

Y|Y|[Y|Y|Y

Y| Y|Y|Y[Y YERY|Y|Y|Y|Y
Y|Y|YIYIYI YERY|Y|Y|Y|]Y

YAIRYSYEYSIEYall oYl v*
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Chromecast 2

L B g B IR o B 2 R 162 IRl I [ [ 6

78401US" Y| Y| AL WA WA YA ALY | Y| YL Y Y

Chromecast Audio
Dell Venue 8

48

15
10

n

2
2

Y| Y|[Y|Y|Y YERY|Y|Y|Y|Y

US |Y|Y|Y|Y|Y[YIY[Y|Y|Y|Y|Y|Y

9470m

HP EliteBook Folio

n

Y || Y[l Y LY | Y LY Y

U8 Y YA A DI e Yl Y Y e

HTC One

XYY Y Y Y LY YYD

UNRARARERERERERERER AR AN R A ¢

36 Does not advertise RSN cz

36 Linux OS
26 Linux OS

17
22
22

Y|Y|Y|Y|Y YERY|Y|Y|Y|Y
YA RARARAB AR RS HA RSN B

US: Y| Y| Y|Y|YIYIY|Y|Y|Y|Y|Y|Y
3:16.0-49-geneiUS | Y| Y | Y [V |V |V IV |V |V | Y| Y |Y|Y

HTC One(M8)

Intel 7265
Intel 7260
iMac 5K

Y| X YAl NP Y LY LY LYY Y

3.16049gene US |Y Y Y Y Y Y Y Y Y Y Y |Y|Y

36 Advertises max Tx of 224 ¢

ac

3

Y IX | Y Y | Y[ Y [Y|Y|Y|Y|Y]Y

Us: Y| Y| YYIYIYIYIY|IY|lY|Y|Y|Y

25

Ipad2 (Retina)
iPad 3

36 Does not advertise RSN C.

36 Advertises max Tx of 230 «

24

n

1
2

W ARARAR AR AR N RARSEARMNS

US| XV YN Y YA Y N Y N YN Y

n

US [Y | VY Y VY Y YL Y LY LY LY Y] Yy LY Y | Y | Y Y Y

iPad Air

01 o 1R [ I [ I 13 o el .l B [ i 2 TRl sl | K e bt Il il Il ] B

iPad Mini 2
iPad Pro

157 Advertises max Tx of 224 ¢

149

b ARARAR AR AR D ERAS AR RARS
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HOUSTON METHODIST HOSPITAL CASE STUDY

Enterprise Networks Case Study:
Houston Methodist

Houston Methodist, a leading healthcare center in Texas with more than 8.5 million
square feet and 1600 beds, deployed a wireless network to change the way it delivers
care to patients.

Challenge
Houston Methodist sought a way to deliver high-definition video and stils at bedside. It
also needed to efficiently manage its growing wireless traffic.

See how Houston Methodist Hospital uses NETSCOUT’s AirMagnet -
wireless tools to keep their critical WiFi network running at top
performance.

Solution

Media Options

Challenge:

For Houston Methodist Hospital, providing reliable Wi-Fi s crucial
With over 6 million square feet including 6 remote sites, providing top
level performance with a diverse set of client devices - from voice, to video to data - is a top priority for Watch Video (5:34 min) B Results
the organization.Before using the AirMagnet wireless tools, conducting a site survey for the network
engineering team was a very labor intensive process.

An 802.11ac network provides Gigabit Ethernet speed for a range of wireless devices
for staff, patients, and families.

Read Case Study (PDF - 207 KB) %

Equipment for diagnostic, monitoring, and other purposes operates wirelessly,

Next Steps. including mobile imaging systems, electrocardiogram carts, glucose monitors, infusion
Results: pumps, and scanners. Voice- and video-equipped robots allow physicians to make
Houston Methodist Hospital uses NETSCOUT wireless tools to ensure accurate planning, deployment & Cisco Wireless daily rounds, virtually if not actually face to face with patients, wherever they or their
verification, and troubleshooting of the wireless network. With these tools, the old labor intensive Cisco Internet of Everything patients happen to be.

process is a thing of the past and done automatically by the products With the proper tools and training
in place, the network engineering team at Houston Methodist is able to deliver top performing WiFi to
the hospital's physicians, nurses, patience and guests.

A high-performing Wi-Fi network inspires both more confidence in wireless healthcare tools

"If you're a wireless engineer, you have to have a very reliable tool set, and the NETSCOUT and broader, more intensive use of those tools.
suite brings that to the wireless engineer.” -George Stefanick, Wireless Architect, Houston
Methodist Hospital - Armand Stansel

Director of IT Infrastructure Services
Houston Methodist

http://enterprise.netscout.com/content/houston- http://www.cisco.com/c/en/us/products/wireless/hous
methodist-hospital-case-study-0 ton-methodist.html
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Submit Your Questions Now!

Use the Q & A panel to submit your questions and our expert will respond



Ask the Expert Event following the
Webcast

Now through February 24t

o7 b
https://supportforums.cisco.com/event/13223791/ &
ask-expert-lessons-learned-deploying-all-
wireless-office @

@ Expert
Events

Join the discussion for these Ask The Expert Events:
alwilie Link

CCCCC


https://supportforums.cisco.com/event/13223791/ask-expert-lessons-learned-deploying-all-wireless-office
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Collaborate
within our
Social Media

Learn About
Upcoming Events
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Facebook- http://bit.ly/csc-facebook

Twitter- http://bit.ly/csc-twitter

You Tube http://bit.ly/csc-youtube

Google+ http://bit.ly/csc-googleplus

LinkedIn http://bit.ly/csc-linked-in

Instgram http://bit.ly/csc-instagram

Newsletter Subscription
http://bit.ly/csc-newsletter
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Cisco has support
communities In
other languages!

If you speak Spanish, Portuguese,
Japanese, Russian or Chinese we invite you
to participate and collaborate in your
language
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Spanish
https://supportforums.cisco.com/community/spanish

Portuguese
https://supportforums.cisco.com/community/portuguese

Japanese
https://supportforums.cisco.com/community/csc-japan

Russian
https://supportforums.cisco.com/community/russian

Chinese
http://www.csc-china.com.cn
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View Upcoming Sessions Schedule
https://cisco.com/qgo/techseminars

More IT Training Videos and Technical Seminars on the Cisco Learning Network
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Thank you for participating!

. Redeem your 35% discount offer by entering
code: CSC when checking out:

Visit Cisco Press at:

http://bit.ly/csc-ciscopress-2016

CCNA
Wireless

STUDY GUIDE

Todd Lammle
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Cisco Press
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Designing and Deploying
802.11 Wireless Networks

Second Edition

A Practical Guide to Implementing 802.11n
and 802.11ac Wireless Networks For
Enterprise-Based Applications

ciscopress.com Jim Geier



http://bit.ly/csc-ciscopress-2016
http://www.ciscopress.com/store/designing-and-deploying-802.11-wireless-networks-a-9781587144301
http://www.ciscopress.com/store/designing-and-deploying-802.11-wireless-networks-a-9781587144301
http://www.ciscopress.com/store/introduction-to-networks-v6-companion-guide-9781587133602
http://www.ciscopress.com/store/introduction-to-networks-v6-companion-guide-9781587133602

Thank you for Your Time!

Please take a moment to complete the survey
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