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1. Intelligent WAN recap 

2. Deploying IWAN using Plug and Play 

3. Demo: 

• Visualization of branches and their status from a easy-

to-manage GUI 

• Define path control and priorities for application per 

business needs 

Agenda 



Intelligent WAN: Leveraging the Internet 
Secure WAN Transport and Internet Access 
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• Secure WAN transport for private  

and virtual private cloud access 

• Leverage local Internet path for  

public cloud and Internet access 

• Increased WAN transport capacity;  

and cost effectively! 

• Improve application performance  

(right flows to right places) 



Policy-Based 
Controller 

SD-WAN Done Right – Cisco Intelligent WAN 

Intelligent  
Path Control 

Application 
Optimization 

Secure  
Connectivity 

Transport 
Independence 

APIC-EM 

IWAN APP 

APIC-EM – Application Policy Infrastructure Controller – Enterprise Module 



Deploying IWAN sites with 
Plug and Play 



Data Center Branch 

Internet 

ISR 4K 

• Connect Internet and MPLS cables 

• Insert PnP bootstrap USB stick 

• Power up ISR 4K 

Router PnP agent 

starts “call-home” 
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Power On! 
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APIC-EM PnP pushes new 

IOS if needed 

• Network wide settings have been defined 

• Datacenter has been configured 

• Application policies have been set 

 

APIC-EM PnP calls PKI service 

to push a PKI 509.X certificate 

APIC-EM 

IWAN APP 

DMZ 

HTTP 

Proxy 

Cisco IOS® 

PKI Cert 



Data Center Branch 

Internet 

ISR 4K 

• IWAN config is applied 

• Hybrid WAN tunnel come up 
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Admin sees unclaimed device 

and starts deployment 

• Controller generates IWAN config 

• Controller pushes config to device 

MPLS 

DMZ 

HTTP 

Proxy 

ASR 1K 

MPLS 

• IWAN service generates device 

configuration based on current policy 

settings/network-wide settings 

• Config is pushed to device line by line: 

o DMVPN 

o Routing 

o Front Door VRF 

o AVC (NBAR2) 

o 8 Class QoS 

o MPLS QoS translation 

o Start net flow collection  

o Start Syslog exporting 
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Demo 



Typical IWAN App deployment topology 

Datacenter (POP) Aggregation Branch – Dual Links 
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IWAN Dashboard 

Quick path to operations that require attention 
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Datacenter Design Options 



Set your aggregation ASR1Ks 



Deploy a site – chose topology 



Deploy a new site 



Categorize Applications 

Add Custom Application 



Application priority policy setting in IWAN app 

• Path Preference 

• Drag & Drop business buckets 



Map view with geo location 



Site summary from map view 


