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OAuth

Benefits of social media login

* The ability for your guests to quickly connect to your guest system without the need
for credentials or registration (can be required if needed)).

e Gain visibility into who is using your guest network by using analytics through social
media providers tools.

e Connect with your guests through the social media application for marketing
purposes.
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ISE Guest portal as OAuth application

OAuth is an open standard for access delegation, commonly used as a way for Internet
users to grant websites or applications access to their information on other websites but
without giving them the passwords.I2l This mechanism is used by companies such as
Google, Facebook, Microsoft and Twitter to permit the users to share information about
their accounts with third party applications or websites.

use case 1:

As Tim, the network administrator, | would like the ability to use social networks such as
Facebook as my authentication source for guest users so that | can provide a more
seamless user experience to my guests.

use case 2:

As David, an end user, when | connect to a guest network, | would like an option to use my
social login to connect to the network, instead of having to register myself and create
separate credentials each time | use the guest service.


https://en.wikipedia.org/wiki/Open_standard
https://en.wikipedia.org/wiki/OAuth
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Guest with Social Login - Flow experience
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social media flows

1. Social media login without registration

2. Social Media login with registration

3. Social Media login with registration and sponsor approval

What happens when the device comes back in with new network session?

Depending on how the authorization rules are setup the next time they come in 1 of 2
things will happen

authorization rule (if guestendpoint then permit access). If endpoint is no longer in
that group (removed manually or guest account expired) then will be redirected back
to guest page to register again

Redirected back to guest page which will auto login with token or go through
registration again
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What info is captured? Live logs

Live logs will have the facebook username and social media identifier

= - =

2 Refresh @ ResetRepeatCounts & ExportTow Y Filter~ 1

Time Status Details Repeat ... Identity EE— ——

—an am a S N ‘D Address
Authentication ldentity Store FacebooklSEApp
x j 1 Identity IP Address

Authentication Method PAP_ASCII
Jun 07, 2017 08:09:55.852 PM Qa

Jun 07,2017 08:00:37.018 PM a tme ise Authentication Protocol PAP_ASCII
Jun 07,2017 07:42:57.327 PM a jason kunst
Other Attributes
Config\Versionld 79
IpAddress 10.1.100.6
PortalName Self-Reqgistered Guest Portal (default)
PsnHostName ise-1.demo.local

GuestUserName jason kunst
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What info is captured? Guest reports

Guest reports have Facebook username (as of 6/13/17 first, last, full name and email
address are missing and being developed)

il Identity Services Engine

5

Home » Context Visibility ¥ QOperations ¥ Policy » Administration » Waork Centers

» RADIUS  Threat-Centric NAC Live Logs  » TACACS P Troubleshoot P Adaptive Network Control ~ Reports _ ) o
Click here to do wireless setup and visibility

(<]
e Master Guest Report @ + Wy Reports
From 2017-06-06 00:00:00.0 to 2017-06-13 18:19:36.0
bIMy Reports Reports exported in last 48 hours 0
¥ Reports
» Audit
Logged At © Guest User Name IP Address Operation AUP Acceptance
» Device Administration " - -
Last 7 Days j x Guest User Name IP Address Operation AP Acceptance
» Diagnostics 2017-06-07 20:00:39.111 tme ise 10.1.100.6 AUP Guest user has accepted the use policy
. 2017-06-07 19:50:01.671 10.1.100.6 AUP Indicates that a sponsor user accepted u...
» Endpoints and Users
2017-06-07 19:49:59.913 10.1.100.6 Login
v Guest ) :
2017-06-06 19:14:55 464 10.1.100.6 AUP Guest user has accepted the use policy
AUP Acceptance Status J I
Guest Accounting Rows/Fage| 4 Ll 1=

Master Guest Report



More info

* how-to guide and FAQ

e https://communities.cisco.com/docs/DOC-73960



https://communities.cisco.com/docs/DOC-73960

Which Social Media providers are supported?

Only Facebook social media is supported in ISE 2.3 release

-F Login with Facebook
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OAuth Flow

i P!

Token exchanse.

e

1. Original request for resource

2. Redirect to “server” for authorization

3. Response is from server domain asking

/ resource owner to authenticate
A 4. Resource owner authenticates

Resource Owner 5. Server issues token to client

6. Client confirms access
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Guest OAuth Authentication

e |ISE 2.3 allows performing authentication against Facebook only
on CWA Guest flow with or w/o sponsor approval

e Authentication is made (as usual) via the browser
 Once user is authenticated, the flow continues as usual

thals, Guest Portal
facebook 1
QL”

Welcome
c

User Experience (7)
/

if:‘ ::e:for guest access. ‘\0 "g"(; 6\)66‘
admin a%z s& Log into Facebook
¢ " aet
) ‘\6 \
Password . ((\ q a
. \° Q(O o("
......... %\Q "2 Q

\OP (o0
‘
Sign On
Forgot account? - Sign up for Facebook

Not now
OR

El  ‘ogin With Facebook

Don't have an account?
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ISE 2.3 as a OAuth application — the flow

Employee
/ Guest
Access-Request
B e ——— >

facebook

Y

ACL REDIRECT

AvPair Redirect browser to Guest Portal

D e T e
HTTP Redirect to Facebook oo P
<________:_'___ = S e G S G G S S S S S S e o ____________>

User authenticates at Facebook
D

Redirect back to Guest Portal
Get Social User Info

CoA to WLC
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Using OAuth at ISE Portals - configuration steps

1. Create Facebook application (at Facebook)
2. Create Facebook Social Login (as external Identity Source)
3. Select Facebook Social Login at the Portal configuration

3. Update URI list of ISE deployment at Facebook site
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Creating Facebook application

Go to: https://developers.facebook.com/

@ FirstiSEApp APP ID: 230243356550787  ~* View Analytics
Dashboard
Click to see analytics for this app.
Settings
Roles
e FirstiISEApp «
App Review This app is public and available to all users [?]
API Version (2] App ID
v2.8 239243356550787
Fi book L.
acebook Login App Secret
+Add Product Show
"t f mak blic:
Don’t forget to make public:
§8 FirstiseApp APP ID: 230243356550787  ~* View Analytics

Dashboard

Settings
Make FirstiISEApp public?

Roles

Alerts Yes Your app is currently live and available to the public.

App Review




OAuth

Creating Social login as Ext. Identity Store

» Identities  Groups  External Identity Sources  Identity Source Sequences  » Settings

External Identity Sources Social Login = social_login1111

0o B v by Social Login

> : Certificate Authentication Profile

. . Name * FacebookApp1
= Active Directory

[ LDAP

oy

£ obBC Description fsdfsd
pa——

(L] RADIUS Token

(5] RSA SecurlD
» (] SAML Id Providers
™)
» [ Social Login Type * Facebook n

App ID* 239243356550745

SecretKey * 63e0848523afc2bb7e02371415b4wwds

Coorcer Y sove

Portal | portal2-sociallogin1111 x v

0 Add all these automated redirect URLSs to the App settings.

https://10.56.60.80:8443
https://ahoroviz-dev-01.cisco.com:8443

(7)
/

Get the App ID and Secret Key from the newly created
application at Facebook...
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Selecting the Social Login in Gust Portal

Identity Services Engine Home » Context Visibility » Operations » Policy WL Sl ~ Work Centers

» Network Access = v GuestAccess » TrustSec  » BYOD » Profiler » Posture  » Device Administration  » PassivelD

Overview  » Identities  Identity Groups  Extld Sources » Administration ~ Network Devices v~ Portals & Components  Manage Accounts » Policy Elements  Policy Sets Reports  Custom Portal Files » Settings

(<]
Guest Portals
Portal & Page Settings Gue
Guest Types
Sponsor Groups
Sponsor Portals » Portal Settings

w Login Page Settings

O Require an access code:

Maximum failed login attempts
before rate limiting: E (1-999)

Time between login attempts when

rate limiting: minutes (1 - 3000)
O Include an AUP

Require acceptance
Allow guests to create their own accounts
Allow social login Configure

[Facebook [“] [socal_login1111 M= 4

Show guest form after social login

O Allow guests to change password after login

O Allowthe following identity-provider guest portal to be used for login (i

| Self-Registered Guest Portal (default)

» Self-Registration Page Settings

» Self-Registration Success Settings

» Acceptable Use Policy (AUP) Page Settings

» Guest Change Password Settings

» Guest Device Registration Settings



Update URI list of ISE deployment at Facebook site

Dashboard
Settings
Roles

Alerts

App Review

Facebook Login

+ Add Product

Add ISE
deployment
URIs

Client OAuth Settings

Client OAuth Login
Ena ndard O

Web OAuth Login
Enables web

o enter their
login on the

JAuth client login for

2]

Embedded Browser OAuth Login
Enable ontrol redirect uri for
n. 2]

Valid OAuth redirect URIs

hitps://albarak.cisco.com:8443/ | hitps:10.56.24.62:8443/
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Registration Form Settings

w Registration Form Settings

Assign to guest type |Dai|y (default) V|

Configure guest types at:

Work Centers > Guest Access > Configure > Guest Types

Account valid for: | 1

| [Days  ~|Maximum: 5 DAYS

Require a registration code

Fields to include
User name ;
First name
Last name
Email address
Phone number
Company

v Location

Required
M Username field will not be Username with be
shown during sodial login unchecked and disabled

O if Social Login only

Guests can choose from these locations to set their time zone:



WLC ACLs configuration

CISCO MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
Security Access Control Lists > Edit
v AAA
General General
» RADIUS -
e A Access List Name ACL_REDIRECT Facebook IP address
Accounting
Fallback Deny Counters 0
DNS
Downloaded AVP Destination
» TACACS+ Seq Action Source IP/Mask IP/Mask Protocol Source Port Dest Port DSCP Direction Number of Hits
LDAP 0.0.0.0 31.13.0.0
Local Net Users 1 Permit / / Any Any Any Any Any 2485 2
MAC Filtering 0.0.0.0 255.255.0.0
Disabled Clients 31.13.0.0 0.0.0.0
User Login Policies 2 ( permit / / Any Any Any Any  Any 3031 [+]
M EREES 255.255.0.0 0.0.0.0
Password Policies
0.0.0.0 10.56.62.70
» Local EAP 3 Permit / / TCP Any Any Any Any 0 [~ ]
0.0.0.0 255.255.255.255
bl T el EA 10.56.62.70 0.0.0.0
» Priority Order 4 Permit / / TCP Any Any Any Any 0 2

255.255.255.255 0.0.0.0

e Should open up facebook.com using name based ACLs



Q&A

e (Questions & Answers






