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1. FyPak—ROLEIZIZ VAT L POTAETARRRINET,
[ AT LDOEEE (System Overview)]:Web 7OF L DS T0v 7 IZBBT HERNESFENET

[ AT L)Y —R {5 A (System Resource Utilization)]: CPU A%, RAM £ RE. T/ AVERARICET 5155

My Dashboard

‘B Frintable POF 5

Attention — 4 You can customize this "My Dashboard” page by adding report modules from different reports.
Some modules are added for you by default. The Overview page can be accessed from
Reporting > Overview.

System Overview

Overview = Web Proxy Traffic Characteristics | Overview = System Resource Utilization

Average transactions per second in past minute:
crPU: 7.6% |l

RaM: 41.5% [l |
Reporting / logging disk: 16.2% W

Average bandwidth (bps) in past minute:

Average response time (ms) in past minute:

[ T = T o R

Total current connections:

| System Status Details

2. HZy aR—FOTEICIE, Web POTAETANRTSINET,

[Web TRFS 75T 1E T1#%k (Total Web Proxy Activity)]
[BEH LS 3o 3> (Suspected Transactions)] & [IEE A RSS9 32 (Clean Transactions)] [IZB9% Web 7R%2
DHE
[BEHLULNS2H 93> (Suspected Transactions) ]

[BEHLWNSUH Y30 OBEE (Suspect Transactions Summary) |

[URLATIUZED EEIMSH 232 (Top Transactions by URL category)]

[ZFIVr—arDEEZED LIS Y32 (Top Transactions by Application Type)]
BERsLUTOvIEntz (LD ILIT7 AT (Top Malware Categories)]

JoysFEIFELEShIz [E6La1—4 (Top Users)]
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08 Jan 2018 16:00 to 09 Jan 2018 16:44 (GMT -05:00)

Overview > Total Web Proxy Activity
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Overview > Suspect Transactions

| T )
16:00 20:00 00:00

’ 1
16:00
Export...

Overview > Web Proxy Summary

% Transactions

& ?ru:::::tions 9% 113
I Clean Transactions 98.1% 5,944
Total Transactions: | 6,057
Export...

Overview > L4 Traffic Monitor Summary

No data was found in the selected time range

Overview > Suspect Transactions Summary

L% Transactions
Blocked or Warned
- by URL Category 33.6% 3
Blocked by
Application 0.0% o
Blocked by Web
" Reputation 64.6% 5
Detected by
Advanced Malware 1.8% 3
Protection
Detected by Anti-
e Malware 0.9% i
Other Blocked
Transactions 0.0% 0
Total Suspect | -
Transactions Detected: |
Export...
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Top URL Categories: Total Transactions ]

Health and Nutrition
Finance

News

Entertainment
Transportation
Computers and Internet
Sports and Recreation
Business and Industry
Shopping

Reference 209

931

0 400

PUA - on

Transactions

0 2 4 6 8

Transactions Monitored

[ Transactions Blocked

1,200

Chart Options... | Export...

Top Malware Categories: Monitored or Blocked ]

Chart Options... | Export...

Top Application Types: Total Transactions

File Sharing 91
Media W 4
Blogging 3
Proxies |1

Social Networking | 1

Transactions

Chart Options... | Export...

Top Users: Blocked or Warned Transactions

finance_userl

finance_user4

hr_user3

guest_user0

hr_user0
exec_user2 03
exec_user3 o3

finance_user0 03
03

03

finance_user3*

guest_user2™

0 2 4 6 8 10

Transactions

Warned Transactions

B Transactions Blocked

Chart Options... | Export...

3. kIzRIO—)LL., KREEEEZRAELET BRIIELT, TENEDLIICEH SN INEHEZELEY)

z 2
Time Range:| Day
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UFIF 2: TR R)—

FIIE

TR RY—HEEE, BIEEN URL 00993 BTIIITERETHE=-HIZERALET,

1. HyiaR—Khs, [Web EF1)T4 YR—I+ (Web Security Manager)] > [7 7t X712 —(Access Policies)] DIEIZERL
F7,

alialn Cisco SO00V

CISCO Web Security Virtual Appliance

p Web Secunty Manager

Reporting

Authentication
Identification Profiles
My Dashboar Saas Policies
Web Policies
Decryption Policies

Attention — 4 Yt;
b So Routing Policies

Re |

System Overview .
Data Transfer Policies

Overview > Web Prox  cisco Data Security
Outbound Malware Scanning
External Data Loss Prevention

SOCKS Policies inute
Custom Policy Elements ftions
Custom and External URL Categories

Define Time Ranges and Quotas [r—

Bypass Settings
Time Range: XY v

2. TEICK.BHICESEINTIER RYS—REENRTVET, [AP T—4T12%5 (AP Marketing)] #4)vILET,

Access Policies

Add Policy... I
‘ | Protocols and \ ‘
Order | Group User Agents ‘ URL Filtering Applications Objects Anti-Malware and Reputation | Delete
| Block: 12
AP CEO Warn: 5
1 Identification Profile: All | (global policy) g:gt;;;r—/;‘_ (global policy) | (global policy) (global policy) im}
All identified users ‘ Block All Unsafe Search
[ | Site Content Rating: Block
1 Block: 11
| warn: 5
AP Finance | Monitor: 71 Block: 1
2 Identification Profile: All | (global policy) } Quota-Based: 1 Restrict: 1 (global policy) (global policy) im}
1 groups (...) | Safe Search: Monitor: 362
| Block All Unsafe Search
} | Site Content Rating: Block
| Block: 11
; Warn: 5
AP Marketing | Monitor: 69
3 Identification Profile: All " (global policy) | Quota-Based: 1 (global policy) | (global policy) (global policy) im}
1 groups (...) } Safe Search:
‘ Block All Unsafe Search
| Site Content Rating: Block
i Block: 11
a5 Web Reputation: Enabled
Global Policy : | Monitor: 70 o e e e S e
Identification Profile: All | N© blocked items | Safe Search: Monitor: 364 | No 1 items l:nti—Malware Sca;nr-i‘;ot.egtr:ggiegnabled
| Block All Unsafe Search 9:
| Site Content Rating: Block
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|

3. [7YHERFRJI—(Access Policy)] R—IIZIE,

WO—BREEAVN—EBARTENET,
Access Policy: AP Marketing

P Settings

[V Enable Policy

(e.g. my IT policy)

3 (Global Policy) Vv

Policy Member Definition

Membership is defined by the combination of the following options. All criteria must be met for the policy to take effect.

Insert Above Policy:

Identification Profiles and Users: |AII Identification Profiles v
All Authenticated Users

Realm: dCloud.cisco.com
DCLOUD\Marketing

Users: No users entered
(_) Guests (users failing authentication)

() All Users (authenticated and unauthenticated users)

| If the "All Users"” option is selected, at least one Advanced membership option must also be selected.

b Advanced ‘ Define additional group membership criteria.

4. TN—F YoH%9)voLET, JIL—TH Active Directory MoERFEINET, [V IL—F D#FE (Edit Groups)] R—TlE.
TOER RY—oF I —TEBMEITEHIBRTEET,

5. JIL—TOWThMEBRLT, BM(AID)] &YV ILET TIL—THRYI—ITBMENET,

Access Policies: Policy "AP Marketing”: Edit Groups

Authorized Groups

Start typing & group name into the Directory Search field to see matching entries from the directory. For Active Directory groups, omit the domain
name (for instance, type "group” to find "DOMAIN\Group1”), The search is case-insensitive. The wildcard character "*” may be used. However, it
cannat be used as the last character.

Select items from the Directory Search list and press Add to add them to the Authorized Groups list. Alternatively, you can type the entire name
(for instance, to add a group that belongs to a trusted domain or a group that is not yet available in the directory). If group(s) are added that
already exist in the Authorized Group list, the duplicates will be automatically omitted.

MNote: It is not recommended to add more than 300 groups in an access policy because it may result in authentication failures.

Realm: dCloud.cisco.com

Directory Search: .2/

Directory search completed (88 matches).

Realm: dCloud.cisco.com
DCLOUD\Marketing

Im: ud.cisco.com
DCLOUD\$K31000-8MSE77SW7HFY ~
DCLOUDNAccount Operators
DCLOUD\Administrators
pcLounhallowed RODC Password Replication Gre
DCLOUD\Backup Operators
DCLOUDACert Publishers
DCLOUD\Certificate Service DCOM Access
DCLOUDA\CISCO_ICM_CONFIG
DCLOUD\CISCO_ICM_SETUP
DCLOUDNCISCO_ICM_WEBVIEW
DCLOUD\Cryptographic Operators
DCLOUD\Delegated Setup
DCLOUD\Denied RODC Password Replication Gro
DCLOUDA\DEVICE-ADMINS
DCLOUDADHCP Administrators
DCLOUDADHCP Users
DCLOUD\Discovery Management
DCLOUD\Distributed COM Users Vv
DCLOUD\DnsAdming
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|

6. [WebtFal)T1vHR— ¥ (Web Security Manager)] > [7 7t X7R!) < —(Access Policies)] DIBIZEIRL T, 7I/EX RS —
ITRYEY,

7. [AP ¥—4 T 124 (AP Marketing)] @ [URL Z4JL%1) >4 (URL filtering)] A7V E S vILET  BEfRSh TS hTIYET Oy
JENTWBHTIUNERTEET,

Access Policies

Add P

Protocols and

Order | Group User Agents URL Filtering Applications | Objects Anti-Malware and Reputation | Delete
| Block: 12
AP CEO n’a"f’t: 2 .
1 Identification Profile: All | (global policy) | S:f': Sog;":rch' (global policy) | (global policy) (global policy) o
Allidentihed;users Block All Unsafe Search
| Site Content Rating: Block
Block: 11
Warn: 5
AP Finance Monitor: 71 Block: 1
2 Identification Profile: All | (global policy) | Quota-Based: 1 Restrict: 1 (global policy) (global policy) i}
1 groups (...) | Safe Search: Monitor: 362

Block All Unsafe Search
Site Content Rating: Block |

AP Marketing
3 Identification Profile: All | (global policy)
1 groups (...)

| (global policy) | (global policy) (global policy) W

Block All Unsafe Search &
\Site Content Rating: Block §

Block: 11
Warn: 5
Monitor: 70
Safe Search:
Block All Unsafe Search
| Site Content Rating: Block

Web Reputation: Enabled
Monitor: 364 | No blocked items | Advanced Malware Protection: Enabled
Anti-Malware Scanning: Enabled

Global Policy

Identification Profile; all | 'O blocked items

FET:Jit Policy Order...

8. COBEMETIE. FIIERSN URL ATTUARTENET . BERKIE. COEBRFANTIVEFERALT. BHEOT7IETET L
A—RKRYI—ERERTHIENTEET,

Access Policies: URL Filtering: AP Marketing

Custom and External URL Category Filtering
These URL Categories are defined as graup membership criteria. Al other eategaries are not appiicable for his policy.
Use Giabel Owerride Global Settings
Setiings - — — : L ——
Block Redirect Aow (7. Manitor warn () Que
o (4] aQ (1]
Category Catagary Type Select all Selectall |  Selectal | Selectall Selectall | Selact al
€ cisea Software Custam {Loeal} o

Dacies Cumtmm cat=sortcn]

Predefined URL Category Filtering

These URL Categories are defined as group membership criteria. AN other eategaries are not applicable for this policy.

[ se Giobat setiings Override Glubal Seltings
T e T e VT [
=] []
Category | seeetan Select al I Select all | Select all
D adun | v 1
0 avertisements
@ atconol
D arts
@ astrolegy
@ Auctions
€ Business and Industry
 chat ana instant messaging
D Cheating and Plagiarism
D child Abuse Content
) computer Security
) Camputers and Internet
@ o1v projects
@ Dating
© bigitel Posteards
@ Dining and Drinking
' Oynemic and Residential

€ Education

Lo e la e o s e ) ]e (& (o s s ()]s

€) Entertainment

© 2018 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information. 9/36 "—
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|

9. [RRJ—Z24 #—F 17 (streaming audio)] h7ITVETRIA—IL OV LET, CNIFI+—2 TOT7AIL T, A—FHNZFD
ATITVEERATELRMEO LR (FRIBCTOEELARE) X ETEET,

Black Monitor Warn (7, N Timesasen
o a @ ‘ [

Category  Select al] | Selectan Select Select al (Unavellable)
© Famagraphy L =
@ professional Netwarking v &
© reaiEstate v -
@ Rererence v =
€ religion L -
) saas an B28 4 | -
) safe ror ids v -
© Sesence ana Teennoloay Ll =
@ Search Engines and purtals v =
€ Sex Educelion v -
@ shopping L4 | =
3 Secial Networking v .\ -
) sociel science L4 | -
© saciety ang Culure e -
@ sanwere Upastes L .‘ -
© syt Fecretin v [ -

Streeming Audia
| lefined Queta Prefile:[Limit Media ¥ -
T Streeming Video v |

@ Tobareo L4 ) .
€ Transpertation o =3

10. A=a—h5, [Web X2l F1<r—+ (Web Security Manager)] > [BE#EE & LU o4+ —42 D E & (Define Time Ranges
and Quotas)] DIEISERLET

11, [ATT7HIBR (Limit Media)] 229 ILET , BRI —IDEHONTNET B LR 21— LD IA—2EHERLET,
JA—ED Y EEEEH DI LLTEET,

A Reporting Web Security Manager Security Services Network System Administration

Time Ranges and Quotas

i. Add Time Range...

No time ranges have been defined. Define time ranges for use in time-based policies.

Daily Time and Volume Quotas

Quota Name Reset Time / Time Range | Time Quota Volume Quota Delete

Limit Media 12:00 AM ApplianceTimezone 4 Hrs 0 Min 3GB ™

12. A=a—hi5, [Web £F )T +—2+ (Web Security Manager)] > [hRZLE LUV ER URL (Custom and External URL)]
ATTVDIBISERLET

Custom and External URL Categories

| Add Category...

Order Category Category Type Last Updated Feed Content Delete

Cisco Software Custom (Local) | N/A | = Im]

: d, ._ Custom (Local.) | N/A — ]

) 3 ‘ Global Accss Block List Custom (Local) N/A - ﬁ
4 | Global Access Allow List . Custom (Local.) | N}A [- i
5 .‘ 0365 Feed PassThru External Feed 09 Jan 2018 16:35:15 PM View o

© 2018 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information. 10/36 R—2
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13. [>R3a YTk 7 (Cisco Software)] 2 voLET, COATIIL, software.cisco.com [ZUF AL IRFBESIZERESINT
WET, COEETIE, IP PRLA FASY URL, ERRBFLERTEDH, TOvF T PEROAREFMICRET H-&
NTEEY,

Custom and External URL Categories: Edit Category

Edit Custom and External URL Category

Category Name: |Ci5co |

List Order:

Category Type: | Local Custom Category

Sites: (7 i Sort URLs ]

Click the Sort URLs

button to sort all site

URLs in Alpha-numerical order.

(e.g. 10.0.0.1, 2001:420:80:1::5, example.com.)

= Advanced | Regular Expressions: | 2
.cisco.com

Enter one regular expression per line.

14. [Web ¥ 74—+ (Web Security Manager)] > [F 7t X71) L —(Access Policies)] DIBIERLT, 7UER R —IC
RYFY,

15. [AP IY—4T1>% (AP Marketing)] @ [URL Z4JL%&') 2% (URL filtering)] A73 V&5 Uy oL, [BHRAAEIVSEIL T YD
TRy DO HI5 (Exceptions to Blocking for Embedded/Referred Content)] ® CTRAIA—IL AV LET, ThickY. HEDIVT
DIDNEEDY—ADNLTIERINEDEHIRT HIENTEET,

16. FITIE,. SRADYIFITTIZIESRT FAMV EDA—HF LT IR TELRNKSIZHSTLVET,

Exceptions to Blocking for Embedded/Referred Content

A web site may embed or refer to content that is categorized as a different category, or that is considered an application. For example, 8 News web site could contain content categorized as
Streaming Video, and that is identified as being the application Youtube. By default, embedded content is blocked or monitored based on the action selected for its own category / application,

regardless of what web site it is embedded in. Use this table to set exceptions (e.q., to permit all content referred from News web sites, or from a custom category representing your
intranet).

M Enable Referrer Exceptions

| Set Exception for Content Referred by These Categories: ‘ Set Exception for This Referred Content: |_Add Exception
Cisco selected embedded / referred content | Categories: Cisco Software &
Applications: Click to select applications...

17. Web ¥ 2 T4 R —+ (Web Security Manager)] > [7 27t X712 — (Access Policies)] DIBISERL T, 7o RYL—IC
RYFET,

© 2018 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information. 11/36 R—2
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18. [AP 771+ X (AP Finance)] @ [7 74 —a> (Applications)] 99 LET,

Access Policies

Policies

|_Add Policy...

| Protocols and

Order = Group User Agents URL Filtering Applications Objects Anti-Malware and Reputation Delete
Block: 12
AP CEO Warn: 5

g:fr:tgg;zci_ (global policy) | (global policy) (global policy) W

Block All Unsafe Search
Site Content Rating: Block

1 Identification Profile: All | (global policy)
All identified users

Block: 11
Warn: 5
AP Finance Monitor: 71 Block: 1
2 Identification Profile: All | (global policy) Quota-Based: 1 Restrict: 1 (global policy) (global policy) I}
1 groups (...) Safe Search: Monitor: 362

Block All Unsafe Search
Site Content Rating: Block &

Block: 11
Warn: 5
AP Marketing Monitor: 69
3 Identification Profile: All | (global policy) Quota-Based: 1 (global policy) | (global policy) (global policy) i}
1 groups (...) Safe Search:

Block All Unsafe Search
Site Content Rating: Block |

Block: 11

Warn: 5

Monitor: 70

Safe Search:

Block All Unsafe Search
Site Content Rating: Block |

Web Reputation: Enabled
Monitor: 364 | No blocked items | Advanced Malware Protection: Enabled
Anti-Malware Scanning: Enabled

Global Policy

Identification Profile: All o Block difteins

| Edit Polici Order...

19. [F7FTVr—a> O a8 &1 (Application Visibility and Control)] BIEAR RESNFET . COEE Tl HED Web 7T 45—
DAVERBEL, INSA—F—FEHRERETHENTEET,

20. R70—)L # 9L T, [AVREBV M Ayt—Y (Instant Messenging)] AT UIZERE SN TW5IBREHELE T, TS5REEEY
DyhdbE, HIROEMERKIENTEES, 2EZE ZOTETIL. Yahoo Messenger W7 AYISNTLVET,

© 2018 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information. 12/36 R—2
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Applications Settings

Browse Application Types W |

To identify some applications, inspection of HTTPS content may be required. For best efficacy, enable the HTTPS Proxy, then
enables decryption for application visibility and control (see Security Services > HTTPS Proxy).

Applications Settings

[MVITRY- [T PPN

[&] Instant Messaging

AIrAIM €)use Global (Monitor)
AOL Instant Messenger ©)use Global (Monitor)
Baiduhi ©)use Global (Monitor)
CGIIRC ©)use Global (Monitor)
Chatroulette €)use Global (Monitor)
Google Talk ©)use Global (Monitor)
Icq2go ©)use Global (Monitor)
ILoveIM ©)use Global (Monitor)
KoolIM ©)use Global (Monitor)
Mail.Ru Agent €)use Global (Monitor)
MessengerFX ©)use Global (Monitor)
Mibbit ©)use Global (Monitor)
Sinawebuc ©)use Global (Monitor)
Webfetion €©)use Global (Monitor)
webQQ ©)use Global (Monitor)
Webwangwang ©)use Global (Monitor)
Wechat_web ©)use Global (Monitor)
Windows Live Messenger €©)use Global (Monitor)
Yahoo Messenger € Block
EAdit all

21, [7F) 47— a2 %1% (Search for Applications)] KA A9 %&5)yoLET, Tgmail il A 7T 5 &, gmail DFHFIT7/ILD
A A—RHEIRSNTVNSDAFERETEET,

Access Policies: Applications Visibility and Control: AP Finance

Edit Applications Settings

|Deﬁne Applications Custom Settings V|

Applications Settings

Search for Applications Vv

Filter By:

Applications Info (=

Application Type: |all v
Application Name: starts with v|ffgmat ]
Current Action: All v

Application Types Applications a Actions

Total: 364 Applications (1 Blocked, 1 Restricted, 362 Monitored)
Current Search: 1 Application (1 Restricted)

© 2018 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information. 13/36 R—2
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22. [#IBR(Restrict)] Yo%) vILT, TAYID

HMEHEELET.

Access Policies: Applications Visibility and Control: AP Finance

Edit Applications Settings

|Deﬁne Applications Custom Settings

v

|Search for Applications v |

Filter By:

Applications Settings

Appiicaiion Type: |All

Application Name: [ starts with V| [gmail

Current Action: All v

Application Types

Applications &

Webmail

Gmail

Set action for application Gmail

Applications Info =

Actions

(O Use Global Setting (Monitor)

® Monitor
[ Block File Attachment Upload
Wl Block File Attachment Download
[ Block Sending Email

Cancel

Total: 364 Applications (1 Blocked, 1 Restricted, 362 Monitored)
Current Search: 1 Application (1 Restricted)

© 2018 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information. 14/36 R—2
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OFIA 3 EBATOTFAIL

FIIE

AR —(E EROY T RIbERETORILEHREDORY S —THARL FERELT, 7R RYS—0EFRY S —ICEER

FTo5hTLET,

1. ByiaR—KEhi, [Web X2 T43r— v (Web Security Manager)] > [5317R1) >— (Identification Policies)] MIEIZ:ERL
FY,

Web Security Manager Security £

Authentication

Identification Profiles
10T Saas Policies

Web Policies

l!‘ OI!I MaAammimbinem NAliaa

2. TEICX, FHICERINETIER TOT7/UBEENTLET, [BEE/ 1/ X (Auth Bypass)] IZ. BEEZBRyA Shd 90

FUMDNEFENTNDHIEERERLET,

Identification Profiles

Client / User Identification Profiles

\ Add Identification Profile... ]
End-User
Order | Transaction Criteria Authentication / Identification Decision Acknowledgement Delete
Auth Bypass Exempt from Authentication / User Identification
Subnets: 10.1.1.1, 10.1.1.2, 198.18.133.222, 10.16.3.143 3 / (global profile) o
Protocols: HTTP/HTTPS
Apple Devices 2 Authenticate:
2 Protocols:  HTTP/HTTPS (global profile) i
User Agent: Safari: Safari Any Versions Realm: dCloud.cisco.com (Scheme: Kerberos)
Global Authentication Policy & Authenticate:
3 | Protocols: HTTP/HTTPS (global profile) o
Realm: dCloud.cisco.com (Scheme: Basic, NTLMSSP)
Global Identification Profile 2 Authenticate:
Realm: dCloud.cisco.com (Scheme: Basic, NTLMSSP, Kerberos) | Exempt
Guest privileges for users failing authentication
Edit Order...
© 2018 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information. 15/36 R—2
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3. [Apple T/31 X (Apple Devices)] FA774A LD [FOra/L(Protocols)] 2l [HTTP/HTTPS] AfgESNh., [1—H T—C b
(User Agent)] IZIZ, Safari M/A—2avHNEESN TULVET, Kerberos BBEIAMBHEELDESIZ, R —HBRESNTLET,

Identification Profiles

ient / User Identification Profiles

\ Add Identification Profile... ]

| End-User
Order | Transaction Criteria | Authentication / Identification Decision | Acknowledgement | Delete

Auth Bypass Exempt from Authentication / User Identification
1 Subnets: 10.1.1.1, 10.1.1.2, 198.18.133.222, 10.16.3.143 1 (global profile) o

| Protocols: HTTP/HTTPS

Apple Devices
2 Protocols: HTTP/HTTPS
User Agent: Safari: Safari Any Versions Realm: dCloud.cisco.com (Scheme: Kerberos)

‘ Authenticate:

(global profile) w

Global Authentication Policy

Authenticate:
3 Protocols: HTTP/HTTPS ‘

{global profile) i
Realm: dCloud.cisco.com (Scheme: Basic, NTLMSSP)

Global Identification Profile 2 Authenticate:

Realm: dCloud.cisco.com (Scheme: Basic, NTLMSSP, Kerberos) | Exempt

Guest privileges for users failing authentication

Edit Order...

4. [4'B—s\JLEREER) S —(Global Authentication Policy)] Tld. #DMD T R THAH/N—SNTLET,

Identification Profiles

Client / User Identification Profiles

\ Add Identification Profile... ]

End-User
Order | Transaction Criteria | Authentication / Identification Decision | Acknowledgement | Delete

Auth Bypass Exempt from Authentication / User Identification
1 Subnets: 10.1.1.1, 10.1.1.2, 198.18.133.222, 10.16.3.143 3 (global profile) ﬁ

IPrﬂtocoIs: HTTP/HTTPS

Apple Devices

Authenticate:
2 Protocols: HTTP/HTTPS ‘

(global profile) i}
User Agent: Safari: Safari Any Versions Realm: dCloud.cisco.com (Scheme: Kerberos)
Global Authentication Policy ‘ Authenticate:
3 Protocols: HTTP/HTTPS (global profile) i}

Realm: dCloud.cisco.com (Scheme: Basic, NTLMSSP)

Global Identification Profile 2 Authenticate:

Realm: dCloud.cisco.com (Scheme: Basic, NTLMSSP, Kerberos) | Exempt

Guest privileges for users failing authentication

Edit Order...
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5.

HyLaR—Kh5, [Web £F11)T4 YR—T+ (Web Security Manager)] > [f§87R') &— (Decryption Policies)] MDIEIZERL

EXR

6. ESRIYL—IF,SSL EEEXFERALTLWAEEFIZEASINETS, [DP 1—44')L—7 (DP User Groups)] 7y LEY,

7.

Decryption Policies

| Add Palicy...
Order | Group | URL Filtering Web Reputation Default Action Delete
DP User Groups &%ﬁ;ﬁr?gh: 2
1 Identification Profile: All Dec t-' 22 (global policy) (global policy) o
3 groups (...) rv,:rp g
Drop: 1
o cro s
2 Identification Profile: All D : (global policy) (global policy) ]
; ; ecrypt: 82
All identified users %
Drop: 1
DP Passthru
Identification Profile: All Pass Through: 3 .
2 All identified users Monitor: 1 (global policy) Pass Through w
URL Categories: Global Access Allow List, Cisco Software, Cisco,...
: Pass Through: 2
Global Policy i
Identification Profile: All [}ecnfpt. 82 Enabled Decrypt
Drop: 1
Edit Policy Ord

[DP 2—4H'%'JL—F (DP User Groups)] R—JIZl&, RYS—ABERINEZTIN—ThKRTENET,

Decryption Policy: DP User Groups

Policy Settings

| Enable Policy

: =T
Policy Name: 2. | |Dp yser Groups |
| (e.g. my IT policy)

Description:

| 1 (DP CEQ) v

Policy Member Definition

Membership is defined by the combination of the following options. Alf criteria must be met for the policy to take effect.

Insert Above Policy:

Identification Profiles and Users: | |A|| Identification Profiles Lv
() all Authenticated Users
(® Selected Groups and Users {i’,

P
Realm: dCloud.cisco.com
DCLOUD\Finance Users

DCLOUDVHR
DCLOUD\Marketing

() Guests (users failing authentication)
() all Users {authenticated and unauthenticated users)
If the "All Users" option is selected, at least one Advanced membership option must also be selected.

Authentication information may not be available at HTTPS connection time. For transparent
proxy traffic, user agent information is unavailable for decryption policies.

b Advanced | Define additional group membership criteria.

© 2018 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information.
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|

8. [Fvt/L(Cancel)] #4YvsL T, [#55R)S— (Decryption Policies)] IZ&RY . [DP 2—4'4'JL—F (DP User Groups)] ® [URL
J4L3) 2% (URL Filtering)] 22 vILET,

Decryption Policies

Policies

Add Policy...
Order = Group | URL Filtering Web Reputation | Default Action | Delete
DP User Groups F’de:)snsit‘:;r;.rozugh: 2
1 Identification Profile: All X (global policy) (global policy) I}
P () Decrypt: 82
Drop: 1
o ceo S
2 Identification Profile: All D B (global policy) (global policy) |}
X : ecrypt: 82
All identified users Bron:
rop: 1
DP Passthru
Identification Profile: All Pass Through: 3 "
3 | All identified users Monitor: 1 (global policy) Pass Through [}
URL Categories: Global Access Allow List, Cisco Software, Cisco,...
A Pass Through: 2
Global Policy s
Identification Profile: All gfggp;' te Enabled LRI

9. [DP 1—¥%')L—7 (DP User Groups)] @ [URL Z4JLA1)> 4 (URL Filtering)] [ZI&, BB SN BSFSFELBEDIS T4voH
RRSNFET,

Decryption Policies: URL Filtering: DP User Groups

Custom and External URL Category Filtering

These URL Categories are defined as group membership criteria. All other categories are not applicable for this policy.

Use Override Global Settings

Global T = =
Settings | Fass Through | Monitor De%ypt Drop (7 | Quota-Based | Time-Based

Category Category Type | Select all Select all Select all | Select all | Select all (Unavailable)
) Global Access Block List Custom (Local) = vy —
Q} Global Access Allow List Custom (Local) — V{ s

| Select Custom Cat

Predefined URL Category Filtering

These URL Categories are defined as group membership criteria. All other categories are not applicable for this policy.

Use Override Global Settings

Global : z
Settings | Pass Through | Monitor | Decrypt | Drop @ Quota-Based | Time-Based

©
Category Select all Select all Select all | Select all | Select all {Unavailable)
- ) File Transfer Services

@ Filter Avoidance

€ Finance

0 Freeware and Shareware |
6 Gambling

0 Games

6 Government and Law
e Hacking

6 Hate Speech

€9 Health and Nutrition
0 Humeor
6 Hunting

€) tllegal Activities

AL L S L S LS SIL LN
[

© 2018 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information. 18/36 R—



Cisco dCloud

10. [Frt)L(Cance)] E#9voL T, [ESRY S —(Decryption Policies)] [CRY. [DP /XXX JL—(DP Passthru)] #9JvoLET,

Decryption Policies

Policies

Add Policy...

Order | Group

DP User Groups
1 Identification Profile: All
3 groups (...)

DP CEO
2 Identification Profile: All
All identified users

DP Passthru
Identification Profile: All
All identified users

Global Policy
Identification Profile: All

URL Categories: Global Access Allow List, Cisco Software, Cisco,...

URL Filtering Web Reputation Default Action

Pass Through: 2

Monitor: 2 ; i
Decrypt: 82 (global policy) (global policy)

Drop: 1

Pass Through: 2

Monitor: 2 Y -
Decrypt: 82 (global policy) (global policy)

Drop: 1

Pass Through: 3 "
Mo (global policy) Pass Through

Pass Through: 2
Decrypt: 82 Enabled Decrypt
Drop: 1

| Delete

@

11. ChiE ESLIKGVWRYS—ISEREINET ., COR)I—E ZRREADTRTOI—HFISERAEINSH. FO0—/\LTT,

Decryption Policy: DP Passthru

Policy Settings

¥ Enable Policy

Policy Name: (?

Description:

|DP Passthru

(e.g. my IT policy)

Insert Above Policy: | |3 (Global Policy) L

Identification P

nes an

= Advanced | Use the Advanced options to define or edit membership by proxy port, subnet, Time Range, destination (URL
Category), or User Agents,

Policy Member Definition

Membership is defined by the combination of the following options. All criteria must be met for the policy to take effect.

sers: | | all Identification Profiles W

(® Al Authenticated Users
() Selected Groups and Users :7
Groups: No groups entered
Users: No users entered
() Guests (users failing authentication)
(@]

All Users {authenticated and unauthenticated users)

I! the "AH Users" option is selected, at least one Advanced membership option must also be selected.

Authentication information may not be available at HTTPS connection time. For transparent
| proxy traffic, user agent information is unavailable for decryption policies.

The following advanced membership criteria have been defined:

Proxy Ports:
Subnets:
Time Range:

None Selected
MNone Selected

Mo Time Range Definitions Available
(see Web Security Manager = Defined Time Ranges)

© 2018 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information.
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12. [Fv>+tJ/L(Cancel)] 0 vo LT, [18ER)L—(Decryption Policies)] IZRY . [DP 78X X JL—(DP Passthru)] ® [URL Z4/L4A
1)>% (URL Filtering)] #9voLET .

Decryption Policies

Add Policy...
Order | Group URL Filtering Web Reputation Default Action Delete
DP User Groups mfnsimwf"zugh" -
1 Identification Profile: All Do t" 82 (global policy) (global policy) ]
3 groups (...) r):'p !
Drop: 1
DP CEO lF\’qass_t“l'hroztlgh: 2
2 Identification Profile: All et or,. (global policy) (global policy) i
: 3 Decrypt: 82
All identified users &
Drop: 1
DP Passthru
Identification Profile: All Pass Through: 3 8
3 All identified users Monitor: 1 (global.policy) Fass Though @
URL Categories: Global Access Allow List, Cisco Software, Cisco,...
7 Pass Through: 2
Global Policy i
Identification Profile: All Decr)fpt. e il PEGYDE
Drop: 1

13. /IRRZRI—RYL—h, TR THD Cisco YT+ 7 & Office 365 [CEASN TSI EEHEELET,

Decryption Policies: URL Filtering: DP Passthru

These URL Categories are defined as group membership criteria. All other categories are not applicable for this policy.

Use Overnde Global Settlngs

Global T
Settings Pass grough‘ Momtor ‘ Decrypt ‘ Drg 2

Quotgased Tlme Based 7

Catego Category Type :VSeIect all Il Select all Select all | Select all | Select all ‘ (Unavallable)
€3 Cisco Software | Custom (Local) | ‘ —

Cisco Custom (Local) — ‘ v ‘ i ‘ ; — i
G Global Access Allow List Custom (Local) ‘ ‘ ' =

| |

€ 0365 Feed PassThru External Feed _ =
e

Predefined URL Category Filtering
No Predefined URL Categories are selected for this policy group.

Overall Web Activities Quota

Specify a quota that applies to ail web surfing activities. When quotas are applied to specific URL Categories above,transactions in those categories will be
counted against both the category quota and the overall quota. Typically, the overall quota should be larger than any category quota.

Predefined Quota Profile: ‘ [Select Time and Volume Quota ... V|

Uncategorized URLs
This category is unavailable.

Cancel Submtt
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14. B9 aR—Kh5, [Web ¥ 11T H<—P+ (Web Security Manager)] > [hAZLE LU ER URL (Custom and External
URL)] AT UEERLET,

15. [0365 74—F/3RA X JL— (0365 Feed PassThru)] 2y ILEY,

Custom and External URL Categories

Categories List

Order | Category Category Type i Last Updated | Feed Content | Delete
i 1 Cisco Software Custom (Local) i T | | im}
2 Cisco Custom (Local) |_I'\I!’A | | iy
3 | Global Access Block List Custom (Local) | M/A | | i}
4 | GJobI iiow Li.s Custom (Local) | NS A | | i
5 External Feed | 09 Jan 2018 16:35:15 PM | View | ﬁ_

16. Office 365 THOHR—IERENRTREINE T, [T1—F 774 /L D15 (Feed File Location)] Z#EELET . WSA #A &R R EAS
T4—REh, hRAL URL AT ELTHERASNET,

Custom and External URL Categories: Edit Category

Edit Custom and External URL Category

Category Name: |0365 Feed PassThru

List Order: IZI

Category Type: | External Live Feed Category

Routing Table: | Management

Feed File Location: (2. | O Cisco Feed Format (7) ® office 365 Feed Format (2)

Office 365 Feed Location:  |https://support.content.office.net|

Auto Update the Feed: ® Do not auto update

O ’Hourly Every |01 :00 ](HH:MM)
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17. [F¥> )L (Cance)] #9)vIL T, [hRZLE LU ER URL(Custom and External URL)] A73JIZRYE T, [0365 74—F/%
R A JL— (0365 Feed PassThru)] ® [Z4—FK 22572 (Feed Content)] (285 [&RR (View)] 09Uy ILFET,

Custom and External URL Categories

Categories List

Order | Category Category Type Last Updated Feed Content Delete
¥ Cisco Software Custom (Local) Y - i}
2 Cisco Custom (Local) M/A - iy
3 Global Access Block List Custom (Local) MFA | - | jm}
4 Global Access Allow List Custom (Local) NSA = il
5 | 0365 Feed PassThru External Fead 09 Jan 2018 16:35:15 PM 'I i

18. [0365 74—FK/SRRJL—(0365 Feed PassThru)] ATIVIZEE M FoN A E8ATFT) a0 ToYD—ERRTEINET,

External Category Content

Sites:
104.214.144.62/32
157.56.151.0/25
40.71.88.196/32
13.76.140.48/32
104.44.255.0/25
40.114.192.209/32
40.78.62.210/32
13.75.159.17/32
204.79.197.215/32
40.117.96.104/32
52.172.12.123/32
52.175.154.183/32
23.99.125.4/32
13.80.125.22/32
23.103.136.0/21
70.37.151.128/25
40.78.146.128/32
104.215.194.17/32
207.46.100.0/24
104.45.225.7/32
51.140.62.120/32

All rights reserved

13.107.9.158/31
111.221.104.43/32
213.199.180.128/26

19. [OK] &PV ILET,

20. [0365 74—K/XX X JL— (0365 Feed PassThru)] 29y LT, RS —EHmELET,
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21. [>>Ra714—F#= (Cisco Feed Format)] Z#IRLET , HTTP /I HTTPS FAFaILEFERL T, RT A+ YRMIEEHFINT-
URL(FE=IFTS5vo YAMZEHSNT- URL) DEFD MDA T —RESRBTEET,

Custom and External URL Categories: Edit Category

Edit Custom and External URL Category

Category Name: | [0365 Feed PassThru |

List Order: E]

Category Type: External Live Feed Category

Routing Table: | Management

O Office 365 Feed Format (2)

1 HTTPS V| |https://support.content.office.net

|"b Advanced

| |_Get File

®) Cisco Feed Format (2)

Feed File Location: (2.

Auto Update the Feed: ® Do not auto update

O [Roury[v] every [01:00](HH:rm)
|
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UFIF 4 LiR—bk

FIIE

1. A=a—mi [LR—b(Reporting)] > [—H (Users)] #BIRLET , COLKR—HIIE, MUY oay  FERTERLGE . SFS
FEEBHICOBEIN AP OBENKRTSINET,

F:T AN CICRTESNAWGS L, Bff#EEE% 30 BIZEEL T,

Users

W Printable POF &

Top Users: Transactions Blocked Top Users: Bandwidth Used
hr_user3 1.263 marketing_user0 2.6GB
marketing_user3 1,253 finance_user1 2.5G8B
hr_user4 1,245 finance_user3 2.5GB
marketing_user4 1239 exec_user3 2.4GB
hr_user0 1.236 guest_user2 24GB
marketing_user2 1,234 hr_user3 24GB
finance_user0 1229 finance_user2 24GB
finance_userl 1229 finance_userS 23GB
exec_userQ 1228 hr_user0 23GB
finance_user3 1,228 exec_user) 2.3GB
0 1,000 2,000 3,000 o8 10.0G8 20.0GB
Transactions Bytes
Chart Options... | Export... Chart Options... | Export...
Users
Items Displayed
User ID or Client 1P Bandwidth Used Time Spent Transactions Completed Transactions Blocked + Total Transactions
hr_user3 - 2.4GB - V 56:19 - 51.3k [ ' V 1,263 f V 52.5k
marketing_user3 7 2.1GB » 56:08 7 52.3k 7 1,253 53.5k
hr_user4 2.2GB 55:56 50.8k 1,245 52.1k
marketing_user4 ‘ 2.1GB [ 56:48 ' 55.0k [ 1,239 56.2k
hr_user0 V 2.3GB [ 56:09 . 57.7k [ 1,236 7 58.9k
marketing_user2 [ 2.1GB [ 55:32 A 53.2k » 1,234 f 54.4k
finance_user0 [ 2.2GB [ 56:17 A 50.0k » 1,229 [ 51.2k
finance_userl [ 2.5GB [ 54:58 A 55.4k A 1,229 [ 56.7k
exec_userQ [ 2.3GB I 56:18 7 56.3k 7 1,228 7 57.5k
finance_user3 [ 2.5GB I 53:45 7 51.9k 7 1,228 ' 53.1k
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2. A=a—hb [LR—k(Reporting)] > [Web H A (Web Sites)] Z:&ZRLET . COLR—MZE, JREFBFACY, TOVISE
NIzbSoHoLay =BT BRAMUIZHEDINT Web YA ARREINET,

Web Sites
‘4 Printable PDF (5

L CRET T 30 days v

17 Dec 2017 00:00 to 16 Jan 2018 10:04 (GMT -05:00)

Top Domains: Total Transactions Top Domains: Transactions Blocked
taylormadegolf.com 21.7k li-dermakine.com.tr 2,380
wfaa.com 17.8k kpzip.com
zippyshare.com 17.3k centuryproject.co
flossmoor.org myjino.ru
addthis.com 9,008 thcsgoxoai.com
hhs.gov 8,808 gupdatedall.com
corvetteactioncenter.com 8,710 ubpkktc.com 447
epocrates.com 8,176 ziphost.ws 446
heartlandbc.org 7,606 megapowercash.com 429
sherwin-automotive.com 7.470 umarexcz.cz 415
0 10i0k 20;0k 3oiot 40:0k 0 1.c;oo 2,600 3.(;00 4,600
Transactions Transactions
Chart Options... | Export... Chart Options... | Export...
Domains Matched
Items Displayed
Domain or IP Bandwidth Used Time Spent ‘ Transactions Completed Transactions Blocked Total Transactions =
taylormadegolf.com . 461.9MB 00:57. 21.7k - 0 21.7k
wfaa.com l 367.0MB 01:00 17.8k . 0 17.8k
rzipl;;;;are.com 7 | 1.5GB | 27:217 T;;;( 0| T;BI:
ﬂo"s-smoor.org 1 134.1MB 00:49 ‘ 10.7k ' 0 10.7k
raddthis.comr A 7| 43.4MB7 00:5673 9,00877? 0 9,008
hhs.gov 7 101.1MB7 00:56 8,8087 0: 8,808
wwe&eactioncenter.com 375.9MB ’ 01:09 8;710 ' O: 8,.710
epocrates.com ‘ 106.8MBN 00:34 8;176 ' 0‘ 8,176
heartlandbc.org j 3(:'»4.OMBri 01:25 ‘ 7;606 04‘ 7,606
sherwin-automotive.com : 151.7MB ; 00:43 l 7,470 | 0 )‘ 7,470
Totals (all available data): : 66.8GB : 1657:38 1.6M 36.1kI 1.6M
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3. RyA—)L FH2L. Sherwin Automotive EWVSRASUEE VYV ILET , Lia—H . BhSOHFo 3> 2—Y —HT 50T
TJYLEEED Web A FDEANKRTINET,

Web Sites > sherwin-automotive.com

LG GRS T 30 days v

17 Dec 2017 00:00 to 16 Jan 2018 10:06 (GMT -05:00)

Top Users: Total Transactions

Trend: Total Transactions

‘f§ Printable POF &

exec_user3
finance_user1
finance_userd
guest_userd
hr_user3
finance_user3
guest_user0
guest_userl
hr_user0

marketing_user2

0 400 800

Transactions

1,200

Chart Options... | Export...

2,000 -
1,800 -
1,600 -
1,400 -
1,200 -
1,000 -

800 -

600 -

200 -

19-Dec

26-Dec 02-Jan

Transactions

FLULCE L) (LIRS I STy

09-Jan 16-Jan

Chart Options... | Export...

Items Displayed

User ID or Client IP Bandwidth Used i Time Spent i Transactions Completed ‘ Transactions Blocked “ Total Transactions «
exec_user3 21.1M8 | 00:05 | 996 | 0 996
7ﬁnance_user1 \ 20.2MB 00:05 9967 0 ' 996
finance_userd ‘ 15.1MB 00:03 747 0 ‘ 747
7guest_user4 I 15.5MBilT 00:03 ‘ 7477 0 7 7477
ks 15.4M8 | 00:04 | 747 0| 747
finance_user3 10.2MB'T 00:03 498 0 498v
guest_user0 10.1MB-T 00:03 498 0 498>
guest_userl ‘ 10.0MB‘T 00:02 458 ‘ 0 7 498>
hr_user0 ‘ 10.0MB 00:01 458 3 0 498
marketing_user2 ‘ S.9MB 00:01 498 i 0 ‘ 498
| | od 0 o ot 1D Calimne | Fvnart
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4. [—ELfz URL A73V] FTRYE—)L T2 L. [{E#&i(Transportation)] A73VES)vILET,

marketing_user2 | 9.9M8 | 00:01 | 498 | 0 498

I l Find User ID or Client IP Columns... | Export...

| URL Categories Matched

Transactions Completed |  Transactions Blocked ‘ Total Transactions &

URL Category Bandwidth Used Time Spent

212.6MB | 00:59 10.5k 0| 10.5k
Find URL Category Columns... | Export...

5 ZOATIVIZ—HITBIEA D DFHMLAR—IARTRINET, b5 T U3 OLAR—RTIE, Sherwin Automotive AY EZDKR A
’f‘/&ﬁ')fl,‘é:&ﬁ‘\ﬁﬁam'@%i?o

URL Categories * Transportation

L CRELTEHE 30 days V.

‘B Printable POF (&5

17 Dec 2017 00:00 to 16 Jan 2018 10:20 (GMT -05:00)

Top Domains for Category: Total Transactions Top Users for Category: Total Transactions
sherwin-automotive.com 10.5k exec_user3 5,018
corvetteactioncenter.com 8,710 finance_user0 4,609
leasetrader.com marketing_user2 4,518
chevrolet.com exec_user0 4,423
corvettesbyrickdaniel.com hr_userd 4,273
luxurymotors.com 3,971 guest_user0 4,151
corvettegarage.com 3,920 finance_userS 4,041
racemarque.com 3,079 finance_userd 4,009
cardomain.com 2,886 guest_userd 3,939
3si.org 2,746 guest_userl 3,890
0 10.0k 20.0k 30.0k 0 2.(;00 4,000 6.!';00 &600
Transactions Transactions
Chart Options... | Export... Chart Options... | Export...
Items Displayed
min or IP ‘ Bandwidth Used ‘ Time Spent " Transactions Completed i Transactions Blocked ‘ Total Transactions «
212.6MB; 00:59 | 10.5k 1 0 \ 10.5k
corvetteactioncenter.com 375.9MB 01:09 : 8,710 0 \ 8,710
leasetrader.com ‘ 33.2MB , 00:31 ‘ 5,509 ‘ 0 ‘ 5,509
chevrolet.com 228.8MB , 01:11 . 5,216 0 ‘ 5,216
corvettesbyrickdaniel.com 356.9MB } 00:31 5,181 0 ‘ 5,181
luxurymotors.com 141.4MB ; 00:41 3,971 0 1 3,971
corvettegarage.com 45.1MB ; 00:29 3,920 \ 0 1 3,920
racemarque.com ; 56.6MB ; 00:33 3,079 \ 0 1 3,079
cardomain.com . 50.8MB ‘ 00:43 2,886 0 2,8867
3si.org 26.3MB ‘ 00:46 2,746 ‘ 0 ‘ 2,7467
l:] Columns... | Export...
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|

6. [Web1—4 (Web Users)] 203 arE&TRYA—IL oL, A—HEEIVVILET , COLR—HMIIE, EhTI)., LKA,
—HBLE=7TI)r—ay  AMP BXURILIITER. AR —HE, A—FOTBICETIHMNRTINET,

Users » hr_user4@dCloud.cisco.com |

B Printable POF (5

L CR =TT 30 days v

17 Dec 2017 00:00 to 16 Jan 2018 10:23 (GMT -05:00)

URL Categories: Total Transactions Trend: Total Transactions
5,000 -
Health and Nutriti
ealth and Nutrition 5,982 4,500 -
Shoppin 4,514
pping el
Transportation 4,273
3,500 -
Computers and Internet 4,014

Business and Industry 3,973 3,000

Travel 3312 &0

Finance 2,685 2,000 -

Education 2,501 1,500 -

Government and Law 2,431 1,000 -

News 2,276 500 -

! 1 T T T
(i 4,000 8,000 0+ 1 ‘ 1 ]
5 19-Dec 26-Dec 02-Jan 09-Jan 16-Jan
Transactions R
Transactions
Chart Options... | Export... 7
Chart Options... | Export...
URL Categories Matched
Items Displayed |10 Vv
URL Category | Bandwidth Used Time Spent | Blocked URL Category Transactions Completed | Total Transactions +

Health and Nutrition ‘ 382.2M8B | 03:24 | 0 5,970 | 5,982
Shopping ‘ 112.7MB | 03:13 | 0| 4,473 4,514
Transportation 399.2MB 01:51 | o 4,273 | 4,273
Computers and Internet 108.7MB 04:59 ‘ 0 3,986 4,014
Business and Industry 185.7MB 04:22 ‘ 0 3,888 3,973
Travel ‘ 136.8MB 01:15 ‘ 0 3,302 3,312
Finance ‘ 128.8M8 02:09 | 0 2,676 2,685

7. R&0O—)L FHULT. ZOLER—KZIZL, Cisco AMP TV UL DERBIEHROCBRESNETIL I TERB IR TSNS ZEETRL
FI,WSA [E, HR—FRHERDTRTOVILIIT TS TEMIZE>TEY . AMP EHFEEShTWET,

I Advanced Malware Protection Threats Detected

Malware Threat File SHA256 Threat Name . File Type : Transactions Monitored Transactions Blocked Transactions Detected «
bb4177de...12cdd69d : W32.BB4177DEA9-95.5BX.TG : application/x-dosexec ; 14 1 14 : 287
ead4e077...db44f2d2 1 W32.Trojan.NM : application/x-dosexec 1 Sﬂ 5 : 107

Totals (all available data): -- = : 19 3 19 : 38

I |§ Find Malware Threat File SHA256 Columns... | Export...

: Malware Threats Detected ‘U

Malware Threa! | 'Malware Category | Bandwidth Saved by Blocking ‘ Transactions Monitored Transactions Blocked Total Malware Transactions Detected «
App/ISMiner-B PUA 24.0KB ‘ 0 2 2
Totals (all available data): ‘ - ‘ 24.0KB 0 2 2

I Find Malware Threat Columns... | Export...
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8. *za—hi5 [LiR—k(Reporting)] > [RILI T 7 %% (Anti Malware)] Z8IRLET . COLR—MIIEIL YT 7 A EDHEHERH
RRSNET, TOVISNITIL Iz 7 RERINIZTIL VT HREN R TEET,

Anti-Malware

B Printable POF (3

LG LT 30 days v

17 Dec 2017 00:00 to 16 Jan 2018 10:29 (GMT -05:00)

Top Malware Categories: Monitored or Blocked Top Malware Threats: Monitored or Blocked

App/ISMiner-B 0772
PUA 073 Mal.Gen.KA § 072
Other Malware § 072 App/Coinhive-A |} 0/1
0 20 40 60 80 0 20 40 60 80
Transactions Transactions
Transactions Monitored Transactions Monitored
B Transactions Blocked B Transactions Blocked
Chart Options... | Export... Chart Options... | Export...
Malware Categories
Malware Category Transactions Monitored Transactions Blocked Transactions Detected «
PUA 0 73 73
Other Malware 0| 2 2
Totals (all available data): | 0 75 | 75

Columns... | Export...

Malware Threats
Malware Threat ‘ Malware Category Transactions Monitored Transactions Blocked Transactions Detected +

App/1SMiner-B ‘ PUA o 72 72

Mal.Gen.KA ;70ther Malware 0 2 27
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9. WILIIFTDO—EDOHHIS, BHE 1 D29)vHLET, COLKR—MIIL, BEEEDOIRIDHZI75/4/T7 o a0, BRICETS
HEARTINET,

Anti-Malware

B Printable POF (3

LG LT 30 days v

17 Dec 2017 00:00 to 16 Jan 2018 10:29 (GMT -05:00)

Top Malware Categories: Monitored or Blocked Top Malware Threats: Monitored or Blocked

App/ISMiner-B 0772
PUA 073 Mal.Gen.KA § 072
Other Malware § 072 App/Coinhive-A |} 0/1
0 20 40 60 80 0 20 40 60 80
Transactions Transactions
Transactions Monitored Transactions Monitored
B Transactions Blocked B Transactions Blocked
Chart Options... | Export... Chart Options... | Export...
Malware Categories
Malware Category Transactions Monitored Transactions Blocked Transactions Detected «
PUA 0 73 73
Other Malware 0| 2 2
Totals (all available data): | 0 75 | 75

Columns... | Export...

Malware Threats
Malware Threat ‘ Malware Category Transactions Monitored Transactions Blocked Transactions Detected +

App/1SMiner-B ‘ PUA o 72 72

Mal.Gen.KA ;70ther Malware 0 2 27
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|

10. A=a—hi5 [LR—F(Reporting)] > [&E A< I)L 7 BAfH (Advanced Malware Protection)] Z#IiRLFET . COLHR—MIIEL,
AMP [Z&H>THIR/IRF v SN BROFEMSRRINET,

Advanced Malware Protection

Click here to view reports prior to AsyncOS 10.0

A Printable POF 5

Time Range: E{EENS

17 Dec 2017 00:00 to 16 Jan 2018 10:32 (GMT -05:00)

Incoming files handled by AMP Incoming files handled by AMP Summary
03%1.6% 6,05 Disposition
Clean 7,282
Malicious 416
Unknown 112.3k
Unscannable 1,952
Total 121.9k
92.1% Export...
Clean (6.0%) I Unknown (92.1%)
B Mmalicious (0.3%) . Unscannable (1.6%)
Export...
Top Malware Threat Files: Monitored or Blocked Trend: Malware Threat Files Detected
70
63
56
49-
42
35
28
€a44e077...dbd4f2d2 [T I 2137213 21
bb4177de...12cdd69d [T I 201,201 14+
ofd28fec...cab4a849 | 22 7
0 200 400 600 04— S : —_—
& 19-Dec 26-Dec 02-Jan 09-Jan 16-Jan
Transactions

11. [RIL9I7EBEI74 )L (Malware Threat Files)] € TRZ0—J)L &9 LES  BEDEBRHICET I ERARTINET,

Malware Threat Files

Malware Threat File SHAZ56 | Filenames | Threat Name | File Type Transactions Monitored | Transactions Blocked ‘ Transactions Detected +
ofd2sfec...cab4a84s fontawesome-webfont.woff . W32.Autc:Dfdzsfeceg.inos.'ralos! application/octet-stream 2! 2 | 4
ead4e077...db44f2d2 25256-677636-winzip.exe I W32.Trojan.NM ! application/x-dosexec 213% 213 | 426
bb4177de...12cdd69d FreeRARExtractorElite.exe I W32.B6B4177DEAS-95.5BX.TG ! application/x-dosexec 201 : 201 | 402
Totals (all available data): ke i - I - 4165 416 ‘ 832
Columns... | Export...
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12. SHA Z7AILDOVTIDEIIVILET, COLR—MIIE, FOVA—RFEN=zRIZTAVIESN=T7M L DERIDRTRSINET,

Malware Threat Files > SHA256 0fd28fec...cab4a849

i Printable PDF (5

Time Range: EEVS v

17 Dec 2017 00:00 to 16 Jan 2018 10:34 (GMT -05:00)

Top Users: Transactions Detected

exec_userl 2 2
guest_user3 2 1

0 2 4 6 8 10 oI[«ll-ll'\Ill|||l!!|ll||»ll‘||v
19-Dec 26-Dec 02-Jan 09-Jan 16-)aa

Transactions :
Transactions

B Transactions Detected
B Total Transactions Detected

Chart Options... | Export... .
Chart Options... | Export...

Users Matched
User ID or Client IP | Bandwidth Used Transactions Monitored Transactions Blocked | Transactions Detected v
7exec_user1 0B 1 ‘ 1 2
guest_user3 0B 1 1] 2
Totals (all available data): ' 0B - 2 - 2 4
I | Columns... | Export...
Files Matched
Filename Bandwidth Used |  Transactions Monitored Transactions Blocked |  Transactions Detected
fontawesome-webfont.woff ' 0B 2 . 2 v 4
Totals (all available data): ? 0B 2 l 2 4

| [} Find Filename Columns... | Export...
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13. [E¥# (More Details)] £733>FTRYIO—)L BHULTYLI%ED)vITBE, Web FoyFx o5 CBET 28R TEET,

Files Matched

Filename | Bandwidth Used | Transactions Monitored Transactions Blocked | Transactions Detected
fontawesome-webfont.woff | 0B | 2 z | 4
Totals (all available data): | 08 | 2 2| a

| I Find Filename Columns... | Export...

More Details on this threat file |

All transactions for this threat: facabdag49

File Analysis details: File Reputation and Analysis Repol

14. EHOATIIVEEELT, Web by T DEME I IILE) T TEETS,

Web Tracking

Proxy Services 4 T . i CKS P

Available: 01 Sep 2017 08:15 to 08 Jan 2018 16:59 (GMT -05:00)

Time Range: |Custom Range... | 01 Sep 2017 08:00 through 16 Jan 2018 10:34 (GMT -05:00)
User/Client IPv4 or IPv6: (7] | |(e.g. jdoe, DOMAIN\jdoe, 10.1.1.0, or 2001:420:80:1::5)
I Website: | |(e.g. google.com)
Transaction Type:
b Advanced | crren Criteria: File SHA256: 0fd28fece9ebd606b8b071460ebd3fc2ed7be7a66efo1c8834f1 Ldfacabdas4s.

URL Catedory: | (@) Disable Filter
O Filter by URL Category:

Application: (@ Disable Filter

Filter by Application:

E(ex. Yahoo Messenger)

Filter by Application Type:
I I(ex. Instant Messaging)

Policy: | @ Disable Filter
() Filter by Policy:
Advanced Malware Protection: | @) pisable Filter
O

Filter by Filename:
| l(ex.avmWinS:!Lib.jar}

() Disable Filter

®)  Filter by File SHAZ56:
|{de23feoe9&' bd&l]ﬁthCl! (ex.c44c8f1e50f7d8cceb483e45f4e5f4e071e2a6408893bb1095872a3c2f0f5c58200f)

(® Disable Filter
() Filter by AMP File Verdict:
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15. [5£#8 (More Details)] £ avIZRY., [Z7AILLE 27— 3> &4 #L7R—F (File Reputation and Analysis Report)] #45')v4L
EZ 8

Files Matched

Filename Bandwidth Used Transactions Monitored Transactions Blocked Transactions Detected »
fontawesome-webfont.woff oB 2 2 4
Totals (all available data): 0B 2 2 4

[ i} Find Filename Columns... | Export...

| More Details on this threat file |

Web Tracking for SHA256 0fd28fece9ebd606b8b071460ebd3fc2ed7bc7a66ef91c8834f1 1dfacab4aB49

File Reputation and Analysis Report l

All transactions for this threat:

File Analysis details:

FE:TOVIENIFRL WSA [TEEEN -/ RICES TR, FHRATCICRRENZEVEENHYET , ThiF, LE2AT—avITko
TEIEIZTOyIEnt-Y A NEITHTHoYTS-HTT,

File Analysis Detail > 0fd28fec...cab4a849
B Printable PDF 5

File Reputation Summary

17 Dec 2017 00:00 to 16 Jan 2018 10:42 (GMT -05:00)

File Name Reputation Score Dispaosition Reputation Verdict Time
fontawesome-webfont.woff 0 | Malware Mon Dec 18 10:29:03 2017
Export...

File Analysis Summary

General Information

No data found

Behavioural Indicators

No data found
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16. A=a—Mh 5 [LiR—k(Reporting)] > [Web F5w¥2 4 (Web Tracking)] £ #IRLET . RFERVIRAEFEALT, Web 4 A+
(Website)] IZ. TCisco.com]EAFILFETY , [FfEl#EEH (Time Range)] % [30 BfE (30 days)] [ZERELF T . [1®3 (Search)] &4
ILET,

Web Tracking

Proxy Services L4 Traffic Monitor SOC!
Available: 01 Sep 2017 08:15 to 08_

User/Client IPv4 (e g Jdoe, DOMAIN\)doe, 10.1.1.0, or 2001:420:80:1: 5)

WI_ (e-g. google.com)
‘All Transactions v
b Advanced |

| Search transactions using advanced criteria.

Transaction Type:

17. RAUIT—BTHITRTOYAMIDNT, HIEHER. ERATER. 772X 2—HFLGENRTEINET,
Web Tracking

_J Proxy Services L4 Traffic Monitor | | SOCKS Proxy

Available: 01 Sep 2017 08:15 to 08 Jan 2018 16:59 (GMT -05:00)

Time Range: ‘ |3o days v

User/Client IPv4 or IPv6:

I(e.g. jdoe, DOMAIN\jdoe, 10.1.1.0, or 2001:420:80:1::5)

Website: ‘ I | (e.g. google.com)

Transaction Type: | [All Transactions v

b Advanced ‘ Search transactions using advanced criteria.

Clear [ Search |

Printable Download

Generated: 16 Jan 2018 10:48 (GMT -05:00)

Items Displayed

Displaying 1 - 50 of 226 items. «Previous [1]2|3|4]5]| Next =
Time (GMT -05:00) « Website (count) Display All Details... Disposition Bandwidth User / Client IP

08 Jan 2018 16:00:38 tunnel //www.cisco.com:443 (79) j Allow 3.3MB ‘ exec_user3 198.19.10.203
08 Jan 2018 16:00:38 http //www.cisco.com Monitor 1,0568B : exec_user3 198.19.10.203
708 Jan 2018 14:27:32 tunnel.//www.asco.com:443 (2) :Allow 44.1KB v finance_user3 198.19.10.221
708 Jan 2018 14:27:32 . http://www.cisco.com Monitor 1,123B v finance_user3 198.19.10.221
708 Jan 2018 13:51:19 tunnel://www.cisco.com:443 (2) :Allow 45.0KB v finance_user2 198.19.10.220
708 Jan 2018 13:51:19 http://wwwi.cisco.com Monitor 1,0958 [ finance_user2 198.19.10.220
708 Jan 2018 13:02:44 h&b://www.cisco.com Monitor 1;1063 [ guest:users 198.19.10.229
708 Jan 2018 13:02:44 VI tuﬁﬁel://www.dsco.com:443 (2) Allow 7‘ 4;1.0KB ‘7 éuest;users 198.19.10.229
08 Jan 2018 12:07:56 http://www-china.cisco.com 7 ) Monitor ‘ 881B 7 ) hr;user3 198.19.10.209
08 Jan 2018 12:01:59 1 tuﬁﬁel:)/www.cisco.com:443 (57) ”Allow 1 2.1MB [ ﬁnance;usero 198.19.10.218
08 Jan 2018 12:01:57 1 tunnel://www.cisco.com:443 (21) MAIIow i 1,001.1KB : finance_user0 198.19.10.218
08 Jan 2018 12:01:56 1 tunnel'//www cisco.com:443 MAIIow j 66.4KB : finance_user0 198.19.10.218
08 Jan 2018 11:52:36 tunnel //www.cisco.com:443 (79) MAIIow i 3.1MB : finance_user3 198.19.10.221
708 Jan 2018 11:52:35 http //wiwivi.cisco.com 1 Monitor 1 1,0608 i finance_user3 198.19.10.221
708 Jan 2018 10:27:23 | htto://www-europe.cisco.com | Monitor 1 8988 i auest user3 198.19.10.227
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