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About this Document 

This document is for partners, customers, Cisco engineers who are deploying Cisco Web Security Appliance (WSA 
9.0.0-324 or higher) with Cisco Identity Service Engine (ISE 1.3 or higher) and leveraging Cisco Platform Exchange 
Grid (pxGrid). 

The readers of this document should be familiar with the WSA, TrustSec, ISE and pxGrid. 

This document covers the WSA and ISE pxGrid node integration in a Certificate Authority (CA) signed environment.  
It is assumed that the ISE pxGrid nodes are deployed in a distributed ISE deployment as separate nodes, one being the 
primary and the other being the secondary.  

If you are not familiar with deploying pxGrid in a Distributed ISE environment, please see: 
http://www.cisco.com/c/dam/en/us/td/docs/security/ise/how_to/HowTo-88-Configuring-pxGrid-in-an-ISE-Distributed-
Environment.pdf 

WSA and ISE pxGrid node integration includes: 

 WSA private key and certificate signing request (CSR) generation using openSSL 

 Uploading of ISE pxGrid node and ISE monitoring node (MNT) certificates 

 Uploading CA root certificate into WSA trusted store 

 Creation of web access policies and application decryption policies denying end-users assigned an engineering 
security group tag from Facebook access.  

It is assumed that ISE pxGrid nodes have already been configured in a distributed ISE environment using signed 
certificates from the same CA authority that will sign the WSA client certificates. 

A Security Group Tag (SGT) representing he engineering group will be created and assigned to an authorization policy 
allowing successfully authenticated users who belong to the Windows /Domain/Users group. 

Security group tags provide an easier way to implement corporate security policies.   

SGT's are a convenient, flexible way to implement corporate security policies overcoming ACL and VLAN 
restrictions. 

The following use cases are covered: 

 An employee SGT will be assigned to end-users belonging to the Windows /Domain/Users Group and allowed 
Box.com access and denied Facebook access with Netflix bandwidth restrictions 

 A guest SGT will be assigned to ISE internal users belonging to a Guest Identity group and allowed Facebook 
access and denied Box.com access. 

 A contractor SGT will be assigned to ISE internal users belonging to a Contractor Identity group and allowed 
Facebook access and denied Box access. 

These guest and contractor use case will rely on ISE Central Web Authentication (CWA). The reader should have the 
appropriate commands on the switch to allow for this operation. These are also listed in the Appendices. 

It is also assumed that the switches support RADIUS Change of Authorization (CoA) and Central Web Authentication 
(CWA) 

http://www.cisco.com/c/dam/en/us/td/docs/security/ise/how_to/HowTo-88-Configuring-pxGrid-in-an-ISE-Distributed-Environment.pdf
http://www.cisco.com/c/dam/en/us/td/docs/security/ise/how_to/HowTo-88-Configuring-pxGrid-in-an-ISE-Distributed-Environment.pdf
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Please check with Cisco Switch compatibility matrix http://www.cisco.com/c/en/us/td/docs/security/ise/1-
4/compatibility/ise_sdt.html to ensure that the switch is supported. 

http://www.cisco.com/c/en/us/td/docs/security/ise/1-4/compatibility/ise_sdt.html
http://www.cisco.com/c/en/us/td/docs/security/ise/1-4/compatibility/ise_sdt.html
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Solution Introduction- WSA with TrustSec, ISE and pxGrid 

The Cisco Web Security Appliance (WSA) provides secure web access by enforcing an organization’s web security 
policies from users and groups from a variety of different authentication stores such as Microsoft Active Directory 
(AD), Novell’s eDirectory and LDAP servers. 

The WSA authenticates users or groups based on the creation of authentication realms, assigning them to the 
identification profile, and then to associated WSA web access policies. End-users are either prompted for their 
credentials or transparently redirected to the WSA for authentication. The Cisco Context Directory Agent (CDA) is 
used for transparent user redirection. The Cisco Context Directory Agent (CDA) is installed on a Microsoft Active 
Directory (AD) domain and defined in the WSA authentication realm settings. The WSA will query the context 
directory agent for the IP-username mapping in AD, and obtain the username. The end-user is never prompted for their 
credentials, resulting in single-sign on (SSO) for web transactions. The IP-Username information is cached on the 
WSA and will query the CDA for updated or new user authentication information. 

Cisco TrustSec can help streamline the WSA SSO process by assigning a SGT to successfully authenticated 802.1X 
end-users or non-802.1X authenticated devices. This same SGT can be applied to the WSA web access policy(s) 
enhancing the WSA identity policy(s). 

For example, a Security Group Tag of engineering is defined in the Cisco Identity Service Engine (ISE).  This will 
represent an organization’s web security access policy for its engineering department.  This SGT represents the end-
users Engineering AD group, device type, posture compliant status that represents an organization’s web security 
compliance policy. 

Once the end-user successfully authenticates via 802.1X through ISE and meets these authorization conditions, they 
will be assigned the Security Group Tag.   This SGT can then applied the WSA’s identification policy and associated 
web security policy.   

Centralized user and device management is provided from the ISE management console.  SSO is provided from the 
successful 802.1X end-user authentications in ISE.  Non-802.1X devices such as printers, cameras, etc. are profiled 
and provided or non-provided network access pending ISE authorization polices. These can also be assigned a Security 
Group Tag and tied to a WSA web access policy as well. 

It is crucial that the WSA knows the identity of the originator of the web transaction. The SGT provides this 
information and also includes additional ISE contextual information. 

Cisco Platform Exchange Grid (pxGrid) provides the framework for the WSA to consume this contextual information 
from ISE. 

Cisco Web Security Appliance (WSA) 

The Security Web Security Appliance (WSA) provides advanced malware protection, application visibility controls, 
and acceptable-usage policies for securing corporate web traffic.  In this document, the identity profiles and web 
security policies will be tagged and enforced using the SGT to differentiate between the different levels of web access. 

Cisco TrustSec 

Security Group Tags (SGT) are part of the Cisco TrustSec Solution.  These Security Group Tags are defined in ISE 
and applied at ingress (inbound to the network).  These Security Group Tags are defined in ISE and can represent a 
grouping of users, endpoint devices, line of business, etc.  These tags can then be applied to a network access policy 
and used by network devices to make forwarding decisions and share access control policies across the network 
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infrastructure.  A SGT is a unique 16-bit security group number assigned to a security group. For ease of 
understanding a security group can also have a descriptive name. 

These security group tags are defined and implemented as authorization profiles in an ISE authorization policy 
consisting of condition rules defining an organizations security policy. 

These security group tags can make an organization’s security policy uniform or global across the network.   

In this document, an authorization policy will be created such that all successfully authenticated end-users belonging to 
the /users/domain Windows group receive an engineering security group tag mapping them to the SGT. The security 
group tag will be mapped to the end-user’s device and used to establish restricted WSA access policies denying end-
users assigned and Engineering SGT from accessing Facebook. 

Cisco Identity Service Engine (ISE) 

Identity Service Engine (ISE) is a security policy management and identity access management platform solution. ISE 
provides centralized management by defining/issuing/enforcing 802.1X authentications, guest management policies, 
posture, client provisioning and TrustSec policies.  The ISE session directory provides contextual information with 
regards to authenticated 802.1X and non-802.1X devices such as username, IP address, device type, SGT, posture 
status, MAC address which is used by pxGrid to publish this information to registered pxGrid clients. 

In addition ISE simplifies access control and security compliance for wired, wireless, and VPN connectivity and 

supports corporate security policy initiatives, such as BYOD. 

Cisco pxGrid 

Cisco Platform Exchange Grid (pxGrid) enables multivendor, cross platform network system collaboration among 
parts of the IT infrastructure such as security monitoring and detection system, network policy platforms, asset and 
virtually configuration management, identity and access management platforms, and virtually and other IT operations 
platform. 

When business or operational needs arise, Cisco’s Security Solutions such as WSA and ecosystem partners can use 
pxGrid to exchange contextual information via a publish/subscribe method.  

ISE publishes topics of information exposing ISE contextual information using session attributes, the pxGrid clients, 
such as the WSA will subscribe to the ISE published sessions: 

Topics include: 

 TrustsecMetadata information exposes the security group tag umber and description 

SecurityGroup : id=150138d0-cfc7-11e3-9e0e-000c29e66166, name=Engineering, desc=, tag=3 

  EndpointProfileMetadata, providing ISE endpoint policy information such as changes/modifications to the 
ISE profiling policy 

Endpoint Profile : id=886f7570-bd0c-11e3-a88b-005056bf2f0a, name=Apple-iDevice, fqname Apple-Device:Apple-

iDevice 
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 EndpointProtection Service Capability exposes the Adaptive Network Control (ANC) mitigation actions that 
are available to pxGrid clients that can take mitigation actions such as quarantining an IP/unquaranting by 
MAC address of an authenticated endpoint. 

 SessionDirectory exposes the authenticated use session attribute information such as the username and device 
information 

session (ip=192.168.1.14, Audit Session Id=0A0301030000001E00FEBAD7, User Name=jsmith, Domain=lab4.com, 

Calling station id=00:0C:29:77:A8:C7, Session state= STARTED, Epsstatus=null,Security Group=Engineering, 

Endpoint Profile=Microsoft-Workstation, NAS IP=192.168.1.2, NAS Port=GigabitEthernet1/0/9, RADIUSAVPairs=[ 

Acct-Session-Id=00000027], Posture Status=null, Posture Timestamp=, Session Last Update Time=Tue Apr 29 

15:11:46 GMT-05:00 2014  

 IdentityGroup  exposes ISE user and group information, also if the group was profiled. 

user=jeppich,WIN7-PC001.lab6.com 

group=Workstation 

user=18:E2:C2:91:BD:3B 

group=Profiled 

Cisco security solutions and ecosystem partners will register as a pxGrid client to the ISE pxGrid node and subscribe 
to these topics in providing more contextual information around the event, such as user identity information, device 
operating system, security group tags (SGT) These pxGrid clients can also download bulk session records. 

As in the case of the WSA, the Session and SGT bulk downloads occur only on the WSA ISE service start or restart 
(i.e. due to WSA ISE config changes), and is downloaded from the ISE MNT node via the ISE RESTful API.  End-
users are identified based on their session information, IP address and associated IP-session mappings obtained from 
ISE. The SGT IP-session mapping are cached locally.  If the WSA finds the IP address of the request it will do a 
lookup locally for the IP-SGT mapping and associate the transaction with the corresponding SGT, else will make an 
on-demand query the ISE pxGrid node for the SGT for new IP address based on its subscription to the Session 
Directory and TrustsecMetadata topics. 

 

Below is the WSA registered as the ISE pxGrid and subscribed to the published information topics.      
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Dynamic Security Group Tag Assignment Using ISE 

Organizations security policies can be defined based on these security group tags (SGT). This allows an organization 
to have uniform and global security policies across the network.  Some other examples include: corporate end-users 
with recommended devices coming on the corporate network following corporate acceptable usage policies. This can 
be represented by a single SGT.  If Cisco TrustSec is enabled on the organization switches, these security group tags 
can also be enforced on the network.  Typically, security group tags of 2 are given to network devices such as 
switches, routers, firewalls.  

Step  1 Create an engineering security group tag 
Policy->Policy Elements->Trustsec->Security Groups->Add->Engineering->Submit 
 

                   
 

Step  2 Create Authorization Policy to assign SGT authorization profile to policy 
Policy->Authorization-> and add the following authorization rule: 
 
Rule Name: Engineering; 
New Condition: External Groups:equals:pxGrid_Users 
Authorization Profile(s): Engineering and Permit Access 
 

                  
 

Step  3 Select->Save 
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Cisco WSA Installation 

This initial WSA setup will be performed using the WSA System Wizard.  This includes the WSA network 
configuration, interfaces for management and traffic monitoring, changing default admin credentials. 

WSA System Wizard  

Step  1 System Administration->System Setup->System Setup Wizard, enter the management IP address of the 
WSA.  

Note: In this document, 10.0.0.9 is used at the management IP address of the WSA 

http://10.0.0.9:8080 

Step  2 Enter the system information and DNS server information 
 

                  
 

Step  3 Select->Next 

Step  4 If there are no other web proxies in your network, Select Next 
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Step  5 In this document, all M1 is used for management and also for handling all the traffic 
 

                  
 

Step  6 Click->Next 

Step  7 In this document, Simplex TAP is set  
 

                   
 

Step  8 Click->Next 
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Step  9 Enter the network routes 
               

                  
 

Step  10 In this document an explicit proxy will be used, Click->Next 

Note: PC client proxy settings are listed in the Appendices 

 

                  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Step  11 Enter admin name, password, email address 
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Step  12 Click->Next 

Step  13 In this document, all the defaults are set 
 

                    
 

Step  14 Click->Next 
 
 
 
 
 
 
 
 
 
 
 

Step  15 Review the settings 
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Step  16 Click->Install this configuration 
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WSA and ISE pxGrid Node Configuration using CA-Signed 
Certificates 

This section covers the WSA and ISE pxGrid node configuration in a Distributed ISE Deployment with dedicated 
primary and secondary pxGrid nodes in an Active Standby Configuration. Please note that a Microsoft Enterprise 2008 
CA Certificate Authority (CA) server was used to sign the ISE nodes, ISE pxGrid nodes and the WSA. Please note a 
customized pxGrid template containing an EKU of both client authentication and server authentication was created and 
used for the WSA and ISE pxGrid node certificates.  

First we will upload the CA root certificate into the WSA trusted store 

Note:  The CA root certificate has already been imported into the ISE trusted system store. 

The WSA private key and the certificate-signing request (CSR) will be created.  The CSR request will be 
copied/pasted into a Microsoft’s advanced user request using the customized pxGrid template. The WSA certificate 
will be downloaded and both the WSA public certificate and private key will be uploaded to the WSA. 

ISE access logs will be configured on the WSA to help trouble-shoot WSA+ISE integration issues, such as WSA 
services restarting, and not being able to resolve the ISE+pxGrid IP address or FQDN through the WSA. 

The CA root certificate from the pxGrid primary and pxGrid secondary nodes will be uploaded into the WSA.  The 
pxGrid nodes will query the admin nodes to see which one is operational. By default the primary pxGrid node will be 
active and the secondary pxGrid node inactive.  In the event a complete PPAN failure occurs, and the SPAN becomes 
active, the primary pxGrid node will see the SPAN as active PPAN. 

The public certificates from the primary and secondary ISE and MNT nodes are uploaded into the WSA for bulk 
session download information for the initial WSA startup. If the primary MNT goes down, the WSA will still contain 
the SGT-IP mappings in the cache and will also detect that the primary MNT is down via query checks from the 
primary admin node (PPAN). The MNT nodes will also query the admin nodes to which one is operational.  If the 
MNT nodes have multiple certificates, the one designated for admin purpose will be selected. 

 

 

 

 

 

 

 

Adding CA Root Certificate to WSA Certificate Trust Store 

Add CA Root Certificate to WSA Trusted Store 

Step  1 Select->Network->Certificate Management->Manage Trusted Root Certificates->Import and upload the 
CA root certificate->Submit->Commit 
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Configuring CA-Signed WSA Client Certificate 

Creating WSA private key and CSR request 

You can use a MAC or Linux server for creating the private key and CSR request.  In this example, a MAC was used. 

In the below example, the WSA private key was created: 

openssl genrsa -out wsa1.key 4096 

Generating RSA private key, 4096 bit long modulus 

.............................................................................................................

..................................................................++ 

.......................................................++ 

e is 65537 (0x10001) 

In the below example, the CSR request is generated from the WSA private key: 

openssl req -new -key wsa1.key -out wsa1.csr 

You are about to be asked to enter information that will be incorporated 

into your certificate request. 

What you are about to enter is what is called a Distinguished Name or a DN. 

There are quite a few fields but you can leave some blank 

For some fields there will be a default value, 

If you enter '.', the field will be left blank. 

----- 

Country Name (2 letter code) [AU]:US 

State or Province Name (full name) [Some-State]: Maryland 

Locality Name (eg, city) []:Germantown 

Organization Name (eg, company) [Internet Widgits Pty Ltd]:Cisco 

Organizational Unit Name (eg, section) []:Engineering 

Common Name (e.g. server FQDN or YOUR name) []:wsa.lab6.com 

Email Address []: 

 

Please enter the following 'extra' attributes 

to be sent with your certificate request 

A challenge password []: 

An optional company name []: 

 

Copy/paste the CSR request into the pxGrid-customized template and download in a base-64 encoded format 
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Step  1 Select-Submit 

Step  2 Download “base-64” 
 

 
 

Step  3 Download “base-64”, then submit 

Step  4 Also download the root certificate in “base-64” 

 

 

 

 

 

 

 

Creating WSA private key and CSR request from WSA (alternative) 

Generate WSA CSR for pxGrid operation 

 

Step  1 Select->Network->Identification Service->Identity Service Engine->Edit Settings->WSA Client 
Certificate->Generate New Certificate and Key 
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Step  2 This will generate the CSR request, enter the information 
 

                  
 
 

Step  3 Select->Generate, you should see that the certificate and key have been successfully generated. 
 

Step  4 Select->Download the Certificate Signing Request and open using an editor 
 

                    
 

Step  5 Cut/Paste into customized pxGrid template 
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Step  6 Submit Advanced User request 
 

                
 

Step  7 Select-Submit 

Step  8 Download “base-64 encoded” 
 

                   
 

Step  9 Click->Submit 

Step  10 Also download the root certificate in “base-64 encoded” 
 
 
 

Step  11 Upload the WSA+pxGrid identity certificate 
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ISE Service configuration on WSA 

Step  1 Create access log to include the custom field: 
System Administration->Log Subscription->access logs->Custom Fields-%m  

Note: this will be used to troubleshoot WSA and ISE+pxGrid node connection issues, such as non-resolvable host if the WSA RESTful API cannot 
be established upon boot. 

 

                    
 

Step  2 Submit->Commit the changes  
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Uploading primary pxGrid node certificate 

 

Step  1 Select->Network->Identification Services->Identification Service Engine 
 

                  
 

Step  2 Select->Enable and Edit Settings 

Step  3 Enter the pxGrid1 IP address or FQDN 

Note: You can only have 2 pxGrid nodes per ISE deployment. This serves as a pxGrid Active-Standby configuration; only one ISE+pxGrid node can 
be active at a time.  In a pxGrid Active-Standby configuration, all information is passed through the PPAN, where the second ISE+pxGrid node 
remains inactive. 

Step  4 Upload the CA root certificate for the primary pxGrid node 
Upload the CA root public certificate. 

 

                   
 
 
 
 
 
 
 
 
 
 
 
 
 

Uploading secondary pxGrid node certificate 

Step  1 Enter the pxGrid2 IP address or FQDN 
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Step  2 Upload the CA root certificate for the primary pxGrid node 
Upload the CA root public certificate. 
 

 

Uploading Primary Monitoring node certificate 

Step  1 Upload the Primary MNT public certificate 
 

                  

Uploading Secondary Monitoring node certificate 

Step  1 Upload the Secondary MNT public certificate 
 

                   
 

Uploading the WSA certificate and private key 

Step  1 Under WSA Client Certificate, upload the public certificate, wsa1.cer and WSA private key, wsa1.key 
 



   

 

 

 

 

Cisco Systems © 2015 Page 24  

SECURE ACCESS HOW-TO GUIDES 

                   
 

Running Test 

Step  1 Start Test, you should see the following: 

Checking DNS resolution of ISE pxGrid Node hostname(s) ... 

Success: Resolved '10.0.0.93' address: 10.0.0.93 

Success: Resolved '10.0.0.95' address: 10.0.0.95 

 

Validating WSA client certificate ... 

Success: Certificate validation successful 

 

Validating ISE pxGrid Node certificate(s) ... 

Success: Certificate validation successful 

Success: Certificate validation successful 

 

Validating ISE Monitoring Node Admin certificate(s) ... 

Success: Certificate validation successful 

Success: Certificate validation successful 

 

Checking connection to ISE pxGrid Node(s) ... 

Success: Connection to ISE pxGrid Node was successful. 

Retrieved 4 SGTs from: 10.0.0.93 

 

Checking connection to ISE Monitoring Node (REST server(s)) ... 

Success: Connection to ISE Monitoring Node was successful. 

REST Host contacted: ise14pmnt.lab6.com 

 

Test completed successfully.   

 
 
 
 
 
 
 
 
 
Below is a summary of the CA-signed WSA certificate configuration with pxGrid Active Standby in a distributed ISE 
environment 
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Step  2 Select->Commit changes twice 
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Verifying WSA as a registered pxGrid client 

Here we verify that the WSA has registered as a pxGrid client 

Step  1 Select->Administration->pxGrid Services, note the WSA has registered as a pxGrid client 
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WSA Policies 

An ISE Identification profile is created on the WSA to accept ISE authentications.  A web access policy is created for 
end-users assigned to the engineering security group tag.  This web access policy denies Facebook access based on 
URL filtering, and application decryption policies. 

Create identification Profile on WSA 

Step  1 Select->Web Security Manager->Authentication->Identification Profiles>Add Identification Profile 

Provide NAME: ISE 
 Identification and Authentication: Transparently modify users with ISE 
 Fallback to Authentication Realm or Guest Privileges: Support Guest Privileges 
 

                  
 

Step  2 Select->Submit Changes and then commit twice  
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Create WSA Access Policy 

Step  1 Select->Web Security Manager->Web Policies->Add Policy->Policy Name: Engineering 
 

Step  2 Select->Web Security Manager->Web Policies->Add Policy->Identification Profiles and Users->Select one 
or more identification policies->ISE->Select Groups and Users->No Tags Entered 
 
You will see the following: 
 

                
 

Step  3 Select “Engineering”->Add”, the SGT will be added to the access policy 
 
           

                 
 
 
 
 
 
 
 
 
 

Step  4 Click->Done. Note “Engineering” SGT tag is selected 
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You should see the following: 
 

                  
 

Step  5 Click->Done 

Step  6 Click->Submit 
 

Step  7 Under “URL Filtering” select->Global Policy and set to the following: 
 

               
 
 

Step  8 Select->Submit 

Step  9 Under “Applications” click on Global Policy  

Step  10 Under “Edit Applications Settings” select “Define Applications Customs Settings and block all Facebook 
applications 
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Step  11 Click->Submit and Commit Changes twice 
 
You will see the following: 
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Create WSA Decryption Application Policy 

Step  1 Web Security Manager->Web Policies->Decryption Policies->Add Policy->Enable Policy->Policy Name: 
DecryptEngineerig 

 

                
 

Step  2 Identification Profiles and Users ->Select One or More Identification Profiles->ISE->ISE Secure Group 
Tags: No Tags Entered and select Engineering SGT 

 

               
 
 

Step  3 When completed, select->done->submit 
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Step  4 Under “URL Filtering” ->”Global Policy->Pass-through->Select All” and Decrypt Social Networking 
 
 

                
 
 

Step  5 Click-Submit->Commit (twice) 

Step  6 You should see the following: 
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Application Decryption 

HTTPS Proxy is enabled to decrypt encrypted web sites. The root public/private key pair will be uploaded in this 
example. You also have the option of uploading a CA signed certificate, using a subordinate CA template. This will be 
then used in a web access policy to block users who are assigned an Engineering SGT. 

Step  1 Go to Security Services->Proxy Settings->HTTPS Proxy 
 

Step  2 Click Enable and Edit Settings->Sign Proxy Agreement 
 

Step  3 Decryption Options->Decrypt for End-User Acknowledgement->Enable->Enable decryption for display of 
the end-user acknowledge page 

 

Step  4 Security Services->Use Uploaded Certificate and Key and select the root certificate public/private key pair 

and enter the password from Obtaining Root/private key pair below. 
 

                  
 

Step  5 Select->Upload Files, you should see they have been successfully uploaded 
 

                   
 

Step  6 Under “Decrypt for Application Detection”, enable “Enable decryption for enhanced application 
visibility…” 
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Step  7 Click ->submit, you will see the following, click “continue” 
 

                    
 

Step  8 Click Submit Changes->Commit twice 

Step  9 You should see the following: 
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Obtaining root public/private key pair  

Step  1 Backup up root ca with private key 
                   CA Authority->Right-click on PC->All Tasks->Backup CA 
 

                    
 

Step  2 Select->Next 

Step  3 Select Private Key and CA certificate, backup location, and provide a password 
 

                   
 
 

Step  4 Select->Next 

Step  5 This will be saved as .P12 file Use openssl to export the private/public key from the .P12 file certificate 

openssl pkcs12 -in lab6-WIN-49T17723UO8-CA.p12 -nocerts -out rootkey.cer 

Enter Import Password: 

MAC verified OK 

Enter PEM pass phrase: 

Verifying - Enter PEM pass phrase: 
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openssl pkcs12 -in lab6-WIN-49T17723UO8-CA.p12 -clcerts -nokeys -out rootcert.cer 

Enter Import Password: 

MAC verified OK 

Note: Import and PEM passphrase will be the password that was specified when exporting the CA backup certificate 
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Client Testing 

The end-user authenticates and is assigned to Engineering SGT, based on the initial policy web access and bandwidth 
are monitored. An explicit proxy was used on the client PC, user types https://facebook.com in browser. Internet 
Explorer proxy settings can be found in the Appendices. 

Step  1 User accesses Facebook by typing: www.facebook.com, access is denied 

     

Step  2 User types: https://facebook.com, access is denied 

              

 

https://facebook.com/
http://www.facebook.com/
https://facebook.com/
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Step  3 On the virtual WSA, type: 

isedata 

CACHE 

SHOW 

 

Note the SG-IP mapping for the authenticated user 

Isedata provides ISE operational statistics on downloaded tags and provide a display of IP-SGT username mappings 
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User Reports 

The WSA reporting provides visibility into end-users traffic pattern by accessing web sites, monitoring web usage, 
providing details on blocked web transactions.  Reporting also includes tracing back the end-user’s IP address from a 
specific URL to provide details of the web transaction. 

Step  1 Select->Reporting->Users. The user has some blocked transactions 

                   

 

Step  2 In the report, select “Transactions Blocked”, note the details transactions on the blocked facebook 
transaction 
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Step  3 You can also select a Policy Trace under System Administration, enter Identity Services Engine (ISE for 
Authentication/Identification and the client IP address 

                   

                You should see the following policy trace 

               Note the Decryption Policy and the Access policy 
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Step  4 The overall user report will display the WSA matched access policy 
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WSA and ISE pxGrid node Configuration using Self-Signed 
Certificates in an ISE Stand-Alone environment 

An ISE stand-alone environment using self-signed certificates may be used in a POC environment.  The self-signed 
certificates for the WSA will be generated on a system that has openssl and keytool usually a Linux system. In this 
document, a MAC was used to generate the WSA private key, CSR request, and self-sign the certificates. 

The ISE self-signed certificate will be exported from ISE and imported into the WSA trusted store. In an ISE stand-
alone environment, the ISE identity certificate serves the purpose of all the ISE nodes and is the self-signed certificate. 
This certificate will be exported from the ISE system store and imported into the ISE trusted system store.  The ISE 
identity certificate is exported and imported into the WSA trusted certificate store. 

The WSA self-signed certificate will be exported and imported into the ISE trusted system certificate store. The WSA 
self-signed certificate will also be imported into the WSA trusted store. The self-signed certificate by default is not 
trusted and must be imported into the WSA trusts store, otherwise the WSA will not be able to download the initial 
bulk session record information and not be able to connect with the ISE pxGrid node. 

The same WSA self-signed certificates can also be used for the HTTPS proxy certificates used in the WSA Decryption 
policies. 

Create Self-Signed Certificate for the WSA 

The self-signed certificate public/key pair will be created and generated. The WSA self-signed certificate will be 
uploaded to the WSA, and to the ISE+pxGrid node trusted system store. This certificate will also be used for the 
HTTPS proxy setting. 

Step  1 Create a private key for the WSA 

openssl genrsa -out wsa_self.key 4096 

Generating RSA private key, 4096 bit long modulus 

.++ 

........++ 

e is 65537 (0x10001) 

 

Step  2 Generate CSR request for the WSA from the private key 

openssl req -new -key wsa_self.key -out wsa_self.csr 

You are about to be asked to enter information that will be incorporated 

into your certificate request. 

What you are about to enter is what is called a Distinguished Name or a DN. 

There are quite a few fields but you can leave some blank 

For some fields there will be a default value, 

If you enter '.', the field will be left blank. 

----- 

Country Name (2 letter code) [AU]: 

State or Province Name (full name) [Some-State]: 

Locality Name (eg, city) []: 

Organization Name (eg, company) [Internet Widgits Pty Ltd]: 

Organizational Unit Name (eg, section) []: 

Common Name (e.g. server FQDN or YOUR name) []: 

Email Address []: 
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Please enter the following 'extra' attributes 

to be sent with your certificate request 

A challenge password []:cisco123 

An optional company name []: 

 

 

Step  3 Type the following to self-sign the WSA certificate 

openssl req -x509 -days 365 -key wsa_self.key -in wsa_self.csr -out wsa_self.cer 

ISE Self-Signed Identity Certificate & ISE pxGrid Configuration 

Step  1 Export ISE Identity certificate into System Trusted Store 
Administration->System->Certificates->System Certificates->select ISE Identity Certificate->Export-
>Export Certificate Only 
 

Note: The private key is not required 

 

                   
 
 

Step  2 Save the defaultsignedservercerti.pem file, you can rename this file also 
 

Step  3 Select->Administration->System->Certificates->Trusted Certificates->Import->Certificate file->select the 
PEM file and upload 

 

Note: Ensure “Trust for Authentication within iSE” is enabled 
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Step  4 Click->Submit 

Step  5 Select->Administration->System->Deployment->select ISE node->Enable pxGrid 
 

                 
 
 
 

Step  6 Click->Save 
 

Step  7 Select->Administration->pxGrid Services. Ensure the ISE published nodes appear 

Note: This may take a minute for the pxGrid services to initialize 
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WSA and ISE pxGrid node Configuration 

 

Step  1 Upload the WSA self signed certificate and the ISE self-signed Identity certificate to the WSA trusted store 
Select->Network->Certificate Management->Manage Trusted Root Certificates->Import the files and 
submit->Commit Changes twice 

 

                  
 
 

Step  2 Upload ISE Identity Certificate pem file to the WSA 
Select->Network->Identification Services->Identity Services Engine->Enable ISE Service, provide the 
ISE+pxGrid IP address or FQDN->upload the ISE identity certificate  
 
 

                 
 
 

Step  3 Leave the secondary ISE+pxGrid node blank 
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Step  4 Upload the ISE identity certificate as the MNT node certificate 
 

                    
 

Step  5 Leave the secondary MNT node blank 
 

                  
 

Step  6 Upload both the WSA self-signed public certificate and the self-signed private key to the WSA 
 

                  
 

Step  7 Under Test Communication with ISE server->Start Test 
 

 

Checking DNS resolution of ISE pxGrid Node hostname(s)... 

Success: Resolved '10.0.0.21' address: 10.0.0.21 

 

Validating WSA client certificate... 

Success: Certificate validation successful 

 

Validating ISE PxGrid Node certificate(s) ... 

Success: Certificate validation successful 

 

Validating ISE Monitoring Node Admin certificate(s) ... 

Success: Certificate validation successful 
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Checking connection to ISE PxGrid Node(s)... 

Success: Connection to ISE PxGrid Node was successful. 

Retrieved 3 SGTs from: 10.0.0.21 

 

Checking connection to ISE Monitoring Node (REST server(s)... 

Success: Connection to ISE Monitoring Node was successful. 

REST Host contacted: ise14.lab6.com 

 

Test completed successfully. 

 

Step  8 You should see the following: 
 

                
 

Step  9 Commit changes twice 
 
 

Step  10 Upload wsa_self.cer into ISE trust store 
Select->Administration->Certificates->Certificate Management->Trusted Certificates and upload the 
wsa_self1.cer file. 
 

Note: Enable Trust for authentication within ISE 
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Step  11 Use the same WSA self-signed certs for the HTTPS Proxy 
Select->Security Services->Enable HTTP proxy and upload the public and private key from the self-signed 
certificate 

 

                 
 
 

Step  12 Enable decryption for enhanced visibility and security 
 

                    
 

Step  13 Click->Submit-> 
 

Step  14 You should see the following 
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Step  15 Commit Changes twice 
 

Step  16 Please see Dynamic Security Group Tag Assignment Using ISE, WSA Policies 
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Client testing 

The use case is for the same one where the user successfully logs in and is assigned and engineering security group tag 
and is denied Facebook access by the WSA. 

Step  1 End-user successfully logs in and is assigned an Engineering SGT 
 

                  
 

 

Step  2 User enters their proxy information proxy information 
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Step  3 User access https://facebook.com and is denied access 
 

                   
 
 
 
 
 
 
 
 
 
 
 
 

https://facebook.com/
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Use Case Scenarios 

Here will demonstrate the use cases of an organization’s corporate web security policies with regards to employees, 
contractors, and guests.  Each will be given security group tag representing an organization’s web security policy 

 An employee of the organization will be allowed Box.com access, denied Facebook access, and bandwidth 
restrictions on streamed media such as Netflix. An employee SGT will be assigned to the organization’s  
employees. 

 Guests will go through a sponsored guest portal.  This default sponsor portal will be used for ISE internal users 
who belong to the guest and contractor identity groups. The organization’s security web security for guest is to 
allow Facebook access and deny Box.com access. A guest SGT will be assigned to the organization’s guest 
users. 

 Contractors will be provided the same web security policy as guests. 

Additionally, ISE needs to be configured for Central Web Authentication (CWA). Additional ACL’s need to be put on 
the switch to redirect web traffic to ISE.  An authorization profile for CWA will be created for initial Guest and 
Contractor access for redirection to ISE. 

Note: Please make sure your switch is supported by ISE, by checking the  ISE compatibility matrix: 
http://www.cisco.com/c/en/us/td/docs/security/ise/1-4/compatibility/ise_sdt.html 

Separate identification profiles and web access policies will be defined for Employee, Guests, and Contractors will be 
defined on the WSA. 

ISE Internal User and Default Sponsor Guest Portal 

ISE internal users are configured for the Sponsor Guest portal. 

Step  1 Select->Administrator->Users->Add the users below and the Identity Groups 

Step  2 Select->Submit after each user 
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Step  3 Select->Guest Access->Guest Portals->Sponsor Guest, and keep the defaults 
 

Step  4  Test the ISE internal users by selecting Portal Test URL and enter the usernames 

                  

Step  5 Enter the user credentials, then Sign on 
 

                   
 

Step  6 Click->Sign On 
 

                           
 
 

Step  7 Click->Continue 
 

        
 
         You should see that the user credentials have tested successfully 
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Step  8 Select->Operations->Authentications 
 

                   
 

Step  9 Follow the same procedure for tesing JContractor 

 

ISE Dynamic Tags, Authorization Profiles, and Authorization Policies 

Create the security group tags for Employee, Contractor, and Guest. The authorization profile for CWA will be created 
and added to a Wired MAB condition rule in authorization policy. The security tag condition rules and associated 
security group tags will be applied to the authorization policy as well. 

Dynamic Tags 

Create Dynamic Tags for Employee, Guest and Contractor 

Step  1 Select –Policy->Policy Elements->results->Trustsec->Security Groups->add the additional tags for 
Employee, Guest, Contractor, then submit 

                    

     

Authorization Profile and Downloadable ACL’s for CWA 

The downloadable DACLs will be pushed down to the switch to allow redirection back to ISE.  This “redirect” DACL 
will be placed in the authorization profile for CWA. 

Step  1 Select->Policy->Policy Elements->Results->Downloadable ACL’s and Add the DACL content, then 
submit. 
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Step  2 Select->Policy->Policy Elements->Results->Authorization Profiles-Add Redirect for Name and add the 
redirect DACL and REDIRECT switch ACL, select the Sponsored Guest Portal The static IP address is the 
ISE node address in a stand-alone ISE deployment or the ISE PSN node in a distributed ISE node and is not 
required. 
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Authorization Policy 

The authorization policy has been updated to include the Employee, Contractor , Guest SGT and wired MAB rules. 

Step  1 Select->Policy->Authorization->add Employee-SGT Rule, Contractor-SGT Rule, and Guest-SGT rules: 
 
Employee SGT Rule – ExternalGroup/Domain/Users – Employee SGT 
Contractor SGT Rule – Identity Group: GuestType_Contractor (default) 
                                      IdentityGroup:Name contains GuestType_Contractor 
       Contractor-SGT and Permit Access 
Guest SGT Rule –         Identity Group: GuestType_Daily (default) 
                                      IdentityGroup:Name contains GuestType_Daily 
       Guest-SGT and Permit Access 
 

                  

Step  2 Add the CWA redirect rule: 
Redirect Rule ->Wired MAB condition from library.>Redirect authorization profile 

 

Step  3 Select->Save 
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Employee  

The WSA Identification Profile and the Web access policies for Employee is created.  The web access policy is to 
allow Box.com access and deny Facebook Access. 

Identification Profile and Web Access Policy 

Step  1 Select->Web Security Manager->Web Policies->Web Access Policies->and create the Employee 
Identification Profile by clicking on “Secure Group Tags; No Users Entered” and select the “Employee” 
Security Group Tag Name 

                   

Step  2 Click->Done 

Step  3 You will see the following: 
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Step  4 Click on Submit and Commit Changes twice 

Step  5 Under URL Filtering click on “Monitoring” 

Step  6 By default, File Transfer Services is set to Monitoring to allow Box.com access 

Note: A custom defined URL category for www.box.com can also have been created under Web Security->Custom categories.  This would have 
been present here under URL categories. 

Step  7 Proceed to “Block” Social Networking for Facebook. 

Step  8 Submit and Commit Changes twice 
 

                 
 
 

Step  9 Under Applications, select monitoring->Edit->Application Settings->Define Applications Custom Settings 

Step  10 Under Media, click on “no bandwidth limit” and set the bandwidth limit, then Apply, this will be applicable 
to all media types. 

Step  11 Click on Media to ensure, “Netflix” is selected 

http://www.box.com/
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Step  12 Click->Submit->Commit Changes twice 

Step  13 You should see the following: 
 

 
 

Step  14 A decryption policy for Facebook will be created for Employees.  See Application Decryption. 
 

                 
 

 

 

 

 

 

 

 

Testing 

The employee will authenticate successfully and receive an employee security group tag and denied Facebook access,  
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allowed box.com access, and restricted Netflix access. 
 

Step  1 The employee successfully authenticates via 802.1X and receives an employee security group tag and is 
denied Facebook access 

 

                   
 

Step  2 The employee is able to access Box.com 
 

                    
 
 
 

Step  3 When the employee accesses Netflix, they will notice the slow screen painting for the streaming media 
bandwidth restrictions 
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Step  4 “ISEDATA” is run on the WSA to obtain the SGT-IP mappings for employee LAB6\jeppich 
 

                     
 
 
 
 
 
 

Step  5 Select->Reporting->Users report.  Notice that jeppich has 3 blocked transactions, and has some bandwidth 
usage 
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Step  6 Click->jeppich to drill down to see the Box transactions, blocked Facebook access, streaming media 
bandwidth and matched Web Access employee policy. 
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Step  7 Select->System Administrator->Policy Trace. Note the policy trace for Netflix and matching Employee 
Web Access policy 

 

                     
 

                     
 
 

Step  8 Note the policy trace for Box and matching Employee Web Access policy 
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Step  9 Note the policy trace for Facebook and matching Employee Web Access policy and blocked transaction 
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Step  10 Select->Operations->Authentications to view the authenticated user and employee security group tag 
assignment 

 

                   
 
 

Guest  

The WSA Identification Profile and the Web access policies for Guest is created.  The web access policy is to deny 
Box access and allow Facebook Access. 

Identification Profile and Web Access Policy 

Step  1 Select->Web Security Manager->Web Policies->Web Access Policies->and create the Guest Identification 
Profile by clicking on “Secure Group Tags; No Users Entered” and select the “Guest ” Security Group Tag 
Name 
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Step  2 Click->Done 

Step  3 You will see the following 

                    

Step  4 Click on Submit and Commit Changes twice 

Step  5 Under URL Filtering click on “Monitoring” 

Step  6 Block File Transfer Services 
 

 
       
 

Step  7 Set the BOX URL policy as monitoring or allow 

Step  8 Submit and Commit Changes twice 
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Testing 

The guest user opens their browser, to an internal web server, and will get redirected access the sponsored guest portal. 

Note: The certificate error is message is due to not using the FQDN for the ISE node redirection.  Instead just the IP address was used causing the 
below error message. Also 10.0.0.26 was internal web server used for ISE redirection. It is better to use http://1.1.1.1 instead. This is noted in 
the Proxy Settings in the Appendices. 

 

Step  1 The guest user will be redirected ISE when accessing http://10.0.0.26/certsrv 
 

                   
 

Step  2 The guest user will enter their credentials and then Sign On 
 

                 
 
 
 
 
 

http://1.1.1.1/
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Step  3 Select Continue                      
 

                  
 

Step  4 Jguest has logged on successfully 
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Step  5 Box.com has been denied 
 

                  
                            

Step  6 Facebook has been allowed 
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Step  7 Notice SGT-IP Mappings for Guest 
 

                
                    
 

Step  8 Note the Users report for jguest, he has 2 blocked transactions 
                

               
 
 
 
 
 
 
 
 
 
 
 
 
 

Step  9 Click on jguest to see the blocked transactions for Box 
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Step  10 Jguest has been denied access for Box and allowed access for Facebook 
 

                 
 
 

Step  11 The application matches provide more visibility                           
 

                
 
 
 
 
 
 
 
 
 
 
 
 
               
 

Step  12 Select->Administrator->Policy Trace and review the policy trace for Box 
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Step  13 Review the Facebook policy trace as well. 
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Step  14 Select->Operations->Authentication, and note that Guest security group tag has been applied to jguest 
 
 

                  
 
 
                   
 
 
 
 
 
 
 
 

 

 

 

Contractor 

The Contractor Identification Profile and the Web access policies for Contractor is created.  The web access policy is 
to deny Box access and allow Facebook Access. 

Identification Profile and Web Access Policy 

Step  1 Select->Web Security Manager->Web Policies->Web Access Policies->and create the Guest Identification 
Profile by clicking on “Secure Group Tags; No Users Entered” and select the “Guest ” Security Group Tag 
Name 
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Step  2 Click->Done 

Step  3 You will see the following 

                    

Step  4 Click on Submit and Commit Changes twice 

Step  5 Under URL Filtering click on “Monitoring” 
 
 

Step  6 Block File Transfer Services 
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Step  7 Submit and Commit Changes twice 
 

Testing 

Step  1 Contractor opens their browser, continues to website 

Note: The reason for the certificate error message is the URL is the IP address of the server, if this were the FQDN you would not see this error 
message. 

               

 

 

 

 

 

 

Step  2 Contractor enters their credentials as defined earlier for internal users in ISE 
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Step  3 Contractor selects continue 

               

 

 

 

 

 

Step  4 Contractor has successfully logged into the Sponsored Guest Portal 
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Step  5 Contractor accesses Box.com and is denied 

               

 

 

 

Step  6 Contractor accesses Facebook 
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Step  7 Select->Operations View in ISE to view that Jcontractor has been assigned a Contractor SGT 

                

Step  8 On the WSA console, type in “isedata” to view the IP-SGT mappings for jcontractor 

                 

 

Step  9 On the WSA GUI, select Reports->Users, to view a summary of blocked transactions 
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Step  10 Select Jcontractor, to view the blocked transactions 

              

 

 

 

Step  11 Notice that box.com has been blocked and Facebook has been allowed 
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Step  12 Here is the matched policy for Jcontractor 

                 

Step  13 Select->Administrator->Policy Trace to provide more visibility details on Box 

               

Step  14 Select->Administrator->Policy Trace to provide more visibility details on Facebook 
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Troubleshooting 

Always use the “tail ise_service_log” on the WSA when configuring the WSA and ISE pxGrid node integration. You 
will want to verify that you see the following to verify a successful connection: 

Sat Jul 18 17:46:46 2015 Info: ISEBulkDownloader: Sessions: 

   New:          4 

   Updated:      0 

   Dropped:      0  (out of date) 

   Invalid:      2 

Restful ISE Node Failures 

 Resolution: run “tail ise_service_log”.  If you see “cannot resolve hostname” errors, verify that all the ISE 
nodes and the WSA are DNS resolvable.  

 If you still see “cannot resolve hostname” errors, and the WSA and the ISE node are DNS resolvable, delete 
the WSA pxGrid client connection, and restart the WSA. After the WSA restart , verify that you see the WSA 
subscribed to the SessionDirectory and TrustsecMetadata Capability of the ISE pxGrid node.  Rune “tail 
ise_service_log” to verify that you see the download SGT tags. You may also have to reboot the ISE pxGrid 
node if you still see errors. 

 Verify that the CA root certificate is installed for the ISE Monitoring node admin certificate on the WSA for a 
CA-signed environment.  

 Verify that the ISE self-signed certificate is installed for the ISE Monitoring node admin certificate on the 
WSA for a in an ISE Stand-alone environment if running self-signed certificates.  

 The WSA upon initial boot, will use the ISE RESTful API to download bulk session records from the ISE 
MnT node. The WSA will use the ISE Admin node certificate to query the available ISE MnT nodes. 

ISE pxGrid client Connectivity Issues 

 In an ISE stand-alone environment, by default, pxGrid node auto registration is disabled. This is fine, make 
sure the ISE admin approves the pending pxGrid client request.  You can change auto registration to enabled 
to avoid pending requests. 

CPU RAM utilization 100% on WSA Virtual  

Resolution: run “tail ise_service_logs”.  If you see multiple WSA re-starts, increase the CPU to 2, and RAM size to 8 
GBs of RAM. 
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Appendices 

Internet Explorer Proxy Settings 

The address and port represent the WSA and port number 

 

The exceptions below represent bypass the WSA proxy settings to allow the redirection to the ISE node for CWA 
access.  The 1.1.1.1 is an IP address which will trigger a redirection to the ISE node, iseca.lab.com.  

Note: This will be the IP address of the ISE PSN node in a Distributed ISE Deployment 
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Switch and redirect ACL Settings for CWA 

This will very pending customer deployments, the basics are below and highlighted. A Catalyst 3850 switch was used 
for this document. 

Redirect ACL 

ip access-list extended REDIRECT 

 deny   udp any any eq domain 

 permit tcp any any eq www 

 deny   ip any host 10.0.0.98     (Cisco ISE PSN node for a centralized ISE deployment or the ISE Node for a  

         an ISE stand-alone deployment) 

CWA Switch Settings 

Additional settings can be found: http://www.cisco.com/en/US/docs/security/ise/1.0/user_guide/ise10_sw_cnfg.html 

aaa server radius dynamic-author 

 client 10.0.0.98 server-key {password}  (Cisco ISE PSN node for a centralized ISE deployment or the ISE Node  

                                          for an ISE stand-alone deployment)  

. 

. 

ip http server                            (Required for switch to redirect based on http traffic) 

ip http secure-server                      (Required for switch to redirect on https traffic) 

                                          

http://www.cisco.com/en/US/docs/security/ise/1.0/user_guide/ise10_sw_cnfg.html
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References 

How to: Configuring pxGrid in a Distributed ISE Environment: 
http://www.cisco.com/c/dam/en/us/td/docs/security/ise/how_to/HowTo-88-Configuring-pxGrid-in-an-ISE-Distributed-
Environment.pdf 

Deploying certificates with pxGrid: using self-signed certificates with ISE pxGrid node and pxGrid client: 
http://www.cisco.com/c/dam/en/us/td/docs/security/ise/how_to/HowTo-90-
Self_signed_pxGridClient_selfsigned_pxGrid.pdf 

Deploying certificates with pxGrid: using CA-signed ISE pxGrid node and CA- signed pxGrid client: 
http://www.cisco.com/c/dam/en/us/td/docs/security/ise/how_to/HowTo-90-
Self_signed_pxGridClient_selfsigned_pxGrid.pdf 
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