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About This Document

This document is intended for Cisco engineers and customers who are interested in deploying Cisco Firepower
Management Center (FMC) 6.0 with Cisco Identity Service Engine (ISE 1.3 or higher) using (platform exchange Grid)
pxGrid.

Please note that pxGrid remediation is not supported in Cisco Firepower Management Center FMC 6.0.

Cisco Firepower Management Center (FMC) 6.0 can now enforce an organizations security policy based on ISE
session attribute information available through pxGrid. These security policies can be applied to and enforced by the
Cisco Firepower to managed NGIPS sensors and/or an ASA with Firepower services. The ASA with Firepower
services vsm also manage these policies locally via ASDM.

This document provides the details of configuring Cisco Firepower Management Center (FMC) 6.0 and pxGrid
integration with ISE in an ISE Stand-Alone environment using self-signed certificates or using CA (Certificate
Authority)- signed certificates. If deploying pxGrid in an ISE production environment, please see
http://www.cisco.com/c/dam/en/us/td/docs/security/ise/how_to/HowTo0-88-Configuring-pxGrid-in-an-1SE-Distributed-
Environment.pdf

In this document an ASA with Firepower services will be configured with the ASA Firepower (sfr) module and
register with Cisco Firepower Management Center (FMC) 6.0 to use the centrally managed Cisco Firepower
Management Center policy. The ASA with Firepower services will also be configured on-box with the Firepower
intrusion policy and access control rule independent of the FMC.

The Cisco Firepower Management Center managed security policy and ASA on box Firepower Management policy
will consist of an intrusion policy and Employee SGT access control rule for denying access to specific web
categories.

The reader should have some familiarity with ISE, Cisco Firepower Management Center and pxGrid.



http://www.cisco.com/c/dam/en/us/td/docs/security/ise/how_to/HowTo-88-Configuring-pxGrid-in-an-ISE-Distributed-Environment.pdf
http://www.cisco.com/c/dam/en/us/td/docs/security/ise/how_to/HowTo-88-Configuring-pxGrid-in-an-ISE-Distributed-Environment.pdf
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Solution Introduction Cisco Management Center 6.0 with
TrustSec Using pxGrid with ISE

Cisco Firepower Management Center (FMC) 6.0 centrally manages and enforces an organizations security policy by
applying intrusion policies and access controls rules to the NGIPS sensors and the ASA with Firepower services.

FMC 6.0 uses network discovery to obtain the user identity information. In addition, the SFUA (Sourcefire User
Agent) is used to obtain more granular details for the user. The SFUA is used to obtain the user-to-ip mapping. Either
the SFUA or ISE can be used at a time.

End-users authenticate against an AD or LDAP realm, a default policy containing an organization’s security policy is
applied to the Cisco Firepower NGIPS sensors or ASA with Firepower services based on the user group information.
The security policy can encompass an intrusion policy, where pre-set levels of balanced security can be enforced, as
well as access control rules specific to user group.

Cisco (Platform Exchange Grid) pxGrid provides additional ISE attributes: security group tag (SGT), endpoint profile
device information, location IP to be used in the Cisco Firepower Management 6.0 access control rule policies.

SGT (Security Group Tags) are a component of TrustSec, and are defined in ISE and are implemented in ISE as
authorization policies based on an organization’s security policy for identity access. As an example, all wired users
using recommended corporate recommended devices area are tagged with an Employee SGT once successfully
authenticated through ISE. Wireless users using nonrecommended corporate devices are tagged with Non-Employee
SGT once successfully authenticated. These users must exist in the Firepower Management Center ISE realm.

The FMC 6.0 can then apply access control rules based on these security group tags. In addition FMC 6.0 can also
include the additional ISE pxGrid attributes to make the Firepower Management Center 6.0 policy context-aware.

Cisco Identity Service Engine (ISE) provides the identity solution and Cisco (Platform Exchange Grid) pxGrid
framework.

Cisco Firepower Management Center 6.0

The Cisco Firepower Management Center provides a centralized management console with web interface to manage
Firepower Appliances (NGIPS) and Firepower Services. It can be used to perform administrative, management,
analysis, and reporting tasks. It automatically aggregates and correlates intrusion, file, malware, discovery, connection,
and performance data, assessing the impact of events on particular hosts and tagging hosts with indications of
compromise.

Cisco TrustSec

Security Group Tags (SGT) are part of the Cisco TrustSec solution. SGTs are defined in ISE and applied at ingress
(inbound to the network). SGTs can represent a grouping of users, endpoint devices, line of business, etc. SGTs can
then be applied to a network access policy and used by network devices to make forwarding decisions and share access
control policies across the network infrastructure. A SGT is a unique 16-bit security group number assigned to a
security group. Security groups can also have descriptive naming.
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SGTs are defined and implemented as authorization profiles in an ISE authorization policy consisting of condition
rules defining an organizations security policy.

SGTs can make an organization’s security policy uniform or global across the network.

In this document, an ISE authorization policy will be created such that all successfully authenticated end-users
belonging to the /users/domain Windows group will receive an employee SGT. This employee SGT will be used in a
Cisco Firepower managed access control rule policy denying access to streaming media, peer-to-peer applications,
hacking, malware sites, and gambling categories.

Cisco Identity Service Engine (ISE)

Identity Service Engine (ISE) is a security policy management and identity access management platform solution. ISE
provides centralized management by defining/issuing/enforcing 802.1x authentications, guest management policies,
posture, client provisioning and TrustSec policies. The ISE session directory provides rich contextual information for
IEEE 802.1x authenticated users that can be used in security solutions to include context-aware policies via pxGrid.

In addition ISE simplifies access control and security compliance for wired, wireless, and VPN connectivity and
supports corporate security policy initiatives.

Cisco pxGrid

Cisco (Platform Exchange Grid) pxGrid enables multivendor, cross platform network system collaboration among
parts of the IT infrastructure such as security monitoring and detection system, network policy platforms, asset and
virtually configuration management, identity and access management platforms, and virtually and other IT operations
platform.

When business or operational needs arise, Cisco’s Security Solutions such as Firepower Management Center 6.0 and
ecosystem partners can use pxGrid to exchange contextual information via a publish/subscribe method.
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Technical Overview

Cisco Firepower Management Center 6.0 will register as a pxGrid client to the ISE pxGrid node and subscribe to ISE
published topics or capabilities to receive ISE session information. This session information includes: Security Group
Tags (SGT), endpoint profile device information, endpoint location to be used in Firepower Management Center’s 6.0

access control roles.

“Gsce \dentity Services Engine Home  » Operations  » Policy  » GuestAccess [EREGULIGEGNE » Work Centers @  licensewaming A

» Systemn  » Identity Management  » Network Resources ¢ Device Portal Management = pxGrid Senices » Fead Senvice b |dentity Mappifig

@Enable Auto-Registrabion

v @D=able ) 5] L ] e Joelete = ¥\ Refresh  Total Pending Approval(l) « 1-1iot11 Show [25 »
Chent Name Chent Description Capabiities Status Chent Group(s) Log
»
L] 5
Capability Detail = h ] A
1-30f3 Show 25 - perpage Page |* b

Capabiity Name Capabilty Version Massaging Role Message Fiter

The function of these topics are:

e TrustsecMetadata information which exposes the security group tag umber and description

SecurityGroup : 1d=150138d0-cfc7-11e3-9e0e-000c29e66166, name=Engineering, desc=, tag=3

e EndpointProfileMetadata which provides ISE endpoint policy information such as changes/modifications to
the ISE profiling policy

Endpoint Profile : 1d=886f7570-bd0Oc-11e3-a88b-005056bf2f0a, name=Apple-iDevice, fgname Apple-Device:Apple-
iDevice

e SessionDirectory exposes the authenticated use session attribute information such as the username and device
information

session (ip=192.168.1.14, Audit Session 1d=0A0301030000001EOOFEBAD7, User Name=jsmith, Domain=1ab4.com,
Calling station id=00:0C:29:77:A8:C7, Session state= STARTED, Epsstatus=null,Security Group=Engineering,
Endpoint Profile=Microsoft-Workstation, NAS 1P=192.168.1.2, NAS Port=GigabitEthernetl/0/9, RADIUSAVPairs=[
Acct-Session-1d=00000027], Posture Status=null, Posture Timestamp=, Session Last Update Time=Tue Apr 29
15:11:46 GMT-05:00 2014




SECURE ACCESS HOW-TO GUIDES CISCO.

Active user sessions bulk downloads occur upon Cisco Firepower Management Center startup or reboots. Bulk
downloads of session information is downloaded from the ISE MNT node via the ISE RESTful API. This session
information includes: username, IP address, SGT, endpoint profile. If there are any updates such as recently
authenticated ISE users, or modifications of existing SGT, these changes will occur in real-time due to the Cisco
Firepower Management Center’s topic subscription:

G Downloads bulk active user sessions
isco &

; ISE MnT
FireSIGHT .

Management FMC 6.0 registers -
Center 6.0

ISE pxGrid
- Node

= Recieve ISE session information, username, IP Address, SGT, endpoint profile,

L »

The ISE session information from ISE can be seen under the Firepower Management Center’s user activity screen.

Overview JEUEITIEE Policies Devices Objects AMP Deploy L System Helpv admin v
Context Explorer  Connections ¥ Intrusions ¥ Files¥  Hosts v Users » User Activity  Vulnerabilities v Correlationy  Custom v  Search

ark This Page Report Designer Da

Event x Realm x Username * Iype *  Authentication x 1P Address *  Description *

Please note that only IEEE 802.1X user authentication usernames from ISE can be applied to a FMC 6.0 policy and
must exist in the Firepower ISE realm. IEEE 802.1X machine authentication hostnames, or MAC address usernames
cannot by applied to the FMC 6.0 policy.
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Cisco Identity Service Engine Dynamic Security Group Tags

Organizations security policies can be defined based on security group tags (SGT). This allows an organization to have
uniform and global security policies across the network. If Cisco TrustSec is enabled on the organization switches,
these security group tags can also be enforced on the network. Typically, security group tags of 2 are given to network
devices such as switches, routers, and firewalls.

In this document, a dynamic SGT of “employee” will be assigned to successfully authenticated end-users belonging to
the Windows user’s domain group. The SGT will then be applied to a Firepower Management access control rule that
will be applied to and enforced by the Firepower NGIPS virtual sensor and ASA with Firepower services.

Please note that additional security group tags can be directly configured from the ISE authorization policy or directly
from ISE via Work Center->TrustSec->Components->Security Groups menu.

Step 1 Create an Employee Security tag

: — -
Select Policy->Authorization-> n -> m and enter the following:

Rule Name: Employee;
New Condition: External Groups:equals:pxGrid_Users
Authorization Profile(s): Employee and Permit Access

‘Ssls: \denlity Services Engine Home » Operations » Guesl! Access » Administration » Work Cenlers [ 1] License Waming &

Authentication Authorzation Profiling Posture  Client Prowsioning » Policy Elements

Authorization Policy

Def Authorization Policy by configuring rules based on idenlity groups andior other condilions Drag and drop rules o change the order

For Policy Export go to Administration ste F

[Fist Matched Rule Apples -

» Exceptions (1)
Wireless Black List Default Blacklist Wireless_Access Blackhole_Wireless_Access Edit]~
Profiled Cisca IP Phones Cisco-IP-Phone Cisco_IP_Phones Edit| v
8 Profiled Non Cisco IP Phones MNon_Cisco_Profiled_Phones Non_Cisco_IP_Phones Edit| +
-] Dons
2, Compliant_Dewvices_Access Network_Access_Authenticaion_Passed Compliant_Dewces PermitAccess Edit|«
2z Employee_EAP-TLS Wireless_802 1X BYOD_is_Registered EAP-TLS Permitéccess 8YOD Edit| «
MAC_in_SAN
Employee_Onboarding Wireless_B02 1X EAP-MSCHAPY2 NSP_Onboard BYOD Edit| v

Step 2 Select Done

Select Save
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Self-Signed Certificate Operation
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Self-signed certificate operation is used for POC environments only. This section is optional if you are deploying CA

signed certificates.

Configuring ISE 2.0

Self-signed certificates are used in a POC environment. In this configuration ISE is deployed in standalone

configuration.

Note: The ISE self-signed identity certificate is no longer required to be exported into the ISE certificate trusted store as in ISE 1.3 and ISE 1.4.

Step 1 Select Administration->System->Deployment, select the node->Edit->enable pxGrid
,

Step 2 Select Save

Step 3 Verify that the published nodes appear under pxGrid Services and there is connectivity.

Administration->pxGrid Services

Note: The published nodes may take a while to appear. Verify that pxGrid services have started by running: sh application status ise on the ISE
VM node.

Step 4

Enable Enable Auto-Registration

‘S identity Services Engine Home  » Operalions  » Policy  » GuestAccess [ERFCHUIEEVEUNE » Work Centers @  Licensewaming &

» System  » Identity Management  » Metwork Resources  » Device Portal Management  pxGrid Senices » Feed Senice  » Identity Mapping

@Enable Auto-Registrationfl T

Cisco Systems © 2016

Page 10
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~ Administration

Identity Management  » Network Resources  » Dewice Portal Management  pxGnd Senices  » Feed Service » Identity Mapping

@Enable Auto-Regist

¢ @Gow WDedne @Deete + Reffesh  Total Panding Approval(D) ~

1-11oi1 Show
Cent Description Capabiities Status Chent Group(s) Log
Capabilties(4 Pub, 2 Sub) Online Admnistrator View
Capabilties{2 Pub, t Sub) Online Adminstrator View

PR raen ATELY Panchiltined A Bub 3 okl Pien Cameinm AR

Step 5 Verify that you are connected to pxGrid

Creating Firepower ISE Realm

The ISE Realm is used for ISE authentication and will be used in the Firepower Management Center’s 6.0 Identity
Policy.

Step 1 Select System->Integration->Realms->New Realm

Add New Realm
Name * LAB
Description
Type * AD b
AD Primary Domain * lab%.com ex: domain.com
Directary Username * fmc@lab9.com ex: user@domain
Directory P d *
Base DN * dc=lab9,dc-com ex: ous=user,dc=csco,dc=com
Group DN * dc=lab%,dc=com ex: group,dc=cisca,d
Group Attribute Membar i
* Required Field
| oK Cancel

Step 2 Select OK
Step 3 Select Add Directory, enter the FQDN hostname or information

Cisco Systems © 2016
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Hastname / [P 192.168.1.26

Address

Port 389

Encryption STARTTLS LDAPS @ None
SSL Certificate ko]

-'z

Step 4  Select Test, you should see that the: Test Connection has succeeded, select OK

Note: If you see a returned failed attempt, ensure that the directory username and directory password are correct in the Realm Configuration.

Step 5 Select OK
Step 6 Select Save

Step 7 Enable the state by selecting

Overview Analysis Polices Devices Objects AMP Deploy b, BBECHE Help v admin v

Configuration Users Domains Integration Updates Licenses v Health » Momitoning v Tools

Cisco CSI m Identity Sources eStreamer Host Input Client  Smart Software Satellite

¢ Compare realms ) New realm

Name Description Domain Type Base DN Group DN Group Attribute

Step 8 Click->Realm name

Overview Analysis Policies Devices Objects | AMP Deploy ) 5ystem

Configuration Users Domains Integration Updates Licenses v Health v Monitoring v Toals v

Cisco CSI m Host Input Client Smart Software Satellite

7% Compare realms (&) New realm

Name ‘ Description Domain Type Base DN Group DN Group Attribute State |

Lab Global AD de=labB,dc=com dec=I2bB,dc=com member &0 & M &

Step 9 Click->User Download

Overview Analysis Policies Devices Objects = AMP Deploy y B el Help v admin v

Configuration Users Domains Integration Updates Licenses v Health v Monitoring ¥ Tools v
Lab B caneel,
Lab

Realm Configuration IUser Download '

() Add directory

192.168.1.50:389 none & B

Step 10  Enable Download users and groups
Step 11  Highlight all Available Groups select Add to Include

Cisco Systems © 2016 Page 12
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Directory  Realm Configuration [IETVRLIIEET |

# Download users and groups

(Warning: You must enable the realm in order to perform an on-demand user/group dewnload. Enable Realm)

Begin automatic download at 12 v | AM |¥| America/Mew York Repeat Every |24 | v | Hours

Available Groups ¢ Groups to Include (0)
| 4, Search by name

P ———
£ Certificate Service DCOM Access

% Read-only Domain Controllers

% Print Operators

g} DnsAdmins

4 Domain Admins

% 1I5_1USRS
£ Group Policy Creator Owners

£ Event Log Readers | g’;ug’a |
& Pre-Windows 2000 Compatible Access -
& Replicator

% Domain Computers

% Cert Publishers

5 users

g‘) Guests

& RAS and IAS Servers

Step 12  Select Save
Step 13 You should see the following:

Overview Analysis Policies Devices Objects | AMP Deploy A System EULESEELLLR

Configuration Users Domains Integration Updates Licenses v Health v Monitoring ¥ Tools v

Cisco CSI m Identity Sources eStreamer Host Input Client Smart Software Satellite k

b Compare realms &) New realm
Name Description Domain Type Base DN Group DN Group Attribute State ‘ |
Lab Lab Global AD dc=I2b8,dc=com dc=lab8,dc=com member @& & S0 a

Configuring Firepower Management Center 6.0

In this section, the Firepower Management Center (FMC) is configured for using self-signed certificates for ISE
pxGrid node operation. An internal FMC certificate authority is created on the Firepower Management Center and
converted into certificate and imported into the Firepower Management Center’s internal certificate store. The internal
FMC public certificate will be exported into the ISE certificate trusted system store. The ISE identity self-signed
public certificate will be imported into the Firepower Management Center Trusted CA store.

Step 1 Select Objects->Object Management->PKI->Internal CAs->Generate CA-> provide the certification
information below:
In this example, FMCG60, was the name given to the internal CA

Cisco Systems © 2016 Page 13
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Generate Internal Certificate Authority

Name: | FMCE0 |

Country Name (two-letter code): i us

State or Province: | Maryland
r
Locality or City: | Germantown

Organizational Unit (Department): i Lab

|
|
|
Organization: | Lab |
|
|

Common Name: |drarr|3.lab8.mrn

Generate CSR | Generate seltsigned ca || cancel |

Step 2 Select Generate self-signed CA
Step 3 Download the CA certificate file by clicking on the “pencil” below

Overview Analysis Policies Devices Jeldfeas Deploy , System Helpv admin v

Object Management Intrusion Rules

| © cenerateca || @ mport ca | ‘4,Futer ‘

== Network

& port

% Security Zones
[ PR

FMC60 CN=dram3.lab8.com, ORG=Lab, OU=Lab, C=US i

Step 4 Select Download

Edit Internal Certificate Authority
e [pricen
# Sutject:
Commaon Narme: dram ). labi._com
Organization Lab.

Commen Hame: dramd.ibi.com
Organtzaticn: Lat
Organization Lst: Lot
# Nox Valid Befere:
Oct 31 19:27:38 2005 GHT
4 Not VBl After:
Oct 28 19:27: 38 2025 GMT
4 Sarial Number:
BS17FSAFI4IARIFD
+ Certcate Fingerprim:
54:C7: D2 CE:75:05
# Public Key Fingerprint:

= e

Step 5 Enter encryption password, select OK. In this example, cisco123 was used

Cisco Systems © 2016
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Encrypt Download File

Password: | ------- ‘

Confirm | -------
Password:
Passwords Match: @

Step 6 Save the .p12 file locally

0.0 ing f4420706-8004-11e5-a50a—f82dcb91866.p12

You have chosen to open:
a f4420706-8004-11e5-a50a~ffB2dcb91866.p12

which is: Binary File (2.5 KB)
from: https://192.168.1.90

Would you like to save this file?

[ Cancel ] w

Step 7 Rename the .p12 filename to make it easier to work with. In this example, fmc60.p12 was the renamed file.

Step 8 Use WiInSCP or another method to upload the file to the Firepower Management Console

- Local Mark Files Commands Session Options Remote Help
B 63 Synchronie | B F | @

& admin@192.168.1.90 ﬁ Mew Session

= £, C: Local Disk B - - BEAL|%
“ 25 Upload [ | [f" Edit 3¢ 7} [ Properties

£ @ Queue = - Transfer Settings Default -

1 admin - < - R B Q @ | G FindFiles | B
Download | A Edit ¥ Properties |Ef & [
NVolume/heme/admin

B [m [

MName Ext Size || Mame Ext Size Changed
. . 10/22/2015 819
. Cisco_Firepower_NGIPSv_VMware-6.0.0-972.tar @fmcﬁﬂ.pll 25098 10/31/2015 2:43

Step 9 SSH to the Firepower Management Console

Step 10  Convert the .p12 file into CER and KEY files, by typing the following commands:

Note: the CER and KEY filenames are random. The original.p12 file was renamed to fmc60.p12. Initially you will be prompted for the sudo
password. The import password, PEM passphrase will be the encryption key password you typed in earlier.

Cisco Systems © 2016
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sudo openssl pkcsl2 -nokeys -clcerts -in fmc60.pl2 -out fmc60.cer
Enter Import Password:

MAC verified OK

admin@sd:~

sudo openssl pkcsl2 -nocerts -in fmc60.pl2 -out fmc601.key
Enter Import Password:

MAC verified OK

Enter PEM pass phrase:

Verifying - Enter PEM pass phrase:

admin@sd:~

Step 11  WIinSCP was used to copy the fmc60.cer and fmc60.key files from the Firepower Management Center to

the local PC.

B admin - admin@192.168.1.90 - WinSCP =N R <"
Local Mark Files Commands Session Options Remote Help
R &2 3 synchronize | Bl P | [ - Queue ~ - Transfer Settings Default - g -

[ sdmin@192168150 | & New sesion
£, C: Local Disk - = - n 2% L admin - (2 0D & B FindFiles | 5

5 & @ Download é [ Edit ¥ é Properties [ a} =

Cihdram3 Nelume/hoeme/admin

MName Ext Size || Name Ext Size  Changed

LA . 10/22/2015 819
. Cisco_Firepower_MNGIPSv_VMware-6.0.0-972.tar | fmcB0.key 1958 B 10/31/2015 2:48
./ Cisco_Firepower_Management_Center_Virtual_VMware-6.0.0-97... ]| 15128 10/31/2015 2:47
[5)£4420706-8004-11e5-a50a-Ff82dcb01866.p12 25008 || [%fmc60.pl2 25008 10/31/2015 2:43

Step 12  The Firepower Management internal CA public certificate was exported into the ISE certificate trust store
Select->Administration->System->Certificates->Trusted Certificates->Browse and upload fmc60.cer
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. |dentity Services Engine Home c ons } Policy

- System + Identity Management  » Metwork Resources + Device Portal Management  pxGrid Services » Feed Senvice » |dentity Mapping
Deployment  Licensing = Cerificates » Logaing » Maintenance  Upgrade Backup & Restore b Admin Access » Settings
(<]
~ Certificate Management Import a new Certificate into the Certificate Store

* Certificate File | Browse . | fmcB0.cer
—

Friendly Name ‘

System Certificates

Endpoint Certificates Trusted For: ;

Trusted Certificates
Trust for authentication within ISE
OCSP Client Profile
[J Trust for client authentication and Syslog
Certificate Signing Requests

Certificate Periodic Check Seffings ] Trust for authentication of Cisco Services

+ Certificate Authority [ Validate Certificate Extensions

Description ‘

Cancel |

Step 13  Enable “Trust for authentication within ISE”, then Submit
Step 14 You will see the following when importing the FMC certificate, select Yes

/@ This Certificate has a signature that uses the SHA-1 hashing
i = algorithm and is considered less secure.

Are you sure you want to import this certificate?

Step 15  Select Administration->System->Certificates->select the ISE identity self-signed certificates->Export
both public and private key

Export Certificate 'Default self-signed server certificate’
) Export Certificate Only

(®) Export Certificate and Private Key
Re——
—

‘Warning: Exporting a private key is not a secure operation. It could lead to possible exposure of the private key.

G
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Note: The file will be saved as Defaultserversignedcerti.zip file. Unzip the file and export only the public certificate the PEM file to the FMC trusted
store. You can also rename the file to ISE2.0.pem to make it easier to work with.

Step 16  Import the ISE self-signed identity cert into the Firepower Management trusted CA store
Select Objects->Object Management->PKI->Trusted CAs->Add Trusted CA->enter the name. In this
example, ISE was used.
Enter the encryption key password for ISE ->OK

Import Trusted Certificate Authority

Name: ISE20

——-BEGIN CERTIFICATE-——
MIIDMDOCANigAWIBAGIQVIFZOAAAAADIZNS5I36HETANBKahKIGIWOBAQUFADAC
MROWGAYDVQODEXFpc2UyMDMWNISsYWI4LmNvbTAeFWOXNTEWMigyMZIONDBaFwOx
NiEwMjcy IDBaMBWHGJAYBg ITEWIZZTIWMzA2LmxhjguY29tMIIBIAN
BgkahkiGIwOBAQEFAAOCAQEAMIIBCGKCAQEAICY7wdSNIZaFIECaPQBW2IBQSSTS

iwHEXWijt/aBSeH4zgVpQCBfZW2gN7ItDA0YNUCCEEYIQEI 35 YndoftIMIAVN]7
RAING1CIMCeabH8JadisI3K0UQCKIOVO 1uHXQ AdvLte
ZpWWiyRBFUFLZLBUSGYTSRIGWpSeOINQ7ZpkdabbPBLKOYb3eW3GuL e00esXIwx
00s4ABHPWKVS8]Im3GavibWCKFB4t3FoaGIEne438/Y/ZLKR LxyQvPUIMQIDAQAB
024wbDAMBGNVHRMEBTADAQH/MASGA1UdDWQEAWIC7 DAGBGNVHQ4EFgQUeuB4DEDN
QQSThoDi+y7Ur09dfpowHQYDVROIBBYwFAYIKWYBBQUHAWEGCCSGAQUFBWMCMBEG

1/ gymf4ZRLFozpXpSaKbrllYFodzv/ Db 1XBIEOG 3bVYIYAGKNQIF3QIQPBRVIE
1SMZMKBAr8FAFFrR97 1QRYN2+CCaSHCIt+ TQAVMIShakszPES LINFE/ZbCmoas

s -

@ Encrypted, and the password is: | sesssssn ‘

Step 17  Import the Firepower Management internal CA public/private key pair into the Firepower Management

Center’s Internal Certs store
Select Objects->PKI->Internal Certs->Add Internal Cert
Follow the same procedure for the private key

Note: Delete Bag Attributes until you get to ----Begin Certificates

Add Known Internal Certificate

Name: FMCE0

Certificate Data or, choose a file:

BEGIN CERTIFICATE—
MIIDhCCAMGgAWIBAGDIAL YXOb+U0rLwMADGCSGSIb3DQEBBQUAMGoxCzAIBgNY
BAYTANTMREWDWYDVQQIDAN YX15bGFUZDE TMBEGATUEBwwKR2VybWFudGI3bjEM
MAGALUECGWDTGRMQwwCaYDVQALDANM YW FzAVBgHVBAMMDmRY YWOzLmixh Yigu
¥20tMBAXDTELMTAZM TESMjczOF0XD TILM TAYDDESMjczOFowaELMAKGALUEBhMC
VVMXETAPBGNVBAGMCELhenls YW SKMRMWEQYDVQQHDAPHZXItYWS0b3duMQwwCg YD
VQQKDANMYWIXDDAKBGNVBASMADxh YiEXMBUGALUEAwWWOZHIhb TMUbGROCSib20w
0gEMAIGCSqGSIb3DQEBAQUAA4IBDWAWIGEKA0IBAQDZeREVHO4/4XmUKTEEV WPS

] »
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Step 18

Step 19

Step 20
Step 21

Step 22

Delete the Bag attributes for the key file until you are just before “---Begin....”

Bag Attributes

Key Attributes: <no attributes="">
-====BEGIN ENCRYPTED PRIVATE KEY-----

MBQGCCqGSIb3DQMHBAgh7 ZVWZBMMGESCEMjooxQEN+/wWMHoBFH2c +gAHRDOV3T

hHVg2py8G19IBecvSREIY60Y 2kpaYiRY 3jSkuCxkGewtpUFWO3uYBHde TE2vNpXP
mpVX2sZqQ/xuRhS7a3ihh9gg357jAAlecl+nI9N1omMriX16r87VIKDgCBI+HI

Also delete </no>

DPycz8/fK1jQWWETY/65U0eQBhUMMaAeNYgfagADIhwntn/8y-+ASR3ytK4AoZCtQ
GWQMizAIZNGjneQxjI450jnjUSiwgKHWB2wWHFEFUSpR6ZfMoN7xU3eYDI)/n1590
ENMYYGROjCs7KkNxVwqtc2 1FFQOURKEZSJOUF U] 55EQTAXxbCAFTTKmHjZdQmCICA
3hOWUSIKHHTASKre05AYLellhW3xES5gLByH5XOSFdREwg 1aX2GU4BEQqGMDtkGhbg
D7w=

-====END ENCRYPFTED PRIVATE KEY=----

<fno>

Enter the encrypted password
You should see the following:

Add Known Internal Certificate

Name: FMCa0

Certificate Data or, choose a file: | Browse... |

|—BEGIN CERTIFICATE—
MIDhjCCAMGgAWIBAGIIALYXSb+UOLWMADGCSGSIb3DQEBBQUAMG0XCZAIBGNY
BAYTAN TMREwWDwWYDVQQIDARN YXI5b GFuZDETMBEGA 1 UEBWwWKR2VybWFudGI3biEM
MA0GALUECoWD TGFMQuwCaYDVQQLDANMYWIxFzAVBgNVEBAMMD mRy YW azLmxh Yigu
¥29tMB4XD TEIMTAZMTESMiczOFoXD TILM T AyODESMiczOFowalELMAKGALUEBhMC
VVMXETAPBgNVBAGMCELhcnlsYWSkMRMWEQYDVQQHDAPHZItYWS0b3duMQuewCg YD
VQQKDANMYWIxDDAKBGNVBASMADXh Y] EXMBUGALUEAWWOZHIhb TMUbGFIOCS]b 20w
goEMADGCSGSIb3DQEBAQUAASIBDWAWIGEKAOIBAQDZEREVHO4/4XmUKTEEVWPS

Key or, choose a file: | Browse... |

opuWPTLd6dny/8IHeWspHZgES Yke/UHhaP/2afVV\jHtDKCa7 SVb1WpEIRXGT S/ Dy
doPdgfEmy2KsSLOICOBYS 228RxmaXmKSFzzFP 8\WogDmUdWU7 PV my TDpzb 6fKWXWE
0G26FK+UZ4 YUmIAKZEYKra862tBwoCKGBM YulhwCitsIVIFOCVLLKgOC9i2gCyM
aVoFt+EnXrBagUbryjQacrLoYurkaWK+P9Z/ySUNfXEqs1SMGbOLeSOfXZ9FnchH
MNO+W7EC1Q+arQYLvi4q6QQ0I30uPB45mAr1Z0gFUBC++pR7VFbd/ +aQQKD1BSbg
Zbg=

——EMD ENCRYPTED PRIVATE KEY-—

Encrypted, and the password is: | esssssse

lom |

[

1

Save | |

Cancel

Select Save
You should see the following:

nllhllll
CIsSCO.
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Overview Analysis Policies Devices Deploy = & System Helpv admin ¥
Object Management Intrusion Rules {t’)
(23 Add Internal Cert | i, Filter |
:ﬂ; DNS Lists and Feeds = | poma value ‘ |
&/ URL Lists and Feeds
. Sinkhole FMCE0 CN=dram3.lab8.com, ORG=Lab, OU=Lab, C=US & O

Configuring Firepower ISE Identity Sources

The Identity Sources Engine configuration defines the ISE pxGrid node connection parameters, ISE MnT node
certificates and FMC 6.0 identity certificate.

Step 1 Select System->Integration->ldentity Sources->ldentity Services Engine

Primary Host Name/IP Address- primary FQDN pxGrid name or IP address

Secondary Host Name/IP address- secondary FQDN pxGrid name or IP address

*pxGrid Server CA- ISE pxGrid node certificate (imported ISE self-signed identity certificate)
*mnt Server CA- ISE pxGrid node certificate (imported ISE self-signed identity certificate)
MC Server Certificate- identity certificate of FMC (imported internal cert)

Overview Analysis Policies Devices Objects | AMP

Configuration Users Domains

Cisco CSI Realms Identity Sources eStreamer Host Input Client Smart Software Satellite

Identity Sources

Service Type None | | Identity Services Engine | | User Agent

Primary Host Name/IP Address * 192.168.1.36

Secondary Host Name/IP Address

pxGrid Server CA * ISE20 v @

MNT Server CA * ISE20 v @

MC Server Certificate * FMCE0 ¥ @

ISE Network Filter ex. 10.89.31.0/24, 192.168.8.0/24, ...
* Required Field Test

Step 2 Select Test
You should see the following

Status

ISE connection status:
Primary host: Success
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Step 3 Select OK
Step 4 Select Save
Step 5 Select System->Monitoring->Syslog
Note the FMC has successfully connected to the ISE server

Overview Analysis Policies Devices Object: AMP & EETLUE Help v admin v

Configuration Users Domains Integration Updates Licenses v Health v Monitoring * Syslog Toals v

. . Oct 31 2015 17:36:11 dram3 sudo: pam_unix(sudo:session): session closed for user root
() Case-sensitive ] Exclusion

| 6o

Oct 31 2015 17:36:11 dram3 sudo: pam_unix(sudo:session): session opened for user root by (uid=0) X

Oct 31 2015 17:36:11 dram3 sudo: www : TTY=unknown ; PWD=/ ; USER=roct ; COMMAND=/bin/chown www:www /var/log/CSMAgent.log

Oct 31 2015 17:36:10 dram3 sudo: pam_unix(sudo:session): session closed for user root

Oct 31 2015 17:36:10 dram3 suda: pam_unix(sudo:session): session opened for user raot by [uid=0)

Oct 31 2015 17:36:10 dram3 sudo: www : TTY=unknown ; PWD=/ ; USER=root ; COMMAND=/bin/chown www:www /var/log/CSMAgent.log

Oct 31 2015 17:36:10 dram3 sudo: pam_unix(sudo:session): session closed for user roat

Oct 31 2015 17:36:10 dram3 sudo: pam_unix(sudo:session): session opened for user root by (uid=0)

Oct 31 2015 17:36:10 dram3 sudo: www : TTY=unknown ; PWD=/usr/local/sf/htdocs/events ; USER=root ; COMMAND=/bin/chown www:www fvar/log/CSMAgent.log

Oct 31 2015 17:35:36 dram3 SF-IMS[4114]: [4528] SFDataCorrelator:UserIdentity [WARN] Unable to find realm for user AB:A6:68:9F:50:50, domain

Oct 31 2015 17:35:36 dram3 SF-IMS[3800]: [10996) ADI:adi.ISEConnection [INFO] bulk download processed 3 entries.

Oct 31 2015 17:35:36 dram3 SF-IMS(3800]: [10996] ADI:adi.ISESessionEntry [ERROR] Failed to parse session element: <session xmins="http://www.cisco.com/pxgrid/net'> <gid
xmins="http://www.cisco.com/pxgrid'>0A0000010000001A01077EA1 </gid><lastUpdateTime xmins="http://www.cisco.com/pxgrid'>2015-10-31T18:37: 29.520Z </lastUpdateTime > <extraAttributes
xmins="http://www.cisco.com/pxgrid'> <attribute> UGWybWIDQWNjZXNz </attribute> </extraAttributes> <state> Started </state > <RADIUSAttrs> <attrName > Acct-Session-Id</attrName>
<attrValue>0000001C</attrValue></RADIUSAttrs > <interface > <macAddress>00:0C:29:3C:FB:8F </macAddress> < deviceAttachPt> < deviceMgmtIntfID > < ipAddress xmins="http://www.cisco.com

/pxgrid'>192.168.1.3</ipAddress> </deviceMgmtIntfID > < port> <portld>GigabitEthernet1/0/11 </portld > </port> < /deviceAttachPt> </interface> <user> <name xmins="http://www.cisco.com
/pxgrid'>00:0C:28:3C:FB:8F</name=> < /user><assessedPostureEvent/><endpointProfile>VMWare-Device</endpointProfile> < /session>

Oct 31 2015 17:35:36 dram3 SF-IMS[3800]: [10996) ADI:adi.LdapRealm [INFO] search (| (SAMAccour Skiber){userPrinci Ida Skiber@LABB))" has the following DN: 'CN=Ida
Skiber,CN=Users,DC=Iab8,DC=com".

Oct 31 2015 17:35:36 dram3 SF-IMS([3800]: [10997] ADI:adi.ISEConnection [INFO] Captured Jabberwerx log:2015-10-31T21:35:36 [ INFO]: curl_easy_setopt() for CURLOPT_URL:
‘hitps://ise20306.lab8.com: 8910/ pxgrid/mnt/sd/getSessionListByTime'

Oct 31 2015 17:35:36 dram3 SF-IMS([3800]: [10996] ADI:adi.ISEConnection [INFO] Starting bulk download

Oct 31 2015 17:35:36 dram3 SF-IMS([4114]: [4528] SFDataCorrelator:adi.subscriber [INFO] ADI subscriber connected to ADI service at /tmp/vdi.socket
Oct 31 2015 17:35:35 dram3 SF-IMS([3800]: [3800] ADI:infra.ev-rpc [INFO] Started server ADI, listening for clients.

Oct 31 2015 17:35:35 dram3 SF-IMS[3800]: [3800] ADL:adi.RpcServer [INFO] starting rpc server

Oct 31 2015 17:35:35 dram3 SF-IMS([3800]: [3800] ADI:adi.ISEConnection [INFQ] ...successfully connected to ISE server.

Step 6 You should see the following in ISE

identity Services Engine ~ Administration
» System  » Identity Management  » Network Resources  » Device Portal Management  pxGrid Serices  » Feed Sendce # Identity Mapping
@Enable Auto-Registration Disable AL
@ Gow @ @reiete » @Refresh  Total Pendng Aproval(0) + T-11of11  Show (25 v|perpage Page |1 =

Clent Description Capabiities Status Chent Group(s) Log

v v Wfiviiv v v o
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CA (Certificate Authority)- Signed Certificate Operation

This section provides configuration details for deploying ISE 2.0 and Cisco Firepower Management Center 6.0 in an
ISE stand-alone environment. This section is optional if you are deploying self-signed certificates.

Customized pxGrid Template for CA-Signed Operation

A customized pxGrid template having an Enhanced Key Usage (EKU) of both client authentication and server
authentication is required for pxGrid operation between the pxGrid client, the Firepower Management Center and the
ISE pxGrid node. This is required for a Certificate Authority (CA)-signed environment where both the Firepower
Management Center and the ISE pxGrid node are signed by the same CA.

Step 7 Select Administrative Tools->Certificate Authority-> “+” dropdown next to CA server->Right-Click
on Certificate Templates->Manage

it certsrv - [Certification Authority (Local){lab7-WIN-1LTE11SBAKTI empl: o =]
File  Action View Help |

&= %|a=H

& Certification Authority (Local) File Action View Help
B @i Bb7-WINLTELISBAKTMLC | oy || &

|| Revoked Certificates

[ Issued Certificates | il E RIS | Template Display Mame = | Minimum Supported CAs
[ Pending Requests | Administrator Windows 2000
] Failed Requests E Authenticated Session Windows 2000
| Certificate Templates E Basic EF5 Windows 2000
@‘ CA Exchange Windows Server 2003 Ent..

Step 8 Right-Click and Duplicate User template->Select->Windows 2003 Enterprise->OK

Name - | Mrimum Supported Cas | Ver 4
3 Domain Controller Authentication Windows Server 2003Ent... 110
] £FS Recovery Agent Windows 2000 6.1
T Enrolment Agent Windows 2000 41

T Frralment Anent (Comniiter) Windnws 2000 51
Duplicate Template x| a1
6.1
You can create certificate templates with advanced properties. However, | 7.1
not all Windows CAs support al certificate template properties, Select the 8.1
version of Windows Server (minimum supported Cés) for the duplicate 21
certificate template.
11
(+ Windows Server 2003 Enterprise 1oz
101
€ Windows Server 2008 Enterprise 100
101
Learn more about Certificate Template Versions. 5.1
41
o ] o || o
1.
'3 subordinate Certification Authority Windows 2000 5.1
5 Trust List Sigring Windows 2000 11
] user Windows 2000 a1
5 User Signature Only Windows 2000 4.1
5 eb Server Windows 2000 4.1
T workstation Authentication Windows Server 2003Ent... 101
=
A | M o
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Step 9

Step 10

Enter name of certificate template, uncheck “Publish certificate in Active Directory”, and provide validity

period and renewal period.

=1

Tamplates | | Secuty
| Feust Handing | Subject Mame | Server

Tempiate daplay name:

of New Template

Fle Acbon Wiew Help
@w|m| D= Hm
Certificate Templates (WIN-BG PGP

Issuance |
Gonerl

Mirimum Supported Chs. Windows Server 2003 Enterprise
Temgiate name:

[pnd

Walidty penod: Fenawal penod:
[ 5 [yearm | [ 52 fwmess =]
T~ Publsh cenficate in Active Directory
I O rist antomptiealy reeneofl If & dusficate cestificate exivty in Acthve

Diecting

[~ For sutomatc renewal of sman card cenficates. use the easting key
i & new key cannol be created

T P P |

B Certificale Templates Console I

1o
6.1
4.1
5.1
4.1
51
71
8.1
71
e
10E
101
100
101
5.1
41
6.1
i1
L%
31
31
4.1
4.1

101

.-

I

Click on Extensions->Add->Server Authentication->Ok->Apply

P Certificate Templates Console = n
Properties of New Template zl

Fle Action View Help

@[]0 Bln e | et | Settone | o

T Certficate Templates (WIN-BG7GPY i

To modify an extension, select it, and then click Edit.
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Step 11  Click on Subject name, Enable Supply in request

Il Certificate Templates Console

File Action View Help

e =N I
"3 Certficate Templates (WIN-LTELLS

Properties of Hew Template i

Ismmoeﬁemxememsl&perseded'rempla{esl Extensonsl Seqﬂyl

I Request Handling Subject Name |
= Supply in the request

I e subject infarmation fram existing certificates for autaenrallment:

renewal requests

" Build from this Active Directory information
Select this option to enforce consistency among subject names and to
simplify certficate administration.
Subject name farmat:

I None j

[T Inelude e-mail name in subject name

Include this information in atemate subject name:
= E-malname

[T DNS name

™| User prinicipal name (UPH]

™| Service principal name (SEH]

—1o1x]

X

4.1 More Actions »

Step 12  Click on Extensions->Issuance Policies->Edit->All Issuance Policies

B certificate Templates Console i

L EEE
@i Certificate Templates (WINATE11S

Bdent o issuance policy describes the condtions under which
A acerificate is issued.

— e Properties of New Template _ N x|

General | FRequestHanding | SubjectName | Server |

mmﬁeﬂwﬁslS@eﬁdedTan‘da Edensions | Security

Rt e s e
Edit Issuance Policies Extension i x|

g
o

oK Cancel Aooly Hebp |

Certificate Templa... =

More Actions

More Actions 4

l'lllll'l
CIsSCO.
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Step 13  Leave the defaults for request handling

E Certificate Templates Console i

File Acton ‘iew Help

e=FE: ] HE

L

5| Certificate Templates (WIN-LTE11S

Bl

Properties of New Template !

X

Ismmeeﬂemml&msededTawlamlEﬂmlSeaﬂyl
Request Handling I Subject Name | Server

Purpose: Signature and encryption
I Delete revoked or expired certificates [do not archive)
¥ Include symmetric algorithms allowed by the subject
™ Archive subject’s encryption private key

Minimum key size: | 2048 -

[V Allow private key to be exported

Do the following when the subject is enrolled and when the private key

associated with this cerficate is used:

¢ Enroll subject without requiring any user input

" Prompt the user during enroliment

e Prompt the user during enrollment and require user input when the
private key is used

To choose which cryptographic service providers CSPs.
(C5Ps) should be used. click C5Ps. 2

ok |[ cancl | Mooty | Hep

Step 14  Right-click on Certificate templates
Step 15  Select->New Template to issue and select pxGrid

=lolx|

(ertiﬁrmRTempla...

More Actions

Mare Actions 4

l'l'lll'l
CIsSCO.
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| Certificate Templates

Select one Certificate Template to enable on this Certfication Authority.
Note: If a certificate template that was recently created does not appear on this list, you may need to wait until
information about this template has been replicated to all domain controllers.

be available to your CA.

All of the certficate templ,

For more information, see
Name Intended Purpose
E Exchange User Secure Email
& IPSec IP sscuriy IKE int
E Kerberos Authentication Client Autherticat
)| Key Recovery Agent Key Recovery Ag
E (OCSP Responge Signing QCSP Signing

1 putarid

& RAS and IAS Server
E Router {Offline request)
E Smartcard Logon

ﬁl Smartcard User

Client Authenticat
Client Authenticat
Client Authenticat

Secure Email. Client Authentication. Smart Card Logon

=

emediate
ion, Server Authentication, Smart Card Logon, KDC Authent
ent

Server Authentication, Secure Email, Encrypting File System, Client Authentic:

il

ion, Server Authentication
ion
ion, Smart Card Logon

You should see the pxGrid template

o]

Cancel

B certsrv - [Certification Authority (Local)\lab7-WIN-LTEL1SBAKTIM-CA\C =101
File Acton View Help
|| o= I
ﬁ Certification Autharity (Local) Name | Intended Purpose |
e |_E?TWIN{T51155W‘CA CEP Encryption Certificate Request Agent
J Revoked Certificates @ Exchange Enrollment Agent (Offline req... Certificate Request Agent
L Issued Certificates ] 1Psec (Offine request) IP security IKE intermediate
|| Pending Requests L S S —
|| Failed Requests [N Enable Certificate Templates i x|

FH certsrv - [Certification Authority (Local) \lab7-WIN-LTE11SBAKTM-CA\Certificate Templates]

e | Acton View pielp

=101

e |#|al= H

ﬁ Certification Authority (Local)

= 0::1 lab7-WIN-LTE 11SBAKTM-CA
|| Revoked Certificates
| Issued Certificates
] Pending Requests
| Failed Requests

I

= Templates

E IPsec (Offline request)

E Directory Email Replication

E Domain Controller Authentication
E EF5 Recovery Agent

| Basic EF5

E Domain Controller

E Web Server

El Computer

E User

E Subordinate Certification Authority
E Administrator

E Exchange Enrcllment Agent (Offline req...

Certificate Request Agent
IP security IKE intermediate
Directory Service Email Replication

MName | Intended Purpose |
E pxGrid Server Authentication, Secure Email, Encry...
E CEP Encryplion Certificate Request Agent

Client Authentication, Server Authenticatio...

File Recovery

Encrypting File System

Client Authentication, Server Authentication
Server Authentication

Client Authentication, Server Authentication

Encrypting File System, Secure Email, Clien...

<All=

Microsoft Trust List Signing, Encrypting File...
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Configuring ISE 2.0

The ISE pxGrid node is configured for a Certificate Authority (CA) signed environment in a stand-alone configuration.
Initially, a “pxGrid” CSR request is generated from the ISE node and signed by the CA server using the pxGrid
customized template. The certificate will be bound to the initial ISE CSR request.

The CA root certificate will be imported into the ISE certificate trusted store. The ISE identity certificate will be
exported in the ISE certificate system store. The ISE node will be enabled for pxGrid operation.

Step 1 Generate a CSR request for the ISE node which will become the ISE pxGrid node
Administration->System->Certificates->Certificate Signing Requests->Generate

Note: The certificate usage should be admin. This is required for FMC 6.0 for active bulk download sessions

k- \dentity Services Engine Home  »Operations  » Poliy  » GuestAccess [ESEUUIGIELEUGUNN » Work Centers @  Licensewamng A

= System b ldentity Management  » Network Resources  » Device Portal Management  pxGrid Senices  » Feed Senice » Identily Mapping

Deployment Licensing = Cenificates » LOgging » Maintenance Upgrade Backup & Restore » Admin ACCess » Seftings
[ ——
L] = ISE s but

= Certificate Management

Overiew
System Cedificales Usage

Endpoint Certificates Certificate(s) will be used nnl.ﬂs'm 'l

Trusled Certificates

OCSP Ciient Profile

g Requests

Node{s)

Periodic Check Settings Generate CSR's for these Nodes
+ Certificate Authority Node CSR Friendly Name
[ ise20 1

Step 2 Copy/paste the CSR information into Request a certificate->Advanced certificate request selecting the
customized pxGrid template, then Submit

Microsoft Active Directory Certificate Services — lab7-WIN-LTE11SBAKTM-CA

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-64-encoded CMC or PKCS #10 certificate request or PKCS #7 renewal reques
Request box.

Saved Request:

G1A/OKOPkmzOV7mr AEFW2K jOPPS5280gnzob0d/ 1]
SCIKUEREBIy-+mOjVxf jHOE+r6QUEALEQOZY0kITd
[EWG1BGLEWUbRy PT8n9uCeNJKNngD2LIyFBPvRTub!

Base-64-encoded
certificate request

(CMC or 67vShSTUApcSZLhhE /Ej+/DZ1I/040d34zRovIp)
PKCS #10 or 8xr503L4yPLKMLUQE1 /QChpaVQ==
PKCS#7):  |—mmm END CERTIFICATE REQUEST-----

Certificate Template:
| pxGrid +)

Attributes: | J

| Submit > |

Step 3 Download the CA root in base-64 encoded format
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Step 4

Step 5

Step 6

acCa Chain, or CRL
To trust certi issued from this ification autharity, install this CA cerificate.
a.nn Opening cert
To a CA cenify rtifl chain, or CRL, select the certificat L3
You have chosen to open:
CA cantificats:

 certitw.cer
which is: Document (1.3 KB)
from: heep://192.168.1.14

Current [lab6-WIN-39T1 772 3U0S-CA]

What should Firefox do with this file?

DER () Open with|_Keychain Access (default)
*Base 64 (=)5ave File
Install CA certificate : PSP
Download CA certificate Do this autematically for files Iike this from now on.

Download CA cerificate chain

Download latest base CRL i
Cancel oK

Download latest deta CRL —

Upload the CA root into the ISE certificate trusted system store
Select->Administration->System->Certificates->Trusted Certificates->upload the CA root certificate

Enable “Trust for authentication within ISE, then Submit

~ Administration

~System  » Identity Management  » Network Resources  » Device Portal Management  pxGrid Serices  » Feed Senvice  » Identity Mapping

Deployment  Licensing  ~Cerfificates  » Logging  » Maintenance  Upgrade  Backup &Restore  » Admin Access  » Seftings

L]
 Certificate Management Import a new Certificate into the Certificate Store
* Certificate File W owse... | rootcer
Overview
System Ceriificates Filoncy biame: |
Endpaint Certificates Trasted For: 7
Trusted Certificates —
7] Trust for authentication within ISE I
OCSP Client Profile
[ Trust for clent authentication and Sysiog
Certificate Signing Requests
Certificate Periodic Check Settings [ Trust for authentication of Cisco Services

» Certificate Authority [0 valdate Certificate Extensions

Description

Gance

Upload the ISE pxGrid node certificate into the ISE certificate system store
Select Administration->System-Certificate Signing Requests and Bind certificate to the CSR request

rvices Engine Home

~ Administration

» Identity Management  » Network Resources  » Device Portal Management  pxGrid Sendces  » Feed Senvice  » Identity Mapping

Deployment  Licensing ~Cerificates  » Logging  » Maintenance  Upgrade

Backup & Restore  » Admin Access  » Seftings

~ Certinicate Management Certificate Signing Requests

Overdew Generate Certfficate Signing Requests (CSR)

System Certificates A Certificate

gning Requests (CSRs) must be sent to and signed by an external authority. Click "export” to download one or more CSRs so that they m
request has been signad. click “bind™ to bind the requestto the signed certificate issued by that authority. Once a CS
Endpoint Certificates

is bound. it will be removed from

Trusted Certificates #view  @rExport M Delete

OCSP Chient Profile Certificate Subject Key Length Portal group t Tmestamp

Certificate Signing Requests CH=5e20.52b9.com 2048

Sat, 16 Jan 201¢
Certificate Periodic Check Settings

+ Certificate Authority
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Step 7 Select Administration->System->Certificates->Certificate Management->Certificate Signing

Request->Generate Certificate Signing Requests (CSR)->Admin for certificate usage

Usage

Certifcate(s) wil be used for [Admn -]

Allow Widcard Certificates J

Step 8  Select Node

Step 9 Select DNS name for the Subject Alternative Name (SAN) and add the DNS name

m b Identity Management  » Network Resources  » Device Portal Management  peGrid Services  » Feed Senice  » Identity Mapping

Deployment  Licensing ~Certificales » Logging » Mainlenance Upgrade Backup & Reslore  » Admin Access  » Seftings

Node CSR Friendly Name
= Certificate Management

ise20#Admin

Oveniew

System Certificales

Subject
Endpoint Cenificates
Trusted Cerificates Common Name (CN) | SFODNS \ i

OCSP Client Profile

Organizational Unit (OU) |
Centfficate Signing Requests

Centificate Periodic Check Settings Organization (0) |

» Certificate Authority
City (L) I

State (ST) |

Country (C)

Subject Alternative Name (SAN) © | DNS Name -j | 5e20.3b9.com i

Select Generate
Select Export
Open the pem file and copy/paste the csr request into the customized pxGrid template

Step 10
Step 11
Step 12

800 | 7 ise20306Admin.pem
BEGIN CERTIFICATE REQUEST
BoGAll

Ny W1, n
19TwAsHIIYS6I33Pg6I+e 32T
END CERTIFICATE REQUEST:
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Step 13  Paste into Request a Certificate->Advanced Certificate Request, select customized pxGrid template-
>Submit

Microsoft Active Directory Certificate Services - lab8-WIN-JSVUL3DQTBN-CA

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-64-encoded CMC or PKCS #10 certificate request or |
Request box.

Saved Request:

e Ry0SKngOf4UnKVGxj 1wEPMTydWpHBJAEYz6najPm
Base-84-encoded | 5 o i OGHW1 OWZHObCvE / dLGME nMHZRKT 5 0vaY
rgI2vralwTimSDUygOPMrj3ys fwSM4AnXBajxeuT7P

certificate request

(GMC or nXyW952ZCookbMyWiSGthTnyyNbeFb15jucLhNix
PKCS #1007 |1 9TunsHITYS6133PgET+el32TCOE jEAGLOS=
PKCS #7): |- END CERTIFICATE REQUEST-—-—-
Certificate Te
[ pxGrid N J
Additional Attributes:
Attributes: | J
| Submit > |

Step 14  Select Submit
Step 15 Download certificate in base 64 encoded format

Microsoft Active Directory Certificate Services -- lab8-WIN-JSVUL3DQTBN-CA

Certificate Issued

The certificate you requested was issued to you.

(DER encoded or (=)Base 64 encoded

Download certificate
== Download certificate chain

Step 16  Download CA root certificate in Base 64 format

Mizrsaft Astin Direcary Castiients Saevieas — InbB-WIN-JSVULIDOTEN-CA

Download a CA Certificate, Certificate Chain, or CRL

To trust certificates issued from this ification authority, install this CA cedificata.

To downioad a CA cenificate, certificate chain, or CRL, select the certificate and encoding method.

CA cortificate:
Currest [lab8-WIN-JSVULIDQTEN-CA]

Encoding method:

DER
(=Base B4
Install CA centificate
Download CA cortificate
Download CA certificate chain
Download latest base CRL
Download latest delta CRL
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Step 17 Administration System->Certificates->Certificate Management->Trusted Certificates->Import the
root certificate

Step 18  Enable Trust for authentication within ISE

«Symem s ¥ . ' . + icantity Mapping
Copioymant  Licensing  +Cenficamss  » Loggng o Mainenance  Upprade  Backup A Resion  + Admin Access  » Sattings
e —
~ Cartificazs Managemant Import a new Certificate into the Certificate Store
Cherview " Cortitcate Fit | growge... | carotos
System Certificates Friand'y Mama
Endpont Gersficatis
Trusted Cortificates. Truwiad For:ig
OCSP Chent Profits [F Trust for autherticakion within 15E
Canficas Siring Regaets

[ Truse for chent authamtication and Sysieg

i B i (] Trass for sushentication of Cisco Senices

[] valicate Certificate: Extensions.

Dosaripion |

Step 19  Select Submit

Step 20  Select Administration->Certificates->Certificate Management->System Certificates->Certificate
Signing Requests->select CSR request->Bind Certificate

ababi dentity Services Engine Home

cisco

» Operations ¥ Policy * Guesl Access = Administration » Work Centers
»System  » |denftity Management  » Network Resources  » Device Portal Management  pxGrid Senvices  » Feed Service  » Identity Mapping
Deployment  Licensing  Cenificates * Logoing » Maintenance Upgrade Backup & Restore » Admin AcCess » Settings

~ Certificate Management Certificate Signing Requests

Overview Generate Certfficate Signing Requests (CSR)

System Cerlificates A Centificats

ning Requests (CSRs) must be sentto and signed by an external authority. Click “export te download one or more CSR:

5 that they m
request has been signed, click "bind” to bind the requestto the signed certificate issued by that authority Once a CSR is bound, it will be

moved from

Endpoint Certificates

Trusted Certificates Jovew @Epart M Delete

OCSP Chient Profile

Sl

Certificate Subject Key Length Portal group t Tmestamp

Certificate Signing Requests CH=s5220.309.com 2048 Sat, 16 Jan 201¢

Certificate Periodic Check Seftings

+ Certificate Authority

Step 21  Upload the ISE CA-signed identity certificate
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hei Identity Services Engine Home » Operations » Policy » Guest Access = Administration » Work Centers
»System  » Identity Management  » Metwork Resources  » Device Portal Management  pxGrid Services  » Feed Sendce  » Identity Mapping

Deployment  Licensing = Cerificates  » Logging  » Maintenance Upgrade Backup & Restore  » Admin Access  » Seftings

o
« Certificate Management Bind CA Signed Certificate
St Certificate File
Syslem Cerlificates
Endpoint Cerificates Friendly Name

Trusted Certificales -
Vaidate Certificate Extensions LJ ¥
OCSP Client Profile
Certificate Signing Requests

Usage
Centificate Periodic Check Settings

v Certificate Authority ] Admin

Gace

Step 22 Select Submit
Step 23  Select Yes, when you see the following message:

@x_ Enabling Admin role for this certificate will cause an
4 . application server restart on the selected node.

Note: Make sure required Certificate Chain is imported under
Trusted Certificates

e I
Step 24 Select YES, when you see the following message

/H\ The certificate you are importing or generating matches an

L5\ existing certificate. (Both certificates have the same subject.)
If you proceed, the existing certificate will be replaced, and
the new certificate will be given the same roles and Portal
tag, if applicable, as the existing certificate.

Do you wish to replace the existing certificate?

s (o)

Step 25  You will see that the system will be restarting and will take you back to the GUI

‘
Prablem logging in? ‘

l x @ Identity Services Engine
poswod [ ]
” Il

® 2015 Cisco Systems, Inc. Cisco, Cisan Systems and Cisco Systems Ingo are registered trademarks of Cisco Systems,Ine. andior its il
affiliates in the U.5 and certain other couniries. cisco
4
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Step 26  Select Administration->System->Deployment->edit the Hostname->enable pxGrid

%l Wentty Services Engine Homa 3 Cpansers 3 Poley b GusstAcenss [JEFTUDTENOC)

P S . . puGed Sonkcas o+ Feed Sandce  + nstiy Magping

Degiymors  Licensing  + Conficanss  + Logging  + Manenarce  Upgrade  Backup AResom  » AGmin Access  » Satings

FCOM 18820306 Inb8.com
1P AdSress 192.168.1.38
Heda Tyge Identity Services Cngine (15C)
Porsonas
+ Adminstration, Figip STANDALONE s oy
" Montonng Role  FRIMANY = Othar Moniaring Nada
iy Ser

Step 27  Select Save
Step 28  Select Administration->pxGrid Services, verify that you see the published services

“theek: Identity Services Engine Home » Operations » Policy » Guest Access MY UEE I » Work Centers

» System  » ldentity Management  » Network Resources  » Device Poral Management  pxGna Services  » Feed Service  » Identity Mapping

©Enable Auto-Regist

o o @ Dacine Qosete ~ @ Refresh  Total Panding Approval(®) = 1 Nt Show

Chent Description Capabiities Status Cient Group(s) Log

Note: This may take a few seconds to appear, verify that the pxGrid services are initializing by running “sh application status ise” on the ISE VM

Step 29  Enable Enable Auto Registration

‘aies’ |dentity Services Engine Home » Operations » Policy » GuestAccess [ERECLILIEIETLUNN » Work Centers @  LicenseWaming &

@Enable Auto-Registrationgl

» System  » Identity Management  » Network Resources  » Device Portal Management  pxGrid Services | » Feed Service  » Identily Mapping

Step 30  Verify that you are connected to pxGrid
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The ISE Realm is used for ISE authentication and will be used in the Firepower Management Center’s 6.0 Identity

Policy.

Step 1 Select System->Integration->Realms->New Realm

Add New Realm

Name *

Description

Type *

AD Primary Domain *
Directary Username *
Directory Password *
Base DN *

Group DN *

Group Attribute

* Required Field

AD
|ab9.com
fmc@lab9.com

CLITTTTTT]

dc=lab9,dc-com

[ de= ii;bg,d:-cnm

Member

ex: domain.com

ex: user@domain

ex: ou=user,dc=cisco,dc=com

ex: group,dc=cisco,d

oK | Cancel

Step 2 Select OK

Step 3 Select Add Directory, enter the FQDN hostname or information

Hostname / 1P 192.168.1.26

Address

Port 389

Encryption T) STARTTLS () LDAPS @ MNone
SSL Certificate v @

Step 4 Select Test, you should see that the: Test Connection has succeeded, select OK

Note: If you see a returned failed attempt, ensure that the directory username and directory password are correct in the Realm Configuration.

Step 5 Select OK
Step 6 Select Save

Step 7 Enable the state by selecting
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Overview Analysis Polices Devices Objects | AMP Der o, IS Help v admin v

Configuration Users Domains Integration Updates Licenses v Health » Monitonng v Tools v

Cisco CSI m Identity Sources eStreamer Host Input Client Smart Software Satellite

¢ Compare realms o New realm

dc=lab3,dc=com de=lab%,dc=com member

o

i s |

Step 8 Click->Realm name

Overview Analysis Policies Devices Objects | AMP Deploy ) 5ystem

Configuration Users Domains Integration Updates Licenses v Health v Monitoring v Toals v

Cisco CSI m Identity Sources eStreamer Host Input Client Smart Software Satellite

}‘_ Compare realms @ New realm

Name Description Domain Type Base DN Group DN Group Attribute | stte |

ILaIJ I Lab Global AD de=I2b8,dc=com dc=lab8,dc=com member & & MG

Step 9 Click->User Download

Overview Analysis Policies Devices Objects = AMP Deploy y B el Help v admin v

Configuration Users Domains Integration Updates Licenses v Health v Monitoring ¥ Tools v

Lab B caneel,
Lab
Realm Configuration IUser Download I

() Add directory

|

&

192.168,1.50:38% none

Step 10  Enable Download users and groups
Step 11  Highlight all Available Groups select Add to Include

Directory  Realm Configuration [RIFTEEET LYY |

# Download users and groups

(Warning: You must enable the realm in order to perform an on-demand user/group dewnload. Enable Realm)

Begin automatic download at 12 v | AM |¥| America/Mew York Repeat Every |24 | v | Hours

Available Groups ¢ Groups to Include (0)
| 2, Search by name

S
i Certificate Service DCOM Access

% Read-only Domain Controllers

% Print Operators

89 DnsAdmins

% Domain Admins

£ 1IS_1USRS

4 Group Policy Creator Owners

% Event Log Readers

39 Pre-Windows 2000 Compatible Access
£ Replicator

£ Domain Computers

i Cert Publishers

5 users

39 Guests

& RAS and IAS Servers

Add to
Exclude

Step 12  Select Save
Step 13 You should see the following:
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Overview Analysis Policies Devices Objects | AMP Deploy s IS Gl Help ¥ admin ¥

Configuration Users Domains Integration Updates Licenses v Health v Monitoring ¥ Tools v

L3

Cisco CSI m Identity Sources eStreamer Host Input Client Smart Software Satellite

1% compare realms (&) New realm

Name Description Domain Type Base DN Group DN Group Attribute

Lab Lab Global AD de=labB,dc=com de=IabB,dc=com member & &S0

Configuring Firepower Management Center 6.0

The Firepower Management Center (FMC) is configured for Certificate Authority (CA)-signed operation. The
Firepower Management Center private key and CSR request are created from the Firepower Management Center
console (FMC). The CA server signs the CSR request and provides the FMC identity certificate using the customized
pxGrid template.

Both the FMC certificate and FMC key are uploaded into FMC internal certs store. The CA root certificate is
uploaded into the FMC trusted CA store.

Step 1 Generate a Firepower private key

Note: the password here will be defined in the pxGrid agent configuration

openssl genrsa —des3 —out sourcefire.key 4096

Step 2 Generate a CSR request

Note: you will be prompted for a password; this will be the same password as you entered previously

openssl req —new —key sourcefire.key —out sourcefire.csr

Step 3 Use WinSCP to copy sourcefire.csr and sourcefire.key file from the Firepower Management Center (FMC)
locally to the PC

B admin - admin@192.168.1.90 - WinSCP (==~
Local Mark Files Commands Session Options Remote Help
MR &2 E3 Synchronize | Bl F | & [Ef Queue - Transfer Settings Default -2 -
| & 2dmin@152.168.1.90 | New Session | b
&ClociDsk - [SE] - I admin - 2 0 & |G Find Fies | 2
25 Upload [ | [ Edit 3§ o (& Properties | F5 [F = Efl Download g [ Edit 3¢ o [ Properties | F [ =
C:\2.0306 Volume/home/admin
Mame  Ext Size || Mame  Ext Size Changed
4. . 10/22/2015 8:19
| caroot.cer 12828 | “|sourcefire.csr: 17488 11/1/2015 4:137
|7 sourcefire.cer 2672B || 7|sourcefirekey 33118 11/1/2015 407

Step 4 Open the CSR request using editor copy the CSR request
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_ [ €7\2.0306\sourcefire.csr - Editor - WinSCP

B Bl XE|D |8 & E nodg & @

————— BEGIN CERTIFICATE REQUEST-----
IIEQOTCCAR kCAQAv\.E\v 5XCZAIBGNVBAYTATVIMREWDWYDVQQIEWNNYXJ SDGFUZDET
BEGAT1UEBXMKR2VybWFudG93b]EMMAOGAT UEChMDTGF iMQuwC gYDVQQL EWNMYWI X
FzA\ﬂEgN\ﬂEAMTDmRv\vasz\h\v guY29TMRBWHQYIK0ZIhvCNAQKEFhBGZXEBWaWNO
qQGxhyjguy. ZBtMIICI_]ANEgkqh 1 GIWOBAQEFAAOCAGBAMITCCGKCAGEAUF+XFhpr
N] ZLM21BMDIPPBATS+FePF/J130X5k1UF20INPE3y32qCkoo,/NCoNV JkeyawzH1 t+
dPthIvUnJ pZO+ XzIMIQRTFOWbzMaIH58ZGdST!
NLrL IMNRKWKmXUNr7EKpp2 T-LM
vhGkLxud fktdFG7kesANGVG
xPs7Nhcj 1tEVMCUAaEE 11Fh9
/KV 1 ewO9NKMR7' \rd\JLudzvN'lvwmz,R m’?qq TXrOMK7 35
pliQfwZ tHSKgpPBIhLEAFZT nuHLngm\wblt-adeHHQ'\ L_'|1 YKEL
5QehNIHFyhYve9ShuEUpGGYD4TN1 I LbFS] ETW7zM1kzZXLI3YETRywW

SPMABGT gmEMBvCY/DmhOK3p4E+3I8DCCT 3FPvbm+ /FwZ TTONSTLNT GO
c-h"prt‘N]zE)’\ﬂMkEmD\ Ibme i nvpi PAROTNHYWLEbZ0d51PITXEThNE
31H7 2APsTnk6ZCXyc57hem2gol pW7F 1 BCAWEAARAAMAOGC 5GGSTh IDQEBBQUA

A4 ICAQATQIDr 5ZB5X3VIG]2I06E0X2 j4dMge 3wlvwexviprny7kIh9IHxzh+kIp3
ee BEQZ 7 hsXTdnGUIMpm65yw1 1nbFIPs c++Yh9e+qT+gg
‘I\ONVLwanhBDaDZA\'F cadafFsRsvymlJIarguem]lckcchrQy? nZ)‘th‘w
w5kIS! uMThh‘hDRTuhHLFD_]L(n v :,km BLBGOLkd v\.tmd;\ qMI\i
z1b1foTDNuMhe 7di

o6 gle]sznqmm:-AuM-l)J /YTq
————— END CERTIFICATE REQUEST-

IMmIr
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Step 5 Paste FMC CSR request into Request a certificate->Advanced User request using the customized pxGrid

template, then submit. Download the certificate in base-64 encoded format

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-64-encoded CMC or PKCS #10
generated by an external source (such as a Web server) in the Saved Request box.

Saved Request:

AFEFi+TWQpsuxWNTeAiExOL+we]14TSi4NnNkBYn
Base-64-encoded apQG93zL0aSLiKXnDBOECSLauR02MiYSpEmytBSM
certificate request uOxB2ATeTES2kx0gqt0VTAdeIcaCQeHVE+SrWTEn

(CMC or DIUFknYXEC/b22zICB4fY62G2AUPQExX1PSUIZE0RE

PKCS #10 or 06gk1L7 2 9knqAJmoAuM4X1P/ yTq84B/CrF3yTEQd[ |

PKCS #7). - END CERTIFICATE REQUEST--——— h
i ——— 3

Certificate Template:
pxGrid -

Additional Attributes:

Attributes:

Step 6 Select Submit
Step 7 Download the certificate in base 64-format

Certificate Issued

The certificate you requested was issued to you.

© DER encoded or @ Base 64 encoded

Download certificate
Download certificate chain

Step 8 Download the CA root certificate in base-64 encoded format
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Step 9

Step 10

IMmIr
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Microsoft Active Directory Certificate Services -- 1ab8-WIN-JSVUL3DQTEN-CA

Download a CA Certificate, Certificate Chain, or CRL

To trust certificates issued from this certification authority, install this CA certificate.

To download a CA certificate, certificate chain, or CRL, select the certificate and encoding method.

CA certificate:

Current [lab8-WIN-JSVUL3DQTBN-CA]

Encoding method:

DER

(*)Base 64
Install CA certificate
Download CA certificate
Download CA certificate chain
Download latest base CRL
Download latest delta CRL

Upload the CA root cert into the Firepower Management trusted CA store
Select Objects->PKI->Trusted CAs->Add Trusted CA-> provide a name and upload root CA cert,
then Save

Name: | MS_CA

Import Trusted Certificate Authority

|-—BEGIN CERTIFICATE-——
MIIDATCCAI gIQNUCQWXCZbbtl j okaghii QsFADBEN
MRMWEQYKCZImiZPyLGQBGRYDY23tMRQWEGYKCZImiZPyLGQBGRYEDGFIODEQMBAG
ALUEAXMXbGFIOC1XSUALSINWY UwzRFFUQK4tQUEWHHCNMTUWOTI2MDAKNTMIWheN
MiAWOTIZMDAYNTMIWBNMRMWEQYKCZImiZPyLGQBGRYDY29tMRQWEQYKCZImizZPy
LGQBGRYEbGFODEGMB4GALUEAXMXDGFIOCIXSU4tSINWVUWZRFFUQK4tQOEWOQE
MADGCSGGSIH3DQEBAQUAA4IBDWAWGIEKAGIBAQCSY TUoAYDTHKX-+Q4/dexis/U4!
ngHAJZCA3KsEicVDy TBAGBOKITMngyhddSKH4TbsyFghaBXrrRgBXQIAINBW3IA
HKZHKDMBIOPj4TvdBHONrEdXsyLkdoSaQayTassT+GIG4bQ +sd0dQAARKa0sCGOH
NAMASTUW/ 2MxeIHtOdmockalvOhdSd0bwWS bkgwQisa83QEIS0 THE|ZXZSLI2
FsLJhXcHGeZTvjwE2Iab +gozsaxwF737NK7Cpa7pk6LXnDQSa7LaXATai48IrpWO
HSAYlztLTZJEqrege LdUDEY+z| 125vGhQpG7igHQ312an2GithxSPAMXpGVAGMB
AAG]UTBPMASGA LUGDWQEAWIBhjAPBONVHRMBAFBEBTADAGH/MBOGAL UdDGQWBBRC
IDHLGMIF555nI9niPLITFESRLIAQBakr BaEEAYIIFQEEAWIBADANBGkqhKIGIWOB
AQSFAADCAQEAI7mWHXnecp11qungyCbs30DA72ZmOBX7TO32apY1/yiAjkNBKeaS
LzXVFIXt6zl/ pRAL7jswhnSSRU/SCKUChW2bCaQOMITHOWCIOIMaJ6 2/ fotB+ufl

gSCB7yelnluiyI0H7pZFIXxkOy1ItMMAgw3lgmYLQu+AbD9IVGQyBon1YR7SEYw

118U 71 m e AL T Taaril AT 7 NA7E¥A YO

Encrypted, and the password is:
SR 5

Upload the Firepower Management center public certificate and private key to the FMC internal cert store
Select Objects->PKI->Internal Certs->add the Sourcefire CER file and Sourcefire KEY files and

password, then Save
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ISE Identity Sources CA-Signed Certificate Configuration

Add Known Internal Certificate
Name: FMC80

Certificate Data or, choose a file: I Browse... J

—BEGIN CERTIFICATE—
MIHaTCCBIGGAWIBAGIKYSigVAAAAAAAT ANBgkahKiGOWOBAQSFADBNMRMWEQ YK
CZIMZPYLGQBGRYDY29tMRQWEQ YKCZIMZPyLGQBGRYEDGFIODEGMBA GALUEAXMX
bGFIOCIXSU4tSINWYUWZRFFU Qk4tQOEWHRCNM TUXM T AYMDATMTUYWhcHMTomM T Ay
MDEwM TUyWiCBZELMAKGA1UEBhMCVVMXE TAPBGNVBAG TCELhenls YWSKMRMWEQ YD
VQQHEWPHZXIEYWS0b3duMQwwCg YDVQQKEWNMYWIXDDAKBGNVBASTAKh YiEXMBUG
A1UEAXMOZHIhb TMub GFIOCS]b20xHzAdBgkghkiGOWOBCQEWEGICHBP Y2h AbGFi
0C5jb20wagliMAIGCSaGSIb3DQEBAQUAAAICDWAWGGIKAOICAQT4XSCWGMs2PMsz

Key or, choose a file: I Browse... J

—-—-BEGIN RSA PRIVATE KEY-———

Proc-Type: 4,ENCRYPTED
DEK-Info: DES-EDE3-CBC,FSAFE654013DD0D5

hdkgCOgta8ZEUUENfBgFhnwBP Qe+]x+s5RI24253Wj0L+yDLIspSWauPNCIBExe
WhzSz1+CZWQEevF20v2Meta8Fdgwibe/Snn YBehGasCEFp YfagoEKa/yHmiiTHR
dN1jM75iBxvbRCE3KSNalivVS3FsAKLGRRIF TFhSW3jyuoSiLergflLwxvocla
ZPh/plAI+Ctb GGNUIpvvY3yFddBmifsfzwt T I QXfissSGBMI7 BA2sUyZFFB]

Encrypted, and the password is: ‘.ll.....‘ |

13

I Save

I

Cancel

)

The Identity Sources Engine configuration defines the ISE pxGrid node connection parameters, ISE MnT node
certificates and FMC identity certificate. Note that this configuration will be for a CA-signed environment for an ISE

stand-alone environment.

Step 1 Select System->Integration->Identity Sources->ldentity Services Engine

Primary Host Name/IP Address- primary FQDN pxGrid name or IP address
Secondary Host Name/IP address- secondary FQDN pxGrid name or IP address
*pxGrid Server CA- root CA-signed both ISE pxGrid node and FMC

*mnt Server CA- root CA-signed both ISE pxGrid node and FMC
MC Server Certificate- CA-signed identity certificate of FMC

*CA Signed Environment

Cisco Systems © 2016

Page 39



SECURE ACCESS HOW-TO GUIDES

Overview Analysis Policies Devices Objects | AMP

Configuratior

Cisco CSI Realms Iﬂantlty Sources eStreamer Host Input Client Smart Software Satellite

Identity Sources

Service Type | None | | Identity Services Engine | | UserAgent |

Primary Host Name/IP Address = 192.168.1.38

Secondary Host Name/IP Address

pxGrid Server CA * MS_CA v @

MNT Server CA * MS_CA v @

MC Server Certificate * Fmcsol ] @

ISE Network Filter ex. 10.89.31.0/24, 192.168.8.0/24, ...
* Required Field [ Test |

Step 2 Select Test
You should the following:

Status

ISE connection status:
Primary host: Success

Step 3 Select Save

Step 4 You should see the following on the ISE pxGrid node
Select Administration->pxGrid Services

l'l'l'lll
CIsSCO.
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il Identity Services Engine

Home » Operations » Policy » Guest Access = Administration » Work Centers “ License Waming A

» System  » idenfity Management  » Network Resources  » Device Portal Management | pxGrid Serices  » Feed Service b Identity Mapping

©Enable Auto-Registration Disab

l_ a !: E! Live Log

" @ & oer @G W0 @oeete + GRefresh | Total Pendng Approval(d) ~ 1-11of11  Show 25 » perpa
O Clent Name Clent Description Capabilties Status Client Group(s) Log
O » . 2 - il A =
0O » 3 View
0w bb9.com-97563 % w

Capability Detail [T 3 2

1-30f3 Show 25 = perpage Page | 1 d
Capabiity Name Capabiity Version Messaging Role Message Fiter
0O e 1 ' .

The FMC has successfully registered to the ISE pxGrid node and subscribed to the EndPointProfileMetada,
SessionDirectory and TrustsecMetaData capabilities.
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Firepower Management Center

Enabling Network Discovery

Enabling Network discovery provides user identity information

Step 1 Select Policies->Network Discovery->Edit Rule by clicking D
Step 2 Enable Users

Edit Rule

Action: Discover

m Zones  Port Exclusions

Available Networks € Networks

8 0.0.0.0/0

A any F =

Step 3 Select Save
You should see the following

Overview Analysis JEINEEE Dev = eploy &, System Helpv admin v
Access Control v Network Discovery Application Detectors Correlation Actions v

Custom Operating Systems Custom Topology

Up to date on all targeted devices.

m Users  Advanced

&) Add Rule
Wotworts 20008  Action i
_';: o_?io_g':- w Discover: Hosts, Users, Applications &L 6
ISE Identity Policy

The ISE Identity policy is used in the Firepower Management center’s default access control policy to allow passive ISE
authentication.

Step 1 Select Policies->Access Control->ldentity->New Policy->New Identity Policy->provide a name->Save
You should see the following:
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Dast Source Dest
sones Metwarks Networks VLAN Tags Sre Ports. Dest Forts Mrabm Actron Auth Type

Step 2 Select Add Rule

Step 3 Enter Name: ISE Authentication

Step 4 Enter Action: Passive Authentication

Step 5 Select Realm, then Add, select the ISE realm you defined earlier
You should see the following below

Add Rule

Name [SE Authentication ¥| Enabled Insert into Category > Standard Rules -

Action  Passive Authentication + Realm: LAB (AD) -

Zones Networks VLAN Tags Ports

Realm * LAB (D) v .

Use active authentication if passive authentication cannot identify user

* Required Field

Add Cancel

Step 6 Save the changes

Default Access Control Policy

The default access control policy contains the ISE identity policy, the transport/network layer/preprocessor settings to
block transactions, access control rules and Firepower Management Center’s intrusion policies.

Adding ISE Identity Policy
Add the ISE identity policy to the default access policy

Step 1 Select Policies->Access Control->edit the default access policy
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Overview Analysis JEUISEEE Devices Objects AMP Deploy 1 m Help v admin v

Access Control » Access Control Network Discovery Application Detectors Correlation Actions ¥
Object Management Intrusion Network Analysis Policy ONS Import/Expont
) New Policy

Default Targeting 1 devices 2016-01-11 22:44:26 " "
Default Up-to-date on all targeted devices Maodified by “admin 1 3

Step 2 Click None -> Identity Policy select ISE from the drop-down menu

Overview Analysis BSISEEE Devices Objects AMP Deploy ! System Helpv adminv
Access Control » Access Control Network Discovery Application Detectors Correlation Actions ¥
Default vou have unsaved changes | [= Save || €3 Cancel

SSL Policy: None

Step 3 Select Save

Transport/Network Layer Preprocessor Settings

These settings were modified to for blocking traffic enforced by the Firepower managed intrusion policy.

Step 1 Edit the Transport/Network Layer/Preprocessor Settings

Overview Analysis JEIEEEE Devices Objects AMP ! System Helpv adminv

Access Control » Access Control Network Discovery Application Detectors Correlation Actions v

Default 8 Coocel
Identity Policy: ISE SSL Policy: None
Tg Inheritance Settings | [ Policy Assignments (1)
Rules Secunty Intelligence HTTP Responses m
General Settings F Transport/Network Layer Preprocessor Settings
Maximum URL characters to store in connection events 1024 Ignore the VLAN header when tracking connections Yes
Allow an Interactive Block to bypass blocking for (seconds) 600 Maximum Active Responses a5

Step 2 Provide the following settings
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Transport/Network Layer Preprocessor Settings T X
Ignore the VLAN header when tracking “i
connections
Maximum Active Rasponses 25
Minimum Response Seconds

Troubleshooting Options o

Revert to Defauits OK Cancel

Step 3 Select ->0Ok

Adding Block Response Page

The system-provided block response page will be added to the blocked web categories based on Firepower
Management Center’s access control policy.

Step 1 Select HTTP Responses, and provide the following settings for the response pages

Overview Analysis EHISECE Devices Objects AMP

Access Control * Access Cantrol Network Discovery Application Detectors Correlation Actions v

Default

efay

Identity Policy: [SE SSL Policy: None

Rules  Secunty Intelligence Advanced

Block Response Page

This page will be displayed when HTTP traffic is blocked

System-provided w
Interactive Block Response Page

This page will be displayed when HTTP traffic is blocked, but the user may choose ta continue

System-provided W

Step 2 Save the changes
Step 3 Select Deploy, and deploy the changes to the sensor
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Default

Default + {66 TR
Identity Policy: 1SE SSL Policy: N
d Connectivity
Tg Inheritance Settings | [ Poli
Rules  Security Intefigence
Block Response Page

This page will be displayed when HTTP traffic is block
System-provided

Interactive Block Response Page

— B PE  S SE

Step 4 Select the Deploy status bar to see the progress

i DT uisis UETENSE Lenter

AMP & [ystem Helpv adminv

a7

Overview Analysis JUBIISECE Devices Objects

Correlation Actions v

Access Control » Access Control Network Discovery Application Detectors

Deployments

Default (1 total 1 success
T

+ 192.168.1.31 Deployment to device successful

Create Employee SGT tag Access Control rules
An Employee SGT access control policy will be created simulating an organization’s acceptable usage policy.

This acceptable usage policy will deny users access to gambling sites, hacking sites, streaming media, social media and
peer-to-peer applications.

Step 1 Select Policies->Access Control->Access Control->Rules, edit clicking on u

Access Control » Access Control Network Discovery Application Detectors Correlation Actions ¥
b 1 eme: us = A
&« New Policy
Access Control Policy Status
Default Targeting 1 devices
Default s " |

Step 2 Select->Add Rule, enter name: Deny Employee SGT Access->action->Block->I1PS->pxGrid intrusion
policy->URLs->Category>Gambling, Peer-to-Peer, Streaming Video, Hacking->Add to Rule
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Editing Rule - Deny Employee SGT Access

?x
Name | Deny Employee SGT Access ¥] Enabled Move
Action | % Block v IPS:nop Variables: n/a Files: » Logging: connections: Event Viewer
Zones Networks VLANTags Users Applications Ports m ISE Attributes D Logging Ci
Categones and URLs € 4 ] Selected URLs (5)
\ Search f stag 4 ® Gambling (Any Reputation) 5]
m e ® Deer to Peer (Any Reputation) &
s (Am ion)
# Any (Except Uncategorized) = Streaming Media (Any Reputation 5]
e o ® Hacking (Any Rep i
1 Uncategorized Hacking (Any Reputation) 5]
® Abortion ® Malware Sites (Any Reputation) &
® Abused Drugs
® Adult and Pernography
*® Alcohal and Tobacco
® Auctions
# Bot Nets
® Business and Economy 5 = Add

oK Cancel

Step 3 Select ISE Attributes->Available ISE session attributes->Security Group Tag->Available Metadata-
>Employees->Add to rule

Editing Rule - Deny Employee SGT Access

? x
LS
Name | Deny Employee SGT Access V| Enabled Move
Action | X Block v IPS: rolicies  Variables: n/a Files: no Logging: connactions: Event Viewer
Zones Networks VLANTags Users Applications Ports URLs 3t N0 Inspection Logging Comments
Available ISE Session Attributes © Available ISE Metadata € Selected Source ISE Metadata (1)
n aiie @ Employees [
& Secunty Group Tag
& Device type
3§ Location 1P
Add
OK Cancel
Step 4 Select Logging and configure the following settings
Editing Rule - Deny Employee SGT Access TX
Name Deny Employee SGT Access 7! Enabled Move
Action X Block v IPS: sicies  Variables: n/a Files: Logging: connections: Event Viewer
Zones Networks VLANTags Users Applicabons Ports URLs  ISE Attributes Inspection Comments

/| Log at Beginning of Connaction

File Events:

Send Connection Events to:
V| Event Viewer

Syslog v

SNMP Trap

oK Cancel

Step 5 Select OK
You should see the following
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Overview Analysis JUBISEES Devices Objects AMP e 6, System Helpv admin v

Access Control » Access Control Network Discovery Application Detectors Correlation Actions v

Default You have unsaved changes | (= Save | [ D Cancel

Identity Policy: ISE SSL Policy: None

m Security Intelligence  HTTP Responses  Advanced

8 Filter by Device O Add Category () Add Rule

Tz Inheritance Settings | #] Policy Assignments (1}

# MName au- Mmmtmm Applicat... SrcPorts  DestPoris  URLs LY}

'

Add Rule or Add Category

w Default - Defsult (1-1)

Deny Employee SGT Access

Step 6 Select Save
Step 7 Deploy the changes to the sensor
Select Deploy->sensor->Deploy

Access Control » Access Control T e RS Tt
Lh:[.bv Policies Version:2016-01-12 11:01 AM ?x
Default /___ Device Group Current Version

g
St 192.168.1.31 2016-01-12 10:16 AM

D Access Control Pokcy: Defaul
Identity Policy: ISE SSL Palicy: Non

B2 secuity inteligence  HTIP Responses

A Fitter by Device

O Default DNS Policy
w Mandatory - Default (1-2) -

1 Deny Employees Youtube Acce: @ voutube X
2 ConnectionEvents 3 iy i

Thw re his section. Add Rule or Add Cat
3alanced Security 2

1 Row Selected ing 1 - 2 of 2 rules

Step 8 Click on - to see Task Status, and verify that the operation has succeeded.

Firepower pxGrid Intrusion Policy

The pxGrid Intrusion Policy is created and deployed to the Firepower NGIPS virtual sensor. This policy contains
“SERVER 11S CMD.EXE access” rule, when the end-user types in: www.yahoo.com/cmd.exe in their browser, this
will trigger an intrusion event that will be dropped in line and event generated to the Firepower Management Console
under Analysis Intrusion Events. In this document, the pxGrid intrusion policy will also centrally manage the ASA
with Firepower Services.

In this document, this policy will also be created on-box via ASDM with ASA with Firepower services.

Step 1 Select Policies Intrusion->Intrusion Policy->Create Policy->pxGrid_Intrusion_Policy, enable Drop
when Inline
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Create Intrusson Pokcy

Prabcy nfarmaten

Wame * Bari_intrusan_Fukcy

Cmcription

Ovug whes trkne 4

Base Bokoy e Rubes Active Sy
* Requred

Craste Fobcy | Creme and £d¢ Poicy, | Cancel

Step 2 Click Create Policy

Step 3 Edit the policy by clicking on n

is QASISEEN Devices Objects

Access Control » Intrusion Metwork Discovery Application Detectors Correlation Actions ¥

L3

Import/Export Intrusion Rules Access Control Network Analysis Po

| # Compare Policies | | &) Create Po

il trol polic i 1 2016-01-15 21:23:44
Policy not apphed on any devices Modified by “admin”

pxGrid_Intrusion_Policy Yes

Step 4  Click on Rules->filter: iis cmd exe and select the following

sis IIEEE Device:

Access Control » Intrusion Network Discovery Application Detectors Correlation Actions ¥
Edit Policy: pxGrid_Intrusion_Policy
Policy Information M

Rules Rule Configuration Filter: [iis cmd exe
power Recor e Crnbiot 3 selected rules of 4

@ Advanced Settings Satugoey. = v T O O O
app-detect *  Rule State Event Filtering Dynamic State Alerting Comments

@ Policy Layers blacklist L | - Gio sio Message o
brosser-chrame 11 3103 SERVER-TIS .cmd executable file parsing attack
browser-firafox ® 1 1002 SERVER-IIS cmd.exe access
browser-ia # 1 23626 SERVER-IIS cmd.exe access
hcanotohr ¥ 1 1661 SERVER-IIS cmd32.exe access

Step 5 Click Rule State->Drop and Generate Events->OK
You should see the following:
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Step 6

Step 7

Step 8

Step 9

Step 10
Step 11

Access Control » Intrusion
Edit Policy: pxGrid_Intrusion_Policy

Policy Information

Next filter on:
Attempt

Click Polic

Network Discovery  Apphcation Detectors  Comelation  Actions v

1 T v R

message o
SERVER- 115 .cmel eneculable file parsing altack
SERVER-1T% cmd rxn access
= 524 SERVER. [15 cmd. exe access

SERVER-11% cmd I3, axe sccess

Overview Analysis JEBIISEEE Devices Objects AMP
Access Control » Intrusion Network Discovery Application Detectors Correlation Actions v

Edit Policy: pxGrid_Intrusion_Policy

Policy Information Rules
Rules Rule Configuration Filter: [win gen buffer overflow
Firepower Recommendations KUl Content
v L & - o

3 Advanced Settings
Rule State
Message a

3 Policy Layers GIB SID

Rule State->Drop and Generate Events->OK

Information

A Policies EECEE

Network Discovery  Apphcation Detectors Actions

ol » Intrusion Correlation

cy: pxGrid_Intrusion_Policy

1 anbected rule of 7

< Myperlink buller

You should see the following:

Overview Analysis IEBUSEEN Devices Objects = AMP

3 selected rules of 4

XX X XE

win gen buffer overflow and select->OS-Windows Generic Hyperlink BufferOverflow

Filter returned 7 results

Event Filtering Dynamic State Alerting Comments

05-WINDOWS Generic HyperLink buffer overflow attempt

Access Control » Intrusion  Network Discovery  Application Detectors  Correlation  Actions v

Edit Policy: pxGrid_Intrusion_Policy
Policy Information

Rules
Name pxGrid_Intrusion_Palicy

Firepower Recommendations

@ Advanced Settings
Drop when Inline

@ Policy Layers

Base Policy N
(Rule Update 2015-10-01-001-vrt)

© The base p

This pelicy has 5 enabled rules

Commit Changes

Select Commit Changes

Click OK
You should see the following

Discard Changes
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Overview Analysis JRGIHEEEE Devices Objects AMP

Access Control » Intrusion Network Discovery Application Detectors Correlation  Actions ¥

# Compare Policies «# Create Policy

Intrusion Policy Drop when Inline Status

pxGrid_Intrusion_Policy

Step 12  Select Deploy, the sensor, and Deploy again
Step 13 Select Policies->Access Control->Intrusion Access Control, you should see the following:

Overview Analysis JEGIISEEN Devices Objects AMP Deploy f, System Help v admin v

Access Control » Intrusion Network Discovery Application Detectors Correlation  Actions ¥

mport/Export [ntrusion Rules Access Control Network Analysis Policy
¥ Compare Polices  Create Policy

Intrusion Policy Drop when Inline Status Last Modified

pxGrid_Intrusion_Policy Yes

Step 14  Select Policies->Access Control->Access Control
You should see the default access policy

Overview Analysis JUDIISIEN Devices Objects | AMP

Access Control » Access Control Network Discovery Application Detectors Correlation Actions ¥
ageme: rus e A port/E:
2 New Policy
Access Contrel Policy Status
Default Targeting 1 devices T
Default Up-to-date on all targeted devices '

Step 15  Edit the default access policy by clicking on u

Overview Analysis JEGIISEEN Devices Objects | AMP Deploy b, System Help v adm)

Access Control * Access Control Network Discovery Application Detectors Correlation Actions v

bject Management Intrusion Network Analysis Policy DNS Import/Exq

¥ New Policy

Default Targeting 1 devices )
Default to-date ¢ i | i

Step 16  Under Default actions, from the dropdown select the pxGrid_Intrusion_Policy
You should see the following
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COUSEEN Devices Objects p v admin
Access Control » Access Control Network Discovery Application Detectors Correlation Actions v
Default Q) Cancel
Default
Identity Policy: ISE SSL Policy: Nang
Tg Inheritance Settings | (%] Policy Assignments (1)
m Security Intelligence  HTTP Responses  Advanced

@8 Filter by Device @ Add Category ) Add Rule

Add Rule or Add Category

*® Gambling (&
* Malware Site

Deny Employee ¢ ® peer to Peer X Block & o & 0
*® Streaming M
® Hacking (An

Intrusion Prevention: pxGnid_Intrusion_Palicy

Note: you may be prompted to add access control policies. These will be added later on based on the Employee SGT

Step 17  Click Save
Step 18  Edit the SGT Access control policy to include the pxGrid Intrusion Policy

Step 19  Click on Logging, by clicking on

Default Action Intrusion Prevention: pxGnd_Intrusion_Policy

"m

Step 20  Configure the following settings->OK

Logging ? X

¥| Log at Beginning of Connection

¥| Log at End of Connection

Send Connection Events to:
| Event Viewer
] Syslog

SNMP Trap

oK Cancel

Step 21  Click Save
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v ; [EECET Devices :
Access Contrel * Access Control Metwork Descovery  Apphcation Detectors  Correlation  Adtions »

© cancel

Default

Identity Policy: [3E 51 Palicy: e

Tg inhertance Settings | [H] Policy Assignments (1)

m Security Inteligence  HTTP Responses  Advanced
8 filter by Dewvice

Q0 Add Categary L) Add Rue

Step 22  Click Deploy, select the device

[ overven anayss [ORY oevees obyects e Jow |
Disr . —~eatiaT. ClteE - =

Access Control » Access Control N

DEFaUIt Group Current Version i Stow Wary
e 2016-01-13 10:45 PM
. - % Posicyn e D Access Control Polcy: Default
entity Policy: : Non
o2 © |- ntrusion Policy: Balanced Security and Connectivity

D LIntrusion Policy: pxGnd_Intrusion_Policy

,_) Identity

© LoNs policy: Default DNS Policy

© Piatform Settngs: Clock_Sync
& network Dscovery
© Device Configuration

w Mandatory - Default (-) © o

Thare are no rules in ths saction. Add Rule or Add Cat

saction, Add Rule or Add Cat

rid_lntrusion_Policy

slt Action

Step 23  Select Deploy

Step 24  Click on . to see Task Status

e A

System Help v admin v

AMP

Farralabine Arbinme w

Note: Click on Task Status to see deployment cycle status

You should see deployment to the sensor as successful

Deployments

(Ltotal) o 1 success 0 0

v 192.168.1.31 Deployment to device successful.
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Testing User with Employee SGT via Firepower Virtual
Sensor

In this use case, the end-user is assigned an Employee SGT and received the Firepower Management Center’s access
control policy, denying SGT tagged employees access to hacking sites, gambling sites, peer-to-peer applications,
streaming media applications. Also the intrusion policy is enforced and access to compromised web servers are
denied.

The end-user successfully authenticates via IEEE 802.1X and is assigned an Employee SGT as shown below

‘;','{;'; Identity Services Engine Home = Operations » Policy » Guest Access » Administration » Work Centers 5[’9 License Waming A

RADIUS Livelog TACACS Livelog Reports  » Troubleshoot  » Adaptive Network Control

Misconfigured Supplcants ! Misconfigured Network Devices ! RADIUS Drops * Clent Stopped Responding * Repeat C
0 0 5 8 0
[] Show Live Sessons 3+ Add or Remove Columns = 4 Refresh  (E) Reset Repeat Counts Refresh | Every 1 minute v | Show| Latest 20 records v mﬁ'm:
Status i i i i i i
Time v Detais  Repeat Count Ad2NUEY. (Endpont D [.Enmﬂz Profie " Authentication Polcy l&ume*?ﬂmn Poicy  Authorzation Profies |.'!e$s'f2r!s De

Al

2016-01-16 23:34:30.668 I 0O 0 skber@bbo.com 00:0C:20:72:D6:07  Microsoft-Workstat.. Default >> DotiX >> ... Defaut >> Employee  Employees,PermitAccess
2016-01-16 23:34:20,788 u skber@iabo.com 00:0C:29:72:06:07  Microsoft-Workstat.. Defauk >> DotlX >> ... Default >> Employee  Employees,PermitAccess Switch

Firepower Management Center 6.0 obtains the ISE session information and displays the information in the User
Activity Screen

Overview JUUENGEE Policies Devices Objects AMP & p, System Help v admin v

Context Explorer Connections v Intrusions » Files » Hosts v Users * User Activity Vulnerabilities » Correlation v Custom v Search
Bookmark This Page Report Designer Dashboard View Bookmarks Search

r Activity

2016-01-15 15:53:00 - 2016-01-19 16:
View of Events ° | - kb AZYYa e aE Wb AR AT

irch Constraints (Edit Search)

~ Jime x Event x Realm * Username * Type ¥  Authenlication X [P Address ¥  Description ¥  Security ¥  Endpoint *®  Endpoint *
Group

bew User Identity  LAB 4 iskiber 7 LDaP

Note the ISE session attributes: username, security group tag, endpoint profile and endpoint location. The security
group tag attribute was used to create a FMC access control policy.
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The end-user opens their browser and accesses poker.com. Note the blocked transaction and the Firepower

Management Center displayed page.

Access Denied

You are attempting to access a forbidden site.

Consult your system administrator for details.

& Access Denied - Windows Intemet Explorer [E=REEE =
@\jv [ e . poker.com ~ [ 4| x |8 sing i
g Favorites | iz [B¥ Suggested Sites » @] Web Slice Gallery »
= o
[2] Access Denied Bio~ B - (7 @ - Pagev Safety~ Took~ i~

The end-user opens their browser and wants to download pwdump?.

amw Google Search - Windows Intemet Explorer == EoR == |
@ w | G hitps google.com/searchThizenfisourc + £} [ B | %2 | X || I Bing 7 =B
dc Favorites | oy [ Suggested Sites ~ 8] Web Slice Gallery ~

G pwdumpT - Google Search

'3 ~ B -~ 0 ®b ~ Page~ Safety~ Took~ @~

DGWhIoad 1ocal copy of pwaurmpl revision 7.1 3 KH] pwEIurnpf VOTRS Wit 115 awin
Past week filesytem drver {from rkdetector.com technology) so users with
Past month
Past year Pwdump - aldeid

hnpc [hwwrw aldeid com/wikiPwdump ~

ne to dump the SAM and

All results e
Verbatim e
Description - Installation - Usage - Example
pwdump - Wikipedia, the free encyclopedia
https_ffen w:km(-dla org/wiki/P wl:‘ump -
i s of pwdump, pwdump2, pwdumpd. pwdumple

Pwdump Download

pwdumpdownload m)

r windows named pwdumpT

The end-user is redirected to the web page and is denied access

€ Access Denied - Windows Intemet Explorer

i

@ >, ¥ | 2 http//searchinweb.net/sn/mbn.cgifb&iseoref = hity 'f ¥ [ 4| X I.b Bing
¢ Favorites cax [N Suggested Sites v @] Wek ¢ Gallery =
& Access Denied IR 3 I

Access Denied

You are attempting to access a forbidden site.

Consult your system administrator for details.
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The end-user attempts to access bittorrent and is denied access.

. - " — |
€ Access Denied - Windows Internet Explorer =G
@u ¥ B hitg ww bittorrent.com | B 4| X [ B 5ing L2~

& Favorites e B Suggested Sites - B | Web Shce Gallery »
8 Access Denied B * Bl -~ 7 mm ~ Pagev Safety~ Took~ i~

Access Denied

You are attempting to access a forbidden site.

Consult your system administrator for details.

The end-user inserts cmd.exe into the website to simulate a compromised web server and is denied access

@\J" @] hitp v.msn.com/cmd.exe ":’fil-llb Bing s
¢ Fovorites | ols [ Suggested Sites » @] Web Slice Gallery »
@ Internet Explorer cannot display the webpage ’-.|' * B ~ [0 mm v Pagev Safety~ Toolsv i~
.
g Internet Explorer cannot display the webpage
Vhat you can
[ Diagnose Cannection Problems |
- ore mation

Just to prove that all is well. The end-user can access a valid website

"

€ MSN.com - Hotmail, Outlook, Skype, Bing, Latest News, Photos & Videos - Windows Intemet Explorer EF=REcE <"
@'\_J'- B hitg Fer MSNCOM vi*;l;a‘.”b Bing p "
" Favorites - b suggested Sites w f.!_ Web Shce Gallery
& MSN.com - Hotmail, Outlook, Skype, Bing, Latest... " * B - " mm v Pagev Safety~ Took~ @~
’ msn b bing | web sean -
Recent Searchess www.yah... www.msn. Man
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The end-user tries to join a hacking club and is denied access

r
@@' G https://www.google.com/searchig=hacking+si + & :_'::’r|h!lb Bing F o
& Favorites | gy [ Suggested Sites v @] Web Shice Gallery v
G hacking sites - Google Search M3 ~ B -7 ®mm v Pagev Safety~ Toolks~ i~
Past year -
Hack This Sitel

Al results https:/fwww hackthissite org/ ~
Verbatim HackThisSite! is a legal and safe network secunty resource whera users test their hacking

skills on various challenges and leam about hacking and network

Login - Register - About the Project - Forums

" ’ ’ UEs as normal then the database is
not vulnerable, and the website is not winerable to SQL Injection

When the end-user attempts to join the hacking club he is denied access

-'-.ﬁu:cess Denied x | + | ‘:.“ ﬁlg

(- hackersonlineclub.com Gy -4, Search ﬁ E U " ﬂ‘ 9 =

Go back one page

Right-click or pull down to show history |

You are attempting to access a forbidden site.

Consult your system administrator for details.

When the end-user attempts to access www.youtube.com he is denied
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| & Access Denied - Windows Intemet Explorer SR ]
@u . B htt youtube.com. .| o v X Ib Bing 2=
wr Favorites i3 N Suggested Sites » B Wet ce Gallery =
& Access Denied %5~ E -7 mm v Pagev Safety~ Tooks~ @~

Access Denied

You are attempting to access a forbidden site.

Consult your system administrator for details.

On the Firepower Management Center Access Controlled User Statistics Dashboard, you can view the denied
connections from the user iskiber

[SUTI MO Analysis Polices Devices Objects AMP eploy &, System Helpv admin v

Dashboards + Reporting Summary v

Access Controlled User Statistics L3
m Intrusion Events x + Sowthetat Thow v, W
o) Add widgets
Ailowed Connoctions by User Trafic by intiotor User
Username ¥ Allowed Connections 45 Username ¥ Total Bytes (KB)
308 at 4 pxand (LAB\sxgnd, LDAP) 1,683.21
247 s . LDAP' 889.42
© 194 30 672.44
ey 111 251 20.94
20
15
10
0s
004 X A - v
1808 1818 1828 1838 18:48

Last updated less than & minute ago R A s

If you click on denied connections by iskiber, note the denied URL categories. These denied categories represent the
URL categories as defined in the “Deny Employee SGT Access” Firepower Management Center’s access control rule
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Context Explorer Connections » Events Intrusions v Files » Hosts v Users v Vulnerabilities v Correlation Custom v Search

Bookmark This Page Report Designer Dashboar

Connection Events ¢

@ Info x
Event counts may differ from Dashboard as events
are pruned.
Connections with Application Details » Table View of C on Events

» Search Constraints (Edit Search Save Search)

Jump to... ¥

3 Block Internal Internal 60425 / tcp
L 3 Block Internal Internal 60424 / tcp
3 Block ol 146.145.46.20 . ysa Internal Internal 60420 / tcp
1 5 Block gl 152.168.1.10 o 146.145.46.20 'EE Usa Internal Internal 60396 / tcp
3 Blogk a 192.168.1.10 ol 196.148.81.138 W uUsa {nternal {nternal 60375 / tcp
Block gl 192.168.1,10 mi 69.26.187.22 s Internal pternal 60295 / tcp
] Block Wl 58,214 207.128 Internal Internal 60288 [ tcp
3 20 1-1 48:04 Block gl 74.125.226.39 W Usa Internal nternal 50286 / tep

Below is a screen continuation

Connections » Events Intrusions v Files v Hosts v Users v Vulnerabilities v Correlation v Custom ¥ Search

d View SBockmarks Search w

1:05:00 - 2016-01-16 19:02:17 9
Stabic

Destination Port /  Application  Client Web URL uRL Device Security
B0 (http) / tcp ] HTTP ] internet Explorer [~] YouTube hitp://www.voutube.com/ Streaming Media known 192.168.1.31
g0 (hitp) / tcp | HIIP ] Internet Expigrer Web Srowsing  bitp://www.Inveadexchanger.com/a/display.phpir=092,.. Il Malware Sites High rigk 192.168.1.31
80 (hito) / tco HITP | Internet Explorer Web Browsing  hitp://www liveadexchanger com/a/display.php?r=592. .. [l Malware Sites High risk 192,168.1.31
B0 (hito] / to ™ HTIP ™ Internet Explarer Web Browsing ttp://www. iveadexchanger com/a/display.phpir=092.., ll Malware Sites High risk 192.168.1.31

| HIIPS | 550 clent https://www hackthissite org Hacking Well known 192.168.1.31

| HITP | Internet Explorer | BitTorrent hitp i/ www. bittorrent. com/ Peer 1o Paer Well kngwn 192,168.1.31

80 {htto) / to "] HITE ~ Internet Explorer [ | Google http://searchinweb. net/sn/mbn.cgi*6hseoref=hitp%e34A. .. [l Malware Sites High risk 192,168.1.31
443 (hitos) / tco ") yIiPS "] 55U clisnt 7] YouTube hitps://fima.voutube com treaming Media [l Well known 2.168.1.
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ASA with Firepower Services

In this document an ASA 5506W was used for testing. The ASA Firepower (sfr) module was installed and was tested
in the following:

- Managed Firepower pxGrid Intrusion policy and Employee SGT access control rule

- On-Box managed Firepower pxGrid Intrusion policy and Employee SGT access control rile.

Using Centralized Firepower Management Center Policy

Here we install the ASA Firepower (sfr) module. Once configured we will register the ASA to the Firepower
Management Console where the ASA will enforce the managed Cisco Firepower policy.

Note: Please make sure you install either smart or classic license for the managed ASA with Firepower services.

ASA Firepower (sfr) Installation and registering to Firepower Management Center

Step 1 Download ASDM 7.5.2, and ASA 9.5.2 and upload them to ASA
Step 2 Install the ASA Firepower module

ciscoasa# sw-module module sfr recover configure image diskO:/asasfr-5500x-6.0.0.1img

Step 3 Turn on debugging, this will make it easier if error messages occur

ciscoasa# sh debug
ciscoasa# debug module

Step 4 Load the ASA Firepower boot image

ciscoasa# sw-module module module sfr recover boot

Step 5 Wait approximately 5-15 minutes for the ASA Firepower to boot up, open a console session to the now-
running ASA Firepower boot image. You may press enter a couple of times and type the following

ciscoasa# session sfr console
Opening console session with module sfr.
Connected to module sfr. Escape character sequence is “CTRL_"X”.

Cisco ASA SFR Boot Image 5.3.1
asasfr login:admin
Password: Adminl23
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Step 6 Install the software system image using the system install command, ftp was used in the following
example:

asa-boot>system install http://jeppich:password@192.168.1.8/asasfr-5500x-6.0.0.1img

The system will go down for a reboot when complete. This may take awhile for sfr to come up; it may take
longer than 30 minutes as was the case with my ASA 5506. Check by typing the following

sh module sfr

You should see the module as up, if it is still in the recover state, the module is still installing

Step 7 Open a session to the ASA Firepower module

ciscoasa# session sfr console
Opening console session with module sfr.
Connected to module sfr. Escape character sequence is “CTRL- ~X7.

Sourcefire3D login: admin
Password: Adminl23

Step 8 Read and accept the EULA and complete the system configuration
Step 9  Add the ASA Firepower services to the Firepower Management 6.0

> configure manager add (ip address of Cisco Firepower Management Console) password

Step 10  Ensure that you have the proper licenses installed for the ASA

Step 11  Add ASA Firepower device to the Firepower Management Center 6.0 and enter the device information and
enable the license
Select Devices->Device Management->Add->Add Device

password
None v

Defaulf -

O on sion 5.4 devices or earlier, the licensing options will need to be
specified from licensing page.

Register Cancel

Step 12  Select Register
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Step 13  After the ASA Firepower has successfully registered you should see the following:

File Edt View History Bookmarks Tools Help == i;.\_[g.u!@
& Login X | &k Cisco Firepower Managem... % | @l Identity Services Engine x|+
€ a 192.168.1.30 ] T a8 @ &8 A O =

55 ISE 55 Defense Center K

Overview Analysis Policies JSEVIEER Objects AMP

Device Management NAT VPN Platform Settings

By Group i *] Add...
Mame Model License Type Access Control Policy
2 | Ungrouped (2)
bt ;3;2.71152‘.!:.1:‘:;5-'-:'—Jssue'-'- 6.0.0 ASAS506W Protection, Control, Malware, UR Default & 8
R e o NGIPSw for VMware Protection, Control, Malware, UR . Default

Testing User with Employee SGT from managed Firepower Management Policy

Here we test the FMC 6.0 policy we created for an end-user tagged as employee. The end-user is tagged as having an
Employee SGT after a successful 802.1X authentication based on the ISE authorization policy.

‘tus’ Identity Services Engine Home [ERSCUEURGENN s Policy b GuestAccess  » Administraion b Work Centers @  icensewaming A

RADIUS Livelog ~ TACACSLivelog Repors  » Troudleshool  » Adaptive Network Control

Msconfigured Supplcants Msconfigured Network Devices ¢ RADIUS Drops Clent Stopped Responding * Repeat Counter
L] 0 3 1 0
[l Show Live Sessions 4} Add or Remove Columns * % Refresh (€Y Reset Repeat Counts Refresh | Every 1 minute v | Show | Latest 20 records | within| Last 24
Status i { v U i f t i i
Time v 29 petats Repeat Count IMentty ©  Endpont D Endpont pofle Asthentoston Poly _ Authorzmton poley | Authataton Profles ', Hetueek Daoca

Xerox-Device Default >> MAB >> D... Defauk >> Basic_Aut... PermitAccess

2016-01-13 22:42:14.125 @

Xerox-Device Default >> MAB >> D... Defauk >> Basic_Aut... PermitAccess Switch

Microsoft-Workstat.. Defauk >> DotiX >> ...
Microsoft-Workstat.. Defaut >> DotlX >> ... Defauk >> Employee ployees,PermitAccess Switch

Defauk >> Employee Employees, PermitAccess

[« -]
ofplp o
-

2016-01-13 22:41:15.217

The end-user opens their browser and accesses www.youtube.com and is denied access

5 Google % | Access Denied x |+

€ youtube.com ] B U a0 =

Access Denied

You are attempting to access a forbidden site.

Consult your system administrator for details.

On the Firepower Management Center, s elect Analysis->Connection->Events to see the details of blocked
transactions
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Overview JLUENSEE Policies Devices Objects AMP System Help v admin v

Context Explorer Connections » Events Intrusions*  Filesv  Hosts v Users ¥ Vulnerabilities v Correlation v Customv  Search

Bookmark This Page Report Designer Dashboard View Bookmarks Search v

Connection Events e o S e
Connections with Application Details ew of Connectign Events 2016-01-12 21:33:00 - 2016-01-14 ...35_-1;;_,
» Search Constraints (Edit Search Save Search

Jumpto... ¥

| =Eirst Packet Last Packet Action Reason [nitiator IP Initiator  Responder IP Responder  Ingress Earess Source Port /  Destination Port /.
Country Country Security Zone  Security Zone  ICMP Type ICHP Code

] Block ol 122.168.1.11 o 74.125.228.200 W USA httos) / tco

3 Block ol 192,168,010 o 74.125.228.200 S5 usa 2759 / tcp 443 (https) / tep

3 Block ol 192168000 ol 74.125.228.200 W LSA 52758/t 443 (htos) / tep

Continuation of screen below note that we see www.youtube.com

System Help v admin v

Hosts v Users v Vulnerabilities v Correlation v Custom v Search

Application  Client Web URL URL URL Device Security
Protocol Application Category  Reputation Context
HITPS ) SSL client 7] YouTube
HITPS S5 chent T YouTube  hitos://www.youtube.com 192.168.1.115

On Firepower Management center, select Overview->Dashboards->Access Controlled User Statistics and click on
Denied Connections by User for pxGrid

IRVl Analysis Policies Devices Objects =~ AMP

Dashboards v Reporting Summary v

2 Add widgets
Allowed Connections by User Unigue Users over Time Traffic by Initiator User
Username v Allowed Connections 459 Username ¥ Total Bytes (KB)
8,141 chit 4 1onn eppich (LAB\isppich, LDAR) 110,390.89
5,076 359 i 39,303.26
2,711 304 10,918.29
666 254 11,986.50
<18 201 1 786.32
154 |
H
054 1]
00 T v : -
Apr Jul Qet Jan
Lest updated less than a minute ago 1 Last updated less than a minute ago

Last updated less than a minute ago

Username ¥ Denied Connections

You will see the blocked connection events for www.youtube.com
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Overview JGUEIMEEN Polices Devices Objects = AMP eploy A System Help v admin v
Context Explorer Connections * Events Intrusions v Files v Hosts » Users v Vulnerabilities » Correlation » Custom v Search
Bookmark This Page Report Designer Dashboard View Bookmarks Sesrch v
Connection Events
@ Info L]

Event counts may differ from Dashboard as events
are pruned

On-Box Firepower Policy Management

This section provides details for on-box management for the ASA with Firepower services via ASDM. Please note
that you will need separate licenses for the on-box ASA using Firepower policies via ASDM. Also the ASA with
Firepower services was configured for a CA-signed environment.

Delete the ASA from the Firepower Management Center 6.0
Step 1 Delete the ASA5500 device from the Firepower Management Center 6.0
Select Devices->Device Management->Delete the ASA 5500 Sensor by clicking on n

Note: If your ASA device has not been deleted from FMC 6.0, the ASDM will not be able to see the ASA Firepower Configuration Details. This will
require a separate set of licenses for on-box registration

ISE Realm Configuration
Here we configure the ISE Realm on ISE

Step 1 Select ASA Firepower Configuration->Realms

ASA FirePOWER Configur.. 5
o TORCY "
% Device Management
#1723 Object Management
1% Local
System Information
Updates
iy Licenses
il {5 Tools
y Integration

rces
EJ Remote Management

= eStreamer
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Step 2 Select New Realm, enter the realm configuration details

Directory | Realm Configuration ] User Download |

AD Primary Domain * lab9.com ex: domain.com

Directory Username * prgrid@lab9.com ex: user@domain

Directory Password *  esssssss

Base DN * de=labg,de=com ex: ou=user de=cisco,de=com
Group DN * demlab9,dcmcom ex: oumgroup,dcmcisco,de=com
Group Attribute Member =

User Session Timeout

Authenticated Users 1440 minutes
Failed Authentication Users 1440 minutes
Guest Users 1440 minutes

* Required Field

Step 3 Select OK, enable the Realm by clicking State

Step 4 Select Add Directory, enter the information below

Hostname / IP 192.168.1.24|

Address

Port 389

Encryption STARTTLS LDAPS '® None
SSL Certificate i

o

Step 5 Select Test, you should see operation succeeded

Step 6 Click User Download->enable Download users and groups->Download Now->Add to Include

Lab1

‘ Directory ] Realm Configuration Ilh;nr Duwnlnad.
E\cu‘.rlmd users and groups

Begin automatic download at |12 v AM v America/New York Repest Every 24 v | Hours

Avallable Groups & Groups to Indude (37
L |
p ]
- b Cr i
dd to
= ,
Addto | &4 3
| Exclude | -
- A ]
-3 3
g Server Operators J
g Guests A .
- Add

Step 7 Click Store ASA Firepower Changes
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ISE Identity Sources Configuration

The identity sources configuration contains the connection parameters between the ASA with Firepower services and
the ISE pxGrid node. Please note that the ASA has a signed CA-signed certificate. Please refer to CA-signed operation
if you are not familiar with the certificate installation

Step 1 Select ASA Firepower Configuration Changes->ldentity Sources

ASA FirePOWER Configur_. 5 8
T O FoCY
i P, Device Management i
+ "5 Object Management
N an‘
System Information
Updates
iy} Licenses
¢ ﬁ Tools
¥4 Integraton
& Cisco CS1

Step 2 Select Identity Services Engine, and provide the ISE pxGrid configuration below:

Note: Please provide the proper certificate information for self-signed or CA-signed certificates

Cisco €SI H Realms Identity Sources I Remote Management I eStreamer }

Identity Sources

Service Type

Mone | | Identity Services Engine User Agent |
Primary Host Name/IP Address * 192.168.1.15
Secondary Host Name/IP Address
puGnd Server CA * CA_root b
MNT Server CA * CA_root v @
MC Server Certificate * ASA_Cert v @
ISE Network Filter
* Required Field Test

Step 3 Select Test, to verify connectivity to the ISE pxGrid node, you should see

Status

i ISE connection status:
«J Primary host: Success

oK
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Step 4  You should see that the ASA Firepower has successfully registered as a pxGrid client
Select Administration->pxGrid Services
Clents Live Log
v e @Usbe Qoppove @ Woedne @Delete + EPRefresh  Total Pending Approval(D)

- Clent Name Chent Description Capabiities Status Clent Group(s)

Step 5 If there you have an unsuccessful attempts,
Step 6 Select Monitoring->ASA Firepower Monitoring, this should provide some details

Note: Failures are mostly due to certificate issues

ISE Identity Policy

The ISE Identity Policy will be configured for passive authentication and will be used in the Firepower Management
Center default access control rule for ISE authentication.

Step 1 Select ASA Firepower Configuration->Policies->1dentity Policy

ASA FirePOWER Configur... 5 D
J5) Polices
B Access Contral Poliey
i/ 4 Intrusion Policy
Files
H ssL

=l Device Management
i Device
1Bl nterfaces

1 {0 Object Management

Step 2 Click Add Rule, enter name->Passive Authentication->Realm

Name  ISE « Enabled
Action | Passive Authentication v

[ Zones I Networks | Ports |
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Step 3 Select Store ASA Firepower Changes
Step 4 Select Deploy->Deploy Firepower Changes->Deploy-Ok

(L) Cisco ASDM 7.5(2) for ASA - 19216811
File View Tools Wizards Windew Help

\ﬁ] Home \'-);“-‘a, Configuration U Manitoring #f.| Deploy Refresh O Back ()

Bookmarks ERE [ Deploy FirePOWER Changes | CtiD §
— | To bookmark a page, right-dick on a Save Running Configuration to Flash Ctrl+S

Y I nnrde in the ravianation tres and cslect

Adding ISE Identity Policy

The ISE identity policy is added to the Firepower Management Center’s default access policy
Step 1 Select ASA Firepower Configuration->Policies->Access Control Policy

ASA FirePOWER Configur. & §

Files

I st
é Actions Alerts

Identity Policy

J) DNS Policy
= i Device Management
B Device
8 Interfaces
i1 {1 Object Management
£« Local
| SR

Step 2 Select ASA Firepower->Add Rule->ldentity Policy->None, select Default Identity Policy from the

drop-down
Identity Policy ? X
Default Identity Policy >l
Revert to Defaults Ok Cancel

Step 3 Select OK
Step 4 Click Store ASA Firepower Changes

Transport and Network Layer Preprocessor Settings
These settings have been modified to block network access based on the Firepower intrusion policy.

Step 1 Click Advanced->Transport/Network Layer Preprocessor Settings D provide the following
settings:
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Transport/Network Layer Preprocessor Settings

Revert to Defaults 0K Cancel

Step 2 Select OK

Adding Block Response Page

The system-provided block response page has been added as a blocked response to the Firepower access control file.

Step 1 Click HTTP Responses, and provide the following:

Identity Policy: Defauylt Jdentity Policy SSL Policy: Nong
I Rules I Security Intelligence [ HTTP Responses l Advanced l
Block Response Page
This page will be displayed when HTTP traffic is blocked
System-provided b
Interactive Block Response Page
This page will be displayed when HTTP traffic 15 blocked, but the user may choose to continue,

System-provided o

Step 2 Click Store ASA Firepower Changes

ASA Create Employee SGT Access Control Rules

These Employee SGT tag access control rules set a corporate acceptable usage policy denying access to: hacking sites,
streaming media, peer-to-peer applications, malware and gambling sites

Step 1 Select ASA Firepower Configuration->Access Control Policy->ASA Firepower-Add rule

Step 2 Select Add Rule, enter name: Deny Employee SGT Access->action->Block with reset->1PS->pxGrid
intrusion policy->URLs->Category>Gambling, Peer-to-Peer, Streaming Video, Hacking->Save
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Editing Rule - Deny SGT Employee Access

Name Deny SGT Employee Access | Enabled Move

Action | 3 8Block with reset ¥ | 1IPS; no policie: Variables: n/a Files: no inspection Logging: no logging

[ .-_"cnes-[ Networks I Users I Applications ] Paorts ] URLs [ ISE Attributes 1 [ Inspection ] Logging ] Comments I

Categories and URLs & [+ Selected URLs (5)

® Gambling (Any Reputation)

| I ® Hacking (A jon)
[ Cat } URLs acking (Any Reputation

® Malware Sites (Any Reputation)
* Any (Except Uncategorized) —_——

= ® peer to Peer (Any Reputation)
Uncategonzed

[= = =il = (e

e A
Streaming Media (Any Reputabion)
® Abortion 2

® abused Drugs

® adult and Pornography
® slcohol and Tobacco

® Auctions

® Bot Nets

® Business and Economy

Step 3 Select ISE Attributes->Available ISE session attributes->Security Group Tag->Available Metadata-
>Employees->Add to rule

Editing Rule - Deny Employee SGT Access T X
Name Deny Employee SGT Access | Enabled Move k
Action | X Block v IPS: no policie Variables: n/a Files: nc nspection Logging: connections: Event Viewer
Zones Networks VLANTags |Users Applications Ports URLs L1300 10 Inspection Logging Comments
Available ISE Session Attributes © Available ISE Metadata & Selected Source IS5E Metadata (1)
T — = L Searchh by rame ki & Employeas &

& Secunty Group Tag
& Device type

- caton
s Location IP

oK Cancel

Step 4 Select Logging and configure the following settings
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Editing Rule - Deny SGT Employee Access

MName Deny SGT Employee Access # Enabled Move
Action | JC Block with reset v IPS:nop Varisbles Files: “ton Logging:
[ Zones I Networks ] Users I Applications ] Ports ] URLs [ ISE Attributes ] [ Inspection ] Logging ] Comments I

Log at Beginning and End of Connection

®' Mo Logging at Connection

File Events:

Send Connection Events to:

Step 5 Select Save
You should see the following

Identity Policy: Default ldentity Policy SSL Policy: None
[ Rules -[ Security In'.ellig-.\r':e—[ HTTP Reésponses I Advanced I

s Add Category & Add Rulz

Source Dest Source Dest
2 | Name Zones 2ones Networks | Networks | Users Applica... | Src Ports Dest Ports | URLs Action L

Administrator Rules

Standard Rules

*® Gambling (&

® Hacking (An

® Malware Site JE Block wil kfe &7 8
® Peer to Peer

® Streaming b

Deny SGT Employee Acce

Step 6 Select Save

Step 7 Select store ASA Firepower changes

Step 8 Select Deploy->Deploy Firepower changes->Deploy-OK

Step 9 Select Monitoring->ASA Firepower Monitoring->Task Status to view deployment status
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ASA FirePOWER pxGrid Intrusion Policy

In this section, the pxGrid Intrusion Policy is created and deployed to the Firepower sensor. This policy contains
“SERVER I11S CMD.EXE access” rule, when the end-user types in: www.yahoo.com/cmd.exe in their browser, this

will trigger an intrusion event that will be dropped in line and event generated to the Firepower Management Console
under Analysis Intrusion Events

Step 1

Step 2
Step 3

Step 4

Step 5

Select ASA Firepower Configuration->Intrusion Policy->Create Policy and configure the following:

Create 1 Is 1 F

Policy Informat:

Nams pxGnd Intrusion Policy

Description

Drop when Inhine o

Base Policy No Rules Active ¥

o Create Policy | Create and Edst Policy Cancel

Click Create Policy
You should see the following
Intrusion Policy Drop when Inline Status

# Compare Policies ) Create Policy

Last Modified

puGrid Intrusion Policy Yes

Edit the policy by clicking on D

> Intrusion Policy > Intrusion Policy

Intrusion Policy Drop when Inline Status

v CWI!WICIQS ud Create Policy

pxGrid Intrusion Policy Yes

Mo access control pohicies uge this policy

Policy not applied on device

Click on Rules->filter: iis cmd exe and select the following

Rules
Rule Configuration Filter: [iis emd exe
Hhe Contunt 4 selected rules of 4
Catogory, - v Y- ) v o Ld
app-detect Rule State Event Filtering Dynamic State Alerting Comments
¥ GID SID Message a
o 1 3193 SERVER-1IS .cmd executable file parsing attack
L C SERVER-IIS cimd.exe access
L 23626 SERVER-IIS cmd.exe access
o 1 1661 SERVER-IIS cmd3 2.exe access

Last Modified
2016-01-16 13:46:3

Modified by “admin 1 U
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Step 6 Click Rule State->Drop and Generate Events->OK
You should see the following:

Rules

Rule Configuration Filter: |iis cmd exe

Rule Content 4 selected rules of 4

Ctoany v r- 2" ! ¥ Policy

app-detect Rule State Event Filtering Dynamic State Alerting Comments
Ahet 4 GID SID Message a = 9

¥ 1 3193 SERVER-IIS .cmd executable file parsing attack b4
L4 1002 SERVER-IIS emd.exe access x
L4 23626 SERVER-11S cmd.exe access x
7 1 1661 SERVER-11S cnd32.exe access X

Step 7 Next filter on: win gen buffer overflow and select->OS-Windows Generic Hyperlink BufferOverflow

Attempt
Filter: |win gen buffer overflow
1 selected rule of 7
s ow T - 5 R v
Rule State Event Filtering Dynamic State Alerting Comments
GID SID Message o
* 1 17410 OS5-WINDOWS Generic HyperLink buffer overflow attempt

Step 8 Rule State->Drop and Generate Events->OK

Rules
Rule Configuration Filter: |win gen buffer overfiow
Rule Conl
e Content 1 selected rule of 7
Category
i =5 v b R R v Policy
app-gdetect Rule State Event Filtering Dynamic State Alerting Comments
blackdist GID Message o o
browser-chrome 1 17410 OS-WINDOWS Generic HyperLink buffer overflow attempt X

Step 9 Click Policy Information to commit changes

Confiquration > ASA FircPOWER Configuration > Policics > Intrusion Policy > Intrusion Policy

Rules

Step 10  Click->Commit Changes->Ok
Step 11  You should see the following
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Configuration > ASA FirePOWER Confiquration > Policies > Intrusion Policy > Intrusion Policy L3
& Co
Intrusion Policy Drop when Inline Status Last Modified
Mo access control policies use this policy 2016-01-16 21:40:52
pxGrid Intrusion Policy Yes Policy not applied on davice Modified by "admin

Step 12 Add pxGrid intrusion policy to default access control policy
Select->ASA Firepower configuration->Policies->Access Control Policy->Intrusion Prevention:pxGrid
intrusion policy from the drop-down

Root Rules

Intrusion Prevention: pxGnd Intrusion Policy

Aaaladencs 5 af 1 millas B it pr 2

Step 13 Configure logging, by selecting ﬂ

Default Action Intrusion Prevention: pxGrid Intrustion Policy m

Nienlsuina 1 - 1 oF 1 roilas Dsaa 1 A -

Step 14  Configure the following logging settings

Logging 7 %
® Log at Beginning and End of Connection
Log at End of Connection

No Logging at Connection

! Send Connection Events to:
¥ Event Viewer
Syslog (Connection Event only)

SHMP Trap

. | oK _ Cancel |

Step 15 Click OK

Step 16  Click Store ASA Firepower Changes

Step 17  Click Deploy->Deploy Firepower Changes->Deploy->0OK

Step 18  Click Monitoring->ASA Firepower Monitoring->Task to view the deployment status
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Testing User Employee SGT Using On-Box Firepower
Management Policy

The employee has successfully authenticated to ISE and received an Employee SGT.

‘Gacs |dentity Services Engine = Operations » Policy » Guest Access » Administration  » Work Cenlers @  Licensewaming &

RADIUS Livelog ~ TACACS Livelog Reports  » Troubleshoot  » Adaptive Network Control

Misconfigured Supplcants * Misconfigured Network Devices ! RADIUS Drops ! Client Stopped Responding * Repeat Counter *
0 0 5 9 0
m Show Live Sessions ) Add or Remove Columns ~ \:; Refresh @ Reset Repeat Counts Refresh | Every 1 minute = | Show| |atest 20 records - within | Last 24 hours
Status i i i ' i i
Time - Detaks Repeat Count 0eNtEY Endpont 1D Endpoint Profie Authentication Policy Authoreation Polcy Authorzation Profies *  Network Dey
T . J ] | | | . ! .
2016-01-17 03:19:37.647 Q 0 jeppich 00:0C:29:09:54:82  Microsoft-Workstation Defauk >> Dot1X >> ... Defaukt >> Employee  Employees,PermitAccess

016-01-17 03:19:35.619 a jeppich@Rabd. cor 00:0C:29:09:54:82  Microsoft-Workstation Default >> DotlX >> ... Default >> Employee  Employees,PermtAccess Switch

We see that Firepower Management Center has obtained the user session

Overview JGUBIIMEEE Policdes Devices Dep 2m admin v

Context Explorer Connections v Intrusions v Files v Hosts v Users * User Activity Vulnerabilibies v Correlation v Custom v Search

Bookmark This Page Report Designer Dashboard View Bookmarks Search

User Activity

Table View of Events Users

No Search Constraints (Edit Search)

- Time x Event ¥  Realm x Username ¥  Type ¥  Authentication * IP *  Description *  Security ¥  Endpoint *  Endpoint *  Device %
Type Address Location

Note that when the employee accesses www.poker.com he is denied

Access Denied * L4

i € poker.com e o8 U 3 i © Ek

You are attempting to access a forbidden site.

SR willls

Consult your system administrator for details.

When the employee accesses www.bittorent.com he is denied

; - oW

| | Access Denied < 4
it € bittorrent.com C A, Seorct T Ba 9 +F & O —
f| Access Denied
r
g' You are attempting to access a forbidden site. p
|

Consult your system administrator for details.
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When the employee tries to join a hacking club www. hackersonlineclub.com he is denied

Access Denied . -+

e o hackersonlineclub.com/ websits ; e o B8 QO 4 4] o =

Access Denied

You are attempting to access a forbidden site.

o w s

Consult your system administrator for details.

Also when he tries to insert www.msn.com/cmd.exe into his browser, he is denied access.

& msn.com ! ; B O 3 & O

(D The connection was reset

The connection to the server was reset while the page was loading
* The site could be temporarily unavailable or too busy. Try again in a few
moments.

® |f you are unable to load any pages, check your computer’s network

connection

e |f your computer or network is protected by a lirew

that Firefox is permitted to access tt

iry Aga.;n
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You can view the report on the ASA Firepower Reporting. Note the denied web category transactions and the server
11S- Web signature that fired.

File View Tools Wizards Window Help Type topic to search

| e&w-m [;lmgm - Q¥ retresh | Qs () romavs | P v cisco

Nmm

o Network Overview
5] @ Go [ veere Time Range | Last 30 minutes - Sat 1/16/16 10:10:00 PM (EST) to Sat 1/16/16 10:43:09 PM (EST) &

Tlam:hl Data weage Al i | le Data usape | Jat 2 usage

Policy hits View more Users View more Applications
N |

Deny SGT Employee Ac. | s

Default Action |l wres
Special Identties/Unk_ I 1 HrTe

Default action AN I
................. " ot

Transactions | Transactions | 0ats woage I'msu:lh-] Data usage
Signatures View more Web categories View mare Destinations
Computer and Intemet., | 216:229.34.10
Internet Portals [l 205.251.196.95
“SERVER-IIS omd.exe . [ 3 Search Engines Il 216.239.36.10 [

75757575

Type topc to search

alialn
cisco

¥ Device Dashboard | ED) Firewall Dashboard | B ASA FirePOWER Doshboard  £5% ASA FirePOWER Reportng | 1) ASA FirePOWER Status |

é:"ﬂbw- Metwork overview Users  Applications  Web categories  Policies Ingresszones Egresszones Destinations Attackers Targets Threats File logs  DNS record types
[l @ co [ Delete
Threats
Time Range Last 30 minutes x Sat 1/16/16 10:10:00 PM (EST) to Sat 1/16/16 10:44:52 PM (EST) 4\
Items shown: | 10 .|
Message Total Transactions
1 "SERVER-IIS cmd.exe access” ]
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If you select Reports by users, and click on jeppich

File View Tools Wizards Window Help

Type topic to search

= ll'lol'la
] oy rtorsn (3] wrs |  ower - Quneron | Qsot s P v

Ccisco
l&!&b_,_ml_
E mhmhnrhpm 'v::::’;“ . 8 Device Dashboard | R, Firewall Dashboard | {59 ASA FirePOWER Dashboard ~ [ ASA FirePOWER Reporting | (8% ASA FirePOWER Status [
éi:ﬂbhc:l:- Metwork overview Users  Applications  Web categories  Policies  Ingress zones  Egresszones Destinations Attackers Targets Threats Filelogs DN record types
] =

Users

Time Range | Last 30 minutes = Sat 1/16/16 10:15:00 PM (EST) to Sat 1/16/16 10:46:07 PM (EST) 4.

Users Items shown: | 10

User Transactions Allowed Transactions Denied T Total Bytes Received
L Special Identities/Unknown T 12K 0 616MB 43M8
2 Labijjeppich = m s n 1258 12118

You will see the top transactions, web categories, and applications

Type topic to search

i

[ oy ot (] ey (Jower - Qoncton Qo | P oo

cisco
Bookmars & % X |
3 To bockmark a page, right-cick on a {9 Device Dashboard | B Frewal Dashboard | (B ASA FrePOWER Dashboard (2% ASA FirePC | 1 asa
z e e rnvacaton e nd sl ' R
ek to bookmerka’” Users > Lab1 /jeppich

[; oG .de

Time Range [ Last 30 minutes Sat 1/16/16 10:15:00 PM (EST) to Sat 1/16/16 10:47:05 PM (EST) /A

Lab1/jeppich Allowed T Denied Transactions Total Bytes Total Bytes Received Total Bytes Sent
n 339 k] 129mM8 121m8 768.6 KB
Transactions | 0t e - Transactions | 0t inege Al Transactions | 00 e Al
Policy hits View more Vieb categanes View more Applications
omputer and Interne I 7
Deny SGT Employes Ac . Il 30 - o —_t)
e Unkigun - Web categor, M 50
Intemet portal; N 5 wrTes
Default Action INEEE search Engine; I S
e——
Uncategorized N 7 AL

You also have reports to view Applications
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Qe Hor ASR=TRI0014
File View Tools Wizards Window Help [Tywe ok to search Ga ollltllln
I Home| o} Configuraton DW; gn-usy QM\OmOfwn\ ?n.u €I1SCO
, |[me : . : : :
5 }"‘f"‘;"“"ﬂ-@*‘*ﬁf" =} I a8 " (7 ASA FrePOWER Reporting | I8, ASA FirePOWER Status |
§"qu, Network overview  Users  Apphications  Web categories Policies Ingress zones Egresszones Destinations  Attackers  Targets Threats Filelogs NS record tyes &
[o] @G0 [ et
) Applications
Time Range | Last 30 minutes - Sat 1/16/16 10:15:00 PM (EST) to Sat 1/16/16 10:49:01 PM (EST) A,
Applications. Items shown: | 10
Application Allowed Denied Recewed

1o I 980 0 3%85%8 m84r8

2 wTe = | 385 354 n 122m8 11618

3 MRS | | 13 1m ] 953248 751848

4 unknown(0) | | 1 51 2 40748 13288

s e 1 8 8 o 1408 7208

6 Unknown(§5535) 1 1 1 3 2418 3618

7 Citrix GaToMeeting Platform | 1 1 0 506.9 48 296¥8

You can also view reports based on policy

| File View Tools Waards Window Help Tvpe topi to search

(8 eme o ctorsn (5 s xor - Quschon Qoo | P e N s
" sookmarks o | e

s e et ot I Device Dasrooard | B3, Frewal Dashooard | (5 ASA FrePOWER D B asa I8 ASA FrePOWER Status
E "Add to bookmarks™. Network overview Users  Applications Wb categories Policies Ingress zones Egresszones Destinations Attackers Targets Threats Filelogs &Smhﬂﬂ
,.,Ir, ® Go [ Deier=
Web categories
Time Range | Last 30 minutes - Sat 1/16/16 10:15:00 PM (EST) to Sat 1/16/16 10:49:55 PM (EST) 4.
Web categories Ttems shown: | 10 =
Transactions Allowed Transactions. Dented Transactions Total Bytes Total Bytes Received
SRR 13K 0 636 M 43M8
1 57 57 ] 104 M8 10.1M8
| 55 55 ° 2658 27748
: | s 51 3 442248 305 KB
5 Cemputer and Internet Info | 7 27 0 1532 k8 126K8
6 Web Advertisements | L] 5 ] 421568 724 KB
7 Business and Economy | 2 2 ] 3108 5248
& Cons | 17 17 o 389.6 KB 348.2 KB
9 Gambling | 18 o 16 13K 1K
10 Social Network | 15 15 ] 3L3K8 3144K8

and policy hits
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18] o cortorno 5] v | o - Qe Qo ) | P v

tl'lol'lo

Ccisco
. (Bookmars & g x |
= To bookmark a page, right-chdk on a I T ' =
%lmde'nh: ety ¥, Device Dashboard | [E%, Frewal Dashboard | 5 ASA FrePOWER Dashboard (5% ASA FirePOWER Reporting | 1% ASA FirePOWER Status
& |"Add to bockmarks™. Metwaork overview  Users  Applications  Web categories  Policles  Ingresszones Egresszones Destinations Attackers Targets Threats Flelogs  DNS record types
[5l| ® Go [ ot
Policy hits
Time Range | Last 30 minutes = Sat 1/16/16 10:20:00 PM (EST) to Sat 1/16/16 10:50:56 PM (EST) A,
Policy hits Items shown: | 10 -
Policy Transactions Allowed Transactions Denied Transactions Total Bytes Total Bytes Received
1 Default Action I < 15K 3 764 M8 183M8
2 DenySGT Employee Access | 3 0 30 21168 1998
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Troubleshooting

ISE pxGrid Node

pxGrid published nodes do not appear and there is no pxGrid connectivity

If using self-signed certs with ISE 1.3/1.4, make sure that you have export the ISE self-signed Identity
certificate into the ISE system trusted store, before enabling pxGrid.

If use CA-signed certs ensure that the customized pxGrid template has an EKU of both server authentication
an client authentication, before enabling pxGrid

If deploying pxGrid in a productional environment and the dedicated ISE pxGrid node has its public/private
key pair imported into the PPAN and PMNT nodes. If pxGrid-Active Standby is implemented, the secondary
pxGrid nodes should have a public/private key imported into the secondary SPAN and secondary SMNT
nodes.

Only on pxGrid node can be active, run application status ise to ensure that the ISE pxGrid node is the active
one.

power down/up ISE Run application stop ise/application start ise. You may also disable pxGrid from the
ISE node, before stopping the ISE service; Once ISE is back up enable for pxGrid.

Downloaded certificates should be in base 64 encoded format

Firepower Management Center 6.0

System Integration ISE certificate test fails

If using ISE 1.3/1.4 in a stand-alone POC environment using self-signed certs and if you have not set as
primary, there is a known bulk download session bug that can resolve FQDN issue. Promote to primary to
resolve. This is not an issue with ISE 2.0

If using ISE in a stand-alone environment for CA-signed cert operation, make sure the purpose of the CSR
request is admin and NOT pxGrid. This is required for active bulk download record sessions.

For CA-signed operation:

For self-signed operation:

FMC 6.0, ISE pxGrid node, devices should be all DNS resolvable

Not Seeing Correlation Events from ISE

Ensure time is synced between FMC and ISE. Time should also be synced between the FMC and all the
registered devices

ASA with Firepower Services

Cannot Modify registered ASA device parameters on Firepower Management Center

Ensure you have the proper device licenses for the proper ASA model on the Firepower Management center
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SFR is still in the recovery state

e Re-run SFR installation, this takes awhile. On my ASA 5506 it took over 30 minutes. Run sh module sfr to
ensure that is up

No traffic on ASA Firepower reports

e Configure all traffic to the ASA Firepower Services
e Below is a sample configuration

ciscoasa# conf t
ciscoasa(config)# sh run policy-map
1
policy-map type inspect dns preset_dns_map
parameters

message-length maximum client auto

message-length maximum 512
policy-map global_policy
class inspection_default

inspect dns preset_dns_map

inspect ftp

inspect h323 h225

inspect h323 ras

inspect rsh

inspect rtsp

inspect esmtp

inspect sglnet

inspect skinny

inspect sunrpc

inspect xdmcp

inspect sip

inspect netbios

inspect tftp

inspect ip-options
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1
ciscoasa(config)# policy-map global_policy
ciscoasa(config-pmap)# class class-default
ciscoasa(config-pmap-c)# sfr fail-open
ciscoasa(config-pmap-c)#
ciscoasa(config-pmap-c)# sh service-policy

Global policy:
Service-policy: global_policy
Class-map: inspection_default
Inspect: dns preset_dns_map, packet 5531, lock fail 0, drop O, reset-drop O, 5-min-

pkt-rate O pkts/sec, v6-fail-close O sctp-drop-override 0O
Inspect: ftp, packet 0, lock fail 0, drop O, reset-drop O, 5-min-pkt-rate O

pkts/sec, v6-fail-close 0 sctp-drop-override O
Inspect: h323 h225 _default_h323_map, packet 0, lock fail 0, drop O, reset-drop O,

5-min-pkt-rate O pkts/sec, v6-fail-close 0 sctp-drop-override 0
tcp-proxy: bytes in buffer 0, bytes dropped O
Inspect: h323 ras _default_h323_map, packet 0, lock fail 0, drop O, reset-drop O, 5

-min-pkt-rate 0 pkts/sec, v6-fail-close 0 sctp-drop-override 0O
Inspect: rsh, packet 0, lock fail 0, drop O, reset-drop O, 5-min-pkt-rate O

pkts/sec, v6-fail-close 0 sctp-drop-override 0O
Inspect: rtsp, packet 0, lock fail 0, drop O, reset-drop O, 5-min-pkt-rate O

pkts/sec, v6-fail-close 0 sctp-drop-override 0O
tcp-proxy: bytes in buffer 0, bytes dropped 0
Inspect: esmtp _default_esmtp_map, packet 0, lock fail 0, drop O, reset-drop O, 5-

min-pkt-rate 0 pkts/sec, v6-fail-close 0 sctp-drop-override O
Inspect: sqlnet, packet 0, lock fail O, drop O, reset-drop O, 5-min-pkt-rate O

pkts/sec, v6-fail-close 0 sctp-drop-override O
Inspect: skinny , packet 0, lock fail 0, drop O, reset-drop O, 5-min-pkt-rate O

pkts/sec, v6-fail-close 0O sctp-drop-override 0O
tcp-proxy: bytes in buffer 0, bytes dropped 0
Inspect: sunrpc, packet 0, lock fail 0, drop O, reset-drop O, 5-min-pkt-rate O

pkts/sec, v6-fail-close 0O sctp-drop-override 0O
tcp-proxy: bytes in buffer 0, bytes dropped 0
Inspect: xdmcp, packet O, lock fail 0, drop O, reset-drop O, 5-min-pkt-rate O

pkts/sec, v6-fail-close 0 sctp-drop-override 0O
Inspect: sip , packet 0, lock fail 0, drop O, reset-drop O, 5-min-pkt-rate O

pkts/sec, v6-fail-close 0 sctp-drop-override 0O
tcp-proxy: bytes in buffer 0, bytes dropped 0
Inspect: netbios, packet 15, lock fail 0, drop O, reset-drop O, 5-min-pkt-rate 0

pkts/sec, v6-fail-close 0 sctp-drop-override O
Inspect: tftp, packet 0, lock fail 0, drop O, reset-drop O, 5-min-pkt-rate O

pkts/sec, v6-fail-close 0 sctp-drop-override O
Inspect: ip-options _default_ip_options_map, packet O, lock fail 0, drop O, reset-

drop O, 5-min-pkt-rate 0 pkts/sec, v6-fail-close 0 sctp-drop-override 0O
Class-map: class-default

Default Queueing SFR: card status Up, mode fail-open
packet input 250, packet output 250, drop O, reset-drop O
ciscoasa(config-pmap-c)#
ciscoasa(config-pmap-c)
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ciscoasa(config-pmap-c)# sh service-policy sfr

Global policy:
Service-policy: global_policy
Class-map: class-default
SFR: card status Up, mode fail-open
packet input 264, packet output 264, drop O, reset-drop O
ciscoasa(config-pmap-c)# sh service-policy sfr

Global policy:
Service-policy: global_policy
Class-map: class-default
SFR: card status Up, mode fail-open
packet input 290, packet output 290, drop O, reset-drop O
ciscoasa(config-pmap-c)#
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Solution Caveats

pxGrid & Identity Mapping Service Restart

Description: pxGrid & Identity mapping service restart on ISE pxGrid node when ever a cert is imported/deleted from
the trust store of ISE deployment

Defect filed: CSCuv43145

Work around: None needed as the service will be automatically restarted but while the service is in the restart state
new guarantine events will not be processed.

Resolution plan: ISE Carlshad release spring 2016

Active pxGrid Node is Not Reflected in the GUI; It is Reflected in CLI

Description: When two pxGrid nodes are available in a pxGrid HA deployment, one is active and the other is standby.
Identifying which is active, and administrator needs to review the pxGrid status in the CLI. The status is not visible in
the Ul Deployment page. This addition will be made in Carlsbad.

Work around: Use the CLI to determine active/passive status

Resolution plan: ISE Carlshad release spring 2016
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Configuring pxGrid in a Distributed ISE Environment:
http://www.cisco.com/c/dam/en/us/td/docs/security/ise/how to/HowT0-88-Configuring-pxGrid-in-an-1SE-Distributed-
Environment.pdf

How-To Deploying Certificates with Cisco pxGrid: Configuring CA-Signed ISE pxGrid Node and CA-Signed pxGrid
client: http://www.cisco.com/c/dam/en/us/td/docs/security/ise/how to/HowT0-89-
CA signed pxGridISEnode CAsigned pxGridclient.pdf

How-To Deploying Certificates with Cisco pxGrid: Self-Signed Certs with ISE pxGrid Node and pxGrid client:
http://www.cisco.com/c/dam/en/us/td/docs/security/ise/how to/HowTo0-90-
Self signed pxGridClient selfsigned pxGrid.pdf

Cisco Firepower Management Center 6.0 Configuration Guide

http://www.cisco.com/c/en/us/td/docs/security/Firepower/60/configuration/quide/fpmc-config-quide-v60.html
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