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About This Document

This document is for Cisco Engineers and customers deploying who are interested in deploying Cisco Identity Services
Engine (ISE) 2.1 Internal Certificate Authority (CA) for Cisco platform Exchange Grid (pxGrid clients). This serves
as a replacement for using an external CA server such as Microsoft and a customized pxGrid template for deploying to
pxGrid ecosystem partners and Cisco Security Solutions.

This eases pxGrid deployment by using ISE as the CA server. Cisco Security Solutions and pxGrid ecosystem client
certificates are generated and issued by the ISE certificate-provisioning portal using a built-in pxGrid template.

The pxGrid client certificate can either be in Privacy Enhanced Mail (PEM) or Public-Key Cryptography Standards
(PKCS12) format pending how the solution is implemented with pxGrid. The PEM format is a base64 translation of
the X509 ASN.1 keys and contains the certificate public-private key pairs of the pxGrid client, the ISE CA root
certificate, the ISE EndpointSubCA, and the ISE Services node certificate. The PKCS 12 file originally defined by
RSA in the Public-Key Cryptography Standards contains both the public and private key certificate pairs and is fully
encrypted unlike PEM files.

pxGrid “C” client implementations will use the PEM format for their certificates. pxGrid client “Java” client
implementations will use the PKCS 12 file format and convert this over to use the Java keystore, which is the
“truststore” of the security solution.

This document describes the procedure for configuring the ISE certificate provisioning portal and provides use-case
examples for generating and issuing the pxGrid certificates for the following pxGrid clients:

* Cisco Firesight 5.4

* Cisco Firepower 6.1

*  Splunk for ISE Add-on 2.20 (can be used for other security solutions using java keystores)
* Stealthwatch 6.8.2

* Cisco Web Security Appliance 9.0.1 build 162
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Technical Details

Initially the ISE admin will determine the pxGrid client request. In this document, “Generate a single certificate
(without a certificate request) will be generated for the pxGrid clients. “Generating a single certificate with certificate
signing request” will be in ISE 2.2.

The Common Name (CN) Fully Qualified Domain Name (FQDN), MAC address and certificate description of the
pxGrid client are required. Please make sure all pxGrid clients and ISE are FQDN resolvable or there will be
connection issues with the ISE pxGrid node.

The pxGrid template is built-in you no longer need to create a customized pxGrid template containing an EKU for both
server and client authentication if you were using an alternate CA server.

The Certificate Download format determines either the PEM or PKCS 12 format. In this document, for the pxGrid
clients, Cisco Firesight 5.4, Cisco Firepower 6.1 and Stealthwatch 6.8.2 we will be using the PEM file format. We will
use the PKCS 12 file format for Splunk.

The encryption key password is required for generating the certificates

Certificate Provisioning

| want to: *

Generate a single certificate (without a certificat... {3;
Common Name (CN): *

fmc61.lab10.com
MAC Address: *

1111111
Choose Certificate Template: *

pxGrid_Certificate_Template

Description:

Firepower Managerment Center
Certificate Download Format: *

Certificate in PEM format, Key in PKCS8 PE... (i ]

Certificate Password: *

The certificate will be generated as a .ZIP file and contains either PEM or PKCS 12 file formats.

The PEM file will contain the pxGrid client certificate public and private key-pairs, the ISE CA Root certificate, ISE
EndpointSubCA certificate, and ISE ServicesNode certificate.




o ljlal )l
SECURE ACCESS HOW-TO GUIDES [rarfo,

CISCO
1 CertificateServicesEndpointSubCA-ise2 linternalCA_.cer Yesterday 12:28 AM 2 KB certificate
| CertificateServicesNodeCA-ise2 linternalCA_.cer Yesterday 12:28 AM 2 KB certificate
| CertificateServicesRootCA-ise2 linternalCA_.cer Yesterday 12:28 AM 2 KB certificate
7 sfdcl.labl0.com_00-50-56-86-ab-99.cer Yesterday 12:28 AM 2 KB certificate
| sfdcl.labl10.com_00-50-56-86-ab-99.key Yesterday 12:28 AM 2 KB Keyno...ument

The CertificateServicesRootCA-ise2linternal CA_.cer contains the ISE Root CA that will get imported into the trust
store of the pxGrid client solution.

The sfdc1.lab10.com_00-50-56-86-ab-99.cer and sfdcl.lab10.com_00-50-56-86-ab-99 key are the public and private
key pairs of the pxGrid client certificate that will also get import into the trust store of the pxGrid client solution.

The CertificateServicesEndpointSubCA-ise2linternal CA_.cer is the sub CA that gets assigned to the endpoints.

The CertificateServicesNode CA-ise2linternal CA_.cer is the certificate used for downloading active bulk session
records from the ISE MnT node or in a Stand-Alone ISE environment, the ISE node.

The PKCS 12 file contains the encrypted container for the public and private key pair of the pxGrid client certificate,
and the ISE CA root certificate and the certificate chain.

f certops-2016-08-19_02-21-03.zip Aug 18, 2016 10:21 PM 8 KB ZIP archive
" Johns-Macbook-Pro.lab10.com_f0-de-f1-94-65-9c.p12 Aug 19, 2016 2:21 AM 8 KB perso...ge file

From this .p12 filename the public and private key-pairs from the certificate will be imported into pxGrid client’s java
keystores using the Java keytool command.
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Creating Certificate Provisioning Portal

This section describes the procedures for creating and configuring the ISE certificate provisioning portal.

Configuring Certificate Provisioning Portal

Step 1 Select Administration->Device Portal Management->Certificate Provisioning->Certificate
Provisioning Portal (default)

‘ducs: Identity Services Engine Home » Context Visibility » Operations » Policy ~ Administration » Work Centers

» System » Identity Management » Network Resources «Device Portal Management pxGrid Services » Feed Service » PassivelD » Threat Centric NAC

Blacklist BYOD Certificate Provisioning  Client Provisioning  Mobile Device Management My Devices » Settings
————————

Portals Settings and Customization

Save |eLES
Portal Name: * Description:
[ Certificate Provisioning Portal (de ] Default portal used by employees to request for a certificate manually ] Portal test URL Language File
" Portal Behavior and Flow Settings - Portal Page Customization
’*b) Use these seftings to specify the guest experience for \l Q ! Use these settings to specify the guest experience for
~—" this portal - this portal
Portal & Page Settings Certificate Provisioning Flow (based on seftings)
» Portal Settings

» Login Page Settings |

Step 2 Under Acceptable Usage Policy (AUP) Page settings, uncheck or disable Include and AUP page

¥ Acceptable Use Policy (AUP) Page Settings

i1 Include an AUP page
Require scrolling to end of AUP

9 On first login only
On every login
Every| 7 |days (starting atfirst login)

Step 3 Under Post-Login Banner Page Settings, uncheck or disable Include a Post-Login Banner page

¥ Post-Login Banner Page Settings

Include a Post-Login Banner page
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Step 4 Under Portal and Page Settings Select Portal Settings, select authorized group to access the portal.
Under Configure authorized groups, select the authorized group

‘thab Identity Services Engine Home » Context Visibility » Operations » Policy w Administration » Work Center

» System  » Identity Management  » Network Resources = Device Portal Management  pxGrid Semvices » Feed Senvice » Passivt

Blacklist BYOD Certificate Provisioning  Client Provisioning  Mobile Device Management My Devices  » Seftings

Authentication method: *  Certficate_Request_Sequence [+
Configure authenbcation methods at
Administration > ldentity Management > ldentity
Source Sequences

Configure authorized groups

User account with Super admin privilege or ERS admin privilege will have access to the portai

-
[ |

ALL_ACCOUNTS (default) - Employee -
GROUP_ACCOUNTS (default)
OWN_ACCOUNTS (default)
pxgrid_users:ib10.conyBuitin/Account O
pxgrid_users:lab10.comyBuiltin/Administrat
pxgrid_users:ab10.comyBuitin/Backup Op:
pxgrid_users:iab10.conyBuitin/Certfficate !
pxgrid_users:ab10.comyBuitin/Cryptograp
pxgrid_users:b10.conyBuitin/Distrbuted
pxgrid_users:lab10.conyBuitin/Event Log
pxgrid_users:lab10.conyBuitin/Guests - -

Step 5 Under Certificate Portal and Provisioning Settings->Certificate Template, select pxGrid Template

¥ Certificate Provisioning Portal Settings

Certificate Templates: * = pxGrid_Certificate_Template I

Step 6 Under Save
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Creating Admin User for provisioning certificates

An ISE internal user is created for generating and issuing the pxGrid client requests.

Step 1
and select the user group

sthth Identity Services Engine

Home » Context Visibility » Operations

» Policy

Select Administration->Identity Management->Identities->Users->Add, enter Name, Login Password

~ Administration » Work Centers License Waming A

» System = |dentity Management » Network Resources » Device Portal Management

widentities Groups External Identity Sources  Identity Source Sequences  » Seftings

° ¥ Network Access User

Users
*Name | certops

Latest Manual Network Scan Res
Status

Enabled
Email |

v Passwords
Password Type Intemal Users

Password

* Login Password [eeccccee

pxGrid Senvices

» Feed Service  » PassivelD  » Threat Centric NAC

Re-Enter Password

| [eesessee Generate Password

Enable Password

¥ User Information
FirstName |

Last Name

¥ Account Disable Policy

] Disable accountif date exceeds  2016-08-20

¥ User Groups

|Employee

Step 2 Select Save
Step 3

Users

il dentity Services Engine

aisco Home » Context Visibility » Operations

Generate Password

(yyyy-mm-dd)

Select Administration->System->Admin Access->Administrators-Add-Select From Network Access

» Policy ~ Administration

» Feed Service » Pas

~System  » Identity Management  » Network Resources  » Device Portal Management  pxGrid Senvices
Deployment  Licensing » Certificates » Logging  » Maintenance Upgrade Backup & Restore  vAdmin Access  » Sefting
o
Authentication Administrators
» Authorization / $id @ x e
v Admisistrators [j sa) ;:l:; far:n?\:l:?wl;i:'u(ess Users » Desapton SR
] @ Enaueu @ durmT
Admin Users .
Admin Groups = L
» Settings e

Step 4
Step 5

From the Admin Group drop-down, select Super Admin, then Save
Verify that the certificate ops user account has been created.

Cisco Systems © 2017
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Identity Services Engine

» Operatio

~ Administration

~System  » Identity Management  » Network Resources  » Device Portal Management  pxGrid Services  » Feed Service  » PassivelD  » Threat Centric NAC

Deployment Licensing » Certificates » Logging  » Maintenance Upgrade Backup & Restore v Admin Access  » Seftings
—

Authentication Administrators

» Authorization o aane Chag Delote [\ . €

fes dprss | @owoesions | Kook Qynsioe S —

v Admisiotrators O status Name Description First Name Last Name Emai Address Admin Groups
O @ Enabled @ admin 2 r A

Admin Users O @ Enabled & certops

Cisco Systems © 2017 Page 10
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Configuring ISE for pxGrid Operation

This section describes the procedure for creating the ISE pxGrid certificate for the ISE pxGrid node.

Generating and Issuing CSR request for ISE pxGrid node

Step 1

Step 2

Step 3
Step 4
Step 5
Step 6
Step 7

Step 8

Select Administration->Device Portal Management->Certificate Provisioning->Certificate
Provisioning Details->Certificate Provisioning Portal(Default)-Portal Test and Sign On with the
certificate ops user account

AL L
C|I s CIO. Certificate Provisioning Portal

Sign On
Welcome to the Certificate Provisioning Portal. Sign on with the userame and password supplied to you

Username:

certops

Password:

Under Certificate Provisioning, I want to, select Generate a single certificate (without a certificate
signing request)

Enter the Common Name (CN), FQDN of the ISE pxGrid node

Enter the MAC address of the ISE pxGrid node

Choose the pxGrid Certificate Template

Enter an optional Description

From the Certificate Download Format Drop-down, select Certificate in PEM format, including
certificate chain

Enter the certificate password, this can be anything. In this example, ISEisCOOL was used

Certificate Provisioning

Iwantto:*

Generate a single certificate (without a certifi...
Common Name (CN): *

ise21prodlab10.com
MAC Address: *

00:50:56:86:7a:12
Choose Certificate Template: *

pxGrid_Certificate_Template

Description:

ISE identity pxGrid certificate
Certificate Download Format: *

Certificate in PEM format, Key in PKCS8 PE... (i ]

Certificate Password: *

Cisco Systems © 2017 Page 11
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Step 9 Select Generate
Step 10  The file will be saved as a .zip file

]

Weicome certop
cISco Certificate Provisioning Portal

Confirmation
Certificate generated successfully Opening certops-2016-06-21_02-01-00.zip =

“ You have chosen to open:
|, certops-2016-06-21_02-01-00.zip

which is: Microsoft Excel Comma Separated Values File

from: https://192.168.1 538443

What should Firefox do with this file?

Openwith | Windows Explorer (default) M
® SaveFile

Do this gutomatically for files like this from now on.

[ ox Cancel

Step 11 Select OK to complete the download
Step 12 Select OK to complete the certificate generation process.
Step 13 Copy the zipped file over to a folder and extract the files, you should see the following:

[E=N §oN ==/
Q\_/ » Computer » Local Disk (C:) » ise2lprod_certs » certops-2016-06-21_02-01-00 - 0,‘
Organize v Include in library v Share with v Burn New folder N 1 ©
{ Favorites "
@ Creative Cloud Fi CertificateServicesEndpointSubCA-ise2l prod_
Bl Desktop CertificateServicesNodeCA-ise2l prod_
# Downloads CertificateServicesRootCA-ise2l prod_
=, Recent Places iseZlprod.labl0.com_
ise2l prod.labl0.com_00-50-56-86-7a-12
Bl Desktop ise21 prod.lab10.com_00-50-56-86-7a-12

heatan -

Importing ISE CA certificate into ISE Trusted System Store

Step 1 Import the CertificateServicesEndpointSubCA-ise21prod_CER file into the ISE trusted system store

Step 2 Select-> Administration->System->Certificates->Certificate Management->Trusted Certificates-
>Import the CertificateServicesEndpointSubCA-ise21prod_CER file

Step 3 Under Trusted for, enable Trust for authentication within ISE

Cisco Systems © 2017 Page 12
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~ Administration

~System  » Identity Management  » Network Resources  » Device Portal Management  pxGrid Senvices  » Feed Senvice  » PassivelD  » Threat Centric NAC

Deployment  Licensing ~Certificates » Logging » Maintenance Upgrade Backup & Restore  » Admin Access  » Seftings
—

o
~ Certificate Management Import a new Certificate into the Certificate Store
- * Certificate File I Browse... | C A-ise21prod_.cer
System Certificates Friendly Name |
Endpoint Certificates Trusted For: ;
Trusted Certificates
Trust for authentication within ISE
OCSP Client Profile
[0 Trust for chent authentication and Syslog
Certificate Signing Requests
Certificate Periodic Check Set [ Trust for authentication of Csco Services
» Certificate Authority [ vaidate Certficate Extensions
Description | ]
Submit

( Gancel |

Step 4 Select Submit
Step 5 Select Yes, when prompted for the following:

A certificate with the the same private key has already been
imported. In some it may be y to import
a duplicate certificate in ISE, for example, when a certificate
is renewed in Microsoft CA Services without replacing the
private key. If you proceed, the existing certificate will be
replaced. Do you wish to replace the existing certificate?

Step 6 You should see the following:

‘asco Identity Services Home ibili r Poli ~ Administration
wSystem  » Identity ’ R » Device Portal M pxGrid S: » FeedService  » PassivelD  » Threat Centric NAC
Deployment Licensing ~Certificates » Logging » Maintenance Upgrade Backup & Restore  » Admin Access  » Seftings
o
~ Certificate Management Trusted Certificates
Oveniew J Edt ofplmport  oExport  JDelete  JOView Show | Al
System Certificates [ Friendly Name a Status Trusted For Serial Number Issued To ]
Endpoint Certificates SR S— B Eoabled . Babirore ChorTouot 8 8
[ certificate Services Endpoint Sub CA - ise21prod#Certificate @ Enabled Certificate Services End
Trusted Certificates
LJ Cisco CA Manufacturing @ Disabled wpriry 6A 69 67 B3 00 0 Csco Manufacturing CA €
OCSP Client Profile E”gw“s
O Cisco Manufacturing CA SHA2 Enabled el 02 Csco Manufacturing CA_. C

Cisco Systems © 2017 Page 13
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Importing ISE pxGrid node certificate into ISE system certificate store

Step 1 Import the ISEname-MAC.CER and ISEname-MAC.KEY file into the ISE system store.

Step 2 Select Administration->System->Certificates->System Certificates->Import both the public
certificate and the private key, enable Admin for Usage

Note: if the pxGrid client uses bulk session downloads enable “Admin” for Usage. This is required for the Cisco WSA, Cisco Firepower 6.1. Security
Solutions.

Enabling Admin role for this certificate will cause an
application server restart on the selected node.

Note: Make sure required Certificate Chain is imported under

[~ e

Trusted Certificates

Step 3 When prompted selected OK
Step 4 Select pxGrid to enable pxGrid operation

pxGrid: Use certificate for the pxGrid Controller

Step 5 Select Yes when prompted with the following message

The are or matches an
existing certificate. (Both certificates have the same

roles and Portal tag, if applicable, as the existing certificate.
Do you wish to replace the existing certificate?

Ve R0

Step 6 The ISE node will be restarted

Cisco Systems © 2017




SECURE ACCESS HOW-TO GUIDES

CISCO.
Step 7

Select Administration->System->Deployment->edit the node->Enable pxGrid
‘tuh: Identity Services Engine Home  » Context Visibility » Operations I~ Aoministration
~System  » Identity Management

» Device Portal Management  pxGrid Services

» Network Resources

» Work Centers License Wamning
»FeedSenice » PassielD  » Threat Centric NAC
Deployment  Licensing  » Certificates  » Logging  » Maintenance  Upgrade  Backup & Restore  » Admin Access  » Seftings

Role STANDALONE Make Primary

Role Other Monitoring Node

Include Node in Node Group | None

O enable Threat Centric NAC Service
O gnable sxp service Use Interface  GigabtEthemet 0

O enable Device Admin Service

O Enable passwve Identty Service

pxGrd

Step 8 Select Save

Verify ISE published pxGrid clients appear
Step 1

You should see the pxGrid services and pxGrid connectivity has been established

“duthe Identity Services Engine

Home  » Context Visibility » Operations » Policy
» System

» Identity Management  » Network Resources

v Administration

» Work Centers
» Device Portal Management  piGrid Senvices

» Feed Senvice

License Waming A
» PassivelD  » Threat Centric NAC
Clents Capa Live Log Settings
v ° Q e L] @oelete v Refresh  Total Pending Approvall) v 1-2012  Show 25 v perpage Page [1 ~
O Clent Name Client Description Capabities Status Clent Group(s) Auth Method Log
O » semtse21prod pes(2 P AdeTintoat .
0O » sead 1 4p
0
Connected to pxGrid

Step 2

Enable Auto-Registration
Step 3

Select Administration->pxGrid->Settings-> pxGrid settings->enable Automatically approve new
accounts

;I.'u-[; Identity Services Engine Home

» Context Visibility

» Operations » Policy
» System » Identity Management

v Administration » Work Centers License Wami
» Network Resources » Device Portal Management pxGrid Services » Feed Service » PassivelD » Threat Centric NAC
Cients Capabilties Live Log

PxGrid Settings

Automatically approve new accounts

[CJ Allow password based account creation

Use Default @

Connected to pxGrid

Step 4 Select Save

Cisco Systems © 2017
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Cisco Firesight 5.4

The section steps through the procedure for generating and issuing a Cisco Firesight pxGrid client certificate for Cisco
Firesight 5.4. This also covers importing the ISE CA root certificate and the ISE EndpointSubCA certificate into the
Sourcefire CA Truststore and importing the generated pxGrid client certificate public and private key pair into the
Sourcefire Internal Certificate store. The Sourcefire pxGrid connection agent will be configured with the ISE pxGrid
node IP address and also with the Sourcefire public certificate, the Sourcefire private key file, and the key password.

Once the certificate installation has been completed, the Cisco Firesight 5.4 will successfully connect and register to
the ISE pxGrid node.

It is assumed that the reader is familiar with Cisco Firesight 5.4 and pxGrid integration. Please refer to the How To:
Rapid Threat Containment (RTC) with Cisco Firesight and ISE guide: https://communities.cisco.com/docs/DOC-
68293, if you are not familiar with this configuration.

It is assumed the ISE Authorization Policy for EPS:SessionStatus:Equals:Quarantine has been created.

Note: ANC policies in ISE 2.1 will not be used. Cisco Firesight 5.4 subscribes to the EndpointProtectionService Capability when performing
quarantine/unquarantine mitigation actions

Generating and Issuing pxGrid Client Certificate from ISE Certificate Provisioning
Portal

Step 1 Log into Certificate Provisioning Portal

Step 2 Select Administration->Device Portal Management->Certificate Provisioning->Certificate
Provisioning Portal (Default)

You should see the following:

‘i Identity Services Engine Home » Context Visibility » Operations » Policy ~ Administration » Work Centers

» System  » Identity Management  » Network Resources «Device Portal Management  pxGrid Services » Feed Service » PassivelD  » Threat Centric NAC

Blackist BYOD Certificate Provisioning Client Provisioning  Mobile Device Management My Devices » Settings
—

Portals Settings and Customization

Portal Name: * Description:
Certificate Provisioning Portal (de Default portal used by employees to request for a certificate manually Portal test UR Language File «
Portal Behavior and Flow Settings N Portal Page Customization
Use these settings to specify the guest experience for £/ Usethese settings to specify the guest experience for
this portal. this portal

Step 3 Select Portal test URL and login with the ISE credentials you created earlier

Cisco Systems © 2017 Page 16
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N i I
cisco Certificate Provisioning Portal

sign on

Welcome to the Certificate Provisioning Portal. Sign on with the usemame and password supplied to you

Step 4 Select Sign On

Username:

certops

Password:

Step 5 Under Certificate Provisioning, I want to* select Generate a Single Certificate (without certificate

Signing Request)
Step 6 Select Sign On

Step 7 Under Certificate Provisioning, I want to* select Generate a Single Certificate (without certificate

Signing Request)

Step 8 Provide the CN (Common Name) FQDN (Fully Qualified Domain Name)
Step 9 Enter the MAC address of the 3" party device under MAC address
Step 10  Under Choose Certificate Template*, select pxGrid_Certificate_template

Step 11 Enter an optional description, under Description
Step 12 Under Certificate Download Format, select Certificate in PEM format Key in PKCSS PEM format
Step 13 Enter and Confirm your Certificate Password

Certificate Provisioning

Step 14  Select Generate
Step 15 Download the file locally

I want to: *

Generate a single certificate (without a certificat...

Common Name (CN): *

sfdc1.lab10.com
MAC Address: *

00:50:56:86:ab:99
Choose Certificate Template: *

pxGrid_Certificate_Template

Description:

Firesight 5.4 Management Center
Certificate Download Format: *

Certificate in PEM format, Key in PKCS8 PE...

Certificate Password: *

Confirm Password: *

Cisco Systems © 2017
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wecome cerops +
alealn

cIsco Certificate Provisioning Portal

Confirmation
Certificate generated successfully.

“ © O O Opening certops-2016-08-26_03-33-40.zip

Help You have chosen to open:

;’L certops-2016-08-26_03-33-40.zip
which is: Document
from: https://192.168.1.131:8443

What should Firefox do with this file?

(") Open with| Archive Utility (default)
(e)Save File

("] Do this automatically for files like this from now on.

[ Cancel | [EOK
Step 16  You should see the following:
" CertificateServicesEndpointSubCA-ise2 linternalCA_.cer Tomorrow 3:33 AM 2 KB certificate
" CertificateServicesNodeCA-ise2 linternalCA_.cer Tomorrow 3:33 AM 2 KB certificate
_“ CertificateServicesRootCA-ise2 linternalCA_.cer Tomorrow 3:33 AM 2 KB certificate
1 sfdcl.lab10.com_00-50-56-86-ab-99.cer Tomorrow 3:33 AM 2 KB certificate
" sfdcl.lab10.com_00-50-56-86-ab-99.key Tomorrow 3:33 AM 2 KB Keyno...ument

Importing ISE and pxGrid client certificates

Step 1 Upload the certs to the Firesight 5.4 Management Console
Step 2 Select Objects->PKI->Trusted CAs->Add Trusted CA add CertificateServicesRootCA-
ise2linternal CA_.cer file

Import Trusted Certificate Authority ? X

Name: ISE_RootCA

Certificate Data or, choose a file: { Browse... J

|----BEGIN CERTIFICATE----
MIIFPiCCAYagAWIBAGIQW2KZLGRISVWSIfRFSTAU/DANBkahKIGIWOBAQSFADAS
MTcwNQYDVQQDDCSDZXI0aWZpY2F0ZSBTZXI2aWNIcyBSb290IENBICOGaXNIMjFp
bnRIcmShbENBMB4XDTE2MDcxODAZMDUOOFoXDTI2MDexOTAZMDUOOFowOTE3MDUG
ALUEAWWUQ2WGGImaWNhdGUgU2VydmIjZXMgUmOvdCBDQSAIGIZZ TIxaWS0ZXu
YWxDQTCCAIIWDQYIKoZIhveNAQEBBQADGGIPADCCAGOCgIBAMRYFX9CIa5CuorL.
29XBtcapR3y8ree/ttmCeyIGPAGa9YN37mEdAIbubvaBMaY7MqVNO92bmSuofRMs
HR2Kpr184dGOFh9palhVpCu3q9VRPKAHY-+15XHKx0j3DvMYgXcarX5GEP62u/qyo
tXWAUIXSOCW4QBA3E0AWRXSIXQ70sWICMWOUi/JndC+Lo3amil/dQw1bURUIWNZ
4GZGIFWrIPVPNxkZdoSEXHBVIqaBe9xvkop/VIELtp3sksiQBGH2DKbelTM+EV35
r5Y4SmNEM+Xsb0bkpYOBA2kuGnstUAJ9z3h +rA2mQ1 DG74CIsexOFIlGOUhaH7bs
7gZkvwseksNrtI8xSBOUVOOHT2YGTj2UMAIUOKXeuEQBSaqGR1M+IQpFBbACKIS
VLOQsN4j+BZ93AGINyUBN/Y6yKEVXWCBFbKVCUAPYAKEtMARNSV1AIZgjzGFSTm
0fMxIMy7IFChuvYkcB+EDOMX5UBqGak7p79dZ6vs0VBGUAcyxSDIC/4gxN1SnV70
5JAdBvpamjh8iVoyYafyrHCtpheOBCpNIUY7N3RQORXOJAWUYATBAVty8v2Tdib
3VhpXAIZO6igIbgtNJEM3C4p6 YABAGMBAAGIQIBAMBOGA1UdDGQWBBTXHjqvsLFA

kahkiGOWNRANCFAANCAAEAAFYYaTLL Mub.ias ha2T7: LA ARTM L v 2nk b

("] Encrypted, and the password is:

Save ] [ Cancel

Step 3 Select Save
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Step 4 Select Objects->PKI->Trusted CAs->Add Trusted CA add CertificateEndpointSubCA -
ise2linternalCA_.cer

Import Trusted Certificate Authority ? X

Name: | ISE_EndpointSuB

Certificate Data or, choose a file: | Browse... |

}----BEGIN CERTIFICATE----

MIIFUjCCAGKS QadkkA62yThaUr/djDS8sY i QsFADAS
MTewNQYDVQQDDCSDZXI0aWZpY2FOZSBTZX) Ob2RITENBICO! iFp
bARIcmShbENBMB4XDTE2MDCXODAZMDU1MIoXDTIXMDCXOTAZMDUIMFowQTE/MDOG
IALUEAWW2Q2Vy UgU2VydmljZXMgRW QQU3VIIENBICOgaXNI

;MjprancmSthNBMIICIjANngqhkiG9MJBAQEFAAO(‘AgSAMIICCgKCAgEMQOE
Z5XpHNIVFEOUOC1M4223ZhDnAGGVIhoEMKARAKS30vOpXnPCedReW4adInzId6gn

PnkwaoIDUchhBOhvBELWZ +ATx3LI+hUe1/kcF2E9PLAa7CFms42XKTt26Cqbz
18aUN78LebnV6s6j2M2pwieQzPTIN62VBcsTGIIMVRCux+ny4X090I9PJAT78UG+p
1eOS9QkuoHOKzau0KKOPiveQ+A4EnPLQgsClAB|)3pr1cf1BGOprZoszWIym Uax
‘7yWRijZe+ 1yIqe4itmulNIwAgiXCMZ1L0n9xp210tLRwa4n1aXMIWKGp6GMSEAN
hnobla/Rxd5/zFp +8T5aSx97NESIoliypb4oHeB8GLS60KgNRSRSDIimMTSRINXIF
{UHVXLbMMSXyC7Zm +WrQOITEZBA+ySGYq+huhgS)/k/QDaRb1n0491Keo9BVSMBS
‘pig iWrW2TyuacYNWaqul H750PqEjh31 h/i5/dDAIFdgKnyzX26b
P(BFSUGZ lcwWUXedK12RP7205S5c008s2IH0GIF4t/MuXt6)SdKjECKEzahgQwOS9s
01gipOBDqyIsSWVIKmVAZDI6S962GSCOpmOkwULIYrwLQzYFPMPPPBOXO1KZONSE
PUNwbQt04ygIbRiwRjk7uTgl m4f JCAWEAA20BtTCBsj! 'HSME
‘a Xv+idFRFiL21HKE9pDswOTE3MDUGA1UEAwWWUQ2VydGIm
LIm QuACRDNSATGIZZ TTvalWEN 7Y 1uYADOYTNGI1 YAAK S

() Encrypted, and the password is:

Save | | Cancel

Step 5 Select Save
Step 6 Select Objects->PKI->Internal Certs->Add Internal Cert->upload sfdc1.lab10,com_00-50-56-86-ab-
99_.cer and sfdcl.lab10,com_00-50-56-86-ab-99_ key files.

Add Known Internal Certificate ? X

Name: FireSight -

Certificate Data or, choose a file: ‘ Browse... ‘

MIIFCTCCAVGGAWIBAGIQZNENGPIGRBEKALWHKKIELTANBGGhKIGOWOBAQSFADBS
MT8WPQYDVQQDDDZDZXI0aWZpY2F0ZSBTZX)2aWNIcyBFbmRwb2ludCBTdWIgQOEg
LSBpc2UyMWIUGGVybmFSQOEWHNCNMTYWODIOMDAYODEZWhcNMTgwODI1MDAYODEZ
WjAaMRgwFgYDVQQDDAIZZMR]MSSrYWIXMCSjb20wggEIMAOGCSAGSIb3DQEBAQUA
A41BDWAWGGEKACIBAQCVaCewBWbISN +CVSUSDZEIXPUKZhEEKUZmuaLYHhOgWXan
dfoMyvIPbVP/KCIaY/WeDRIT4zPfZG+1dNagr0j423PBOMCneif7h7uxXDAI4YIO
D26ZSn2mGxBWSGymaQITVZNRECZ15Q5vaNxXTIGXKSAGUOEy92VCXKUR0aNs2Z6V

Key or, choose a file: ‘ Browse... ‘

----- BEGIN ENCRYPTED PRIVATE KEY-----
MIIE9jA0BgoahkiGIWOBDAEDMBOEFIHPBNIDY-+ 1y + MzmUQGCENIXmCIAGIAASC
BMgOAFsMOh6dbrDG71hxMIVAbUOVWOSORPEMI0 + AWKMT2ANMbuneBbYNIzrymo +i
NKEpRL+ND7fHOHVGSA2x227M20P7LKEOhVPORV2yZ7rIKU4YANQIL3cdS4WdL7h
WUVTWUFam56294RwVCOAIiX3kikxxnNEoui09GN2MaGISZWGsL Gaj/ +2CMcpcks1
7/YCTKAROKDYOX2IugemGr3RVBIK2LBnSRtgxzLaPKiMedQFodkdPAWS VIV
LebCKCPU3ISTKDXzp/AIN89aCBLI 1 CXE4WTjsFOPZWRQBNQIUHUNIBKEDDNRE/IS

@ Encrypted, and the password is: ‘-o.aloo-

Save Cancel |

Step 7 Select Save
Step 8 Run the Sourcefire pxGrid connection agent and insert the ISE pxGrid node connection parameters

sudo bash sfdc-pxgrid _agent v1.0.35.sh

pxgrid server = 192.168.1.131

host_cert = /Volume/home/admin/sfdcl.kablO.com_ 00-50-56-86-ab-99.cer
host_key = /Volume/home/admin/sfdcl.kabl0.com 00-50-56-86-ab-99.key
host_key_ password = Ciscol23

ca_cert = /Volume/home/admin/CertificateServicesRootCA-ise2linternalCA_.cer
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Step 9 Select System->Monitoring->Syslog to view the successful connection

erview Analysis Policies Devices Objects | AMP

ealth BS'EEN Help v admin v
Local v Updates Licenses Monitoring » Syslog Tools v

Backup/Restore
Task Notification x Scheduling

Task Status Your task Installation Setup (Register) Import/Export

succeeded at Sun Aug 7 12:30:40 2016
o Data Purge

Sensors are being registered. Check
Rssk status to monitor progress.

() Case-sensitive ) Exclusion - Messages

lp!grid Aug 24 2016 21:19:50 sfdci SF-IMS[5012]: pxgrid_agent.pl:normal [INFO] Assigned i i iceCapability to

{ Go Aug 24 2016 21:19:50 sfdcl SF-IMS[5012]: pxgrid_agent.pl:normal [INFO] Connected to pxGrid server
Aug 24 2016 21:19:49 sfdcl SF-IMS[5012]: pxgrid_agent.pl:normal [INFO] Attempting to connect to pxGrid server (192.168.1.131)
Aug 24 2016 21:19:49 sfdc1 SF-IMS[3591): [3591] pm:process [INFO] Started pxgrid_agent (5012)

Aug 24 2016 21:18:49 sfdcl SF-IMS[3591]: [3591] pm:process [INFO] Process pxgrid_agent (4782) exited cleanly

Step 10  To view in ISE, select Administration->pxGrid Services

‘tsep’ Identity Services Engine Home  » ContextVisibilty  » Operations  » Policy [EEFVRMEIEIMN » Work Centers License Waming 4

» System  » Identity Management  » Network Resources  » Device Portal Management = pxGrid Services = » Feed Service  » PassivelD  » Threat Centric NAC

m Capabilities Live Log Settings

fEnable @ Disable (@Approve @ Group W Dedline @ Delete ~ & Refresh  Total Pending Approval(0) 1-90f9  Show 25 v pe

O Client Name Client Description Capabilities Status Client Group(s) Auth Method |3
O » ise-mnt-ise21internalca Capabilities(2 Pub, 1 Sub) Online Administrator Certificate

. Ganabilsiecapub o gal L Gagia
O v fsmc-agent-sfdcl Cisco FireSIGHT Management Ce...  Capabilities(0 Pub, 1 Sub) Online EPS Certificate

Capability Detail =
1-10f1  Show 25 v| perpage Page |1 ~
Capability Name Capability Version Messaging Role Message Filter
O EndpointProtectionService 1.0 Sub
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Cisco Firepower 6.1

The section steps through the procedure for generating and issuing a Cisco Firepower 6.1 pxGrid client certificate for
Cisco Firepower 6.1. This covers importing the ISE CA root certificate and the ISE EndpointSubCA certificate into
the Firepower 6.1 CA truststore and importing the generated pxGrid client certificate public and private key-pair into
the Firepower 6.1 Internal Certificate store. This occurs under the Firepower Identity Source settings.

You can “Test” the setting configuration settings to verify that Cisco Firepower 6.1 has successfully connected,
registered to the ISE pxGrid node and subscribed to the topics or capabilities.

For further testing, remediation types, correlation policies and rules are also included along with testing of Adaptive
Network Control (ANC) quarantine/unquarantine mitigation action use cases. At the time of this document Cisco
Firepower 6.1 was still in beta.

It is assumed that the ISE Authorization Policy for SessionStatus:Equals:Quarantine has been created.

Note: ANC policies in ISE 2.1 will not be used. Cisco Firepower 6.1 subscribes to the EndpointProtectionService Capability when performing
quarantine/unquarantine mitigation actions

Generating and Issuing pxGrid Client Certificate from ISE Certificate Provisioning

Portal
Step 1 Log into Certificate Provisioning Portal
Step 2 Select Administration->Device Portal Management->Certificate Provisioning->Certificate

Provisioning Portal (Default)

You should see the following:

"dses \dentity Services Engine Home  » ContextVisibilty  » Operations  » Policy [ERFEIINEECENNE » Work Centers

» System  » Identity Management  » Network Resources v Device Portal Management  pxGrid Services  » Feed Service  » PassivelD  » Threat Centric NAC

Blackist BYOD Certificate Provisioning  Client Provisioning  Mobile Device Management My Devices  » Seftings

Portals Settings and Customization
Save JeRES
Portal Name: * Description:

Certificate Provisioning Portal (de | | Default portal used by employees to request for a certificate manually | PortaltestURL | Language File

Portal Behavior and Flow Settings y Portal Page Customization
Use these settings to specify the guest experience for £3) Use these settings to specify the guest experience for
this portal. this portal

Step 3 Select Portal test URL and login with the ISE credentials you created earlier

cIsco Certificate Provisioning Portal

Sign On
Welcome to the Certificate Provisioning Portal. Sign on with the username and password supplied to you.
Username:

certops

Password:
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Step 4
Step 5

Step 6
Step 7
Step 8
Step 9
Step 10
Step 11

Step 12

Select Sign On

Under Certificate Provisioning, I want to* select Generate a Single Certificate (without certificate

Signing Request)

Provide the CN (Common Name) FQDN (Fully Qualified Domain Name)
Enter the MAC address of the 3" party device under MAC address
Under Choose Certificate Template*, select pxGrid_Certificate_template

Enter an optional description, under Description

Under Certificate Download Format, select Certificate in PEM format Key in PKCSS PEM format

Enter and Confirm your Certificate Password

Certificate Provisioning

| want to: *

Generate a single certificate (without a certificat...

Common Name (CN): *

fmc612.1ab10.com

MAC Address: *

00:0C:29:D0:EB:35

Choose Certificate Template: *

pxGrid_Certificate_Template

Description:

Firepower 6.1 Managerment Center

Certificate Download Format: *

Certificate in PEM format, Key in PKCS8 PE... ()

Certificate Password: *

Confirm Password: *

Select Generate
You should see the following

Reset

Welcome certop
alra]n Corticate Pl N
cisco ertificate Provisioning Portal

Confirmation

Centificate generated successtully

T

Opening certops-2016-07-20_22-18-41.2ip
You have chosen to open:
1. certops-2016-07-20_22-18-41.zip

which is: Microsoft Excel Comma Separated Values File
from: https://192.168.1.131:8443

What should Firefox do with this file?
Open with | Windows Explorer (default) -
@ SaveFile

Do this gutomatically for files like this from now on.

Cancel

oK
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Step 13 Save the file, select OK
Step 14  You should see the following files when you unzip the file

Name | Date Modified v
| CertificateServicesEndpointSubCA-ise2 linternalCA_.cer Aug 22,2016 11:18 PM
" CertificateServicesNodeCA-ise2 linternalCA_.cer Aug 22,2016 11:18 PM
| CertificateServicesRootCA-ise2 linternalCA_.cer Aug 22,2016 11:18 PM
7 fmc612.1ab10.com_00-0c-29-d0-eb-35.cer Aug 22,2016 11:18 PM
| fmc612.1ab10.com_00-0c-29-d0-eb-35.key Aug 22,2016 11:18 PM

Configuring ldentity Source

Step 1 Login to FMC, select ->System->Integration->Identity Source

Step 2 Add the ISE pxGrid node IP address

Pnmary Host Name/IP Address *  192.168.1.131

Step 3 Under pxGrid Server CA, select “+” , upload the CertificateServicesRootCA-ise2linternalCA_.cer

Import Trusted Certificate Authority ? X

Name: | ISECArootl

Certificate Data or, choose a file: | Browse... |
|----BEGIN CERTIFICATE~--
MIIFuUjCCA6Kg/ \g1QadkkAG2yThaUr/djL ” QsFADAs

MTcwNQYDVQQDDCSDZXI0aWZpY2F0ZSBTZXI2aWNIcyBO!
bancm5thNBMB4XDTE2MDO<ODAzMDUlMIoXDTTxMDchTAzMDUlMFowQTE/MDOG
A1UEAWW2Q JgU2Vydmij QQU3VIIENBICOgaXNI
MjF i \QEFAAOCAGBAMIICCGKCAGEA4QOE

p JOC1M4223ZhD: OVOpxnPCedReW424InzId6gn
OnkwIboIDUCEohBOhVBBLVVzZ+ATx3LI+hUel/keF2E9PLAZ7CFms42XKTt26Cabz
8aUN78LebnV6s6]2M2pwieQzPTING2VBCSTGIOMVRCUx +ny4XO90I9PIATZBUG+p
20S9QKuOHOKZaUOKKOPiveQ +A4ENPLQgSCIABD3fpK1cF1BGOpRZoxTsWlymUax
7yWRfjv2e+1ylqeditmulNIWAGIXCMZ1L0n9xp210tL Rwadn1aXMIWKGPEGMSEAN

,,,,,,,,, Fip+8T5aSx9 DiimTSRINXIF
UHVXLMMSXyC72m+ WrQITEZBA +ySoYa +huhgS)/k/QDaR b 1n04SIKeo9BVSmBS
PigiWrW2Tyuac (750PGEjh3: IF 260
XeFSU3lcwWUXedK12RP7205Sco0852IHOGIF4Y/ MUXIGISCKIECKE2ahgQuOS9s
101gipO8D« COpmokwULryrwlLQz pPBOXO1KZONSE
PUNWDQ! JCAWEAAZOBLTC
TBNGBRBIWIZZQrweL UQXy +GFRFIL21HKEIpDSWOTESMDUGATUEAWWUQVYCGIm
NG il ZTTVANENZY YA

() Encrypted, and the password is:

save || cancel |

Step 4 Provide Name: ISECArootl
Step 5 Select Save

Step 6 Under MNT Server CA, select “+” , upload the CertificateServicesNodeCA-ise2linternalCA_.cer

Import Trusted Certificate Authority ? %

Name:  ISE_ServicesNode

Certificate Data or, choose a file: | Browse... J

|-~--BEGIN CERTIFICATE----
MITFSJCCASqQAWIBAGIQGI1YFWKeTbuMrOEYV2Kp4jANBgKghkIGIWOBAQSFADAS
MTcwNQYDVQQDDCSDZXI0aWZpY2F0ZSBTZX)2aWNIcyBSb290IENBICOgaXNIMjFp
brRIcmShbENBMB4XDTE2MDcXODAZMDU1MFoXDTIXMDCxOTAZMDUIMFowOTE3MDUG
IALUEAWWUQ2VdGImaWNhdGUGU2VydmIjZXMg TmOkzSBDQSAIGIZZ TTxaW502XJu
YWxDQTCCAIIWDQYIKoZInveNAQEBBQADGQIPADCCAGOCIQIBAMITGSFCliCeSrHz
DIWE15nmUol 1uGOtWUIWG41Zn2pKh701dUL58eXI23uYpxTIQY 7FiStsgIWiVs3G
MUW1I0Yh33DdKEBF4egUX0ImSjzLNFYE4tid212Z4Im6YZiSi3EWuhmMy30ZtgfS
HZA15FoLQtANhILKKACpOeOOoVFS78wb3EIZUSAFPV’EKRKWWAM83J1kF|P16999
SNjG71ZD4ifT/ JUIAS +tNY:

25016/ AYI i Z4AUSR46
r7D(QHJMU34pHMEF3KRR!O\ PaQ7MDkXNZA1 BgNVBAMMIJ(NIcanZmIJYXRIIFNI
OGS

NnNNEAL SRAL

() Encrypted, and the password is:

save || cancel |
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Step 7 Select Save

Step 8 Under FMC Server Certificate, upload the fmc612.1ab10.com_00-0c-29-d0-eb-35.cer for the certificate
data file and upload the fmc612.1ab10.com_00-0c-29-d0-eb-35 key for the private key file.

Add Known Internal Certificate

Name: FMC612

Certificate Data or, choose a file: Browse...

MIIFCjCCAVKgAWIBAQIQVIqZeEW0S16GL2Wa/H7WqTANBgkqhkiGIWOBAQSFADBB
MTBwPQYDVQQDDDZDZXI0aWZpY2FOZSBTZXI2aWNIicyBFbmRwb2IudCBTdWIGQOEg
LSBpc2UyMWIudGVybmFsQOEwHhcNMTYwODIxMjMxODQwWWhcNMTgwODIyMjMxODQw
fj wYDVQQDIL 2MTIubGFIMTAUY29tMIIBIJANBgkqhkiGOWOBAQEF
AAOCAQBAMIIBCgKCAQEAOKSICFaNi3LikadlUmI1P5dtvwBYpPeVq9PUtVaphscZ
moF4RMYINtCxnA7BCcbETIjZhITFzameWHNG2V6Ly9ULeITyCCxRb1PhqbEf7bWP
Lfr+XdCeGyitEm2yewlLYSOYHo2MMTpnLUehW7d0I4dzzTF1LZ109QEIMtDY8Vkc

Key or, choose a file: | _Browse... |

----- BEGIN ENCRYPTED PRIVATE KEY-----
MIIE9jA0BgoghkiGIwOBDAEDMBOEFM62meQijbVOISIMEWNbuaPIgZ0ZAGIIAASC
BMgyJPUbmHVjr8AVPeF -+ Qy4HlelxdC3zkIYF2xHHBVWpdaviGOBtQHVAIH2Xjwfd
FLSk9L3qSVI4hX1mo0B2zKrDAFQYefVDhfMzbbYDnNnjNXVhpFOhGdsuqxGZaiQé
XZVDVC+WwIGIQhHRS3
UFFWFxxHm

9S8CRY0V3jNjGv5kIBpptl1AaN9CmepcdoGsHzees78qDR(

@ Encrypted, and the password is: ---nn.|

Cancel

Step 9 Enable Encrypted and enter the password file you entered when you generated the FMC certificate on ISE

(i.e. Ciscol123)
Step 10  Select Save
Step 11 You should see the following:

Overview Analysis Policies Devices Objects | AMP

Configuration Users Domains Integration Updates

Cisco CSI Realms Identity Sources eStreamer Host Input Client Smart Software Satellite

Identity Sources

Service Type | None | | Identity Services Engine | | uUser Agent

Primary Host Name/IP Address * 192.168.1.131

Secondary Host Name/IP Address

pxGrid Server CA * ISECAroot1 v ©

MNT Server CA * ISE_ServicesNode v ©

FMC Server Certificate * FMC612 v ©

ISE Network Filter ex. 10.89.31.0/24, 192.168.8.0/24, ..
* Required Field Test |

Step 12 Select System->Integration->Identity Source

Step 13 Select Test
Step 14  You should see the following:

Status

ISE connection status:
Primary host: Success

v Additional Logs
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Step 15  Select OK
Step 16 Select Administration->pxGrid Services, you should see the following:

“tlush  Identity Services Engine Home  » ContextVisibiity  » Operations  » Policy [ERIVLINSCIEMM » Work Centers License Waming A ) ]

» System b Identity » Network » Device Portal Management = pxGrid Services = » Feed Service  » PassivelD  » Threat Centric NAC

L3
=T copabiiities Live Log Settings

Enable @ Dissble (QApprove @ Group W Dedline @@ Delete v | ¥ Refresh | Total Pending Approval(0)

1-80f8 Show 25 v perpage Page |1 =

O Client Name Client Description Capabilities Status Client Group(s) Auth Method Log
O » ise-mnt-ise21internalca Capabilities(2 Pub, 1 Sub) Online Administrator Certificate View
——— " p iies(a Pup 2.5un) Qoo . Coai -
¥ iseagent-fmc612.lab10.com-2b69... Capabilities(0 Pub, 6 Sub) Online ANC,EPS Certificate View
[EeesTy/Dett 1-60f6  Show |25 v | perpage Page 1 E
Capability Name Capability Version Messaging Role Message Filter

O AdaptiveNetworkControl 1.0 Sub

O core 1.0 Sub

O EndpointProfileMetaData 1.0 Sub

(@] EndpointProtectionService 1.0 Sub

O SessionDirectory 1.0 Sub

O TrustSecMetaData 1.0 Sub
] » firesightisetest-fmc612.lab10.com... Capabilities(0 Pub, 0 Sub) Offline ANC,EPS Certificate View
wsa.lab10.com-pxarid_client pxGrid Connection from pabilities(0 Pub, i Tesson Cerneate Vew

Create Firepower 6.1 Realm

Step 1 Select System->Integration->Realms->New Realm->enter the Realm Information

Add New Realm ? %
Name * MSAD1
Description
Type * AD v
AD Primary Domain * lab10.com ex: domain.com
AD Join Username * pxgrid ex: user@domain
AD Join Password * essscsene
Directory Username * pxgrid ex: user@domain
Directory Password * esssscene
Base DN * dc=lab10,dc=com ex: ou=user,dc=cisco,dc=com
Group DN * dc=lab10,dc=com ex: ou=group,dc=cisco,dc=com
Group Attribute Member b

* Required Field

[ oK )l Test || cancel

Step 2 Select Test to verify a successful connection

Status

1 ) Test AD join succeeded

Step 3 Select OK

Step 4 Select OK

Step 5 Select Add Directory

Step 6 Enter the AD IP address information
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Add directory ? X
Hostname / IP 192.168.1.30|

Address

Port 389

Encryption () sTARTTLS () LDAPS () None

SSL Certificate vl @

0K [ Test | Cancel

Step 7 Select Test

Step 8 Verify that the connection has succeeded
Step 9 Select OK

Step 10  Select OK

Step 11 You should see the following

Overview Analysis Policies Devices Objects | AMP Deploy &, IGELUN Help v admin v

Configuration Users Domains Integration Updates Licenses v Health v Monitoring v Tools v

MSAD1 You have unsaved changes | [ save | 43 cancel |
Enter Descriptio

m Realm Configuration  User Download

URL (Hostname/IP Address and Port) Encryption

@ Add directory

192.168.1.30:389 none 28

Step 12 Select Save
Step 13 Enable the Realm by clicking on =
You should now see:

Overview Analysis Policies Devices Objects | AMP Deploy 4, [EEZLN Help v admin v

Configuration Users Domains Integration Updates Licenses v Health v Monitoring ¥ Tools v

Cisco CSI m Identity Sources eStreamer Host Input Client Smart Software Satellite L3

V% Compare realms (&) New reaim
Name Description Domain Type Base DN Group DN Group Attribute l State I
MSAD1 Global AD dc=lab10,dc=com dc=lab10,dc=com member @&D s M6

Step 14  Select on the MSAD1 Realm->User Download->Download Users and Groups->Add all Groups to
Include->Download now

Note: You may have to refresh on “Available Groups”

Step 15  Select Download Now
Step 16 Select OK for Download users and groups for realm

Download users and groups for realm

User/group download task queued.
Message Center Tasks Tab

Step 17  Select Save
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Step 18  You should see the realm:

Overview Analysis Policies Devices Objects | AMP System [LEESEET LR

Configuration ~ Users ~ Domains  Integration  Updates  Licenses v  Healthv  Monitoringv  Tools ¥

Cisco CSI m Host Input Client  Smart Software Satellite

# Compare realms () New realm

MSAD1 Global AD dec=lab10,dc=com de=lab10,dc=com member & Lohb

Configure ISE Identity Policy for Passive Authentication

Step 1 Select Policies->Access Control->Identity->New Policy->New Identity Policy->provide a name

New Identity policy ? X
Name ‘1551 l
Description

[ Save J [ Cancel J

Step 2 Select Save
You should see the following:

Overview Analysis [IGEEN Devices Objects | AMP Deploy &, System Helpv admin v

Access Control » Identity Network Discovery Application Detectors Correlation Actions v

ISE1 Jsove | (@ cancel ]

Enter Description

m Active Authentication
@ Add Category () Add Rule  Search Rules X

‘Administrator Rules

This category is empty
Standard Rules

This category is empty

Root Rules

This category is empty

Step 3 Select Add Rule, provide name: ISE1
Step 4 Select MSAD1 Realm

Add Rule ? X
Name |ISE1 ™ Enabled Insert | into Category v | |standard Rules v
Action | Passive Authentication v | Realm: MSAD1 (AD)

Zones Networks VLAN Tags Ports Realm & Settings
Realm * MSAD1 (AD)| v|&
(] Use active ication if passive ication cannot identify user

* Required Field

Add Cancel
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Step 5
Step 6
Step 7

Select Add
Select Save
You should see the following:

Overview Analysis ILLISTEN Devices Objects | AMP

Access Control » Identity

ISE1

Enter Description

m Active Authentication

Network Discovery Application Detectors Correlation Actions v

Deploy "1 System Help v admin v

N (@ cancel |

- .

e s ot

© Add Category ) Add Rule  Search Rules

i s

Administrator Rules

This category is empty
Standard Rules
1 ISEL

Root Rules

MSAD1 Passive Authentication 7 &

Step 8
Step 9
Step 10

Select Policies->Access Control->Access Control
Select the Default access policy
Select the Identity Policy

Identity Policy ? X
1SE1| v| &
| Revert to Defaults | oK || cancel

Select OK
Select Save

Step 11
Step 12

Create Access Rule

Step 1
Step 2
Step 3
Step 4
Step 5
Step 6
Step 7

Select Rules

Add Rule, provide a name, Employee_AUP

Under Action, select Block

Select URLs->Category, select: Peer to Peer -> Add to Rule
Select Hacking->Add to Rule

Select ISE/SGT attributes

Select SGT Tag

You should see the tags appear under metadata:

Add Rule
Name  Employee AUP @ Enabled Insert | into Mandatory
Action | % Block v G L3

Zones Networks VLANTags Users Applications Ports URLs

Inspection Logging ~Comments

Available Attributes & Available Metadata & Selected Source Metadata (0)

[& search by name or value | [ search by name or value |
@' Security Group Tag @ ANy

&5 Device type @' Auditors

&0 Location 1P &' BYOD

& Contractors Add to Rule

@' Developers

&' Development_Servers
& Employees

&' Guests

@ Network_Services

! PCI_Servers Add a Location IP Address

| Coaa)

| OK

Cancel |
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Step 8 Select Employees from the available metadata->Add to Rule

Step 9 Select Logging

Step 10  Enable Logging at Beginning of Connection

Add Rule

Name Employee AUP

Action | ) Block

Zones Networks VLAN Tags Users Applio‘atlons Ports URLs SGT/ISE Attributes

@ Enabled

v 35 [}

Insert |into Mandatory

Inspection I.onlng Comments

™ Log at Beginning of Connection
File Events:

Send Connection Events to:
@ Event Viewer

(") Syslog

(") SNMP Trap

Step 11 Select OK
Step 12 Select Save

Create pxGrid IPS Policy

Step 1 Select Policies->Access Controls-Intrusion->Create Policy, provide a name: pxGrid IPS->base Policy,
select No Rules Active

Create Intrusion Policy
Policy Information
Name *
Description
Drop when Inline

Base Policy

* Required

pxGrid_IPS

c]

[ No Rules Active |

Create Policy | Create and Edit Policy | Cancel

Step 2 Select Create and Edit Policy

Step 3 Select Rules

Step 4 Enter: iis cmd exec for filter

Step 5 Select All

Step 6 Select Rule State->Generate Events

Step 7 You should see a ‘“‘successfully set the rule state for 4 rules

Step 8 Select OK

Step 9 Select Policy Information->Commit Changes-OK

0K || cancel
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Step 10  You should see the following:

Overview Analysis ZLITSEN Devices Objects | AMP Deploy 0, System Helpv adminyv

Access Control » Intrusion Network Di: Y ication D Correlation Actions v @

Import/Export Intrusion Rules Access Control Network Analysis Policy

| 1 compare Policies || © create Policy |

etrusionpolly  DropwhenInime  sws  etemes

Intrusion_Policy_All No Used by 1 access control policy 2016-05-15 16:13:58 ;, % V|
Global IPS policy Policy up-to-date on all 1 devices Modified by "admin”

A No access control policies use this policy 2016-08-24 16:44:07 =) w
PxGrid_IPS Re= Policy not applied on any devices Modified by "admin” L Ié J g

Step 11 Select Policies->Access Control->Access Control->Edit (click on Pencil)
Step 12 Under Default Action->select pxGrid IPS Intrusion Policy
Step 13  Enable logging

Logging

@ Log at Beginning of Connection
@ Log at End of Connection

Send Connection Events to:
@ Event Viewer

() syslog

() SNMP Trap

Step 14  Select OK

Step 15  Select Save

Step 16 Select Deploy

Step 17  Select the device IP address

Overview Analysis LTSRN Devices Objects = AMP

Access Control » Access Control Network Discovery C Actions v

Default L

Enter Description :
Deploy Policies Version:2016-08-24 04:49 PM ? X

Prefilter Policy: Default Prefilter Policy. D

5 192.168.1.79

r o
Security Intelligence  HTTP Responses D Access Control Policy: Default
D LIntrusion Policy: pxGrid_IPS

@ }-Intrusion Policy: Balanced Security and Connectivity |
i

D i.1dentity Policy: ISE1
@© i-DNs Policy: Default DNS Policy

w Mandatory - Default (1-1) © Network Discovery
© Device Configuration

1 Employee_AUP  any any any

w Default - Default (-)

There are no rules in this section. Add Rule or Add Category

Default Action |

Step 18  Select Deploy
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Step 19  Select Health Bar view deployment status

Deployments Tasks o2
1 total 1running O success O warnings O failures L3
i: 192.168.1.79  Deployment - Policy and object collection complete. 20

40%
i

Create Quarantine and UnQuarantine Remediation Types
Step 1 Select Policies->Actions->Remediations->Modules, verify you see pxGrid mitigation:

Overview Analysis JCUSEEN Devices Objects | AMP

Access Control v Network Discovery Application Detectors Correlation Actions » Modules

Installed Remediation Modules

Module Name Version Description

Cisco I0S Null Route 1.0 Block an IP address in a Cisco I0S router

Nmap Remediation 2.0 Perform an Nmap Scan

pxGrid Mitigation 1.0 Perform a pxGrid mitigation against the involved IP addresses
Set Attribute Value 1.0 Set an Attribute Value

Step 2 Select Remediation->Action->instances->add a new pxGrid mitigation instance->instance name, type:
pxgrid->create

Note: Enable logging should be set to on

Step 3 Select “Add a new remediation of type: mitigate source” Add
Step 4 Type: ANC1_Quarantine for the Remediation Name, mitigation action->quarantine

Edit Remediation

Remediation Name ANC1_Quarantine
Remediation Type Mitigate Source
Description

Mitigation Action | quarantine :
Whitelist

(2n optionallist of networks )

l Create H Cancel
Step 5 Select Create
Step 6 Select Save
Step 7 Select Done
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Step 8
Step 9

Step 10
Step 11
Step 12
Step 13

Select “Add a new remediation of type: mitigate source” Add

Type: ANC1_UnQuarantine for the Remediation Name, mitigation action->unquarantine

Edit Remediation

Remediation Name vANleUnQuarantine
Remediation Type Mitigate Source
Description

Whitelist
(an optionallist of networks )

| Create | ‘ Cancel |

Select Create

Select Save

Select Done

You should see the following:

Edit Instance

Instance Name pxgrid
Module pxGrid Mitigation(v1.0)
Description
Enable Logging @ on () off
\_ Save H Cancel |

Configured Remediations

Remediation Name Remediation Type Description

ANC1_Quarantine Mitigate Source
ANC1_UnQuarantine Mitigate Source

Add a new remediation of type | Mitigate Destination + | ‘

4 &
4 O

Add |
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Create Quarantine and Unquarantine Correlation Policies

Step 1 Select Policies->Correlation->Policy Management->Create Policy->enter: ANC1_quarantine for
policy name->Save

Step 2 Select Rule Management->Create Rule->enter: ANC1_Quarantine for rule name

Step 3 Select an intrusion event occurs for select this type of event for this rule

Step 4 Select Access Control Policy is Default for the condition rule

Overview Analysis ILUIGEEN Devices Objects = AMP

Access Control ¥ Network Discovery Application Detectors Correlation Actions v

Policy Management . !::m. White List Traffic Profiles

Rule Information

Rule Name /ANC1_Qurantine [N
Rule Description

Rule Group [ Ungrouped ¢ |

Select the type of event for this rule

1 and it meets the following conditions:

| © Add condition | | © Add complex condition

X [ Access Control Policy s [is :) [ Default 3]
Rule Options
Snooze If this rule generates an event, snooze for0  |[ hours ¢
Inactive Periods There are no defined inactive periods. To add an inactive period, click "Add Inactive Period”.

Step 5 Select Save
Step 6 You should see the following:

Overview Analysis JEGITSEE Devices Objects AMP Deploy &, System Helpv admin

Access Control ¥ Network Discovery Application Detectors Correlation Actions v

Alerts Rer@iat‘mns Groups

Policy Management . !::m. White List Traffic Profiles

© Create Rule (&) Create Group

© Success x
Deleted Rule:Global_IPS_Quarantine_Suspicious_Files

ANC1_Qurantine s 6

Step 7 Select Policies->Correlation->Policy Management->ANC1_Quarantine->Add rule-
>ANCI1_Quarantine->Add->Responses

Overview Analysis JLITSEN Devices Objects | AMP Deploy &, System Helpv admin v
Access Control v Network Discovery Application Detectors Correlation Actions v

Alerts Remediations Groups

Policy Management Rule Management White List Traffic Profiles

Correlation Policy Information You have unsaved changes save || Cancel

Policy Name ANC1_Quarantine

Policy Description

Default Priority | None

Policy Rules © Add Rules |
Rule Responses Priority
ANC1 Qurantine This rule does not have any responses. Default * | mu
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Step 8 Select ANC1_Quarantine as the assigned Response

Responses for ANC1_Qurantine

Assigned Responses
ANC1_Quarantine

Unassigned Responses
ANC1_UnQuarantine

\ Update H Cancel

Step 9 Select Update
Step 10  Select Save
Step 11 Activate the policy by clicking on tab below:

Overview Analysis JLITSEN Devices Objects | AMP Deploy &, System Helpv adminv
Access Control v Network Discovery Application Detectors Correlation Actions v

Alerts Remediations Groups

Policy Management Rule Management White List Traffic Profiles L3
(&) Create Policy
© Success x
Saved Policy: ANC1_Quarantine
Name Sortby [ sre ]
ANC1 Quarantine mu g ]

Step 12 Select Policies->Correlation->Policy Management->Create Policy->enter: ANC1_Unquarantine for
policy name->Save

Step 13 Select Rule Management->Create Rule->enter: ANC1_Unquarantine for rule name

Step 14  Select a connection event occurs for select this type of event for this rule

Step 15  Select URL contains the string www.putty.org for the condition rule
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Overview Analysis ELITEER Devices Objects | AMP

Access Control v Network Discovery Application Detectors Correlation Actions v

Policy Management Rule Management White List Traffic Profiles

Rule Information

Rule Name ANC1_Unquarantine
Rule Description

Rule Group | Ungrouped *

Select the type of event for this rule

If [ a connection event occurs :J[ at either the beginning or the end of the connection :J and it meets the following conditions:

‘Q) Add condition | ‘ Q Add complex condition

X [ urRL + | | contains the string + | |www.putty.org
Rule Options
Snooze If this rule generates an event, snooze for/0 | hours al
Inactive Periods There are no defined inactive periods. To add an inactive period, click "Add Inactive Period”.

Step 16 Select Save
Step 17 You should see the following:

Overview Analysis EGIUISER Devices Objects = AMP Deploy &, System Helpv admin v|
Access Control v Network Discovery Correlation 7

Application Detectors Actions v

Alerts Remediations Groups

Policy Management m White List Traffic Profiles

@) Create Rule () Create Group

© Success x
Saved New Rule: ANC1_Unqurantine

ANC1 Qurantine &

5 &
B @

ANC1_Ungurantine &

Step 18  Select Policies->Correlation->Policy Management->ANC1_Unquarantine->Add rule-
>ANC1_Unquarantine->Add->Responses

Overview Analysis IJIGCE Devices Objects | AMP Deploy &, System Helpv admin v

Access Control v Network Discovery Application Detectors Correlation Actions v
Alerts Remediations Groups

m Rule Management  White List  Traffic Profiles &

Correlation Policy Information You have unsaved changes Save

| Cancel
Policy Name ANC1_Unquarantine

Policy Description

Default Priority [ None #

Policy Rules | © Add Rules |
Rule Responses Priority

ANC1_Ungurantine This rule does not have any responses. | Default # | E—

Step 19  Select ANC1_Unquarantine
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Responses for ANC1_Unqurantine

Assigned Responses
ANC1_UnQuarantine

Unassigned Responses
ANC1_Quarantine

Update [ Cancel ]

Step 20  Select Update
Step 21 Select Save
Step 22  Activate the rule by clicking on the tab

Overview Analysis SN Devices Objects | AMP Deploy = &, System Helpv admin v

Access Control v Network Discovery Application Detectors Correlation Actions v

Alerts Remediations Wups

Policy Management Rule Management White List Traffic Profiles

© Create Policy

© Success x
Saved Policy: ANC1_Unquarantine

Name Sort by State |
ANC1_Quarantine Q (/1@ u}
ANC1_Unquarantine 2]

Testing Cisco Firepower 6.1 Quarantine and Unquarantine Adaptive Network
Control (ANC) Mitigation Actions

Step 1 The end-user successfully logs into the network

‘sl Identity Services Engine Home  » ContextVisbiity [EEAeSeUIWCHN » Policy b Administration  » Work Centers License Waming &
~RADIUS = TC-NACLivelogs » TACACS Reporis » Troubleshoot b Adaptive Network Control

Live Logs  Live Sessions z
—

(] Network Devices @ RADIUS Drops @ Client Stopped Responding @ Repeat Counter @

0 0 0 0 0

Refresh ~ Every 1 minute j Show  Latest 20 records j Within ~ Last 24 hours j

O Refresh @ Reset Repeat Counts 2 Export Tov Y Fitter v - 24
Time Status Details Repeat ... Identity Endpoint ID Endpoint P... Authenticat... Authorizati... Authorizati... IP Address Netw
X :] Identity Endpoint ID Endpoint Profi Authenticatior Authorization Authorization IP Address :] Netv
Aug 24, 2016 10:11:35.136 PM o a 0 jeppich@lab10.com 00:0C:29:CF:07:17 Microsoft-W... Default >>D...  Default>>E... Employees 192.168.1.11
Aug 24, 2016 10:11:34.428 PM Q jeppich@lab10.com 00:0C:29:CF:07:17 Microsoft-W... Default>>D... Default>>E... Employees 192.168.1.11 Iswitc!
Aug 24, 2016 10:10:21.323 PM Q host/jeppich-PC.lab10.com 00:0C:29:CF:07:17 Microsoft-W... Default >>D...  Default>>B...  PermitAccess fswitcl
Aug 24, 2016 08:21:26.575 PM o Qa 0 10:DD:B1:C9:3C:39 10:DD:B1:C9:3C:39 Apple-Device Default >> M...  Default >>B... PermitAccess 192.168.1.10

Step 2 Under the FMC user activity screen, we see the authenticated ISE session.
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Overview ELUEUYEIEN Policies Devices Objects | AMP Deploy &, System Helpv admin v
Context Explorer Connections v Intrusions v Files v Hosts v Users » User Activity Vulnerabilities v Correlation v Custom v Lookup v Search

Bookmark This Page Report Designer Dashboard View Bookmarks Search

User Activity

Table View of Events > Users

2014:‘?8»24 17:33:00 - 2016-08-24 18:33:00 @
Static

No Search Constraints (Edit Search)

() ~Time x Event X  Realm X Username Type %  Authentication ¥ IPAddress X  Start X End X Description ¥  Security ¥  Endpoi % Endpoit
Type Port Port Group ‘ Profile Locatio
| | \ — |
20 11
3 (@] 2016-08-24 18:11:35 User Login MSAD 4 ieppich [j LDAP Passive Authentication gﬂ 192.168.1.11 Microsoft-Workstation l 192.
—
3 [} 2016-08-24 18:10:22 User Login MSAD 4 host/jeppich-PC.lab10.com E LDAP Passive Authentication gﬂ 192.168.1.11 Microsoft-Workstation 192.

Step 3 Open browser and Google “bittorrent”

G bittorrent - Google Search x| +

€ > 8  nhttps google.com/?gws_rd=ssl#g=bittorrent c

GO gle bittorrent ‘

All News Apps ages Videos More v Search tools

Download - BitTorrent® - Delivering the World's Content

Download the official BitTorrent® torrent client for Windows or Mac—from the inventors
of the ... Official BitTorrent Logo ... BitTorrent Stable (7.9.8 build 42502)

Download - BitTorrent ... Project Maelstrom
Download the official BitTorrent® Project Maelstrom, a web browser for
torrent client for Windows or Windows. Coming soon to

More results from bittorrent.com »

Step 4 You should see access to the bittorrent site is denied due the FMC access policy denying user who are
tagged with an Employee SGT.

| Access Denied x | +

é i bittorrent.com/'c load i

Access Denied

You are attempting to access a forbidden site.

Consult your system administrator for details.

Step 5 Open browser, www.cnn.com/cmd.exe, the connection was reset
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(4, Problem loading page x |+ o] jE 1

%8O+ a0

@ The connection was reset

Step 6 This triggers an intrusion event

LUELEIEE Policies Devices Objects | AMP Deploy = &, System Helpv adminv

Context Explorer Connections v Intrusions » Events Files v Hosts v Users v Vulnerabilities v Correlation v Custom v Lookup ¥ Search
Bookmark This Page Report Designer Dashboard View Bookmarks Search v

Events By Priority and Classification (switch worifiow

Drilldown of Event, Priority, and Classification > Table View of Events > Packets W@

Static

No Search Constraints (Edit Search) L3

Jump to... ¥

() Message v Priority Classification Count
3 o SERVER-IIS cmd.exe access (1:1002:18) high Web Application Attack 1
Page| 1 of1 Displaying row 1 of 1 rows

Step 7 The intrusion event triggers the Quarantine Correlation policy and associated rule, which triggers the ANC,
quarantine mitigation action.

Analysis Policies Devices Objects = AMP

Context Explorer Connections v Intrusions v Files v Hosts v Users v Vulnerabilities v Correlation » Correlation Events Custom v Lookup v

Policy * le X Priority * Source X

None None

Step 8 The endpoint is quarantined
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ik Identity Services Engine Home  » ContextVisbilty [EEAeSCUSt Bl » Policy  » Administration  » Work Centers License Waming A
~RADIUS = TC-NACLivelogs »TACACS Reports b Troubleshoot » Adaptive Network Control

Live Logs  Live Sessions
—
(] Network Devices ©@ RADIUS Drops © Client Stopped Responding ©@ Repeat Counter @

0 0 0 0 0

Refresh  Every 1 minute j Show | Latest 20 records j Within | Last 24 hours

O Refresh @ Reset Repeat Counts 2 Export Tow Y Filter v
Time Status Details Repeat ... Identity Endpoint ID Endpoint P... Authenticat... Authorizati... Authorizati... 1P Address
X J Identity Endpoint ID Endpoint Profi Authenticatior Authorization Authorization IP Address J
Aug 24, 2016 10:38:15.903 PM [} Q 0 LAB10\eppich 00:0C:29:CF:07:17 Microsoft-W... Default>>D... Default>>E... Quarantined... 192.168.1.11
Aug 24, 2016 10:38:15.688 PM Q LAB10\eppich 00:0C:29:CF:07:17 Microsoft-W... Default>>D... Default>>E... Quarantined... 192.168.1.11
o W'W‘ﬂ

Step 9 Open browser, if Firefox, open up a new private windows, and type: www.putty.org

fDownIoad PuTTY - a free SSH a... x\\ +

Download PuTTY

PUTTY is an SSH and telnet client, developed orig
Windows platform. PuTTY is open source software
code and is developed and supported by a group

You can download PuTTY here.

Step 10  Here’s the connection event for www .putty.org

Analysis Policies Devices Objects | AMP Deploy = #, System Helpv admin v

Context Explorer Connections » Events Intrusions v Files v Hosts v Users v Vulnerabilities v Correlation v Custom v Lookup ¥ Search

Bookmark This Page Report Designer Dashboard View Bookmarks Search v

1l 2016-08-26 01:16:29 - 2016-08-26 02:51:39 D
Expanding

gﬂ 174.129.208.32 &5 USA Passive 49347 / tcp 80 (http) / tcp [ HTTP [ Firefox Web Browsing  http://www.putty.org/favicon.ico Computer and Internet Info  Well known 192.168.1.
-j 174.129.208.32 &5 USA Passive 49347 / tcp 80 (http) / tcp. [ HrTP [ Firefox Web Browsing  http://www.putty.org/ Computer and Internet Info ~ Well known 192.168.1.

Step 11 This triggers the unquarantine correlation policy and correlation rule.
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Overview EUEUSTEN Policies Devices Objects | AMP Deploy System Help v admin v

Context Explorer Connections v Intrusions v Files v Hosts v Users v Vulnerabilities ¥ Correlation » Correlation Events Custom v Lookup ¥ Search

Bookmark This Page Report Designer Dashboard View Bookmarks Search

) Info x
Deleted 1 event(s)
il 2016-08-26 01:16:29 - 2016-08-26 02: 4:34 @
Expanding

g]] 174.129.208.32 :1 john eppich (MSAD\jeppich, LDAP’ 49347 / tcp 80 (http) / tcp Connection Type: FireSIGHT ANC1 Unguarantine ANC1 Unguarantine l§ N¢
gﬂ 174.129.208.32 & USA :ﬂjohn eppich (MSAD\jeppich, LDAP 49347 / tcp 80 (http) / tcp Connection Type: FireSIGHT ANC1 Unguarantine ANC1 Unquarantine Nc¢

Step 12  The endpoint is unquarantined

Identity Services Engine Home  » ContextVisibility [EReSSWCMN ) Policy b Administration cense Waming A

~RADIUS | TC-NACLivelLogs » TACACS Reports » Troubleshoot » Adaptive Network Control

Live Logs  Live Sessions
——
] Network Devices @ RADIUS Drops @ Client Stopped Responding @ Repeat Counter @ A

0 0 2 0 0

Refresh ~ Every 1 minute j Show  Latest 20 records j Within | Last 24 hours j

O Refresh © Reset Repeat Counts & Export Tov Y Filter v - 24
Time Status Details Repeat ... Identity Endpoint ID Endpoint P... Authenticat... Authorizati... Authorizati... IP Address Networ
x j Identity Endpoint ID Endpoint Profi| | Authenticatior | | Authorization | | Authorization |  IP Address j Networ
Aug 26, 2016 07:02:19.045 AM Q 0 LAB10\jeppich 00:0C:29:CF:07:17 Microsoft-W... Default >> D... Default >> E... Employees 192.168.1.10
Weozws AM Qa LAB10\jeppich 00:0C:29:CF:07:17 Microsoft-W... Default>>D... Default>>E... Employees 192.168.1.10 switch I
Aug 26, 2016 07:02:17.504 AM a 00:0C:29:CF:07:17 switch
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Splunk for ISE Add-On 2.20

The section steps through the procedure for generating and issuing the Splunk pxGrid client from the ISE certificate
provisioning portal. This also can be used for other security solutions that use java keystores.

This also covers creating the java keystores, the Splunk pxGrid client certificate public and private key-pairs from the
PKCS 12 file. Additionally, a step is added to quarantine/unquarantine an endpoint to ensure that everything is
working correctly. It is assumed that the reader is familiar with Splunk and ISE pxGrid integration, if not please refer
to the: How to: Splunk and ISE pxGrid Adaptive Network Control (ANC) Mitigation Workflow Actions
https://communities.cisco.com/docs/DOC-68289

It is assumed that ISE is configured to send Passed/Failed syslog events to Splunk. You will also want to make a
change to the pxGrid quarantine and pxGrid unquarantine Splunk workflow action to allow the Framed_IP_Address
field

Below is the workflow action for the ANC Quarantine by Framed_IP_Address

Label: ANC Quarantine by Framed IP Address $Framed IP Address$

Apply only to the following fields: Framed IP_Address

Show action in: Event menu

Action type: search

Search string: | pxgremediate xgridAction=quarantine xgridType=ip xgridTarget="$Framed IP Address$"
Run in spp: search

Run search in New window

Use the same time range as the search that created the field listing: enabled

Below is the workflow action for the ANC Quarantine by Framed_IP_Address

Label: ANC UnQuarantine by Framed IP Address $Framed IP Address$

Apply only to the following fields: Framed IP_Address

Show action in: Event menu

Action type: search

Search string: | pxgremediate xgridAction=unquarantine xgridType=ip xgridTarget="$Framed IP_ Address$"
Run in spp: search

Run search in New window

Use the same time range as the search that created the field listing: enabled

To make the changes in the Splunk for ISE Add-on app, select Settings->Fields->Workflow actions and cloning both
the pxGrid_QuarantineByIP and pxGrid_UnQuarantineByIP and renaming them to ANC Quarantine by
Framed_IP_Address $Framed_IP_Address$ and ANC UnQuarantine by Framed_IP_Address $Framed_IP_Address$
respectively.

It is also assumed the ISE Authorization Policy for EPS:SessionStatus:Equals:Quarantine has been created.

Note: ANC policies in ISE 2.1 will not be used. Splunk subscribes to the EndpointProtectionService Capability when performing
quarantine/unquarantine mitigation actions

Generating Splunk pxGrid Client Certificate from ISE Certificate Provisioning Portal

Step 1 Create the certificate for the Splunk client, select Generate a single certificate (without a certificate
signing request)
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Certificate Provisioning

Iwantto: *
Generate a single certificate (without a certificat...

Common Name (CN): *

splunk.lab10.com
MAC Address: *

0:de:f1:94:65:9¢
Choose Certificate Template: *

pxGrid_Certificate_Template

Description:

Splunk Client Certificate

Certificate Download Format: *

PKCS12 format, including certificate chain (... o
PKCS12 format, including certificate chain (One file for both Certificate Chain and Ke

| Certificate in PEM format, Key in PKCS8 PEM format
PKCS12 format (One file for both Certificate and Key)
Certificate in PEM format, Key in PKCS8 PEM format, including certificate chain
T

Confirm Password: *

Step 2 Generate the certificate and save the certops-2016-08-19_02-21-03.zip file locally.

Installing ISE and Splunk pxGrid client certificate using Java keystores

On the Linux client where Splunk is installed, use openssl and keytool run the following commands to extract the
public certificate and private ley from the PKCS12 file and convert to JKS key stores.

Step 1 Unzip the certops file, you should see the following:

splunk.labl0.com f0-de-f1-94-65-9c.pl2

Step 2 You can rename or copy the certificate to a more manageable PKCS12 file

cp Johns-Macbook-Pro.lablO.com fO0-de-f1-94-65-9c.pl2 splunk.pl2

Step 3 Create keystore from PKCS12 file

keytool -importkeystore -srckeystore splunk.pl2 -destkeystore splunk.jks -srcstoretype PKCS12
Enter destination keystore password: Ciscol23

Re-enter new password: Ciscol23

Enter source keystore password: Ciscol23

Entry for alias johns-macbook-pro.lablO.com f0-de-£f1-94-65-9c successfully imported.

Import command completed: 1 entries successfully imported, 0 entries failed or cancelled

Step 4 Export the public ISEinternalRootCA certificate only
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Select Administration->System->Certificates->Trusted Certificates->Certificate Services Root CA-
>Export

“thuabe " Identity Services Engine Home  » ContextVisbiity  » Operations  » Poicy IREL el WorkCenters
~System | » Identity Management b Network Resources  » Device Portal Management  pxGrid Services  » Feed Service  » PassivelD  » Threat Centric NAC

Deployment  Licensing  ~Certificates  » Logging  » Maintenance ~ Upgrade ~ Backup & Restore  » Admin Access b Settings
——

° 18.0.0 Opening CertificateServicesRootCAi.pem
j Cerfificats Maragement Trusted Certificates You have chosen to open:
Overview / Edit oeImport | @»Export 3 Delete O View | CertificateServicesRootCAi.pem
System Certificates [J Friendly Name -~ which is: Document
X from: https://192.168.1.131
Endpoint Certificates O Baltimore CyberTrust Root
) Certificate Services Root CA - ise21internalCA#Certif... What should Firefox do with this file?
Trusted Certificates
O cisco CA Manufacturing [“] ~
OCSP Client Profile (_)Open with| Keychain Access (default) :
) . O cisco Manufacturing CA SHA2 )
Certificate Signing Requests (e)Save File
; - ) O cisco Root CA 2048 )
Certificate Periodic Check Setti... | Do this automatically for files like this from now on.
O cisco Root CA M2 [°]
» Certificate Authority
[0 DST Root CA X3 Certificate Authority
O Thawte Primary Root CA [ Cancel |
[ verisign Class 3 Public Primary Certification Authority

Step 5 Convert the ISEinternalRootCA .PEM file over from ISE and convert to DER format

openssl x509 -outform der -in CertificateServicesRootCAi.pem -out CertificateServicesRootCAi.der

Step 6 Add the ISE root certificate to the truststore file keystore (i.e. rootiseCA .jks)

keytool -import -alias splunk -keystore rootiseCA.jks -file CertificateServicesRootCAi.der
Enter keystore password: Ciscol23
Re-enter new password: Ciscol23
Owner: CN=Certificate Services Root CA - ise2linternalCA
Issuer: CN=Certificate Services Root CA - ise2linternalCA
Serial number: 5b69192c644849550925£445e53014fc
Valid from: Sun Jul 17 23:05:48 EDT 2016 until: Sat Jul 18 23:05:48 EDT 2026
Certificate fingerprints:
MD5: 7B:AA:73:88:21:7F:45:70:50:F9:6C:F0:24:40:EA:AA
SHAl: 0C:4B:7F:A7:42:FC:5C:30:22:9E:C8:BF:FB:E0:AB:C1:33:48:44:18
SHA256:
3C:27:24:70:8F:EC:22:8B:86:5C:8F:78:CF:D6:83:90:98:4E:11:0F:AF:5C:19:67:9F:F4:90:A8:33:A9:37:54
Signature algorithm name: SHA256withRSA
Version: 3

Extensions:

#1: ObjectId: 2.5.29.19 Criticality=true
BasicConstraints: [

CA:true

PathLen:2147483647
]

#2: ObjectId: 2.5.29.15 Criticality=true
KeyUsage [

Key CertSign
]

#3: ObjectId: 2.5.29.14 Criticality=false

SubjectKeyIdentifier [

KeyIdentifier [

0000: F1 1E 3A AF BO Bl 40 72 4C 53 7E 29 1C C1 05 DC ..:...@rLS.)....
0010: A4 5F B4 80

]
]
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Trust this certificate? [no]: yes
Certificate was added to keystore

Step 7 Generate splunk public certificate from splunk PKCS 12 file

openssl pkcsl2 -nokeys -clcerts -in splunk.pl2 -out splunk.cer
Enter Import Password: Ciscol23
MAC verified OK

Step 8 Generate splunk private key from splunk PKCS 12 file

openssl pkcsl2 -nocerts -in splunk.pl2 -out splunk.key
Enter Import Password: Ciscol23

MAC verified OK

Enter PEM pass phrase:

Verifying - Enter PEM pass phrase:

Step 9 Add the splunk public certificate to client keystore

keytool -import -alias splunkl -keystore splunk.jks -file splunk.cer
Enter keystore password: Ciscol23
Re-enter new password: Ciscol23
Owner: CN=Johns-Macbook-Pro.labl0.com
Issuer: CN=Certificate Services Endpoint Sub CA - ise2linternalCA
Serial number: 5b762edbl1l8854a4787f4b71bf7d44dd6
Valid from: Wed Aug 17 22:21:03 EDT 2016 until: Sat Aug 18 22:21:03 EDT 2018
Certificate fingerprints:
MD5: 21:43:AF:9F:06:13:4A:D1:C3:0B:6C:46:EE:52:35:90
SHAl: 42:B1:E0:D6:7B:4B:CF:34:C7:F2:A5:29:D4:CB:CE:37:8C:11:3A:A7
SHA256:
64:AA:7A:2B:AA:13:20:FB:E4:EE:FA:CC:08:30:C4:1F:9E:7B:15:3E:7D:B4:BB:15:31:10:F1:69:D9:42:E2:0E
Signature algorithm name: SHA256withRSA
Version: 3

Extensions:

#1: ObjectId: 1.3.6.1.4.1.9.21.2.5 Criticality=false
0000: 04 1B 70 78 47 72 69 64 5F 43 65 72 74 69 66 69 ..pxGrid Certifi
0010: 63 61 74 65 5F 54 65 6D 70 6C 61 74 65 cate_Template

#2: ObjectId: 2.5.29.35 Criticality=false

AuthorityKeyIdentifier [

KeyIdentifier [

0000: BB 37 EA 0C E7 36 91 72 E3 9F 2A FA 4D 51 95 5A .7...6.r..*.MQ.Z
0010: 7F EA 29 D1 o).

]
[CN=Certificate Services Node CA - ise2linternalCA]
SerialNumber: [ 69d92403 adb24el6 94aff763 0d2f2c63]
]

#3: ObjectId: 2.5.29.19 Criticality=true
BasicConstraints: [

CA:false

PathLen: undefined
]

#4: ObjectId: 2.5.29.37 Criticality=true
ExtendedKeyUsages [

serverAuth

clientAuth
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]
#5: ObjectId: 2.5.29.15 Criticality=true
KeyUsage [

DigitalSignature

Non_repudiation
Key Encipherment
]

#6: ObjectId: 2.5.29.17 Criticality=true
SubjectAlternativeName [

RFC822Name: f0-de-f1-94-65-9c
]

#7: ObjectId: 2.5.29.14 Criticality=false

SubjectKeyIdentifier [

KeyIdentifier [

0000: 22 8A BD A2 64 59 DB A2 1F 4B 22 62 16 84 1B 1D "...dY...K"b....
0010: A9 B7 FD OF

]
]

Trust this certificate? [no]: yes
Certificate was added to keystore

Testing Connection Between Splunk and the ISE pxGrid node

Step 1 Select Splunk->Apps, you should see the Splunk Add-on for Cisco ISE

splunk>  Apps Administrator Messages Settings Activity Help

Apps
) 4
Install app from file | Create app

Showing 1-17 of 17 items Results per page | 25
Name Folder name Version $ Update checking + Visible ¢ Sharing + Status $ Actions

SplunkForwarder SplunkForwarder Yes No App | Permissions Disabled | Enable

SplunkLightForwarder SplunkLightForwarder Yes No App | Permissions Disabled | Enable

Cisco ISE Splunk_CiscolSE 204 Yes Yes Global | Permissions Enabled | Disable Launch app | Edit properties | View objects | [2 View details on SplunkApps
Splunk Add-on for Cisco ISE Splunk_TA_cisco-ise 2.1.2 | Update to 2.2.0 Yes No Global | Permissions Enabled | Disable Set up | Edit properties | View objects | [2 View details on SplunkApps
Webhook Alert Action alert_webhook 632 Yes No App | Permissions Enabled | Disable Edit properties | View objects

Apps Browser appsbrowser 6.3.2 Yes Yes App | Permissions Enabled Launch app | Edit properties | View objects

framework framework Yes No App | Permissions Enabled | Disable Edit properties | View objects

Getting started gettingstarted 1.0 Yes Yes App | Permissions Disabled | Enable

introspection_generator_addon introspection_generator_addon 6.3.2 Yes No App | Permissions Enabled | Disable Edit properties | View objects

Home launcher Yes Yes App | Permissions Enabled Launch app | Edit properties | View objects

learned learned Yes No App | Permissions Enabled | Disable Edit properties | View objects

Step 2 Select Set Up
You should see the following:

Host: refers to the ISE pxGrid node FQDN or IP Address

Username: pxGrid client

Keystore File: Path and filename of keystore JKS file (i.e.splunk.jks)
Truststore File: Path and filename of Truststore JKS file (i.e. rootiseCA jks)
Password for Keystore File

Password for Truststore File
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Configure Remediation Workflow Actions for pxGrid

pxGrid Setup
Host ise21internalCA
Username: Splunk1

Keystore File (*.jks): licati /apps/Splunk_TA_cisco-ise/bin/ J jks

Truststore File (*.jks): licati plunk_TA_cisco-ise/bi iseCAj

Password for keystore file

Confirm password

Password for truststore file

Confirm password

™ Enable pxGrid_QuarantineByIP

@ Enable pxGrid_UnQuarantineBylP

™ Enable pxGrid_QuarantineByMAC

# Enable pxGrid_UnQuarantineByMAC

Warning

NB: Refresh this page after clicking Save to see current configuration
NB: Submitting this form may take a long time. Please be patient and wait for it to complete before navigating away from this page

Step 3 Select Save
Step 4 You should see the following:

Identity Services Engine Home  » ContextVisibiity  » Operations N~ Administration » Work Centers License Waming &
» System  » Identity » Network » Device Portal Management = pxGrid Services =~ » Feed Service  » PassivelD  » Threat Centric NAC
=T cepaviiities Live Log Settings
fEnable @ Disable (QApprove @ Group W Dedline @ Delete v ¢ Refresh  Total Pending Approval(0) ~ 1-90f9  Show |25 v perpage Page
(] Client Name Client Description Capabilities Status Client Group(s) Auth Method Log
O » ise-mnt-ise21internalca Capabilities(2 Pub, 1 Sub) Online Administrator Certificate View
O » ise-admin-ise21internalca Capabilities(4 Pub, 2 Sub) Online Administrator Certificate View
O » firesightisetest-fmc612.lab10.com... Capabll‘mes&(_) Pub, 0 Sub) Offline ANC,EPS Certificate View
[0 » iseagent-fmc612.1ab10.com-2b69... Capabilities(0 Pub, 0 Sub) Offline ANC,EPS Certificate View
O » fsmc-agent-sfdcl Cisco FireSIGHT Management Ce...  Capabilities(0 Pub, 0 Sub) Offline EPS Certificate View
a» wsa.lab10.com-pxgrid_client pxGrid Connection from WSA Capabilities(0 Pub, 0 Sub) Offline Session Certificate View
O » smces2 Capabilities(0 Pub, 0 Sub) Offline EPS Certificate View
—— > P Gai
O » splunk1 Capabilities(0 Pub, 0 Sub) Offline EPS Certificate View

Testing Splunk Quarantine and UnQuarantine Adaptive Network Control (ANC)
Mitigation Actions

Step 1 The end-use successfully authenticates to the network
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ollllllll
CISCO.

sh:  Identity Services Engine Home  » ContextVisbilty REe it ’Poicy »Administration  » Work Centers License Waming &
vRADIUS = TC-NAC LiveLogs » TACACS Reports » Troubleshoot » Adaptive Network Control
Live Logs  Live Sessions X
e Network Devices @ RADIUS Drops © Client Stopped Responding @ Repeat Counter @
Refresh ~ Every 1 minute j Show | Latest 20 records j Within | Last 24 hours j
O Refresh @ Reset Repeat Counts & Export Tov Y Fiterv &~
Time Status Details Repeat ... Identity Endpoint ID Endpoint P... Authenticat... Authorizati... Authorizati... IP Address Netw:
x j Identity Endpoint ID Endpoint Profi Authenticatior Authorization Authorization IP Address j Netw
Aug 25, 2016 11:40:52.510 PM o Q 0 LAB10\jeppich 00:0C:29:CF:07:17 Microsoft-W... Default>>D...  Default>>E... Employees 192.168.1.10
Aug 25, 2016 11:40:52.312 PM i i LAB10\jeppich 00:0C:29:CF:07:17 Microsoft-W... Default >> D... Default >> E... Employees 192.168.1.10 switch
Step 2 Based on the received Passed Authentications syslog event the pxGrid Quarantine and pxGrid
Unquarantine workflow actions will appear under the Event Actions. Select ANC Quarantine by
Framed_IP Address workflow event to trigger the quarantine mitigation action.
< Hide Fields = All Fields List v #Format v 20 Per Page v A <Prev 1 2 3 4 5 6 7 8 9 Next >
v b
a EndPointMACAddress 11 LRlaTime Evens
. ep= 0
O Eberl R e host=192.168.1.131 | source=192.168.1.15:8191 | sourcetype = manual
a Framed_IP_Address 9
# Framed_MTU 1 v 8/25/16 Aug 25 19:40:52 192.168.1.131 Aug 25 23:40:52 ise21internalCA CISE_Passed_Authentications 0000000135 7 0 2016-08-25 23:40:52.311 +00:00 0000001588
7:40:52.000 PM 5200 NOTICE Passed-Authentication: Authentication succeeded, ConfigVersionId=69, Device IP Address=192.168.1.3, DestinationIPAddress=192.168.1.131,

a HostldentityGroup 2

a IdentityAccessRestricted 1

a IdentityGroup 2

a IdentitySelectionMatchedRule 1
a index 1

a ISEPolicySetName 1

a IsThirdPartyDeviceFlow 1

# LicenseTypes 3

# linecount 1

Step 3

splunk

Search Pivot  Reports  Alerts

Q New Search

DestinationPort=1645, UserName=LAB10\\jeppich, Protocol=Radius, RequestLatency=86, NetworkDeviceName=switch, User-Name=LAB10\\jeppich, NAS-IP-Addr
ess=192.168.1.3, NAS-Port=50111, Service-Type=Framed, Framed-IP-Address=192.168.1.10, Framed-MTU=1500, State=37CPMSessionID=0A0000010000002902C8009
6\;38SessionID=ise21internalCA/261504008/24\;, Called-Station-ID=50-3D-E5-C4-05-8B, Calling-Station-ID=00-0C-29-CF-07-17, NAS-Port-Type=Ethernet, N
AS-Port-Id=GigabitEthernet1/0/11, EAP-Key-Name=, cisco-av-pair=service-type=Framed, cisco-av-pair=audit-session-id=0A0000010000002902C80096, Networ
kDeviceProfileName=Cisco, NetworkDeviceProfileId=403ea8fc-7a27-41c3-80bb-27964031a08d, IsThirdPartyDeviceFlow=false, RadiusFlowType=Wired802_1x,

Event Actions v

ANC Quarantine by Framed_IP_Address
192.168.1.10

Value Actions

192.168.1.131 v

Dashboards

You should see the results of the ANC mitigation action in Splunk.

Administrator

SaveAsv  Close

‘ | pxgremediate xgridAction=quarantine xgridType=ip xgridTarget="192.168.1.10"

Altimev | Q

v

0 events (before 8/25/16 7:55:26.000 PM)

Events Patterns

20 PerPagev  /Formatv

Statistics (1

Jobv ” L & ® Smart Mode v

) Visualization

Preview v

19:55:37.353 [Smack Listener Processor (0)] DEBUG com.cisco.pxqrid.GridConnection - associate presence packet received (type=available, from=splunk1 @xgrid.cisco.com) 19:55:39.645 [Thread-0] DEBUG c.c.p.internal.CapabilityManager - refreshing

connection state... 19:55:39.646 [Thread-0] DEBUG c.c.p.internal.CapabilityManager - done refreshing connection state. 19:55:39.660 [Thread-0] DEBUG c.c.p.i.s.NotificationHandlerSmack - refreshing connection state... 19:55:39.662 [Thread-0] DEBUG
c.c.p.i.s.NotificationHandlerSmack - done refreshing connection state. 19:55:39.939 [main] DEBUG c.c.p.internal.CapabilityManager - subscribed (topi
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Step 4  The endpoint is quarantined in ISE

el Identity Services Engine Home  » ContextVisbiity [REe 3 #Poicy » Administration  » Work Centers License Waming A
~RADIUS = TC-NACLivelogs » TACACS Reports b Troubleshoot b Adaptive Network Control

Live Logs  Live Sessions
L3

e Network Devices @ RADIUS Drops © Client Stopped Responding & Repeat Counter @

0 0 0 0 0

Refresh | Every 1 minute jshow Latest 20 records jwamm Last 24 hours

[ I

© Refresh © Reset Repeat Counts & Export Tov Y Filter v &

Time Status Details Repeat ... Identity Endpoint ID Endpoint P... Authenticat... Authorizati... Authorizati... IP Address Ni

x j Identity Endpoint ID Endpoint Profi Authenticatior Authorization Authorization IP Address j N
Aug 25, 2016 11:55:40.781 PM o 0 LAB10\leppich 00:0C:29:CF:07:17 Microsoft-W... Default >> D...  Default >>E...  Quarantined... 192.168.1.10

Q LAB10\jeppich 00:0C:29:CF:07:17 Microsoft-W... Default >> D... Default >> E...  Quarantined... 192.168.1.10 sv

= D00 2oCTOTT o

Step 5 Below are the results of the subscription to the EndpointPointProtectionService Capability when
performing the EPS quarantine mitigation action.

‘tluilie Identity Services Engine Home  » ContextVisbiity  » Operations 5B  ~ Administration » Work Centers

» System  » Identity Management  » Network Resources  » Device Portal Management = pxGrid Services = » Feed Service  » PassivelD  » Threat Centric NAC

Clients Capabilities m Settings
€I Cearlogs F)Resync & Refresh
Client Name Capability Name Event Type Timestamp Other Attributes
Client offline :55: g 25 2016
splunk1@xgrid.cisco.com EndpointProtectionService-1.0 Client unsubscribed

splunk1@xgrid.cisco.com

splunk1@xgrid.cisco.com EndpointProtectionService-1.0

Step 6 In the below example, the pxGrid Unquarantine workflow action is selected.

1 month per column

Format Timeline v —ZoomOut  +Zoom to Selection X Deselect
List v #Format v 20 Per Page v <Prev. 1 2 3 4 5 6 7 Next>

< Hide Fields = All Fields ‘ i ‘ Time Event
v 8/25/16 Aug 25 20:00:05 192.168.1.131 Aug 26 00:00:05 ise21internalCA CISE_Passed_Authentications 0000000146 6 0 2016-08-26 00:00:05.685 +00:00 0000001916
8:00:05.000 PM 5200 NOTICE Passed-Authentication: Authentication succeeded, ConfigVersionId=69, Device IP Address=192.168.1.3, DestinationIPAddress=192.168.1.13
Selected Fields 1, DestinationPort=1645, UserName=LAB10\\jeppich, Protocol=Radius, RequestLatency=24, NetworkDeviceName=switch, User-Name=LAB10\\jeppich, NAS-IP-A
a host 4 ddress=192.168.1.3, NAS-Port=50111, Service-Type=Framed, Framed-IP-Address=192.168.1.10, Framed-MTU=1500, State=37CPMSessionID=0A0000010000002A02D
a source 2 58E86\;38SessionID=ise21internalCA/261504008/30\;, Called-Station-ID=50-3D-E5-C4-05-8B, Calling-Station-ID=00-0C-29-CF-07-17, NAS-Port-Type=Ethern

et, NAS-Port-Id=GigabitEthernet1/0/11, EAP-Key-Name=, cisco-av-pair=service-type=Framed, cisco-av-pair=audit-session-1d=0A0000010000002A02DS8E86,

CEnERE NetworkDeviceProfileName=Cisco, NetworkDeviceProfileId=403ea8fc-7a27-41c3-80bb-27964031a08d, IsThirdPartyDeviceFlow=false, RadiusFlowType=Wired802
_Ix,

Interesting Fields

a AcsSessionID 80 Event Actions v

a AD_Groups_Names 3

a AD_Host_Join_Point 2 ANC Quarantine by Framed_IP_Address Value Actions

a AD_Host Resolved_Identities 2 92168, 110 192.168.1.131 v

a AD_User_DNS_Domain 2 ANC UnQuarantine by 192.168.1.15:8191 v

a AD_User_NetBios_Name 2 Framed_JP_Address 192.168.1.10 manual v

Step 7 The results of the pxGrid unquarantine mitigation are displayed.
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App: Search

splunk

Search Pivot Reports  Alerts Dashboards Search & Reporting
Q. New Search N SaveAsv  Close
‘ | pxgremediate xgridAction=unquarantine xgridType=ip xgridTarget="192.168.1.10" All time v Q

; ;evems (before 8/25/16 8:12:25.000 PM) Job v L ] ® Smart Mode v
Events Patterns Statistics (1) Visualization

20 PerPagev  /Formatv  Preview v

20:12:34.027 [Smack Listener Processor (0)] DEBUG com.cisco.pxgrid.GridConnection - associate presence packet received (type=available, from=splunk1@xgrid.cisco.com) 20:12:35.913 [Thread-0] DEBUG c.c.p.internal.CapabilityManager - refreshing
connection state... 20:12:35.914 [Thread-0] DEBUG c.c.p.internal.CapabilityManager - done refreshing connection state. 20:12:35.923 [Thread-0] DEBUG c.c.p.i.s. - refreshing \ state... 20:12:35.924 [Thread-0] DEBUG
c.c.p.i.s.NotificationHandlerSmack - done refreshing connection state. 20:12:36.209 [main] DEBUG c.c.p.internal.CapabilityManager - subscribed (topic=EndpointProtectionService)

Step 8 The endpoint is dynamically unquarantined.

tlshe  Identity Services Engine Home  » ContextVisbiity REe B *Poicy »Administraion  » Work Centers License Waming &
vRADIUS = TC-NACLivelLogs » TACACS Reports » Troubleshoot » Adaptive Network Control
Live Logs  Live Sessions
—
() Network Devices ©@ RADIUS Drops © Client Stopped Responding @ Repeat Counter @

0 0 0 0 ' 0

Refresh ~ Every 1 minute j Show Latest 20 records j Within = Last 24 hours Al
O Refresh  ©Reset Repeat Counts 3 Export Tow Y Filter v o
Time Status Details Repeat ... Identity Endpoint ID Endpoint P... Authenticat... Authorizati... Authorizati... IP Address N
x j Identity Endpoint ID Endpoint Profi Authenticatior Authorization Authorization IP Address j r
Aug 26, 2016 12:12:37.861 AM () Q 0 LAB10\eppich 00:0C:29:CF:07:17 Microsoft-W... Default >>D...  Default>>E... Employees 192.168.1.10
Aug 26, 2016 12:12:37.271 AM Q LAB10\jeppich 00:0C:29:CF:07:17 Microsoft-W... Default >> D...  Default>>E... Employees 192.168.1.10 s\
— = —
Arim DG DOAR 474128 A0 AM AR DOAE N7 AT -
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Stealthwatch

The section steps through the procedure for generating and issuing the Stealthwatch pxGrid client from the ISE
certificate provisioning portal. This also covers importing the ISECArootservices , ISEEndPointSUBCA, and
Stealthwatch pxGrid client certificate public and private key-pair into the Stealthwatch truststore. Additionally, a step
is added to quaranatine/unquarantine an endpoint to ensure that everything is working correctly. It is assumed that the
reader is familiar with Stealthwatch and ISE integration, please see: How To: Deploy Lancope Stealthwatch with
pxGrid https://communities.cisco.com/docs/DOC-68288 It is also assumed that ISE is configured to send the
Passed/Failed Authentication, Administrative and Operational Audit, RADIUS Accounting, Profiler syslog events to
Stealthwatch and the ISE Authorization Quarantine policy has been pre-configured for
EPS:SesssionStatus:Equals:Quarantine.

Note: ANC policies in ISE 2.1 will not be used. Stealthwatch subscribes to the EndpointProtectionService Capability when performing
quarantine/unquarantine mitigation actions

Generating Stealthwatch pxGrid Client Certificate from ISE Certificate Provisioning
Portal

Step 1 Create the certificate for the Splunk client, select Generate a single certificate (without a certificate
signing request)

Certificate Provisioning

Iwantto: *
Generate a single certificate (without a certificat...

Common Name ((R4): *

smc682.1ab10.com
MAC Address: *

00:50:56:86:1b:1b
Choose Certificate Template: *

pxGrid_Certificate_Template

Description:

SMC Management Console
Certificate Download Format: *

Certificate in PEM format, Key in PKCS8 PE... o

Certificate Password: *

Step 2 Generate the certificate and save the certops-2016-08-19_02-21-03.zip file locally.
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Confirmation r
“ N ©® O O  Opening certops-2016-08-21_20-56-19.zip

'} certops-2016-08-21_20-56-19.zip
which is: Document
from: https://192.168.1.131:8443

What should Firefox do with this file?

(") Open with| Archive Utility (default)
() Save File

[_] Do this automatically for files like this from now on.

| Cancel |
Step 3 You should see the following files:
| CertificateServicesEndpointSubCA-ise2 linternalCA_.cer Aug 21, 2016 8:56 PM 2 KB certificate
 CertificateServicesNodeCA-ise2 linternalCA_.cer Aug 21, 2016 8:56 PM 2 KB certificate
7 CertificateServicesRootCA-ise2 linternalCA_.cer Aug 21, 2016 8:56 PM 2 KB certificate
1 smc682.lab10.com_00-50-56-86-1b-1b.cer Aug 21, 2016 8:56 PM 2 KB certificate
7 smc682.lab10.com_00-50-56-86-1b-1b.key Aug 21, 2016 5:27 PM 2 KB Keyno...ument

Step 4 Select Admin User->Administer Appliance->Configuration->Certificate Authority Certificates-
>Browse

Note: You will be prompted again by Stealthwatch to verify your credentials

Importing ISE and pxGrid client certificates

Step 1 Select Admin User->Administer Appliance->Configuration->Certificate Authority Certificates-
>Browse

Note: You will be prompted again be Stealthwatch to verify your credentials

Step 2 Select CertfiicateServicesRootCA -iseinternal CA _.cer certificate
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StealthWatch Management Console VE

o Certificate Authority Certificates

Configuration

Number of Records: 2

Support
id-1000 2011-04-04 11:51:02 Lancope Lancope (@]
lancope 2035-01-01 05:10:10 Lancope Lancope (0]

Logout

© Help

Select SSL certificate to add

I Browse... \CerliﬁcateServicesRoolCA-iseZ1intemaICA_.oerI

Name:

Step 3 Provide a description for the certificate

Note: Use Underscores, DO NOT use spaces

Name:

ISE_Ineternal_Root_CA

Step 4 Select Enable Strict Management
Certificate Policies

@ Strict certificate management

« On the appliance, trust only the certificates listed above and no default system certificates.
* On the SMC client interface, trust certificates found only on your local computer.

Step 5 Select Submit
Step 6 Select Restart
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Restart

You must restart Tomcat for changes to take
effect. Do you want to restart now?

\ Close |

Step 7 Select Admin User->Administer Appliance->Configuration-SSL Certificate->SSL Server Identity

N\
STEALTH
w ATCH' StealthWatch Management Console VE
SSL Certificates
Configuration
Manage Users zll SS| Server ldenhty
Support = Use this section to upload the certificate that the appliance will present to authenticate SSL connections.

Audit Log

Target Certificate File(PEM-encoded):
perations

| Browse... |smc682.lab10.com_00-50-56-86-1b-1b.cer

1

Logout

Hel Certificate Chain(PEM-encoded)(Optional):
elp
| Browse... | No file selected.

Private Key(Not Encrypted)(PEM-encoded):

I\ Browse... |smc682.lab10.com_00-50-56-86-1b-1b.key

Upload Certificate

Step 8 Select OK

Please Confirm

Are you sure you want the certificate to install?

I; \ Cancel |

Step 9 You will see a message to decrypt the private keys

Error

please, decrypt the private key first

Step 10  Type the following to decrypt the private keys
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Note: This is the password you typed in for generating the Stealthwatch certificate on ISE

cp smc682.1labl0.com 00-50-56-86-1b-1b.key smc682.labl0.com 00-50-56-86-1b-1b.key.org

openssl rsa -in smcé682.labl0.com 00-50-56-86-1b-1b.key.org -out smc682.labl0.com 00-50-56-86-1b-1b.key
Enter pass phrase for smc682.labl0.com 00-50-56-86-1b-1b.key.org: Ciscol23
writing RSA key

Step 11 You should see certificate was added successfully restart

Success

Certificate was added successfully, restart to
take effect.

\ Close |

Step 12 Upload the ISE subordinate certificate, CertificateServicesEndpointSubCA-is21linternal CA _.cer

Certificate Authority Certificates

Number of Records: 3

= AuditLog Expiration
Date

g Operations

id-1000 2011-04-04 Lancope Lancope @]
11:51:02
ise_internal_root_ca 2026-07-18 Certificate Services Certificate Services 0
23:05:48 Root CA - Root CA -
ise21internalCA ise21internalCA
lancope 2035-01-01 Lancope Lancope @]
05:10:10

Select SSL certificate to add
| Browse... | CertificateServicesEndpointSubCA-ise21internalCA_.cer

Name:

’ ISE_enddpointSubCA|

Step 13 Provide a description name (i.e. ISE_endpointSubCA)
Step 14 Under SSL Certificates->Upload an identity-> Select the Stealthwatch public and private keys
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Upload an Identity

Friendly Name:

I smc682 I

Target Certificate File(PEM-encoded):

l Browse... \sm0682.lab10.com_00—50—5&86—1b—1b.cerI

Certificate Chain(PEM-encoded)(Optional):

\7570;4;55:.77\ No file selected.

Private Key(Not Encrypted)(PEM-encoded):

I\ Browse... |smc682.lab10.com_00-50-56-86-1b-1b.key I

Upload Certificate

Step 15  Provide friendly name description for the Stealthwatch client certificate (i.e. smc682)
Step 16 Select OK to confirm the install

Please Confirm

Are you sure you want the certificate to install?

OK Cancel |

Step 17 You should see the following:

SSL Client Identities

Use this section to upload certificates that the appliance will present when performing client certificate authentication.

Friendly Expiration
Name Issued To Issued By Date Delete

smc682 smc682.1ab10.com  Certificate Services Endpoint Sub ~ 08-21-2018 (@]

CA - ise21internalCA

Upload an Identity

Configuring ISE pxGrid node

Step 1 Select Deploy->Cisco ISE Configuration, you should see the following:
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NI
CIscoO

& Admin User

L Cisco® ISE Configuration

Dashboards

b Monitor

A Note: The Cisco ISE device must be configured and connected to the network before saving this configuration. The test will be performed upon clicking the Save button.

A Note:To connect to the Cisco ISE device to receive syslog messages and use the mitigation functionality, you must copy the Cisco ISE’s server certificate to the SMC

Y2 g appliance’s trusted store. If the Cisco ISE’s server certificate is not installed on the SMC applXince, you will be redirected to the Certificate Authority Certificates page in the

Jobs
install a client certificate in the Cisco ISE server’s trusted store.

Configure

Cisco® ISE Configuration

Active Directory Cisco ISE Cluster:

(] Cluster Name:

ex. Atlanta Cluster #1

SMC Local Port:

3514

User Name:

ex. Cisco ISE user name

Deployment Nodes: @

Primary Node Name:

ex. Deployment Node 1

Step 2 Enter the following

(¢ Cisco ISE Configuration Setup @

Cisco ISE Cluster:

Cluster Name:

ISE 21

SMC Local Port:
3514

User Name: Password:
admin [T

Deployment Nodes: @

Primary Node Name: Primary Node IP Address:

ise21internalCA.lab10.com 192.168.1.131 +

Step 3 Select Save
Step 4 You may see the following message, select OK

SMC Appliance Administration (Admin) interface so you can add it. If the Cisco ISE server is version 1.3 or later, and you want to use the mitigation functionality, you must

Deploy (# Cisco ISE Configuration Setup @

Password:

Primary Node IP Address:

ex. 10.10.10.10 +
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atfran]e.
CISCO

Step 5

Step 6
Step 7

N

Step 8
Step 9

Error
The appliance that you are trying to add is presenting an untrusted certificate. Refer to the
Certificate Authority Certificates page to install a trusted certificate.

Node |IP Address:
192.168.1.131

Ensure the CA certificate is there, if not, You will need to upload the ISE CA root certificate again

~
ST[EV?I%EH' StealthWatch Management Console VE

Certificate Authority Certificates

Number of Records: 2

m-m_—-

id-1000 2011-04-04 11:51:02 Lancope Lancope

lancope 2035-01-01 05:10:10 Lancope Lancope (8]

Select SSL certificate to add

| Browse... | CertificateServicesRootCA-ise21internalCA_.cer

Name:

‘ ISE_Internal_Root_CA|

Select Add->Certificate
You will see the following

Please Confirm

Is CertificateServicesRootCA-
ise21internalCA_.cer the certificate you wish
to install?

| Cancel |

Select OK
You should see the certificate was added successfully
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StealthWatch Management Console VE

Certificate Authority Certificates

Number of Records: 3

Expiration
Date Issued To Issued By

id-1000 2011-04-04 Lancope Lancope 0
11:51:02

ise_internal_root_ca 2026-07-18 Certificate Service - T -
23:05:48 Root CA - Confirmation

ise21internalCA
. The certificate was added successfully.
lancope 2035-01-01 Lancope
05:10:10

Step 10  Select OK
Step 11 Verify the ISE subordinate endpoint certificate is there as well.

Certificate Authority Certificates

Number of Records: 3

Expiration
Date Issued To Issued By

id-1000 2011-04-04 Lancope Lancope (@]
11:51:02
ise_internal_root_ca 2026-07-18 Certificate Services Certificate Services (@]
23:05:48 Root CA - Root CA -
ise21internalCA ise21internalCA
lancope 2035-01-01 Lancope Lancope (@]
05:10:10

Select SSL certificate to add
{ i;ovivsieiil CertificateServicesEndpointSubCA-ise21internalCA_.cer

Name:

’ ISE_enddpointSubCA|

Add Certificate

Step 12 Go back and re-try the ISE configuration
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(¢ Cisco ISE Configuration Setup @

Cisco ISE Cluster:

Cluster Name:

ISE 21

SMC Local Port:

3514

User Name: Password:

admin | esseseses

Deployment Nodes: @

Primary Node Name: Primary Node IP Address:

ise21internalCA.lab10.com 192.168.1.131 +

Step 13 You should see a successfully connection

Success

The Cisco ISE connection was successful.

Step 14  Select OK
Step 15  You should see the following:
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(# Cisco ISE Configuration Setup ©

Cisco ISE Cluster:

Cluster Name:

ISE 21

SMC Local Port:

3514

User Name: Password:

admin | ssssssseese
Deployment Nodes: @

Primary Node Name: Primary Node IP Address:

ise21internalCA.lab10.com 192.168.1.131 . <

Add Cisco ISE Mitigation

Step 16  Select Add Cisco ISE Mitigation
You should see the following:

(¢ Cisco ISE Mitigation @

Certificate Selection: @

Select Certificate j

Mitigation Nodes: @

Primary PAN Node Name: Primary PAN Node |P Address:
ex. PAN Node 01 ex. 10.10.10.20
Secondary PAN Node Name (Optional): Secondary PAN Node |IP Address
(Optional):

ex. PAN Node 02
ex. 10.10.10.21

Step 17  Select the smc682 client certificate, and enter the ISE pxGrid node FQDN and IP address
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(¢ Cisco ISE Mitigation @

Certificate Selection: @

Mitigation Nodes: @

Primary PAN Node Name: Primary PAN Node IP Address:
ise21internalCA.lab10.com 192.168.1.131|
Secondary PAN Node Name (Optional): Secondary PAN Node |P Address
(Optional):

ex. PAN Node 02
ex. 10.10.10.21

Step 18  Select Save

Step 19 You should see successful
Success

The connection to the ISE mitigation node(s) was successful.

Step 20  Select OK

Step 21 Ensure the Stealthwatch pxGrid client is successfully registered to the ISE pxGrid node
Select Administration->pxGrid Services, you should see the Stealthwatch registered client registered to
the Basic Client Group

‘tses: Identity Services Engine e N R Y B =~ Administration License Waming &

» System  » Identity Management  » Network Resources  » Device Portal Management | pxGrid Services | » Feed Service  » PassivelD  » Threat Centric NAC

BT copabiities Live Log Settings A
o Enable @ Disable (@Approve @ Group W Dedine @ Delete + & Refresh | Total Pending Approval(0) v 1-60f6  Show |25 +| perpage Page |1 :
O Client Name Client Description Capabilities Status Client Group(s) Auth Method Log
O » ise-admin-ise21internalca Capabilities(4 Pub, 2 Sub) Online Administrator Certificate View
O » ise-mnt-ise21internalca Capabilities(2 Pub, 1 Sub) Online Administrator Certificate View
O » iseagent-fmc612.lab10.com-21fef... Capabilities(0 Pub, 0 Sub) Offline ANC,EPS Certificate View
0O » firesightisetest-fmc612.1ab10.com... Capabilities(0 Pub, 0 Sub) Offline ANC,EPS Certificate View
| - s P 0 o 2 Coai .
O » smcss2 Capabilities(0 Pub, 0 Sub) Offline Basic Certificate View I

Step 22  Select the Stealthwatch client->Group-> add to EPS group, remove Basic group
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Client Group

Name smc682

I Groups EPS I

B (cancel |

Step 23  Select Save

Step 24  The Stealthwatch client should now be assigned to the EPS client group

“tlutl Identity Services Engine Home  » ContextVisbilty  » Operations  » Policy [TV NN * Work Centers License Waming &

» System » Identity » Network » Device Portal Management = pxGrid Services = » Feed Service » PassivelD  » Threat Centric NAC
=T cepavilties Settings N
o Enable (@) Disable (Z)Approve @ Dediine @ Delete ~ &) Refresh  Total Pending Approval(0) ~ 1-60f6  Show |25 v| perpage Page
O Client Name Client Description Capabilities Status Client Group(s) Auth Method Log
O » ise-admin-ise21internalca Capabilities(4 Pub, 2 Sub) Online Administrator Certificate View
O » ise-mnt-ise21internalca Capabilities(2 Pub, 1 Sub) Online Administrator Certificate View
O » iseagent-fmc612.1ab10.com-21fef... Capabilities(0 Pub, 0 Sub) Offline ANC,EPS Certificate View
O» firesightisetest-fmc612.lab10.com... Capabilities(0 Pub, 0 Sub) Offline ANC,EPS Certificate View

> i EPS

[ » smc682 Capabilities(0 Pub, 0 Sub) Offline EPS Certificate View

SMC Client Configuration

Step 1 Download and install the Oracle Java Development kit, and include JDK in your path

Step 2 Enable Java Console to appear
Select All programs->Java->Configure Java->Advanced->Java Console->Show Console->Apply-
>0K

Step 3 Launch the SMC client, you will see unable to launch Stealthwatch SMC client, locate the path for
theTrustStoreHelper

..[TrustoreHelper] System CA trust store loaded from :/Library/Internet Plug-
Ins/JavaAppletPlugin.plugin/Contents/Home/lib/security/cacerts

Step 4 On the host, import the ISE CA root certificate into the cacerts file identified in the previous step, the
default password for the cacerts file is: changeit
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keytool -keystore cacerts -importcert -alias myca -file /Applications/sw682/CertificateServicesRootCA-
ise2linternalCA_ .cer
Enter keystore password: changeit
Owner: CN=Certificate Services Root CA - ise2linternalCA
Issuer: CN=Certificate Services Root CA - ise2linternalCA
Serial number: 5b69192c644849550925£445e53014fc
Valid from: Sun Jul 17 23:05:48 EDT 2016 until: Sat Jul 18 23:05:48 EDT 2026
Certificate fingerprints:
MD5: 7B:AA:73:88:21:7F:45:70:50:F9:6C:F0:24:40:EA:AA
SHAl: 0C:4B:7F:A7:42:FC:5C:30:22:9E:C8:BF:FB:E0:AB:C1:33:48:44:18
SHA256:
3C:27:24:70:8F:EC:22:8B:86:5C:8F:78:CF:D6:83:90:98:4E:11:0F:AF:5C:19:67:9F:F4:90:A8:33:A9:37:54
Signature algorithm name: SHA256withRSA
Version: 3

Extensions:

#1: ObjectId: 2.5.29.19 Criticality=true
BasicConstraints: [

CA:true

PathLen:2147483647
]

#2: ObjectId: 2.5.29.15 Criticality=true
KeyUsage [

Key CertSign
]

#3: ObjectId: 2.5.29.14 Criticality=false

SubjectKeyIdentifier [

KeyIdentifier [

0000: F1 1E 3A AF BO Bl 40 72 4C 53 7E 29 1C C1 05 DC ..:...@rLS.)....
0010: A4 5F B4 80

]
]

Trust this certificate? [no]: vyes
Certificate was added to keystore
keytool error: java.io.FileNotFoundException: cacerts (Permission denied)
Johns-MacBook-Pro:security Jjeppich$ sudo keytool -keystore cacerts -importcert -alias myca -file
/Applications/sw682/CertificateServicesRootCA-ise2linternalCA .cer
Password:
Sorry, try again.
Password:
Sorry, try again.
Password:
Sorry, try again.
sudo: 3 incorrect password attempts
Johns-MacBook-Pro:security Jjeppich$ sudo keytool -keystore cacerts -importcert -alias myca -file
/Applications/sw682/CertificateServicesRootCA-ise2linternalCA .cer
Password:
Enter keystore password:
Owner: CN=Certificate Services Root CA - ise2linternalCA
Issuer: CN=Certificate Services Root CA - ise2linternalCA
Serial number: 5b69192c644849550925£445e53014fc
Valid from: Sun Jul 17 23:05:48 EDT 2016 until: Sat Jul 18 23:05:48 EDT 2026
Certificate fingerprints:
MD5: 7B:AA:73:88:21:7F:45:70:50:F9:6C:F0:24:40:EA:AA
SHAl: 0C:4B:7F:A7:42:FC:5C:30:22:9E:C8:BF:FB:E0:AB:C1:33:48:44:18
SHA256:
3C:27:24:70:8F:EC:22:8B:86:5C:8F:78:CF:D6:83:90:98:4E:11:0F:AF:5C:19:67:9F:F4:90:A8:33:A9:37:54
Signature algorithm name: SHA256withRSA
Version: 3

Extensions:

#1: ObjectId: 2.5.29.19 Criticality=true
BasicConstraints: [

CA:true

PathLen:2147483647
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#2: ObjectId: 2.5.29.15 Criticality=true
KeyUsage [

Key CertSign
]

#3: ObjectId: 2.5.29.14 Criticality=false

SubjectKeyIdentifier [

KeyIdentifier [

0000: F1 1E 3A AF BO Bl 40 72 4C 53 7E 29 1C C1 05 DC ..:...@rLS.)....
0010: A4 5F B4 80

]
]

Trust this certificate? [no]: yes
Certificate was added to keystore

Step 5 On the host, import the ISE CA subordinate certificate into the cacerts

sudo keytool -keystore cacerts -importcert -alias mycal -file
/Applications/swé682/CertificateServicesEndpointSubCA-ise2linternalCA_.cer
Enter keystore password: changeit
Owner: CN=Certificate Services Endpoint Sub CA - ise2linternalCA
Issuer: CN=Certificate Services Node CA - ise2linternalCA
Serial number: 69d92403adb24el1694af£7630d2£2c63
Valid from: Sun Jul 17 23:05:52 EDT 2016 until: Sun Jul 18 23:05:50 EDT 2021
Certificate fingerprints:
MD5: 80:FF:5E:15:EF:34:52:84:20:C3:7C:1A:EF:66:FA:CD
SHAl: B1:A6:43:69:0A:7A:39:20:DA:14:03:01:E7:C6:2C:B4:3A:1F:B1:E8
SHA256:
D1:1C:3D:AA:1F:ED:DD:4D:11:33:77:BD:CA:E6:CA:E6:8A:CE:6E:CF:2E:B8:A4:12:7E:99:D9:E9:8E:FE:17:9F
Signature algorithm name: SHA256withRSA
Version: 3

Extensions:

#1: ObjectId: 2.5.29.35 Criticality=false

AuthorityKeyIdentifier [

KeyIdentifier [

0000: 41 21 62 59 CD 0A FO 78 B5 10 5E FF A2 74 54 45 A!bY...x.."..tTE
0010: 88 BD B5 1C

]
[CN=Certificate Services Root CA - ise2linternalCA]
SerialNumber: [ 1a2d587d 629e4dbb 8cafd4ll8 5762a9%e2]
]

#2: ObjectId: 2.5.29.19 Criticality=true
BasicConstraints: [

CA:true

PathLen:2147483647
]

#3: ObjectId: 2.5.29.15 Criticality=true
KeyUsage [

Key CertSign
]

#4: ObjectId: 2.5.29.14 Criticality=false

SubjectKeyIdentifier [

KeyIdentifier [

0000: BB 37 EA 0C E7 36 91 72 E3 9F 2A FA 4D 51 95 5A .7...6.r..*.MQ.Z
0010: 7F EA 29 D1 o).

]
]
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Trust this certificate? [no]: vyes
Certificate was added to keystore

Testing Stealthwatch Quarantine and Unquarantine Adaptive Network Control (ANC)
Mitigation actions

Step 1 Quarantine the endpoint
Select Monitor->Users->jeppich@lab10.com->Quarantine the IP address of the endpoint

Success

Quarantine request successfully sent to ISE. To view the current quarantine status of the host,
you must go to the Cisco ISE device or contact your ISE administrator.

Step 2 Select OK
Step 3 To see the quarantine results in ISE, select Operations->RADIUS->Live Logs

Identity Services Engine Home  » ContextVisbity [ESeSEUWICMN ) Policy  » Administration  » Work Centers License Waming 4

~vRADIUS = TC-NAC LiveLogs » TACACS Reports » Troubleshoot » Adaptive Network Control

Live Logs  Live Sessions
—
Misconfigured Supplicants @ Misconfigured Network Devices @ RADIUS Drops @ Client Stopped Responding @ Repeat Counter @

0 0 2 0 0

Refresh ~ Every 1 minute j Show  Latest 20 records j Within | Last 24 hours

O Refresh @ Reset Repeat Counts & Export Tov Y Filter v

Time Status Details Repeat ... Identity Endpoint ID Endpoint P... Authenticat... Authorizati... Authorizati... |P Address !
x J Identity Endpoint ID Endpoint Profi Authenticatior Authorization Authorization IP Address =

Aug 21, 2016 10:34:56.092 PM o Q 0 LAB10\eppich 00:0C:29:CF:07:17 Microsoft-W... Default >> D... Default >> E... Quarantined... 192.168.1.11

Aug 21, 2016 10:34:55.268 PM Q LAB10\eppich 00:0C:29:CF:07:17 Microsoft-W... Default >> D... Default >> E... Quarantined... 192.168.1.11

Aua 21, 2016 10:34:49.491 PM n a 00:0C:29:CF:07:17

—
Aug 21, 2016 10:31:02.407 PM o a 0 00:50:56:86:FC:23 00:50:56:86:FC:23 VMWare-De...  Default>>M... Default>>B...  PermitAccess
Aua 21 201R 10:31:01 4R7 PM [_] > NNRNRR-ARFMDR NN-ENRRAR-FODR VMWara.Na Nafauilt >> M Nefailt >> R ParmitAcrace ‘

Step 4 Unquarantine the endpoint
Select Monitor->Users->jeppich@lab10.com->UnQuarantine the IP address of the endpoint
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Success

Ungquarantine request successfully sent to ISE. To view the current quarantine status of the host,
you must go to the Cisco ISE device or contact your ISE administrator.

Step 5 Select OK
Step 6 To view in ISE, select Operations->RADIUS-Live Logs

Identity Services Engine Home  » ContextVisbilty [EEAeNCURYCMM » Policy  » Administration  » Work Centers License Waming &

vRADIUS = TC-NACLiveLogs » TACACS Reports » Troubleshoot » Adaptive Network Control

Live Logs  Live Sessions
—

L3

e Network Devices ©@ RADIUS Drops @ Client Stopped Responding © Repeat Counter @

0 0 2 0 0

Refresh  Every 1 minute j Show Latest 20 records j Within  Last 24 hours j

O Refresh @ Reset Repeat Counts 3 Export Tov Y Filter v &~
Time Status Details Repeat ... Identity Endpoint ID Endpoint P... Authenticat... Authorizati... Authorizati... IP Address Networ
x j Identity Endpoint ID Endpoint Profi Authenticatior Authorization Authorization IP Address j Networ
Aug 21, 2016 10:39:00.108 PM (] Q 0 LAB10\jeppich 00:0C:29:CF:07:17 Microsoft-W...  Default>>D...  Default>>B...  PermitAccess 192.168.1.11
Aug 21, 2016 10:38:59.745 PM Qa LAB10\eppich 00:0C:29:CF:07:17 Microsoft-W... Default >>D...  Default>>B...  PermitAccess 192.168.1.11 switch
Aug 21, 2016 10:38:32.541 PM a 00:0C:29:CF:07:17 switch
Aug 21, 2016 10:34:55.268 PM Qa LAB10\eppich 00:0C:29:CF:07:17 Microsoft-W... Default >>D...  Default>>E...  Quarantined... 192.168.1.11 switch
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Web Security Appliance (WSA)

The section steps through the procedure for generating and issuing the WSA pxGrid client from the ISE certificate
provisioning portal. This also covers importing the ISE CA root certificate, ISEEndPointSUBCA, and WSA pxGrid
client certificate public and private key-pair into the WSA truststore. A Web access policy denying users access to
gambling sites is also provided to ensure everything is working correctly. It is assumed the reader is familiar with the
WSA and ISE pxGrid integration, if not please refer to How To: Integrate Cisco WSA using ISE and TrustSec via
pxGrid: https://communities.cisco.com/docs/DOC-68290

Generating WSA pxGrid client Certificate from ISE Certificate Provisioning Portal

Step 1 Create the certificate for the WSA client, select Generate a single certificate (without a certificate
signing request

Step 2 Provide a Fully Qualified Domain Name (FQDN) for the Common Name (CN) (i.e. wsa.lab10.com)

Step 3 Provide the MAC address of the WSA (i.e. 00:50:56:86:bd:ec)

Step 4 Select the pxGrid template for the Certificate Template

Step 5 Provide a Description (i.e. WSA)

Step 6 Select Certificate in PEM format, Key in PKCS8 PEM format

Step 7 Provide the Encrypted Password (i.e. Cisco123)

Certificate Provisioning

I wantto: *
Generate ak single certificate (without a certificat...

Common Name (CN): *

wsa.lab10.com
MAC Address: *

00:50:56:86:bd:ec
Choose Certificate Template: *

pxGrid_Certificate_Template

Description:

WSA
Certificate Download Format: *

Certificate in PEM format, Key in PKCS8 PE... (]

Certificate Password: *

Confirm Password: *

Step 8 Select Generate
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‘Welcome certops
ol Certificate Provisioning Portal
i Isionii
cisco 9

Confirmation

Centificate generated successfully.

“ © O O Opening certops-2016-08-23_23-27-32.zip
Help ] You have chosen to open:

1 certops-2016-08-23_23-27-32.zip
which is: Document
from: https://192.168.1.131:8443

What should Firefox do with this file?

() Open with| Archive Utility (default) D
(#)Save File

(] Do this automatically for files like this from now on.

| Cancel | [0k
Step 9 Save the file locally.
Step 10  You should see the following files:
_L CertificateServicesEndpointSubCA-ise2 linternalCA_.cer Aug 23, 2016 11:27 PM 2 KB certificate
" CertificateServicesNodeCA-ise2 linternalCA_.cer Aug 23, 2016 11:27 PM 2 KB certificate
" CertificateServicesRootCA-ise2 linternalCA_.cer Aug 23, 2016 11:27 PM 2 KB certificate
_L wsa.labl0.com_00-50-56-86-bd-ec.cer Aug 23, 2016 11:27 PM 2 KB certificate
_L wsa.labl0.com_00-50-56-86-bd-ec.key Aug 23, 2016 11:27 PM 2 KB Keyno...ument

Installing ISE and pxGrid client certificates

Step 1 Select Network->Certificate Management
You should see the following:

«tliale Cisco S100V
CISCO Web Security Virtual Appliance

ﬁ Reporting Web Security Manager Security Services Network System Administration

Certificate Management

Certificate Lists

Updates
File Type Last Update Current Version New Update
Cisco Trusted Root Certificate Bundle Success - Tue Aug 23 23:13:20 2016 1.3 Not Available
Cisco Certificate Blacklist Success - Tue Aug 23 23:13:20 2016 1.3 Not Available

Attention - Updates in progress.

Trust Root Certificates: | 387 certificates in Cisco trusted root certificate list
0 custom certificates added to trusted root certificate list

Manage Trusted Root Certificates... |

Blocked Certificates: ‘ 19 certificates in Cisco blocked certificate list

View Blocked Certificates... |

Step 2 Select Manage Trusted Root Certificates->Import->CertificateServicesRootCA-
ise2liniternal CA_.cer
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«tlralne Cisco S100V

CISCO Web Security Virtual Appliance

A Reporting Web Security Manager Security Services Network System Administration

Import Custom Root Authority Certificate File

Select File to Import: | | Browse... | CertificateServicesRootCA-ise21internalCA_.cer

Step 3 Select Submit
Step 4 You should see the following:

«tlialie Cisco S100V

CISCO Web Security Virtual Appliance

f Reporting Web Security Manager Security Services Network System Administration

Manage Trusted Root Certificates

Success — Certificate successfully uploaded.

Custom Trusted Root Certificates

Import...

Trusted root certificates are used to determine whether HTTPS sites’ signing certificates should be trusted based on their chain of certificate
authorities. Certificates imported here are added to the trusted root certificate list. Add certificates to this list in order to trust certificates with
signing authorities not recognized on the Cisco list.

Certificate Expiration Date On Cisco List Delete

b Certificate Services Root CA - ise21linternalCA Jul 19 03:05:48 2026 GMT No o

corce =

Step 5 Select->Import->CertificateServicesEndpointSubCA-ise2linternal CA _.cer

«lraln Cisco S100V

CISCO Web Security Virtual Appliance

f Reporting Web Security Manager Security Services Network System Administration

Import Custom Root Authority Certificate File

Select File to Import: | | Browse... | CertificateServicesEndpointSubCA-ise21internalCA_.cer

Step 6 Select Submit
Step 7 You should see the following:
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«tfrali Cisco S100V

CISCO Web Security Virtual Appliance

ﬁ Reporting Web Security Manager Security Services Network System Administration

Manage Trusted Root Certificates

Success — Certificate successfully uploaded.

Custom Trusted Root Certificates
Import... I

Trusted root certificates are used to determine whether HTTPS sites’ signing certificates should be trusted based on their chain of certificate
authorities. Certificates imported here are added to the trusted root certificate list. Add certificates to this list in order to trust certificates with
signing authorities not recognized on the Cisco list.

Certificate Expiration Date On Cisco List Delete
b Certificate Services Root CA - ise21linternalCA Jul 19 03:05:48 2026 GMT No i}
b Certificate Services Endpoint Sub CA - ise21internalCA Jul 19 03:05:50 2021 GMT No i}

Corce =

Step 8 Select Submit
Step 9 Select Commit Changes->Commit Changes
Step 10  You should see the following:

«lialie Cisco S100V

CISCO Web Security Virtual Appliance

ﬁ Reporting Web Security Manager Security Services Network System Administration

Certificate Management

Success — Your changes have been committed.

File Type Last Update Current Version New Update
Cisco Trusted Root Certificate Bundle Success - Tue Aug 23 23:13:20 2016 1.3 Not Available
Cisco Certificate Blacklist Success - Tue Aug 23 23:13:20 2016 1.3 Not Available

No pdaes i progres.

Trust Root Certificates: | 387 certificates in Cisco trusted root certificate list
2 custom certificates added to trusted root certificate list

Manage Trusted Root Certificates... I

Blocked Certificates: | 15 certificates in Cisco blocked certificate list

View Blocked Certificates... |

Step 11 Select Network->Identification Services->Identity Services Engine->Enable ->Edit Settings enter the
IP address of the primary pxGrid node
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«lialn Cisco S100V

CISCO Web Security Virtual Appliance

A Reporting Web Security Manager Security Services Network System Administration

Identity Services Engine

Edit Identity Services Engine Settings
(¥ Enable ISE Service

Primary ISE pxGrid Node: | The WSA will communicate with the ISE pxGrid node to support WSA data subscription (ongoing
configured.

192.168.1.131) (Hostname or IPv4 address)

Step 12 Select CertificateServicesRootCA-ise2linternal CA_cer for the ISE pxGrid node certificate

sl Cisco S100V

CISCO Web Security Virtual Appliance

[, Reporting Web Security Manager Security Services Network System Administration

Identity Services Engine

Edit Identity Services Engine Settings

[2] Enable ISE Service
Primary ISE pxGrid Node: | The WSA will communicate with the ISE pxGrid node to support WSA data subscription (ongoing ug
configured.
192.168.1.131 (Hostname or IPv4 address)

ISE pxGrid Node Certificate:

If the ISE pxGrid node certificate is signed by a Certificate Authority, confirm that the Certificate At
Network > Certificate Management). If the certificate is self-signed, export the certificate from the

Certificate: Brow:

| CertificateServicesRootCA-ise21internalCA _.cer I

Step 13 Select Upload File
You should see the following:

Identity Services Engine

Success — Certificate successfully uploaded.

Identity Services Engine Setting:
™ Enable ISE Service

Primary ISE pxGrid Node: | The WSA will communicate with the ISE pxGrid node to support WSA data subscription (ongoing updates). A primai
configured.

192.168.1.131 (Hostname or IPv4 address)

ISE pxGrid Node Certificate:

If the ISE pxGrid node certificate is signed by a Certificate Authority, confirm that the Certificate Authority is listed
Network > Certificate Management). If the certificate is self-signed, export the certificate from the ISE pxGrid node

Certificate: | Browse... | No file selected. Upload File

Common name: Certificate Services Root CA -
ise2linternalCA

Organization:
Organizational Unit:
Country:

Expiration Date: Jul 15 03:05:48 2026 GMT

Basic Constraints:  Critical

Download Certificate...
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Step 14 Under WSA Client Certificate->Use Uploaded Certificate and Key ->Certificate->browse WSA
certificate

'WSA Client Certificate: | For secure communication between the WSA and the ISE pxGrid servers, provide a client certificate. This may need
configured above.

@ Use Uploaded Certificate and Key

ICertificate: | Browse... | wsa.labl0.com_00-50-56-86-bd-ec.cer I;UP"""" Elles

Key: | Browse... | No file selected.

|_| Key is Encrypted

Step 15  Select Key->browse WSA private key

WSA Client Certificate: | For secure communication between the WSA and the ISE pxGrid servers, provide a client certificate. |
configured above.

@ Use Uploaded Certificate and Key

Certificate: | Browse... | wsa.lab10.com_00-50-56-86-bd-ec.cer gUpload Elles

Step 16  Enable Key is encrypted and enter the Password (i.e. Cisco123)

@ Key is Encrypted

Password: (2) l.......-

Step 17  Select Upload Files

Step 18  Under ISE Monitoring Node Admin Certificates->Primary ISE Monitoring Node Admin Certificate-
>Certificate->browse CertificateServicesRootCA-ise2linternalCA_.cer

ISE Monitoring Node Admin Certificates: | The WSA will communicate with an ISE Monitoring node for WSA data initialization (bulk download). The ISE pxGrid nod
of Monitoring nodes. However, additional certificates may need to be uploaded here to enable this communication.

If the ISE Monitoring Node Administration certificate is signed by a Certificate Authority, confirm that the Certificate Aut
Certificates list (see Network > Certificate Management). If the certificate is self-signed, export the certificate from the .

Primary ISE Monitoring Node Admin Certificate:

Certificate: | Browse... | CertificateServicesRootCA-ise21internalCA_.cer 4”"'“" File

Step 19  Select Upload Files
Step 20  You should see:
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Identity Services Engine

Success - Certificate and Key successfully uploaded.

Step 21  Verify that the Certificate Services Root-CA- ise21linternal CA has been successfully uploaded.

ISE Monitoring Node Admin Certificates: | The WSA will communicate with an ISE Monitoring node for WSA data initialization (bulk download). The ISE pxGrid
of Monitoring nodes. However, additional certificates may need to be uploaded here to enable this communication.

If the ISE Monitoring Node Administration certificate is signed by a Certificate Authority, confirm that the Certificate
Certificates list (see Network > Certificate Management). If the certificate is self-signed, export the certificate from i

Primary ISE Monitoring Node Admin Certificate:

Certificate: | Browse... | No file selected. Upload File

Common name: Certificate Services Root CA -
ise2linternalCA

Organization:
Organizational Unit:
Country:

Expiration Date: Jul 15 03:05:48 2026 GMT

Basic Constraints:  Critical

Step 22  Under WSA Client certificate->Use Uploaded Certificate and Key->Certificate->browse->wsa..cer

Step 23  Under WSA Client certificate->Use Uploaded Certificate and Key->Certificate->browse->wsa..key

Step 24  Enable Key is Encrypted, and type in the password that was generated from creating the WSA certificate
in ISE.

WSA Client Certificate: | For secure communication between the WSA and the ISE pxGrid servers, provide a client certificate. |
configured above.

@ Use Uploaded Certificate and Key

Upload Files

Certificate: | Browse... | wsa.lab10.com_00-50-56-86-bd-ec.cer

Key: ‘%‘ wsa.lab10.com_00-50-56-86-bd-ec.key

@ Key is Encrypted

Password: (?) I.......-|

Step 25  Select Upload File
Step 26  You should see:

Identity Services Engine

Success — Certificate and Key successfully uploaded.

Step 27  Verify that the WSA client certificate has been uploaded
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WSA Client Certificate: | For secure communication between the WSA and the ISE pxGrid servers, provide a client certificate. 1
configured above.

@ Use Uploaded Certificate and Key
Certificate: | Browse... | No file selected. Upload Files
Key: Browse... | No file selected.

™ Key is Encrypted

Password: (2) I

Common name: wsa.lab10.com
Organization:
Organizational Unit:
Country:
Expiration Date: Aug 23 23:27:30 2018 GMT

Basic Constraints: Critical

Download Certificate...

Testing Configuration between the WSA and the ISE pxGrid node

Step 1 Select Start test, you should see:

Checking DNS resolution of ISE pxGrid Node hostname(s)
Success: Resolved '192.168.1.131' address: 192.168.1.131

Validating WSA client certificate
Success: Certificate validation successful

Validating ISE pxGrid Node certificate(s)
Success: Certificate validation successful

Validating ISE Monitorting Node Admin certificate(s)
Success: Certificate validation successful

Checking connection to ISE pxGrid Node (s)
Success: Connection to ISE pxGrid Node was successful.
Retrieved 17 SGTs from: 192.168.1.131

Checking connection to ISE Monitorting Node (REST server(s))
Success: Connection to ISE Monitorting Node was successful.

REST Host contacted: ise2linternalCA.lablO.com

Test completed successfully.

Step 2 Select Submit
Step 3 You should see the following:
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Identity Services Engine Settings

Primary ISE pxGrid Node: = 192.168.1.131

SECURE ACCESS HOW-TO GUIDES

ISE pxGrid Node Certificate:
Common name: Certificate Services Root CA - ise2linternalCA

Organization:
Organizational Unit:
Country:

Expiration Date: Jul 15 03:05:48 2026 GMT

Basic Constraints:  Critical

Secondary ISE pxGrid Node (optional): | Nede is not configured

ISE Monitoring Node Admin Certificates: = Primary ISE Monitoring Node Admin Certificate:
Common name: Certificate Services Node CA - ise21linternalCA

Organization:
Organizational Unit:
Country:

Expiration Date: Jul 15 03:05:50 2021 GMT

Basic Constraints:  Critical

Secondary ISE Menitoring Node Admin Certificate is not configured

WSA Client Certificate: | Using Uploaded Certificate:
Common name: wsa.labl0.com

Organization:
Organizational Unit:
Country:

Expiration Date: Aug 23 23:27:30 2018 GMT

Basic Constraints:  Critical

Edit Settings...

Step 4 Select Commit Changes->Commit Changes
Step 5 You should see:

«tlrafns Cisco S100V

CISCO Web Security Virtual Appliance

ﬁ Reporting Web Security Manager Security Services Network System Administration

Identity Services Engine

Success — Your changes have been committed.

Step 6 Ensure that the WSA has registered as a pxGrid client and subscribed to the SessionDirectory and
TrustSecMetaData topics
Select Administration->pxGrid services
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il Identity Services Engine Home  » ContextVisbilty  » Operations  » Policy |Gl it License Waming A

» System > Identity Management  » Network Resources  » Device Portal Management | pxGrid Services = » Feed Service  » PassivelD  » Threat Centric NAC

BEET  capaviities Live Log Settings &
ofEnable @ Disable (@Approve @ Group W Dedine @ Delete + 3 Refresh  Total Pending Approval(0) ~ 1-80f8  Show [25 v| perpage Page |1 s
O Client Name Client Description Capabilities Status Client Group(s) Auth Method Log

O » ise-admin-ise21internalca Capabilities(4 Pub, 2 Sub) Online Administrator Certificate View

Canabliies 2l Sub) Qoioe s Cecicais s
O] v wsa.lab10.com-pxgrid_client pxGrid Connection from WSA Capabilities(0 Pub, 2 Sub) Online Session Certificate View
ey OetaY 1-20f2 Show 25 v perpage Page |! s
Capability Name Capability Version Messaging Role Message Filter
O sessionDirectory 1.0 Sub
O TrustSecMetaData 1.0 Sub

USE CASE: Denying Employees with a SGT Tag Access to Gambling Sites

Creating an Identification Profile

An Identification profile for Employees is created

Step 1 Select Web Security Manager->Authentication->Identification Profiles->Add Identification Profile-
>Name Employees

Client / User Identification Profile Settings

@ Enable Identification Profile

Description:

Insert Above: | [ 1 (Global Profile) * |

Step 2 Under User Identification Method->Identification and Authentication->Transparently identify users
with ISE

User Identification Method

Identification and Authenticatio | Transparently identify users with ISE

Fallback to Authentication Realm or Guest

o . | If user information is not available from the Identity Services Engine:
Privileges: \?)

| Support Guest Privileges ™

Authorization of specific users and groups is defined in subsequent policy layers
(see Web Security Manager > Decryption Policies, Routing Policies and Access Policies).
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Step 3 Under Membership Definition->Define Members by Subnet->enter range (i.c. 192.168.1.0/24)

Membership Definition

Membership is defined b

d 0 - d - 0 c JO l‘ g op - = ite - pe - 0 e ll 0 [ gKeC & B
Define Members by Subnet: 162.168.1.0/24
BIDIES ™ U T T, T T T U 28, T T T =10, 2O T a2 ST~ 200

" b8 :1-2000:db8::10)

Step 4 Select Submit

Creating Web Access Security Policy for Employees Denying Access to Gambling Sites

A web access security policy for Employee SGT tagged users is created and denied access to Gambling Sites

Step 1 Select Web Security Manager->Web Policies->Access Policies->Policy Name->Employees

Policy Settings

@ Enable Policy

Policy Name: '/ | [Employees

e.g. my IT policy,

Description:

Insert Above Policy: | | 1 (Global Policy) * |

Step 2 Under Policy Member Definition->Identification Profiles and Users->Select one or more
Identification Profiles->Identification Profile->Employees->Authorized Users and Groups->Selected
Groups and Users->No Tags Entered
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Access Policies: Policy "Employees": Edit Secure Group Tags

Authorized Secure Group Tags

Use the search function below to add Secure Group Tags. To remove Secure Group Tags from this policy, use the Delete option.

0 Secure Group Tag(s) currently included in this policy.

Delete
Secure Group Tag Name SGT Number SGT Desa'ipu'of@
Al
No Secure Group Tags selected.
Delete

Secure Group Tag Search

Enter any text to search for a Secure Group Tag name, number, or description. Select one or more Secure Group Tags from the list and use the
Add button to add to this policy.

ISea-‘ch X
Add ‘
Select

Secure Group Tag Name SGT Number SGT Description O

All

Production_Servers 11 Production Servers Security Group (@]
Point_of_Sale_Systems 10 Point of Sale Security Group O
Test_Servers 13 Test Servers Security Group @]
Development_Servers 12 Development Servers Security Group O
BYOD 15 BYOD Security Group @]
PCI_Servers 14 PCI Servers Security Group O
ANY 65535 Any Security Group @]

Step 3 Select Employees under Secure Group Tag Search and Add

Step 4 You should see Employees SGT appear under Authorized Secure Group Tags
Step 5 Select Done->Submit

Step 6 You should see the following:

aliali Cisco S100V

CISCO Web Security Virtual Appliance

ﬁ Reporting Web Security Manager Security Services Network System Administration

Access Policies

Success — Settings have been saved.

Add Policy...

Protocols and

Order | Group User Agents URL Filtering Applications Objects Anti-Malware and Reputation Delete
Employees
1 Identification Profile: Employees | (global policy) (global policy) | (global policy) | (global policy) (global policy) ﬁ
1 tag (Employees)
Global Policy Web Reputation: Enabled

Identification Profile: All No blocked items | Monitor: 79 Monitor: 368 | No blocked items

Anti-Malware Scanning: Enabled

Edit Policy Order...
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Step
Step

7 Select Commit Changes->Commit Changes
8 Select Web Security Manager->Web Policies->Access Policies->Employees->URL Filtering->Block

Gambling

) Freeware and Shareware

€3 Gambling -

Step
Step
Step

Games

9 Select Submit
10
11

Access Policies

Y

v

Select Commit Changes->Commit Changes
You should see the following:

I

Success

— Your changes have been committed.

Order

Add Policy... I

Group

Protocols and

User Agents URL Filtering

Applications Objects

Anti-Malware and Reputation

Delete

Employees
Identification Profile: Employees
1 tag (Employees)

Block: 1

(global policy) Monitor: 78

(global policy) (glo@ policy)

(global policy)

Edit

Global Policy
Identification Profile: All

Policy Order...

No blocked items | Monitor: 79

Monitor: 368 | No blocked items

Web Reputation: Enabled
Anti-Malware Scanning: Enabled

End-User Testing

An end-user logs in and gets assigned an SGT of employee and is denied access to Gambling sites. It is assumed that
the ISE authorization policies have been created.

Drag and drop rules to change the order.

Step 1 End-User successfully logs in
Step 2 Select Policy->Authorization
Authenticaion = Authorization = Profiling Posture  Client Provisioning  » Policy Elements
Authorization Policy
Define the Authorization Policy by configuring rules based on identity groups an: r conditions
For Policy Export go to Administration > System > Backup & Restore > Policy
‘ First Matched Rule Apples -

» Exceptions (1)

Status

@

ntity groups

@ Employee_Onboarding Wireless_802.1X EAP-MSCHAPV2 NSP_Onboard BYOD Edit| v

(/] Wi-Fi_Guest_Access Guest_Flow Wireless_MAB PermitAccess Guests Edit| v

(7] Wi-Fi_Redirect_to_Guest_Login Wireless_MAB Cisco_WebAuth Edit| v
I Employees pxGrid_users:ExternalGroups EQUALS lab10.com/Users/Domain Employees I Edit| v

|

Basic_Authenticated_Access Network_Access_Authentication_Passed PermitAccess Edit| v

Default DenyAccess Edit| v
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Step 3 Select Operations->RADIUS->Live Logs

"duihe Identity Services Engine Home » Context Visibility ~Operations » Policy » Administration » Work Centers License Waming &

~vRADIUS TC-NACLive Logs » TACACS Reports » Troubleshoot » Adaptive Network Control {b

Live Logs  Live Sessions
—

Misconfigured Supplicants @ Misconfigured Network Devices RADIUS Drops @ Client Stopped Responding @ Repeat Counter @
o

0 0 0 0 1

Refresh ~ Every 1 minute [:| Show | Latest20 records wl Withn = Last 24 hours E|

< Refresh © Reset Repeat Counts 2 ExportTow Y Fiter = &

Time Status Details Repeat Identity Endpoint ID Endpoint P. Authenticat Authorizati Authorizati IP Address

&

Aug 24,2016 03:40:48.304 AM 8 Q 1 LAB10\eppich 00:0C:29:CF.07:17 Microsoft-W Default>>D Default>> E Employees 192.168.1.12

Aug 24, 2016 03:40:47.302 AM o 00:0C:29:CF:07:17

Aug 24, 2016 03:40:45.260 AM o LAB10\eppich 00:0C:29:CF:07:17 Microsoft-W Default>>D. Default>> E Employees 192.168.1.12
—

Aug 24,2016 03:40:44.884 AM Q 00:0C:29:CF.07:17

Aug 24,2016 03:24:08.689 AM Q jeppich@lab10.com 00:0C:29:CF.07:17 Microsoft-W Default>> D Default >> B PermitAccess 192.168.1.12

Step 4 Set the proxy settings
Open Browser ->Firefox->options->Advanced->Network->Connection->Settings

"Connection Settings (3 - [e][e][e
Configure Proxies to Access the Internet e Q Seorch ﬁ 5 9 3 @ ‘ =) =
No proxy
Auto-detect proxy settings for this network
@ Manual proxy configuration: z
HTTP Proyy: 192.168.1.11
- Network Update Certificates
SSL Proxy: Port: 0%
ETP Proxy: Port: 0
SOCKS Host: Port: 0
SOCKSvé @ SOCKSYS [] Remote DNS Internet Settings...
No Proxy for:
localhost, 127.0.0.1
ing 158 MB of disk space Clear Now
Example: .mozilla.org, .net.nz, 192.168.1.0/24
N ) - ement
oA proxy config URL:
Reload of space
[”] Do not prompt for authentication if password is saved ta
hg 0 bytes of disk space Clear Now
OK L Cancel ] [ Help J 9
ore data for offline use Exceptions...

Step 5 Select OK
Step 6 End-User is denied access to wwww.poker.com
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ym Notification: Policy: URL Fil... % m|

{ (- | (i) www.poker.com e Q Search

This Page Cannot Be Displayed

Based on your organization's access policies, access to this web site ( http://www.poker.con/ )
has been blocked because the web category "Gambling” is not allowed.

If you have questions, please contact your organization's network administrator and provide the
codes shown below.

&

Date: Wed, 24 Aug 2016 03:41:08 GMT
eppich

Username: LAB
Source IP: 19
|

URL: GET http:/

Reason: BLOCK-WEBCAT
Notification. WEBCAT

wBe 93 a o =
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https://communities.cisco.com/docs/DOC-68289

How To: Deploy Lancope Stealthwatch with pxGrid https://communities.cisco.com/docs/DOC-68288

How To: Integrate Cisco WSA using ISE and TrustSec via pxGrid: https://communities.cisco.com/docs/DOC-68290
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