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About this Document 
This document is intended for Cisco Engineers, partners and customers using Cisco Identity Services Engine (ISE) 2.2 
internal Certificate Authority (CA) for deploying Cisco platform Exchange Grid (pxGrid) certificates to pxGrid clients.  
Using the ISE internal CA authority for deploying pxGrid client certificates eases certificate deployment by using ISE 
as the internal CA authority and not requiring an external CA server. 

The ISE 2.2 internal CA generates certificates with or without certificate signing requests (CSR) and downloaded in 
Privacy Enhanced Mail (PEM) format or Public-Key Cryptography Standards (PKCS12) or Privacy Enhanced Mail 
(PEM) format.  Bulk download certificates can also be generated. 

This document describes the procedure for configuring the ISE certificate provisioning portal and provides use-case 
examples for generating and issuing the pxGrid certificates for the following pxGrid clients: 

• Security solutions using java keystores (can be used for Splunk) 

• Cisco Firepower 6.2, 6.1 

• Stealthwatch 6.9 

• Cisco Web Security Appliance 9.0.1 build 162 

 



   

 

 

 

 

Cisco Systems © 2017 Page 5  

SECURE ACCESS HOW-TO GUIDES 

Using ISE 2.2 Internal Certificate Authority (CA) to deploy 
certificates to pxGrid clients 
The ISE 2.2 Internal CA eases pxGrid certificate by generating certificates with or without Certificate Signing 
Requests (CSR) in either PEM or PKCS12 format.   By default, the ISE pxGrid certificate has been signed by the ISE 
internal CA.  Using the ISE internal CA provides pxGrid client certificate generation options to generate certificates 
with or without providing the Certificate Signing Requests (CSR) and in different download formats Privacy Enhanced 
Mail (PEM) and PKCS12 file formats.  Please note that you are limited to a key size of 2048, if you are providing CSR 
requests for generating certificates. This is a known issue. 

Cisco partners and Cisco Security Solutions that have implemented Java Key 
Stores 

Generating pxGrid client certificates in PEM format without CSR request 
Step  1 Select Administration->pxGrid Services->Certificates, and select Generate a single certificate 

(without signing request) from the I want to drop-down menu 
Step  2 Enter the FQDN for the Common Name (CN) 
Step  3 Enter the certificate Description 
Step  4 Enter the IP address or FQDN for the Subject Alternative Name 
Step  5 Select the Certificate Download format, choose Certificate in Privacy Enhanced Electronic Mail (PEM) 

format, key in PKCS8 PEM format (including certificate chain) 
Step  6 Enter and confirm the certificate password 
 

                 
 
Step  7 Select Create 
Step  8 Download and save the zipped file locally.  The zipped file contains the following: 
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Note: The CertificateServicesEndpointSubCA-ise22422_.cer file is the sub CA file that gets assigned to the endpoints.   The 
CertificateServicesNodeCA-ise22422_.cer file is used for downloading active bulk sessions from the ISE MnT node or the 
CertificatesServicesRootCA-ise22422_.cer file can be used in distributed ISE deployments.  Ise2242.lab10.com_cer public certificate file from 
the ISE node containing the ISE internal CA, 

Importing pxGrid client certificates into Java Key Store with PEM format 

Step  1 Concatenate files into one certificates 

cat CertificateServicesEndpointSubCA-ise22422_.cer CertificateServicesRootCA-ise22422_.cer 
CertificateServicesNodeCA-ise22422_.cer ise22422.lab10.com_.cer > CA1.cer  

Step  2 Create PKCS12 file 

openssl pkcs12 -export -out splunk1.p12 -inkey splunk1.lab10.com_192.168.1.136.key -in 
splunk1.lab10.com_192.168.1.136.cer -chain -CAfile CA1.cer 

Step  3 Import PKCS12 file into keystore 

keytool -importkeystore -srckeystore splunk1.p12 -destkeystore splunk1.jks -srcstoretype PKCS12 

Step  4 Export CA root certificate from the ISE trusted certificate store PEM file converted to DER format 

openssl x509 -outform der -in CA1.cer -out CA1.der 

Step  5 Import the converted CA root certificate in DER format to trusted root keystore 

keytool –import –alias mnt1 –keystore rootiseCA.jks –file CA1.der 

Step  6 Import the pxGrid client certificate into the trusted file keystore 

keytool -import –alias pxGridclient -keystore splunk1.jks -file splunk1.lab10.com_192.168.1.136.cer 

  
Step  7 Import the CA root certificate to trusted root keystore 

keytool –import –alias –keystore rootiseCA.jks –file CA1.cer 
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Step  8 Import the CertificateServicesRoot certificate into trusted root keystore 

keytool -import -alias ise230 -keystore rootiseCA.jks -file CertificateServicesRootCA-ise22422_.cer 

Testing using pxGrid sample session script 

 
Step  1 Run the following session script to successfully register as a pxGrid client and subscribe to the session 

directory topic. 

./session_subscribe.sh -a 192.168.1.230 -u splunk1 -k splunk1.jks -p Cisco123 -t rootiseCA.jks -q Cisco123 
------- properties ------- 
  version=1.0.4.17 
  hostnames=192.168.1.230 
  username=splunk1 
  password= 
  group=Session 
  description=null 
  keystoreFilename=splunk1.jks 
  keystorePassword=Cisco123 
  truststoreFilename=rootiseCA.jks 
  truststorePassword=Cisco123 
-------------------------- 
18:48:39.467 [Thread-1] INFO  com.cisco.pxgrid.ReconnectionManager - Started 
Connecting... 
18:48:39.486 [Thread-1] INFO  com.cisco.pxgrid.Configuration - Connecting to host 192.168.1.230 
18:48:39.795 [Thread-1] INFO  com.cisco.pxgrid.Configuration - Connected OK to host 192.168.1.230 
18:48:39.795 [Thread-1] INFO  com.cisco.pxgrid.Configuration - Client Login to host 192.168.1.230 
18:48:39.956 [Thread-1] INFO  com.cisco.pxgrid.Configuration - Client Login OK to host 192.168.1.230 
Connected 
Filters (ex. '1.0.0.0/255.0.0.0,1234::/16,...' or <enter> for no filter): 18:48:41.110 [Thread-1] INFO  
com.cisco.pxgrid.ReconnectionManager - Connected 

 
Step  2 Select Administration->pxGrid Services to view the registered pxGrid client. 
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Generating pxGrid client certificates in PKCS12 format 
Step  1 Select Administration->pxGrid client->Certificates 
 

                
 
Step  2 Select Create 
Step  3 Save the PKS12 file locally, the zipped file contains 

 
 

 
Step  4 Download the certificate chain 

Select Administration->pxGrid certificates 
 

 
 

Step  5 Select Create 
Step  6 Download and save the file locally 
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Importing pxGrid client certificates into Java Key Store with PKS12 format 

Step  1 Create keystore from PKCS12 file 

keytool -importkeystore -srckeystore Johns-Macbook-Pro.lab10.com_192.168.1.136.p12 -destkeystore mac22.jks -
srcstoretype PKCS12 
Enter destination keystore password:  Cisco123 
Re-enter new password: Cisco123 
Enter source keystore password:  Cisco123 
Entry for alias johns-macbook-pro.lab10.com_192.168.1.136 successfully imported. 
Import command completed:  1 entries successfully imported, 0 entries failed or cancelled 

Step  2 Concatenate files 

cat CertificateServicesEndpointSubCA-ise22422_.cer CertificateServicesRootCA-ise22422_.cer 
CertificateServicesNodeCA-ise22422_.cer ise22422.lab10.com_.cer > CA1.cer  

Step  3 Export CA root certificate from the ISE trusted certificate store PEM file converted to DER format 

openssl x509 -outform der -in CA1.cer -out CA1.der 

Step  4 Add the ISE root certificate into the global trust store 

keytool -import -alias mac111 -keystore rootiseCA.jks -file CA1.der 
Enter keystore password:  Cisco123 
Re-enter new password: Cisco123 
Owner: CN=Certificate Services Endpoint Sub CA - ise22422 
Issuer: CN=Certificate Services Node CA - ise22422 
Serial number: 7186cb58e5fb423a958b740f71d5e396 
Valid from: Tue Dec 20 16:17:30 EST 2016 until: Tue Dec 21 16:17:28 EST 2021 
Certificate fingerprints: 
  MD5:  CB:57:CA:43:EA:5B:82:ED:F8:E6:65:74:64:41:64:9E 
  SHA1: B2:31:D2:A0:39:35:49:F3:8D:B0:1C:69:66:56:C3:E7:12:E6:D4:6E 
  SHA256: 
7F:82:E7:54:1C:BC:7C:64:7D:DE:CF:0E:C8:B3:F7:A9:0A:76:EB:E7:62:4D:17:A1:D9:5F:BD:4D:BF:32:B1:43 
  Signature algorithm name: SHA256withRSA 
  Version: 3 
 
Extensions:  
 
#1: ObjectId: 2.5.29.35 Criticality=false 
AuthorityKeyIdentifier [ 
KeyIdentifier [ 
0000: 0A A3 EC 73 AC C3 0F A2   D8 40 EC D1 60 8F DB AA  ...s.....@..`... 
0010: AD BC 8D 85                                        .... 
] 
[CN=Certificate Services Root CA - ise22422] 
SerialNumber: [    86f78e30 1147c38f 62d790f1 50a172] 
] 
 
#2: ObjectId: 2.5.29.19 Criticality=true 
BasicConstraints:[ 
  CA:true 
  PathLen:2147483647 
] 
 
#3: ObjectId: 2.5.29.15 Criticality=true 
KeyUsage [ 
  Key_CertSign 
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] 
 

#4: ObjectId: 2.5.29.14 Criticality=false 
SubjectKeyIdentifier [ 
KeyIdentifier [ 
0000: B5 3A 92 CE 4B EF 93 D2   18 6B D2 59 A0 C8 80 24  .:..K....k.Y...$ 
0010: 6E 67 52 6C                                        ngRl 
] 
] 
 
Trust this certificate? [no]:  yes 
Certificate was added to keystore 

Step  5 Generate the public certificate from the PKCS12 file 

openssl pkcs12 -nokeys -clcerts -in Johns-Macbook-Pro.lab10.com_192.168.1.136.p12 -out Johns-Macbook-
Pro.lab10.com_192.168.1.136.cer 
Enter Import Password: Cisco123 
MAC verified OK 

Step  6 Generate private Key 

openssl pkcs12 -nocerts -in Johns-Macbook-Pro.lab10.com_192.168.1.136.p12 -out Johns-Macbook-
Pro.lab10.com_192.168.1.136.key 
Enter Import Password: Cisco123 
MAC verified OK 
Enter PEM pass phrase: Cisco123 
Verifying - Enter PEM pass phrase: Cisco123 

Step  7 Add public certificate to trustfile keystore 

keytool -import -alias mac111 -keystore mac22.jks -file Johns-Macbook-Pro.lab10.com_192.168.1.136.cer 
Enter keystore password:  Cisco123 
Certificate already exists in keystore under alias <johns-macbook-pro.lab10.com_192.168.1.136> 
Do you still want to add it? [no]:  yes 
Certificate was added to keystore 

Testing using pxGrid sample session script 

Step  1 Run the following session script to successfully register as a pxGrid client and subscribe to the session 
directory topic. 

./session_subscribe.sh -a 192.168.1.230 -u MAC01 -k mac22.jks -p Cisco123 -t rootiseCA.jks -q Cisco123 
------- properties ------- 
  version=1.0.4.17 
  hostnames=192.168.1.230 
  username=MAC01 
  password= 
  group=Session 
  description=null 
  keystoreFilename=mac22.jks 
  keystorePassword=Cisco123 
  truststoreFilename=rootiseCA.jks 
  truststorePassword=Cisco123 
-------------------------- 
18:20:29.348 [Thread-1] INFO  com.cisco.pxgrid.ReconnectionManager - Started 
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Connecting... 
18:20:29.546 [Thread-1] INFO  com.cisco.pxgrid.Configuration - Connecting to host 192.168.1.230 

18:20:30.806 [Thread-1] INFO  com.cisco.pxgrid.Configuration - Connected OK to host 192.168.1.230 

18:20:30.806 [Thread-1] INFO  com.cisco.pxgrid.Configuration - Client Login to host 192.168.1.230 
18:20:31.390 [Thread-1] INFO  com.cisco.pxgrid.Configuration - Client Login OK to host 192.168.1.230 
Connected 
Filters (ex. '1.0.0.0/255.0.0.0,1234::/16,...' or <enter> for no filter): 18:20:33.670 [Thread-1] INFO  
com.cisco.pxgrid.ReconnectionManager - Connected 

Step  2 Select Administration->pxGrid Services 
 

                  
 

Generating Bulk Certificates 
Step  1 Select Administration->pxGrid Services->Certificates 
 

                   
 
Step  2 Select and download the File Template and fill in the pxGrid client FQDN names and IP addresses 
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Step  3 Upload the certificate CSV file, and select the certificate format 
 

                  
 
 
Step  4 If selecting PEM format, please refer to “Importing pxGrid client certificates using JAVA in PEM” 

format 
 

                  
 
Step  5 Select Create 
Step  6 Download the file locally, you will see the public private key-pairs for each of the pxGrid clients. 
 

          
 
Step  7 You can then upload the certificates into the solutions trusted store. 
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Step  8 If you select PKCS12 format, please refer to Importing pxGrid client certificates in java using PKCS 12 
format 

 

                  
 
Step  9 Select Create 
Step  10 Download file locally 
 

 

Cisco WSA 
Below is an example of how Cisco’s Web Security Appliance (WSA) implements ISE internal 2.2 certificates. 

Generating WSA client certificate in PEM format without CSR request 
Step  1 On ISE, select Administration->pxGrid Services->Certificates 
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Step  2 Select Create 
Step  3 Save the file locally 
 

                   
 
 
Step  4 You should see the following files 
 

               

Importing ISE Certificate Root Services CA into WSA Managed Trust Root Certificate Store 

Step  1 Select Network->System Management->Manage Trusted Root Certificates->Import->Browse-
>CertificateServicesRootCA…. 

 

                 
 

 
Step  2 Select Submit->Commit Changes->Commit Changes 
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Uploading the ISE Root Certificate and WSA client certificates into WSA 

Step  1 Select Network->Identification Service->Identity Services Engine->Edit Settings 
Step  2 Enter the IP Address of the ISE primary pxGrid node 

 

                    
 
Step  3 Under ISE pxGrid node certificate, select Browse->CSArootServiceCertifcate file->Upload 

 

 
 
Step  4 Under ISE Monitoring Node Admin Certificate, select browse->CARootservice->upload 
 

                   
               
Step  5 Under WSA Client Certificate->Use Uploaded certificate and key->browse to the files and enter 

encryption key password 
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Step  6 Select Upload files 
Step  7 Select Start Test, you should see 

 
Checking DNS resolution of ISE pxGrid Node hostname(s) ... 
Success: Resolved '192.168.1.158' address: 192.168.1.158 
 
Validating WSA client certificate ... 
Success: Certificate validation successful 
 
Validating ISE pxGrid Node certificate(s) ... 
Success: Certificate validation successful 
 
Validating ISE Monitorting Node Admin certificate(s) ... 
Success: Certificate validation successful 
 
Checking connection to ISE pxGrid Node(s) ... 
Success: Connection to ISE pxGrid Node was successful. 
Retrieved 17 SGTs from: 192.168.1.158 
 
Checking connection to ISE Monitorting Node (REST server(s)) ... 
Success: Connection to ISE Monitorting Node was successful. 
REST Host contacted: ise470.lab10.com 
 
Test completed successfully. 

 

 
Step  8 Select Submit->Commit Changes->Commit Changes 
 

Testing Verifying the ISE published nodes appear 

Step  1 Select Administration->pxGrid Services 
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Generating WSA Certificate Signing Request (CSR) using PKCS12 format 
 
Step  1 On ISE, select Administration -> pxGrid certificates 
 

                  
 
 
Step  2 Select Create 
Step  3 Download the file locally 
Step  4 You should see 

 
 

Step  5 You will need to convert the files to the public private key-pair 

sudo openssl pkcs12 -nokeys -clcerts -in wsa2.lab10.p12.com_192.168.1.10.p12 -out wsa2.cer 
Enter Import Password: Cisco123 
MAC verified OK 
admin@sd:~$ 
sudo openssl pkcs12 -nocerts -in wsa2.lab10.p12 -out wsa2.key 
Enter Import Password: Cisco123 
MAC verified OK 
Enter PEM pass phrase: Cisco123 
Verifying - Enter PEM pass phrase: Cisco123 

Step  6 You will also want to download the PKCS12 file certificate chain 
Select Administration->pxGrid Certificates 
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Step  7 Select Create 
Step  8 Download and save the files locally. 

You should see the following: 
 

 
 
Step  9 Use the CertificateServiceRootCA-ise470_.cer and upload into the WSA Managed Trust Root Certificate 

Store. 
Step  10 Also use the CertificateServicesRootCA-ise470_.cer and upload as the ISE pxGrid node certificate and the 

ISE Monitoring Admin node certificate. 
Step  11 Upload the WSA public private-key pair into WSA public private-pairs as in the WSA client certificate 
Step  12 Run the connection test 
 

Generating WSA Certificate Signing Request CSR (with certificate signing request) 
Step  1 Generate the private key from a Linux server. 

openssl genrsa -des3 -out wsa2.key 2048 
Generating RSA private key, 2048 bit long modulus 
.....................................................+++ 
.............................................................................................................
......................+++ 
e is 65537 (0x10001) 
Enter pass phrase for smc69.key: Cisco123 
Verifying - Enter pass phrase for wsa2.key: Cisco123 

Step  2 Generate the Certificate Signing Request (CSR) from a Linux server. 

openssl req -new -key wsa2.key -out wsa2.csr 
Enter pass phrase for smc69.key: Cisco123 
You are about to be asked to enter information that will be incorporated 
into your certificate request. 
What you are about to enter is what is called a Distinguished Name or a DN. 
There are quite a few fields but you can leave some blank 
For some fields there will be a default value, 
If you enter '.', the field will be left blank. 
----- 
Country Name (2 letter code) [AU]:US 
State or Province Name (full name) [Some-State]:Maryland 
Locality Name (eg, city) []:Germantown 
Organization Name (eg, company) [Internet Widgits Pty Ltd]:Cisco 
Organizational Unit Name (eg, section) []:Engineering 
Common Name (e.g. server FQDN or YOUR name) []:wsa2.lab10.com 
Email Address []:j@cisco.com 
 
Please enter the following 'extra' attributes 
to be sent with your certificate request 
A challenge password []: 
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ISE Generating WSA Certificate based on CSR request in PEM format 

Step  1 On ISE, select Administration->pxGrid services, and enter the following: 

Note: You can only generate a key size of 2096; there is a bug in the pxGrid template 

                
              
Step  2 Select Create 
Step  3 Download the zipped file locally, you should see the following files 

 

             
 
Step  4 Upload the CertificateServicesRootCA-ise470_.cer into the WSA Managed Trust Root Certificate Store  
Step  5 Upload the CertfifiacteServicesRootCA-ise470_.cer as the ISE pxGrid node certificate and the ISE admin 

node certificate. 
Step  6 Upload the wsa2.lab10.com_192.168.1.10.cer as the public certificate in WSA client certificate 

configuration 
Step  7 Upload the wsa2.lab10.com_192.168.1.10.key file as the private key in WSA client certificate 

configuration 
Step  8 Run the connection test. 
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Firepower 6.1, 6.2 

Generating Firepower Management Client certificate in PEM format without CSR request 
Step  1 Select Administration->pxGrid Services->Certificates 
 

                  
 
 
Step  2 Select Create 
Step  3 Save the file locally 
 

                   
 
Step  4 You should see the following 
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Importing ISE Root certificates into Managed CA Store 

 
Step  1 On FMC 6.2, select System->Integration->Identity Sources->Identity Services Engine enter the IP or 

the FQDN of the ISE pxGrid node 
 

                  
 
 
Step  2 Under pxGrid Server CA, select , enter ISE22_CA_Root_Certificate browse and upload the 

CertificateServicesRootCA-ise470_.cer file into the Trusted Certificate Authority 
 

               
Step  3 Select Save 
Step  4 You should see 

 

 
                  
Step  5 For the MNT Server CA select the ISE22_CA_Root_Certificate from the drop-down menu 
 

                    
 

Importing FMC Client certificates into Internal Store 

Step  1 For the FMC Server Certificate, select  
Step  2 Enter certificate name   
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Step  3 For “Certificate data or choose a file” select and upload the fmc62.lab10.com_192.168.1.217. cer file 
 

                   
 
Step  4 For “Key, or choose a file” select and upload the fmc62.lab10.com_192.168.1.217.key file 

                   

Step  5 Select Encrypted, and enter the password Cisco123 as the password defined when generating the 
certificate 

 

                   
 
Step  6 Select Save 
Step  7 You should see: 

 

 

Testing Verifying the ISE published nodes appear 

Step  1 Select Test 
Step  2 You should see 
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Step  3 On ISE, select Administration->pxGrid Services you should see: 
 

                  

Generating FMC 6.1, 6.2 Certificate Signing Request CSR (with certificate signing request) 
Step  1 Generate the private key from a Linux server. 

openssl genrsa -des3 -out fmc621.key 2048 
Generating RSA private key, 2048 bit long modulus 
.....................................................+++ 
.............................................................................................................
......................+++ 
e is 65537 (0x10001) 
Enter pass phrase for fmc621.key: Cisco123 
Verifying - Enter pass phrase for fmc621.key: Cisco123 

Step  2 Generate the Certificate Signing Request (CSR) from a Linux server. 

openssl req -new -key fmc621.key -out fmc621.csr 
Enter pass phrase for smc69.key: Cisco123 
You are about to be asked to enter information that will be incorporated 
into your certificate request. 
What you are about to enter is what is called a Distinguished Name or a DN. 
There are quite a few fields but you can leave some blank 
For some fields there will be a default value, 
If you enter '.', the field will be left blank. 
----- 
Country Name (2 letter code) [AU]:US 
State or Province Name (full name) [Some-State]:Maryland 
Locality Name (eg, city) []:Germantown 
Organization Name (eg, company) [Internet Widgits Pty Ltd]:Cisco 
Organizational Unit Name (eg, section) []:Engineering 
Common Name []:fmc62.lab10.com 
Email Address []:j@cisco.com 

ISE Generating FMC 6.1, 6.2 Certificate based on CSR request in PEM format 

Step  1 On ISE, select Administration->pxGrid services, and enter the following: 

Note: You can only generate a key size of 2096; there is a bug in the pxGrid template 
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Step  2 Select Create 
Step  3 Download the zipped file locally, you should see the following files 

 

             
 
Step  4 Upload the CertfifiacteServicesRootCA-ise470_.cer for the pxGrid Server CA 
Step  5 Upload the CertfifiacteServicesRootCA-ise470_.cer for the MNT Server CA 
Step  6 Upload the fmc2.lab10.com_192.168.1.10.cer for the FMC Server Certificate Store for the Certificate Data 

File 
Step  7 Upload the fmc2.lab10.key for the FMC Server Certificate for the private key file 
Step  8 Select encrypted and enter the password, (i.e. Cisco123 was used in this example)). 
Step  9 Test the configuration 
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Stealthwatch 6.9 

Generating Stealthwatch client certificate in PEM format without CSR request 
Step  1 Select Administration->pxGrid Services->Certificates, and enter the information below: 

Note:  You can only generate a key size of 2096 due to a bug in the pxGrid certificate template 

 

                  
 
        
Step  2 Select Create 
Step  3 Download the zipped file locally, select OK 
 

                  
 
Step  4 You should see the following files 
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Exporting ISE CertificateServicesRootCA into SMC Certificate Authority (CA) Store 

Step  1 On the SMC, upload the CertificateServcicesRootCA-ise470.cer to the SMC CA Authority 

Step  2 Select Gear    ->Administer Appliance->Configuration->Certificate Authority Certificates-
>Browse and upload the ISE certificate and provide a friendly name 

 

                  
 

Step  3 Select Add Certificate and confirm 
Step  4 You should see that the ISE CA root certificate was successfully uploaded. 
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Adding Stealthwatch certificate to SSL Client Identities Store 

Step  1 Decrypt passphrase 

cp smc.lab10.com_192.168.1.245.key smc.lab10.com_192.168.1.245.key.org 
openssl rsa -in smc.lab10.com_192.168.1.245.key.org -out smc.lab10.com_192.168.1.245.key 
Enter pass phrase for smc69.lab10.com_192.168.1.244.key.org: Cisco123 
writing RSA key Cisco123 

Step  2 Under SSL Client Identities, Upload a certificate, Optional certificate chain,  and decrypted private key 
 

                      
                   
Step  3 Select Upload Certificate and confirm 

Note:  You may get an error message after you confirm, re-enter the values.  This was tested on RC2 and may not be there In the productional 
release. 

Step  4 You should see the following under SSL Client Identities 
 

                 
 
Step  5 On the SMC Dashboard, select Deploy->Cisco ISE Configuration, and enter the following: 
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Step  6 Select Save 
Step  7 You should see the configuration saved successfully and the status updated successfully by the green dot 
 

                   
 

Testing Verifying the ISE published nodes appear 

Step  1 In ISE, select Administration->pxGrid Services 
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Generating Stealthwatch Certificate Signing Request (CSR) using PKCS12 format 
Step  1 Select Administration->pxGrid Services->Certificates, and enter the information below: 

Note: You can only generate a key size of 2096 due to a bug in the pxGrid template 

 

               
 
Step  2 Select Create 
Step  3 Save the zipped file locally 
 

                  
 
 
Step  4 You should see the following 
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Step  5 Download the root certificate chain 
Select Administration->pxGrid Services->Certificates->select the ISE pxGrid hostname and PEM 
format 
 

 
 

 
Step  6 Select Create 
Step  7 Save the zipped file locally, you should see the following files: 
 

                    
 

Importing ISE CertificateServicesRootCA into Stealthwatch CA store 

Step  1 Upload the CertificatesServicesRootCA certificate to the Stealthwatch CA Authority 

Select Gear    ->Administer Appliance->Configuration->Certificate Authority Certificates-
>Browse and upload the ISE certificate and provide a friendly name 
 
 

 
 

 
Step  2 Select Add Certificate and confirm 
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Step  3 You should see the following: 
 

                  
 
 

Uploading Stealthwatch PKCS12 file 

Step  1 Select Configuration->SSL Certificate->SSL Certificates->SSL Client Identities->Upload a PKCS12 
file 

 

                    
 
 
Step  2 Select Upload Bundle and confirm 
Step  3 You should see the following under SSL Client Identities 
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Step  4 From the Stealthwatch Management Center Dashboard, select Deploy->Cisco ISE Configuration 
 

                    
 
Step  5 Select Save and OK, you should see a successful connection 
 

                    
 

Testing Verifying the ISE published nodes appear 

 
Step  1 On ISE,  select Administration->pxGrid Services 
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Generating Stealthwatch Certificate Signing Request CSR (with certificate signing request) 
Step  1 Generate the private key from the Stealthwatch Management Console 

openssl genrsa -des3 -out smc.key 2048 
Generating RSA private key, 2048 bit long modulus 
.....................................................+++ 
.............................................................................................................
......................+++ 
e is 65537 (0x10001) 
Enter pass phrase for smc69.key: Cisco123 
Verifying - Enter pass phrase for smc.key: Cisco123 

 
Step  2 Generate the Certificate Signing Request (CSR) from the Stealthwatch Management Console 

openssl req -new -key smc.key -out smc.csr 
Enter pass phrase for smc.key: Cisco123 
You are about to be asked to enter information that will be incorporated 
into your certificate request. 
What you are about to enter is what is called a Distinguished Name or a DN. 
There are quite a few fields but you can leave some blank 
For some fields there will be a default value, 
If you enter '.', the field will be left blank. 
----- 
Country Name (2 letter code) [AU]:US 
State or Province Name (full name) [Some-State]:Maryland 
Locality Name (eg, city) []:Germantown 
Organization Name (eg, company) [Internet Widgits Pty Ltd]:Cisco 
Organizational Unit Name (eg, section) []:Engineering 
Common Name (e.g. server FQDN or YOUR name) []:smc.lab10.com 
Email Address []:j@cisco.com 
 
Please enter the following 'extra' attributes 
to be sent with your certificate request 
A challenge password []: 
An optional company name []: 

Step  3 Copy files locally 

scp smc69.key jeppich@192.168.1.13:/Applications/smc69/smc1 
RSA key fingerprint is 10:ce:54:b6:20:8b:3f:86:b1:5f:29:bb:d0:6a:a8:ab. 
Are you sure you want to continue connecting (yes/no)? yes 
Warning: Permanently added '192.168.1.13' (RSA) to the list of known hosts. 
Password: 
smc69.key                                     100% 1751     1.7KB/s   00:00     
scp smc69.csr jeppich@192.168.1.13:/Applications/smc69/smc1 
Password:yes 
smc69.csr                                     100% 1058     1.0KB/s   00:00 
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ISE Generating Certificate based on CSR request in PEM format 

Step  1 On ISE, select Administration->pxGrid services, and enter the following: 

Note: You can only generate a key size of 2096; there is a bug in the pxGrid template 

                   
             
 
Step  2 Select Create 
Step  3 Download the zipped file locally, you should see the following files 

 

                    

 

Import ISE CAServicesRoot certificate into Stealthwatch CA store 

Step  1 On SMC, add root to CA authority 
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Step  2 Select Add Certificate and confirm 
Step  3 You should see the following: 
 

                 
 

Import Stealthwatch certificates into SSL Client Store 

 
Step  1 Decrypt password 

cp smc.key smc.key.org  
openssl rsa -in smc.key.org -out smc.key 
Enter pass phrase for smc69.key.org: Cisco123 
writing RSA key 

 
Step  2 Select Configuration->SSL Certificate->SSL Client Identities->Upload the Stealthwatch public 

private-key pair 
 

                  
 
 
Step  3 Select Upload Certificate and confirm 
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Step  4 You should see the following under SSL Client Identities 
 

                
 
Step  5 On the SMC Dashboard, select Deploy->Cisco ISE Configuration and configure pxGrid 
 

                   
 
 
Step  6 Select Save and OK, you should see a successful connection 
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Testing Verifying the ISE published nodes appear 

Step  1 In ISE, select Administration->pxGrid services, you should see the SMC successfully registered and 
subscribed to the ISE pxGrid node 
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