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About this Document 
This document is for Cisco Engineers, McAfee Engineers, partners and customers deploying McAfee Data Exchange 
Layer (DXL) Broker 4.0., McAfee ePolicy Orchestrator (ePO 5.9) with Cisco Platform Exchange Grid (pxGrid) using 
Cisco Identity Services Engine (ISE 2.3).   

This document illustrates the steps required to configure the use cases below. 

This document also includes the following use cases: 

n An Eicar Virus is detected on the endpoint, McAfee ePO generates an automated response where the 
McAfee DXL broker triggers an ISE pxGrid Adaptive Network Control (ANC) mitigation action, 
quarantining the endpoint in ISE.   

This is a basic use case and illustrates the integration between McAfee DXL broker and Cisco ISE pxGrid 
node. 

n The McAfee DXL broker python client receives ISE ANC “quarantined policy” notifications through Cisco 
pxGrid and McAfee ePO assigns a policy tag of “quarantined” to the endpoint when a violation in the ISE 
ANC policy occurs.  Once this endpoint has been tagged by McAfee ePO,  McAfee ePO can take manual 
action as defied by the McAfee ePO admin.    

This use case is more advanced and is optional. 

n The endpoint does not have the McAfee agent installed, ISE posture will detect this, and deem the endpoint 
non-compliant. A remediation link will be provided to the end-user via ePO to download and install the 
application.  Once ISE detects that the McAfee ePO is installed, the endpoint is now compliant and granted 
full network access. 

This use case is more advanced and is optional 

n An employee-owned laptop goes through the organization’s on-boarding process to satisfy the organization’s 
BYOD initiative.  The EPO admin can then install on the endpoint centrally or manually by the by the end-
user. 

This use case is more advanced and is optional 

It is assumed that McAfee ePO 5.9 along with the Cisco pxGrid extensions, McAfee DXL broker 4.0, and Cisco ISE 
2.3 are installed.  If running Cisco ISE versions 2.0 through 2.2 please refer to the References sections to configure ISE 
authorization and IS ANC policies.  These policies are GUI driven in ISE 2.3. 

Cisco ISE is installed in a stand-alone deployment. If ISE is installed in a productional environment, please see How to 
Configure pxGrid in ISE Production Environments under References.  

There is also a McAfee KB article available for integrating McAfee DXL with other versions of Cisco ISE: How to 
Use Data Exchange Layer with Cisco Platform Exchange Grid (pxGrid under References.  Also there are additional 
references to configuring Cisco pxGrid with different versions of ISE under References. 
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Solution Overview 
McAfee ePolicy Orchestrator (ePO) centrally manages endpoints, networks, data and compliance solutions.  McAfee 
ePolicy is the foundation of the McAfee Security Management Solution.  McAfee ePolicy Orchestrator provides 
multiple views and configuration into the deployment process of the McAfee Solutions and endpoint management. It 
provides a streamlined approach for deploying McAfee software. 

The McAfee Data Exchange Layer (DXL) broker uses a DXL communication fabric and provides for an adaptive 
ecosystem by allowing a real-time, bidirectional communications fabric allowing connected security solutions to share 
relevant data between endpoints, network and other security systems. The McAfee DXL broker is managed through 
McAfee EPO.  DXL clients that want to communicate over the DXL fabric must be registered and authorized by the 
McAfee DXL broker.  DXL clients can subscribe to published services to access Topics of information. 

Cisco Identity Services Engine (ISE) is a security policy management and identity access management solution. ISE 
provides centralized management of IEEE 802.1X authentications, gust management, posture, client provisioning and 
TrustSec policies.    
ISE also simplifies access control and security compliance for wired, wireless, and VPN connectivity and supports 
corporate security policy initiatives such as BYOD. 

Cisco Platform Exchange Grid (pxGrid) enables multivendor, cross platform network system collaboration among 
parts of the IT infrastructure such as security monitoring and system detection, network policy platforms, asset and 
virtually configuration management identity and access management platforms and other IT solutions.  pxGrid uses a 
pub/sub model to publish the contextual information from ISE.  pxGrid clients connect and register to the ISE pxGrid 
node and subscribe to these session topics.   pxGrid also provides the ability for pxGrid client solutions to enforce their 
security policies by enforcing Adaptive Network Control (ANC) mitigation actions. 
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Technical Details 
All DXL clients or McAfee ecosystem partners connect to the McAfee DXL broker using certificates for mutual 
authentication,  likewise, do all of the pxGrid clients or Cisco ecosystem partners connect to the ISE pxGrid node. 

Starting with Cisco ISE 2.1,  you can use the ISE internal CA to generate certificates for both the McAfee DXL broker 
and the Cisco ISE pxGrid node. In this document we will be using Cisco ISE 2.3 and the ISE internal CA for 
generating the certificates.  Once the DXL broker certificates have been generated, the public private key-pair will be 
uploaded into the McAfee DXL broker’s keystore. The ISE internal root certificate will be uploaded into the McAfee 
DXL broker’s  rootstore.  The ISE pxGrid node, will have the pxGrid signed by the ISE internal CA as default. (This 
occurs in ISE 2.2 and above) 

The Cisco ISE pxGrid node contains session information from authenticated ISE sessions and provides the McAfee 
DXL broker with the ability to perform Adaptive Network Control (ANC) mitigation actions based on Threat Events 
detected on the endpoint by McAfee Security Product solutions such as McAfee EnterpriseVirusScan.  These Threat 
Events are configured as part of ePO’s Automatic Threat Response Policy.  ANC mitigations actions are based on the 
ISE Adaptive Network Control polices and control network access and are based on an organization’s security policy.  
ANC actions can be Quarantine, Port-Shut, or Terminate, where Quarantine can be configured to limit or monitor 
network access. 

 

The McAfee DXL broker will be configured to query the ISE pxGrid node for performing Adaptive Network Control 
(ANC) mitigation actions, sending mitigation actions, and obtain endpoint information by MAC address or IP address.  
The McAfee broker will also be configured to receive ISE pxGrid notifications for subscribing to pxGrid sessions and 
ANC policy related notifications.   The ISE pxGrid ANC attributes can be seen under the DXL broker “Services” 
menu.  These attributes constitute the ANC operations that are available in the ANC policies. 
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The McAfee DXL Broker and Cisco ISE pxGrid Workflow is as follows: a threat is detected on the endpoint, an 
Automatic Response Policy is configured on McAfee ePO and is triggered on the received threat event.  This event is 
then sent to the McAfee DXL Broker, which then sends an ISE ANC policy request to the ISE pxGrid node for 
enforcement based on the organization’s security policy. In the example below, the endpoint is quarantined based on 
the ISE ANC policy which is defined in the McAfee ePO Automatic Response Policy.  The ISE authorization profiles 
determine network access.  In the example below, the endpoint is quarantined and given limited network access based 
on the ISE authorization profile. 
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Cisco ISE Identity Service Engine Configuration 
In this section, we enable pxGrid operation on ISE.  Adaptive Network Control (ANC) Policies are also created that 
will be used to enforce mitigation actions on the endpoint, such as Quarantine, Shutdown and Port Bounce.  These 
ANC policies will be used in McAfee’s ePO when configuring the automated responses. 

Since ISE 2.3 is used in this document, ANC policies are GUI driven.  With versions of ISE 2.0 through 2.2, these 
policies will need to be created manually, please see https://www.cisco.com/c/en/us/td/docs/security/ise/2-
1/admin_guide/b_ise_admin_guide_21/b_ise_admin_guide_20_chapter_01100.html 

Enabling ISE pxGrid 
The ISE pxGrid node needs to be enabled.  Before enabling the ISE pxGrid node, it is required that all the necessary 
certificates have been installed.  In this guide, we are using ISE 2.3, which includes the ISE internal Certificate. The 
pxGrid certificate is signed by the internal CA by default.  The end-user will also use the ISE internal CA to create and 
generate the Certificates for the McAfee DXL broker.  

If you are using Cisco ISE 2.0/2.1/2.2, please see refer to the appropriate Certificate Guides under References 

Note:  If this is a productional ISE deployment or using an external CA server, please see How to Configure in an ISE Production Environment under 
References.  In this example, we will use the ISE internal CA only. 

 

Step  1  Select Administration->System->Deployment->edit the ISE node->enable pxGrid 
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Step  2 Select Save 
 
Step  3 Select Administration->pxGrid Services and verify that the pxGrid published nodes appear and that there 

is pxGrid node connectivity 

Note:  In the screenshot below, the McAfee DLX broker (i.e. dxlpxgrid-dxl) client has already registered.  

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



   

 

 

 

 

Cisco Systems © 2017 Page 10  

SECURE ACCESS HOW-TO GUIDES 

Configuring Adaptive Network Control (ANC) Policies 
These ANC policies provide mitigative actions such as Quarantine, Port Bounce and Shutdown. It is important to note 
that quarantine is simply a Change of Authorization (CoA) on a switch and is defined by the authorization profile. For 
example, if you do no not want to enforce any actions by limiting network access, a Cisco Security Group Tag of 
Quarantine can be applied, so the action is monitored in ISE.  

Creating ISE ANC Policies 
Step  1 Select Operations->Adaptive Network Control->Policy List->Add 

 

                  
Step  2 Select Submit 
Step  3 Select Operations->Adaptive Network Control->Policy List->Add 
 

                  
 
Step  4 Select Submit 
Step  5 Select Operations->Adaptive Network Control->Policy List->Add 
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Step  6 Select Submit 
You should see: 
 

 
 

Adding ISE ANC Policies to Authorization Policy 
The Policy Sets in ISE 2.3 and above reflect the Authorization policy.  From ISE 2.0 through these would be added 
directly to the authorization policy, please see: https://www.cisco.com/c/en/us/td/docs/security/ise/2-
1/admin_guide/b_ise_admin_guide_21/b_ise_admin_guide_20_chapter_010011.html  

Step  1 Select Policy->Policy Sets 
You should see: 

 

 
 
 
Step  2 Select  “ >”  below 
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You should see: 
 

                
 
Step  3 Select Authorization Policy –> Global Exceptions 

You should see: 
 

 
 

Step  4 Select “+’” 
You should see: 
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Step  5 Under “Rule Name” type ANC_Quarantine,  select “+” 
 

 
Step  6 You should see: 
 

 
 
Step  7 Close the dialog box by click on “x” 

You should see: 
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Step  8 Under Editor, “Click to add an attribute”, select “Session” 
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Step  9 In the attribute field, type in “ANC” 
 

                
 
 
Step  10 Select “ANCPolicy” 
Step  11 From the drop down select “ANC Quarantine” 
 

                  
 
 
Step  12 Select Save 
 

                
 
 
Step  13 Select “Close” when the Save Session window appears 
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Step  14 Select “Use” 
You should see: 

 

               
 
Step  15 Under Profiles, select “Permit Access”  
Step  16 Under Security Groups, select Quarantined Systems 
 

                 
 
 
Step  17 Select Save 
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Step  18 Select Authorization Policy ->Global Exceptions (1) 
You should see: 
 

 
 
Step  19 Under Actions, select the “Gear” button 
 

                   
 
Step  20 Select “Duplicate Below” 

You should see: 
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Step  21 Change the ANC_Quarantine_copy to ANC_Bounce 
Step  22 Select “Session:Policy EQUALS ANC_Quarantine“ change to ANC Bounce 
 

 
 
Step  23 Select Save 
Step  24 Close the Save Condition box 
Step  25 Select Use 
Step  26 Follow steps 22-30 to create the policy for ANC_Shut 
Step  27 Select Save 

You should see: 
 

            s 
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McAfee DXL Broker and ISE Configuration 
This section describes the pxGrid client and McAfee DXL Broker certificate generation process.  If you are using other 
versions of ISE please see References for the appropriate versions of ISE. 

Generating McAfee pxGrid Client Certificates using ISE 2.2 and above 
ISE 2.2 features an Internal Certificate Authority (CA) for pxGrid operation and pxGrid client certificate generation. 
This provides an easier way to deploy pxGrid client certificates without having to use openssl to generate the private 
key and CSR request.  If using versions of Cisco ISE 2.0/2.1/2.2 please refer to the appropriate guides under 
References. 

Note:  in ISE productional environments, there will be an external CA root certificate, this certificate will need to be imported in the McAfee DXL 
broker truststore.  This document will use the ISE internal CA only, which can be used in Proof Of Concept (PoC) environments. 

 

Step  1 Generate the McAfee DXL broker certificate 
Select Administration->pxGrid Services->Certificates 

 

                   
 
Step  2 Select Create 
Step  3 A zipped file containing the certs (i.e 1509039174713.cert) will be generated 

The contents of the zipped are shown below: 
 

 
 

 



   

 

 

 

 

Cisco Systems © 2017 Page 20  

SECURE ACCESS HOW-TO GUIDES 

Step  4 Copy the certificate zipped file (i.e 1509039174713.cert) file to the McAfee dxlbroker 
/var/McAfee/dxlbroker/ipe/cisco/keystore directory 

Note: You can Windows SCP to copy the certificate zipped file over to the McAfee dxlbroker keystore directory 

Step  5 Download ISE Root Certificate, 
Select Administration->pxGrid Client->Certificates 

 

                 
 
 
Step  6 Select Create 
Step  7 A zipped file containing the certs (i.e 1508705614727.cert) will be generated 

The contents of the zipped are shown below: 
 

 
 
Step  8 Copy the certificate zipped file (i.e.1508705614727.cert) file to the McAfee dxlbroker 

/var/McAfee/dxlbroker/ipe/cisco/truststore directory 

Note: You can Windows SCP to copy the certificate zipped file over to the McAfee dxlbroker keystore directory 
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Configuring McAfee DXL Broker ISE pxGrid Connection 
In this section, the McAfee DXL broker extension is configured to query pxGrid providers and receive pxGrid 
notifications. The McAfee DXL and ISE pxGrid node connection parameters are configured, along with the ISE 
pxGrid notifications. 

Step  1 From EPO, select Menu->Configuration->Server Settings->DXL Topology->edit->Broker Extension-
>Enable->both “Provides ability to receive pxGrid notifications” and “Provides ability to query 
pxGrid providers” 

 
 

                    
 
 
Step  2 Select Save 
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Step  3 From EPO, select Menu->Configuration->Server Settings->DXL Cisco pxGrid->Edit and enter the IP 
address of the ISE pxGrid node under pxGrid Hosts, provide the hostname of the McAfee DXL broker 
under Client Name Prefix, add description under Description, add the ANC, Session, Basic, EPS groups 
under Client Groups, add the password of the generated McAfee DXL certificate under Certificate 
Password and select all of the notifications. 

 Note: You can leave the Session Notification Subnet Filter blank 

 

                           
 
Step  4 Select Save 

You should see: 
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Step  5 Verify that the McAfee DXL broker has successfully connected and registered with the ISE pxGrid node. 
Select Administration-pxGrid Services 
 

 
 

Configuring McAfee ePO Automatic Responses 
The McAfee ePO Automatic Response policy will be configured to retrieve the existing ISE ANC policies in the 
response. The McAfee ePO admin will select the desired ANC policy that the McAfee DXL broker will take action 
upon when the Threat Event occurs. 

 
Step  1 Verify McAfee DXL Broker is connected to McAfee EPO 

Select Menu->Server Settings->DXL Client for EPO 
 

                  
 
 
 
 
 
 
 
 
 



   

 

 

 

 

Cisco Systems © 2017 Page 24  

SECURE ACCESS HOW-TO GUIDES 

Step  2 Select Menu->Automation->Automatic Responses->New Response->add pxGrid Health under Name, 
select ePO Notification Events under Event group, select Threat under Event Type 

 

                    
 
Step  3 Select Next 
Step  4 Select ->”…” under Value 
Step  5 Select ->My Organization 
 

                  
 
Step  6 Select OK 
Step  7 Under Available Properties, select Threat Type:Equals:access denied 
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Step  8 Select Next 
Step  9 Keep the defaults for Aggregation, select Next 
Step  10 Under Actions, select Execute pxGrid query,  select Apply ANC Endpoint Policy under Query Type:, 

select IP Address under System Identifier, and select the existing ISE ANC policy under Policy Name 
 

                  
 
 
Step  11 Select Save 
Step  12 Select pxGrid Health->Actions->Enable Responses 
Step  13 Should see pxGrid Health Automated Response as Enabled 
 

 
 
 

Deploy McAfee Enterprise Virusscan 8.8 through McAfee ePO. 
In this section, McAfee Enterprise Virruscan 8.8 is deployed through McAfee EPO.  You will need to have McAfee 
properly licensed. 

Step  1 Select Menu->Software Manager->Software Not Checked In->Evaluation->McAfee Virrusscan8.8-
>Management Extension->Check-In->enter information->Save->Accept License->Ok 

 
Step  2 Select Menu->Software Manager->Checked In Software->Evaluation->McAfee Virrusscan8.8-

>Reports Extension->Check-In-> Accept License->Ok 
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Step  3 Select Software Manager->Checked In Software->Licensed->McAfee Virusscan8.8->Install-Windows 
(Patch9)-Check-In->Accept License->Ok 

 

                  
 
 
Step  4 Select System Tree->New Systems->Create URL for agent-side download 
 

                   
 
Step  5 Select OK 

You should see: 
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Step  6 Select OK 
Step  7 Go to the desired PC and download the link, this will download McAfeeSmartInstall.exe 
Step  8  Run McAfeeSmartInstall.exe 
Step  9 Select System Tree to view the installed system. 
 

 
 
Step  10 Click on WIN7-PC3 to view the status of the EPO agent 
 

 
 
Step  11 Select Close 
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Step  12 Select Menu->Software->product deployment->New Deployment 
You should see: 
 

 
 

Step  13 Provide the Name, (i.e.) McAfee_Virusscan 
Step  14 Under “Type”, select Fixed 
Step  15 Under “Package”, select Virusscan 8.8 
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Step  16 Under “Action”, select Install 
Step  17 You should see: 
 

                  
 
Step  18 Under “Select the Systems”-> Select Systems, select the desired system 
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Step  19 Select OK 
Step  20 Select Save 
Step  21 On desired system, select McAfee agent, enforce new policies 
Step  22 To verify in ePO, refresh 

 

 
 
 

Testing 
Here we use eicar to trigger a McAfee epO Threat event based on the Automatic response we created. The DXL broker 
will perform the ANC mitigated action, and ISE will quarantine the endpoint. 

Step  1 Run eicar test, McAfee Virusscan will trigger an event 
Enter: www.eicar.org/85-0/Download.html into browser 
 

Step  2 Download and save file eicar_com.zip file locally 
Step  3 Click on the eicar file you should see the alert 
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Step  4 In EPO, select Menu->Reporting->Threat Event Log 
You will the detected malware: 

 

        
 
Step  5 Select Menu->Automation->Server Task Log->pxGrid health-> Status Completed->Subtasks-

>Execute pxGrid Query->Log Messages 
 

 
 
Step  6 To See the ISE Radius Live Logs see quarantine 

Select Operations->RADIUS->Live Logs 
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Step  7 Select Context Visibility->Endpoints 
You should also see the quarantined endpoint 

 

 
 

Python Clients (optional) 
OpenDXL Python client scripts (https://github.com/opendxl/opendxl-pxgrid-client-python) can be used to perform 
more specific ISE pxGrid operations on the McAfee DXL broker.  We will cover two examples, sending notification 
requests to the ISE pxGrid node, i.e. applying endpoint to an ISE ANC policy.  The second example is for the 
OpenDXL Python client to a listen to an ISE pxGrid notification, that has an ISE ANC policy “quarantined_policy” 
assigned to it, and also a McAfee ePO Quarantined Tag.  Once this notification is received, this endpoint can be 
managed by McAfee ePO based on the Quarantine Tag. 

Send requests to the Cisco ISE pxGrid node 
Step  1 Install DXL 4.0.0 extensions, install a DXL Broker, complete steps to bridge DXL and to configure the 

Cisco pxGrid in the previous sections. 
Step  2 Download and install python 2.7.14 (https://www.python.org/downloads/windows/), on a windows laptop. 
 

Note: Run “pip –V” to check the pip installer 
 

C:\Python27>pip -V 

 pip 9.0.1 from c:\python27\lib\site-packages (python 2.7) 

 

Step  3 Install python wheel package 

C:\Python27>pip install wheel 
 Collecting wheel 
   Downloading wheel-0.30.0-py2.py3-none-any.whl (49kB) 
     100% |################################| 51kB 358kB/s 
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 Installing collected packages: wheel 
 Successfully installed wheel-0.30.0 

Step  4 Install the Cisco pxGrid DXL Python Client (https://github.com/opendxl/opendxl-pxgrid-client-python  

C:\Python27>pip install dxlciscopxgridclient 
 Collecting dxlciscopxgridclient 
   Downloading dxlciscopxgridclient-0.1.2-py2.7-none-any.whl 
 Requirement already satisfied: dxlbootstrap in c:\python27\lib\site-packages 
(from dxlciscopxgridclient) 
 Requirement already satisfied: dxlclient in c:\python27\lib\site-packages 
(from dxlciscopxgridclient) 
 Requirement already satisfied: asn1crypto in c:\python27\lib\site-packages 
(from dxlclient->dxlciscopxgridclient) 
 Requirement already satisfied: oscrypto in c:\python27\lib\site-packages (from 
dxlclient->dxlciscopxgridclient) 
 Requirement already satisfied: configobj in c:\python27\lib\site-packages 
(from dxlclient->dxlciscopxgridclient) 
 Requirement already satisfied: requests in c:\python27\lib\site-packages (from 
dxlclient->dxlciscopxgridclient) 
 Requirement already satisfied: six in c:\python27\lib\site-packages (from 
dxlclient->dxlciscopxgridclient) 
 Requirement already satisfied: chardet<3.1.0,>=3.0.2 in c:\python27\lib\site-
packages (from requests->dxlclient->dxlciscopxgridclient) 
Requirement already satisfied: certifi>=2017.4.17 in c:\python27\lib\site-
packages (from requests->dxlclient->dxlciscopxgridclient) 
 es (from requests->dxlclient->dxlciscopxgridclient) 
 Requirement already satisfied: urllib3<1.23,>=1.21.1 in c:\python27\lib\site-
packages (from requests->dxlclient->dxlciscopxgridclient) 
 Requirement already satisfied: idna<2.7,>=2.5 in c:\python27\lib\site-packages 
(from requests->dxlclient->dxlciscopxgridclient) 
 Installing collected packages: dxlciscopxgridclient 
 Successfully installed dxlciscopxgridclient-0.1.2 

Step  5 Check the openssl version in python 
Open a “Python shell” and type the following 2 statements: 

import ssl 
ssl OPENSSL_VERSION 
should see “OpenSSL 1.0.2k Jan 2017” 

Note:  The version must be 1.0.1 or greater. Unfortunately, even the latest versions of OSX (Mac) still have version 0.9.8 installed. If you wish to use 
the Python SDK with OSX, one possible workaround is to use a third party package manager (such as Brew) to install a compatible Python and 
OpenSSL version. 

Step  6 Download the latest Cisco pxGrid DXL Python Client here: https://github.com/opendxl/opendxl-pxgrid-
client-python/releases. 
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Step  7 Create a folder (i.e. dxl_cisco_pxgrid_client) and extract the contents of the Cisco pxGrid DXL Python 
Client that you just downloaded. 

                   

                   
 
 
Step  8 Change directories to the “sample” directory under the contents you just unzipped 
 
Step  9 Provision certificates for the Cisco pxGrid DXL Python Client to use: python –m dxclient provisionconfig . 

<YOUR EPO SERVER IP ADDRESS> client1 

C:\dxl_cisco_pxgrid_client\sample>python -m dxlclient provisionconfig . 
192.168.1.15 
 1.15 client1 
 Enter server username: 
 Enter server password: 
 INFO: Saving csr file to .\client.csr 
 INFO: Saving private key file to .\client.key 
 INFO: Saving DXL config file to .\dxlclient.config 
 INFO: Saving ca bundle file to .\ca-bundle.crt 
 INFO: Saving client certificate file to .\client.crt 
 

Note:  The “client1” text can be any name and will be used in the scripts later. The username and password will not be shown while typing; can use 
the –u username and –p password arguments to denote the admin username and password of the EPO Server. 

 
 

Note: For more information on provisioning an OpenDXL Python Client see the documentation here: https://opendxl.github.io/opendxl-client-
python/pydoc/basiccliprovisioning.html  

 
Step  10 Need to authorize DXL Broker to send and receive pxGrid notifications 

Select Menu->Configuration->Server Settings-DXL Topic Authorization->Edit->DXL Cisco pxGrid 
Queries->Actions->Restrict send certificates-> select the certificate with a CN=client1 or whatever 
name you used in Step 8 

 

                    
 
Step  11 Select OK 
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Step  12 Select Menu->Configuration->Server Settings-DXL Topic Authorization->Edit->DXL Cisco pxGrid 
Queries->Actions->Restrict receive certificates-> select the certificate with the CN=client1 or 
whatever name you used in Step 8 

 

                  
 
Step  13 Select OK 
Step  14 Select Save 
Step  15 To apply an ANC endpoint policy by IP address in ISE edit the 

basic_anc_apply_endpoint_policy_by_ip_example.py example under the directory 
“dxl_cisco_pxgrid_client\sample\basic” directory and change the HOST_IP variable to have an IP 
address of a system that is in Cisco ISE. Provide the ISE configured ANC policy i.e. ANC_Quarantine. 

Note: For more information see https://opendxl.github.io/opendxl-pxgrid-client-python/pydoc/basicancapplyendpointpolicybyipexample.html 

 

 import os 
 import sys 
  
 from dxlbootstrap.util import MessageUtils 
 from dxlclient.client_config import DxlClientConfig 
 from dxlclient.client import DxlClient 
  
 root_dir = os.path.dirname(os.path.abspath(__file__)) 
 sys.path.append(root_dir + "/../..") 
 sys.path.append(root_dir + "/..") 
  
 from dxlciscopxgridclient.client import CiscoPxGridClient 
  
 # Import common logging and configuration 
 from common import * 
  
 # Configure local logger 
 logging.getLogger().setLevel(logging.ERROR) 
 logger = logging.getLogger(__name__) 
  
 # Create DXL configuration from file 
 config = DxlClientConfig.create_dxl_config_from_file(CONFIG_FILE) 
  
 # IP address of the endpoint for which to apply the policy 
 HOST_IP = "192.168.1.72" 
  
 # Create the client 
 with DxlClient(config) as dxl_client: 
  
     # Connect to the fabric 
     dxl_client.connect() 
  
     logger.info("Connected to DXL fabric.") 
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     # Create client wrapper 
     client = CiscoPxGridClient(dxl_client) 
  
     try: 
         # Invoke 'apply endpoint policy by IP' method on service 
         resp_dict = client.anc.apply_endpoint_policy_by_ip(HOST_IP, 
                                                            "ANC_Quarantine") 
  
         # Print out the response (convert dictionary to JSON for pretty 
         # printing) 
         print("Response:\n{0}".format( 
             MessageUtils.dict_to_json(resp_dict, pretty_print=True))) 
     except Exception as ex: 
         # An exception should be raised if the 'quarantine_policy' has already 
         # been applied to the endpoint, the 'quarantine_policy' has not been 
         # created, or if no session has been established for the endpoint. 
         print(str(ex)) 

Please make sure you have your ISE ANC policies defined and have been added to the ISE global exception 
authorization policy sets.  Please see Configuring Adaptive Network Control (ANC) Policies under 
Cisco Identity Services Engine 

Step  16 Run the basic_anc_apply_endpoint_policy_by_ip_example.py example.  You should see a response of 
success if the IP address was assigned to the ANC policy. 

 C:\dxl_cisco_pxgrid_client\sample\basic>python 
basic_anc_apply_endpoint_policy_by_ip_example.py 
 Response: 
 { 
     "ancStatus": "success" 
 } 
  
 C:\dxl_cisco_pxgrid_client\sample\basic> 

Step  17 Log in to Cisco ISE and verify that the ANC policy has been applied to the IP address 
Select Operations->RADIUS->RADIUS->Live Logs 
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Step  18 To view the ISE ANC Policy 
Select Operations->Adaptive Network Control->Endpoint Assignment 

 

         
 
Step  19 To clear or Unquarantine in Cisco ISE 

Select->Operations->Adaptive Network Control->Endpoint Assignment->select MAC Address-
>Trash 
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Receive notifications from Cisco ISE pxGrid node 
Step  1 Create folder dxl_epo_service 
Step  2 Change directory to \dxl_epo_service 
Step  3 Install ePO DXL Python Service - https://github.com/opendxl/opendxl-epo-service-python/wiki 
 

                 
 
 

 
Step  4 Download the latest McAfee Python Client https://github.com/opendxl/opendxl-client-python and run 

“python setup.py install” 

C:\dxl_epo_service\dxlclient-python-sdk-4.0.0.416\lib\dxlclient-
4.0.0.416\dxlclient-4.0.0.416>python setup.py install 
 
 running install 
 running bdist_egg 
 running egg_info 
 creating dxlclient.egg-info 
 writing requirements to dxlclient.egg-info\requires.txt 
 writing dxlclient.egg-info\PKG-INFO 
 writing top-level names to dxlclient.egg-info\top_level.txt 
 writing dependency_links to dxlclient.egg-info\dependency_links.txt 
 writing manifest file 'dxlclient.egg-info\SOURCES.txt' 
 reading manifest file 'dxlclient.egg-info\SOURCES.txt' 
 writing manifest file 'dxlclient.egg-info\SOURCES.txt' 
 installing library code to build\bdist.win32\egg 
 running install_lib 
 running build_py 
 creating build 
 creating build\lib 



   

 

 

 

 

Cisco Systems © 2017 Page 39  

SECURE ACCESS HOW-TO GUIDES 

 creating build\lib\dxlclient 
 copying dxlclient\broker.py -> build\lib\dxlclient 
 copying dxlclient\callbacks.py -> build\lib\dxlclient 
 copying dxlclient\client.py -> build\lib\dxlclient 
 copying dxlclient\client_config.py -> build\lib\dxlclient 
 copying dxlclient\exceptions.py -> build\lib\dxlclient 
 copying dxlclient\message.py -> build\lib\dxlclient 
 copying dxlclient\service.py -> build\lib\dxlclient 
 copying dxlclient\_callback_manager.py -> build\lib\dxlclient 
 copying dxlclient\_dxl_utils.py -> build\lib\dxlclient 
 copying dxlclient\_global_settings.py -> build\lib\dxlclient 
 copying dxlclient\_product_props.py -> build\lib\dxlclient 
 copying dxlclient\_request_manager.py -> build\lib\dxlclient 
 copying dxlclient\_thread_pool.py -> build\lib\dxlclient 
 copying dxlclient\_uuid_generator.py -> build\lib\dxlclient 
 copying dxlclient\__init__.py -> build\lib\dxlclient 
 copying dxlclient\__main__.py -> build\lib\dxlclient 
. 
. 
. 
Using c:\python27\lib\site-packages 
 Finished processing dependencies for dxlclient==4.0.0.416 

Step  5 You should see: 

C:\dxl_epo_service\dxlclient-python-sdk-4.0.0.416\lib\dxlclient-
4.0.0.416\dxlclient-4.0.0.416>dir 
 
  Volume in drive C has no label. 
  Volume Serial Number is A49A-C23E 
  
Directory of C:\dxl_epo_service\dxlclient-python-sdk-4.0.0.416\lib\dxlclient-     
4.0.0.416\dxlclient-4.0.0.416 
 
 11/26/2017  12:18 PM    <DIR>          . 
 11/26/2017  12:18 PM    <DIR>          .. 
 11/26/2017  12:18 PM    <DIR>          build 
 11/26/2017  12:18 PM    <DIR>          dist 
 11/26/2017  12:17 PM    <DIR>          dxlclient 
 11/26/2017  12:18 PM    <DIR>          dxlclient.egg-info 
 11/26/2017  12:17 PM            15,053 LICENSE 
 11/26/2017  12:17 PM             1,890 PKG-INFO 
 11/26/2017  12:17 PM             1,157 README 
 11/26/2017  12:17 PM                64 setup.cfg 
 11/26/2017  12:17 PM             1,891 setup.py 
                5 File(s)         20,055 bytes 
                6 Dir(s)   5,706,948,608 bytes free 
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Step  6 Install the ePO DXL Python Service - https://github.com/opendxl/opendxl-epo-service-python/wiki 

Note: if this has been previously you will see the following messages: 

C:\dxl_epo_service>pip install dxleposervice 
 
Requirement already satisfied: dxleposervice in c:\python27\lib\site-packages 
Requirement already satisfied: dxlbootstrap>=0.1.3 in c:\python27\lib\site-
packages (from dxleposervice) 
Requirement already satisfied: requests in c:\python27\lib\site-packages (from 
dxleposervice) 
Requirement already satisfied: dxlclient in c:\python27\lib\site-packages (from 
dxleposervice) 
Requirement already satisfied: chardet<3.1.0,>=3.0.2 in c:\python27\lib\site-
packages (from requests->dxleposervice) 
Requirement already satisfied: certifi>=2017.4.17 in c:\python27\lib\site-
packages (from requests->dxleposervice) 
Requirement already satisfied: urllib3<1.23,>=1.21.1 in c:\python27\lib\site-
packages (from requests->dxleposervice) 
Requirement already satisfied: idna<2.7,>=2.5 in c:\python27\lib\site-packages 
(from requests->dxleposervice)  
Requirement already satisfied: asn1crypto in c:\python27\lib\site-packages 
(from dxlclient->dxleposervice)   
Requirement already satisfied: oscrypto in c:\python27\lib\site-packages (from 
dxlclient->dxleposervice) 
Requirement already satisfied: configobj in c:\python27\lib\site-packages (from 
dxlclient->dxleposervice) 
Requirement already satisfied: six in c:\python27\lib\site-packages (from 
dxlclient->dxleposervice) 

 
Step  7 Connect to EPO Server, to provision the certificates. eposervice1 can be any name and will be used in the 

scripts later 

Note:  The username and password will not be shown while typing; can use the –u username and –p password arguments to denote the admin 
username and password of the EPO Server. 

C:\dxl_epo_service\dxleposervice-python-dist-0.1.4\lib\dxleposervice-
0.1.4\dxleposervice-0.1.4>python -m dxlclient provisionconfig . 192.168.1.15 
eposervice1 
 Enter server username: 
 Enter server password: 
 INFO: Saving csr file to .\client.csr 
 INFO: Saving private key file to .\client.key 
 INFO: Saving DXL config file to .\dxlclient.config 
 INFO: Saving ca bundle file to .\ca-bundle.crt 
 INFO: Saving client certificate file to .\client.crt 
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Step  8 Run dxleposervice script 

Note: This will fail the first time but it will generate the required configuration file dxleposervice.config. 

 C:\dxl_epo_service\dxleposervice-python-dist-0.1.4\lib\dxleposervice-
0.1.4\dxleposervice-0.1.4>python -m dxleposervice . 
  
 2017-11-26 17:40:44,953 dxlbootstrap.app INFO     Running application ... 
 2017-11-26 17:40:44,953 dxleposervice.app INFO     On 'run' callback. 
 2017-11-26 17:40:44,954 dxlbootstrap.app INFO     Configuration file 
'dxlclient.  config' not found, creating... 
2017-11-26 17:40:44,957 dxlbootstrap.app INFO     Configuration file 
'dxleposervice.config' not found, creating... 
 2017-11-26 17:40:44,957 dxleposervice.app INFO     On 'load configuration' 
callback. 
2017-11-26 17:40:44,959 dxleposervice.app INFO     Attempting to determine GUID 
 for ePO server: epo1 ... 
 2017-11-26 17:40:44,961 dxleposervice._epo ERROR    Error attempting to lookup 
GUID for ePO server: epo1 
2017-11-26 17:40:44,961 root         ERROR    Error occurred, exiting 
 Traceback (most recent call last): 
   File "C:\dxl_epo_service\dxleposervice-python-dist-0.1.4\lib\dxleposervice-
0.1.4\dxleposervice-0.1.4\dxleposervice\__main__.py", line 69, in <module> 
     app.run() 
File "C:\Python27\lib\site-packages\dxlbootstrap\app.py", line 255, in run 
     self._load_configuration() 
File "C:\Python27\lib\site-packages\dxlbootstrap\app.py", line 217, in _load_c 
 Onfiguration self.on_load_configuration(config) 
File "dxleposervice\app.py", line 168, in on_load_configuration 
     unique_id = epo.lookup_guid() 
File "dxleposervice\_epo.py", line 54, in lookup_guid {}, output="json")    
File "dxleposervice\_epo.py", line 113, in invoke_command self._save_token()   
File "dxleposervice\_epo.py", line 143, in _save_token 
     self._token = 
self._parse_response(self._send_request('core.getSecurityToken 
 ')) 
File "dxleposervice\_epo.py", line 137, in _send_request verify=self._verify) 
File "C:\Python27\lib\site-packages\requests\sessions.py", line 521, in get 
     return self.request('GET', url, **kwargs) 
File "C:\Python27\lib\site-packages\requests\sessions.py", line 508, in reques 
 t resp = self.send(prep, **send_kwargs) 
File "C:\Python27\lib\site-packages\requests\sessions.py", line 618, in send 
     r = adapter.send(request, **kwargs) 
File "C:\Python27\lib\site-packages\requests\adapters.py", line 508, in send 
     raise ConnectionError(e, request=request) 
ConnectionError: HTTPSConnectionPool(host='%3cepo-server-hostname-or-ip-
address%3e', port=8443): Max retries exceeded with url: 
/remote/core.getSecurityToken (Caused by 
NewConnectionError('<urllib3.connection.VerifiedHTTPSConnection object 
 at 0x02D62170>: Failed to establish a new connection: [Errno 11004] 
getaddrinfo failed',)) 
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2017-11-26 17:40:44,966 dxlbootstrap.app INFO     Destroying application ... 

Step  9 Edit  \dxl_epo_service\dxleposervice-python-dist-0.1.4\lib\ dxleposervice-python-dist-0.1.4\  
dxleposervice-python-dist-0.1.4\dxleposervice.config 

 

 
 
 
Step  10 Under [epo1] modify the following: 

host to be the ip address of ePO 
user to be the username of ePO 
password to be the password of ePO 
verifycertificate = no  , this will make it so the script will no verify ePO’s certificate.  In a production 
environment it is not recommended to set “Verifycertificate=no” but for testing purposes it is okay. 

Note:  For more information on configuration on the DXL ePO Service visit https://opendxl.github.io/opendxl-epo-service-
python/pydoc/configuration.html 

 
############################################################################### 
 ## General Section 
 
############################################################################### 
  
 [General] 
  
 # The list of ePO servers to expose to the DXL fabric delimited by commas. 
 # 
 # For example: epo1,epo2,epo3 
 # 
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 # For each ePO name specified, a corresponding section must be defined within 
 # this configuration file that provides detailed information about the server. 
 epoNames=epo1 
  
 
############################################################################### 
 ## ePO section (one section for each name specified in "epoNames") 
 
############################################################################### 
  
 [epo1] 
  
 # The ePO server hostname or IP address 
 host=192.168.1.15 
  
 # The ePO server communication port (optional, defaults to 8443) 
 ;port=8443 
  
 # The name of the user used to login to the ePO server 
 user=admin 
  
 # The password associated with the user used to login to the ePO server 
 password=Richard08 
  
 # A unique identifier used to identify the ePO server on the DXL fabric. 
 # (optional, if not specified defaults to the GUID of the ePO server) 
 # 
 # This unique identifier will be the last portion of the request topic that 
 # is associated with the ePO server on the fabric. 
 # 
 # For example: /mcafee/service/epo/remote/epo1 
 ;uniqueId=epo1 
  
 # Whether to verify that the hostname in the ePO's certificate matches the ePO 
 # server being connected to and that the certificate was signed by a valid 
 # authority. (optional, enabled by default) 
 verifyCertificate=no 
  
 # A path to a CA Bundle file containing certificates of trusted CAs. 
 # The CA Bundle is used to ensure that the ePO server being connected to 
 # was signed by a valid authority. 
 # (optional, only applicable if "verifyCertificate" is "yes") 
 ;verifyCertBundle=<path-to-bundle-file-or-directory> 
  
 
############################################################################### 
 ## Settings for the incoming request message pool 
 
############################################################################### 
  
 [IncomingMessagePool] 
  
 # The queue size for incoming DXL messages (will block when queue is full) 
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 # (optional, defaults to 1000) 
 ;queueSize=1000 
  
 # The number of threads available to handle incoming DXL messages 
 # (optional, defaults to 10) 
 ;threadCount=10 

 
Step  11 Run the DXL Python Service 

C:\dxl_epo_service\dxleposervice-python-dist-0.1.4\lib\dxleposervice-
0.1.4\dxleposervice-0.1.4>python -m dxleposervice . 
 
 2017-11-26 18:12:10,010 dxlbootstrap.app INFO     Running application ... 
 2017-11-26 18:12:10,010 dxleposervice.app INFO     On 'run' callback. 
 2017-11-26 18:12:10,013 dxleposervice.app INFO     On 'load configuration'   
callback. 
 2017-11-26 18:12:10,013 dxleposervice.app INFO     Attempting to determine 
GUID for ePO server: epo1 ... 
 2017-11-26 18:12:10,641 dxleposervice.app INFO     GUID '{b5377fb4-8ba5-4dc2-
a34f-9845c99fa465}' found for ePO server: epo1 
 2017-11-26 18:12:10,644 dxleposervice.app INFO     Request topic 
'/mcafee/service/epo/remote/{b5377fb4-8ba5-4dc2-a34f-9845c99fa465}' associated 
with ePO server: e/epo/remote/{b5377fb4-8ba5-4dc2-a34f-9845c99fa465}' 
associated with ePO server:epo1 
 2017-11-26 18:12:10,648 dxlbootstrap.app INFO     Incoming message 
configuration  : queueSize=1000, threadCount=10 
 2017-11-26 18:12:10,650 dxlbootstrap.app INFO     Message callback 
configuration  : queueSize=1000, threadCount=10 
 2017-11-26 18:12:10,703 dxlbootstrap.app INFO     Attempting to connect to DXL 
fabric ... 
 2017-11-26 18:12:10,706 dxlclient.client INFO     Waiting for broker list... 
 2017-11-26 18:12:10,805 dxlclient.client INFO     Trying to connect... 
 2017-11-26 18:12:10,808 dxlclient.client INFO     Trying to connect to broker      
{Unique id: {43161380-aea3-11e7-31b5-000c29cbc5d9}, Host name: 
dxl.dxl.lab10.com, 
 {Unique id: {43161380-aea3-11e7-31b5-000c29cbc5d9}, Host name: 
dxl.dxl.lab10.com, IP address: 192.168.1.229, Port: 8883}... 
 2017-11-26 18:12:10,845 dxlclient.client INFO     Connected to broker 
{43161380- aea3-11e7-31b5-000c29cbc5d9} 
 2017-11-26 18:12:10,868 dxlbootstrap.app INFO     Connected to DXL fabric. 
 2017-11-26 18:12:10,869 dxleposervice.app INFO     Registering service ... 
 2017-11-26 18:12:10,878 dxleposervice.app INFO     Service registration 
succeeded. 
 2017-11-26 18:12:10,878 dxleposervice.app INFO     On 'DXL connect' callback. 

Step  12 Open up another terminal window, this will be required to run the python quarantine script 
Step  13 Select Operations->Adaptive Network Control->Policy List->Add 
 



   

 

 

 

 

Cisco Systems © 2017 Page 45  

SECURE ACCESS HOW-TO GUIDES 

                   
 
Step  14 Select Submit 
Step  15 Select Menu->Systems->Tag Catalog->New Tag->Quarantined 

 

 
 
Step  16 Select Menu->Systems->Tag Catalog->New Tag->Quarantined 
Step  17 Select Next 
Step  18 Keep the defaults for Criteria and select Next 
Step  19 Keep the defaults for Evaluation and select Next 
Step  20 Keep the defaults for Preview and select Save 

You should see: 
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Step  21 On the second terminal window, Create folder dxl_clientquar1 
Step  22 Change directory to dxl_clientquar1 
Step  23 Install and extract the latest Cisco pxGrid DXL Python Client (https://github.com/opendxl/opendxl-pxgrid-

client-python) in the \dxl_clientquar1 folder 
Step  24 Install Cisco pxGrid DXL client 

C:\dxl_clientquar1>pip install dxlepoclient 
 Requirement already satisfied: dxlepoclient in c:\python27\lib\site-packages 
 Requirement already satisfied: dxlclient in c:\python27\lib\site-packages 
(from dxlepoclient) 
 Requirement already satisfied: asn1crypto in c:\python27\lib\site-packages 
(from dxlclient->dxlepoclient) 
 Requirement already satisfied: oscrypto in c:\python27\lib\site-packages (from 
dxlclient->dxlepoclient) 
Requirement already satisfied: configobj in c:\python27\lib\site-packages (from 
 dxlclient->dxlepoclient) 
Requirement already satisfied: requests in c:\python27\lib\site-packages (from 
dxlclient->dxlepoclient) 
 Requirement already satisfied: six in c:\python27\lib\site-packages (from 
dxlclient->dxlepoclient) 
 Requirement already satisfied: chardet<3.1.0,>=3.0.2 in c:\python27\lib\site-
packages (from requests->dxlclient->dxlepoclient) 
 Requirement already satisfied: certifi>=2017.4.17 in c:\python27\lib\site-
packages (from requests->dxlclient->dxlepoclient) 
 Requirement already satisfied: urllib3<1.23,>=1.21.1 in c:\python27\lib\site-
packages (from requests->dxlclient->dxlepoclient) 
 Requirement already satisfied: idna<2.7,>=2.5 in c:\python27\lib\site-packages 
(from requests->dxlclient->dxlepoclient) 
 

Step  25 Change directories to the “sample” directory under the contents you just unzipped 
Step  26 Provision certificates for the Cisco pxGrid DXL Python Client to use 

C:\dxl_clientquar1\dxlclient-python-sdk-4.0.0.416\sample>python -m dxlclient 
provisionconfig . 192.168.1.15 quarclient1 
 Enter server username: 
 Enter server password: 
 INFO: Saving csr file to .\client.csr 
 INFO: Saving private key file to .\client.key 
 INFO: Saving DXL config file to .\dxlclient.config 
 INFO: Saving ca bundle file to .\ca-bundle.crt 
 INFO: Saving client certificate file to .\client.crt 
 
 

Note: The “quarclient1” text can be any name and will be used in the scripts later. The username and password will not be shown while typing; can 
use the –u username and –p password arguments to denote the admin username and password of the EPO Server. 
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Note: For more information on provisioning an OpenDXL Python Client see the documentation here: https://opendxl.github.io/opendxl-client-
python/pydoc/basiccliprovisioning.html. 

 
Step  27 Need to authorize the certificate created while provisioning the Cisco pxGrid DXL Python Client to send 

and receive pxGrid notifications in ePO 
Select Menu->Configuration->Server Settings-DXL Topic Authorization->Edit->DXL Cisco pxGrid 
Queries->Actions-> Restrict send certificates->select the certificate with a name of “quarclient1” or 
whatever name you used in Step 8 

 

                 
 
 
Step  28 Select OK 
Step  29 Select Menu->Configuration->Server Settings->DXL Topic Authorization->Edit->DXL Cisco pxGrid 

Queries->Actions->Restrict Receive certificates->Select the certificate with name of “quarclient1” or 
whatever you named it in Step 8. 

 

                   
 
Step  30 Select OK 
Step  31 Select Menu->Configuration->Server Settings->DXL Topic Authorization->Edit->DXL Cisco pxGrid 

Notifications->Actions->Receive Restrictions->Restrict Receive certificates->Select the certificate 
with name of “quarclient1” or whatever you named it in Step 8. 
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Step  32 Select OK 
Step  33 Select Save 
Step  34 In the “dxl_clientquar1\dxlclient-python-sdk-4.0.0.416\sample\basic” directory create a file called 

apply_tag_on_anc_notification.py. 
Step  35 Edit apply_tag_on_anc_notification.py and add the following python code: 

ANC_POLICY_NAME is the pre-defined ISE ANC policy (i.e. quarantine_policy) 
EPO_TAG_NAME is the tag created in McAfee ePO (i.e. Quarantined) 

Note:  QUARANTINE_TAG is not the ISE Security Group Tag 

 import os 
 import sys 
 import time 
  
 from threading import Thread 
 from dxlbootstrap.util import MessageUtils 
 from dxlclient.client_config import DxlClientConfig 
 from dxlclient.client import DxlClient 
 from dxlclient._thread_pool import ThreadPool 
 from dxlepoclient import EpoClient 
  
 root_dir = os.path.dirname(os.path.abspath(__file__)) 
 sys.path.append(root_dir + "/../..") 
 sys.path.append(root_dir + "/..") 
  
 from dxlciscopxgridclient.client import CiscoPxGridClient 
 from dxlciscopxgridclient.callbacks import AncApplyEndpointPolicyCallback 
  
 # Import common logging and configuration 
 from common import * 
  
 # Configure local logger 
 logger = logging.getLogger(__name__) 
  
 # Create DXL configuration from file 
 config = DxlClientConfig.create_dxl_config_from_file(CONFIG_FILE) 
  
 # ISE ANC policy name to listen for ISE policy application 
 ANC_POLICY_NAME = "quarantine_policy" 
 # ePO tag name to apply to systems we receive notifications of the 
ANC_POLICY_NAME being applied to 
 EPO_TAG_NAME = "Quarantined" 
  
 # The default size for the callback thread pool queue size 
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 CALLBACKS_QUEUE_SIZE = 10 
 # The default number of threads for the callback thread pool 
 CALLBACKS_THREAD_COUNT = 10 
  
  
 # Tag system in ePO by MAC 
 def tag_system_in_epo_by_mac(the_epo_client, mac_address): 
     try: 
         # Get system information from ePO for the input MAC address 
         system_find_res = the_epo_client.run_command("system.find", 
{"searchText": mac_address.replace(":", "")}) 
  
         # Convert response message in to a dictionary 
         system_find_res_dict = MessageUtils.json_to_dict(system_find_res) 
  
         if not system_find_res_dict: 
             print("No system with MAC address \"" + mac_address + "\" found in 
ePO.") 
             return 
  
         logger.debug("system_find_res_dict: " + str(system_find_res_dict)) 
  
         tag_system_in_epo_by_ip(the_epo_client, 
system_find_res_dict[0]["EPOComputerProperties.IPAddress"]) 
     except Exception as ex: 
         logger.exception("Error in tag_system_in_epo_by_mac") 
  
  
 # Tag system in ePO by IP address 
 def tag_system_in_epo_by_ip(the_epo_client, ip_address): 
     try: 
         # Call ePO remote command to apply a tag for the first system found 
for the input MAC address 
         apply_tag_res = the_epo_client.run_command("system.applyTag", 
{"names": ip_address, "tagName": EPO_TAG_NAME}) 
  
         logger.debug("apply_tag_res: " + apply_tag_res) 
  
         print("Response for applying \"" + EPO_TAG_NAME + "\" tag in ePO:") 
         if apply_tag_res == "1": 
             print("Success") 
         else: 
             print("Failed. Request to assign tag " + EPO_TAG_NAME + 
                   " did not return a success value. See Orion.log on ePO 
server for more information.") 
  
     except Exception as ex: 
         logger.exception("Error in tag_system_in_epo_by_ip") 
  
  
 try: 
     # Create thread pool 
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     callbacks_pool = ThreadPool(CALLBACKS_QUEUE_SIZE, CALLBACKS_THREAD_COUNT, 
"CallbacksPool") 
  
     # Create the client 
     with DxlClient(config) as dxl_client: 
  
         # Connect to the fabric 
         dxl_client.connect() 
  
         logger.info("Connected to DXL fabric.") 
  
         epo_client = EpoClient(dxl_client) 
  
         # Create client wrapper 
         client = CiscoPxGridClient(dxl_client) 
  
  
         class 
MyAncApplyEndpointPolicyCallback(AncApplyEndpointPolicyCallback): 
             def on_apply_endpoint_policy(self, apply_dict): 
                 if apply_dict["policyName"] == ANC_POLICY_NAME: 
                     print("Received notification of ANC policy \"" + 
ANC_POLICY_NAME + 
                           "\" being applied from pxGrid:\n" + 
                           MessageUtils.dict_to_json(apply_dict, 
pretty_print=True)) 
  
                     # Add to the thread pool to send synchronous request to 
ePO to tag the system 
                     if "macAddress" in apply_dict: 
                         print("Attempting to apply tag \"" + EPO_TAG_NAME + 
"\" for MAC address " 
                               + apply_dict["macAddress"] + ".") 
                         callbacks_pool.add_task(tag_system_in_epo_by_mac, 
epo_client, apply_dict["macAddress"]) 
                     elif "ipAddress" in apply_dict: 
                         print("Attempting to apply tag \"" + EPO_TAG_NAME + 
"\" for IP address " 
                               + apply_dict["ipAddress"] + ".") 
                         callbacks_pool.add_task(tag_system_in_epo_by_ip, 
epo_client, apply_dict["ipAddress"]) 
  
         # Attach callback for ANC Apply Endpoint Policy events 
         
client.anc.add_apply_endpoint_policy_callback(MyAncApplyEndpointPolicyCallback(
)) 
  
         # Wait forever 
         print("Waiting for ANC Apply endpoint policy events...") 
         while True: 
             time.sleep(60) 
  
 finally: 
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     if callbacks_pool is not None: 
         logger.info("Shutting down thread pool.") 
         callbacks_pool.shutdown() 
         logger.info("Thread pool shutdown.") 
  
  

Step  36 Save apply_tag_on_anc_notification.py and then run it: 

 C:\dxl_clientquar1\dxlclient-python-sdk-4.0.0.416\sample\basic>dir 
  Volume in drive C has no label. 
  Volume Serial Number is A49A-C23E 
  
  Directory of C:\dxl_clientquar1\dxlclient-python-sdk-4.0.0.416\sample\basic 
  
 11/26/2017  07:54 PM    <DIR>          . 
 11/26/2017  07:54 PM    <DIR>          .. 
 11/26/2017  07:53 PM             1,906 apply_tag_on_anc_notification.py 
 11/26/2017  07:31 PM             2,624 event_example.py 
 11/26/2017  07:31 PM             2,624 orig_event_example.py 
                3 File(s)          7,154 bytes 
                2 Dir(s)   6,035,963,904 bytes free 
  
 C:\dxl_clientquar1\dxlclient-python-sdk-4.0.0.416\sample\basic>python 
apply_tag_on_anc_notification.py 
  
 Waiting for ANC Apply endpoint policy events... 

Testing 
Step  1 In ISE, select Operations->Adaptive Network Control->Endpoint Assignment 
Step  2 Assign the endpoint MAC address to the quarantine_policy. 

Note: IP Addresses can also be assigned 
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Step  3 Select Submit 
Step  4 Select System Tree 

 

 
 
 
Step  5 Below we see the MAC address of the endpoint and the payload of the quarantine_policy 

 

              
Step  6 To se in ISE, need to add ANC “quarantined_policy” to ISE 
Step  7 Select Policy->Policy Sets 

You should see: 
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Step  8 Select  “ >”  below 
 

 
 
 
 

You should see: 
 

                
 
Step  9 Select Authorization Policy –> Global Exceptions 

You should see: 
 

 
 

Step  10 Select “+’” 
You should see: 
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Step  11 Under “Rule Name” type ANC_EPO Quarantined,  select “+” 
 

 
 
 
Step  12 You should see: 
 

           
 
Step  13 Under Editor, “Click to add an attribute”, select “Session” 
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Step  14 In the attribute field, type in “ANC” 
 

                
 
Step  15 Select “ANCPolicy” 
Step  16 From the drop down select “quarantine_policy” 
                  

               
 
 
Step  17 Select “Use” 

You should see: 
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Step  18 Under Profiles, select Permit Access 
Step  19 Under Security Groups, select Quarantined Systems 
Step  20 Select Save 
Step  21 Log out and log in should now see the endpoint has been quarantined in ISE 

Note:  You can also select Operations->RADIUS->Live Sessions->Action->Show COA Actions->Session Reauthentication for the selected user 
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ISE ePO Posture Check and Remediation (optional) 

Posture 
In this section, ISE posture will be configured. This includes obtaining the latest Opswat libraries, configuring posture 
conditions, remediation rules and posture requirements and the Posture Policy.  This also includes uploading the 
AnyConnect modules and creating a Client Provisioning Policy for the Cisco AnyConnect client configuration files. 

The example in this document, checks to ensure the McAfee Agent is running.  If this service is not running, a 
remediation link will be provided to download the McAfee Agent.  This link will be created and come from EPO and 
will be provided in an ISE remediation posture link to the end-user if non-compliant, if the service has stopped running 
or if it does not exist. 

A service posture condition rule will be created to check to see if the McAfee Agent service is running.  A remediation 
link will be created.  The McAfee Agent link will be created in McAfee ePO and will be provided in the ISE 
remediation condition rule. A posture requirement rule will be created that ties this all together.  For example, if the 
McAfee Agent Service is not running, the endpoint will be non-compliant and the McAfee ePO remediation link will 
be provided to the end-user.  The end-user installs the downloaded agent executable from McAfee ePO, and will be re-
scanned. Now the endpoint is in compliance, since the McAfee agent service is running. 

The ISE Posture policy will contain the ISE posture agent and the posture compliance policy.  The ISE Client 
Provisioning Policy will contain the Cisco AnyConnect Configuration files. 

Configuring Posture Updates 

Step  1 Select Administration->System->Settings->Posture->Updates->Update Now 
Step  2 You should see: 
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Creating McAfee Service Condition Check and McAfee ePO Remediation Action Link 
Here we are defining the McAfee Agent Service as an ISE posture condition rule. 

Step  1 Select Policy->Policy Elements->Conditions->Posture->Service Condition->Add 
Step  2 Enter the following: 
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Step  3 Select Save 
Step  4 Select Policy->Policy Elements->Results->Posture->Remediation Actions->Link Remediations->Add 
Step  5 Enter the following: 

Note: The URL link represents the McAfee EPO agent download link: https://WIN-
0RA5BVDEH99.lab10.com:8443/ComputerMgmt/agentPackage.get?token=1fda9abc84b832537e7a7d44447d57cef714b0e5 

                  
 
Step  6 Select Save 

Creating Posture Requirement 
The posture requirement is created that ties the posture condition rule and remediation link together.  In the case, the 
McAfee EPO agent is not running, the end-user will launch the remediation link. 

Step  1 Select Policy->Policy Elements->Results->Posture->Requirements->Edit->Add New Requirements 
Step  2 Enter the following: 

Rule Name: EPOCompliance2_REM 
for: Windows All 
using: 4.0.x or later 
using: AnyConnect 
met if: EPO_Agent_5 
then:  
Actions: McAfee_Agent_5_0_3 
Message shown to user: Please be patient, the McAfee EPO agent is being installed on the endpoint 
 

Step  3 Select Save 
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Creating Posture Policy 

Step  1 Select Policy->Posture->Posture Policy->Edit->Insert New Policy 
Step  2 Under Rule Name: type McAfee_EPO_Compliance 
Step  3 Under Identity Groups: select Any 
Step  4 Under Operating System: select Windows 7 (all) 
Step  5 Under Compliance Module: select 4.x or later 
Step  6 Under Posture Type: select AnyConnect 
Step  7 Under Other: leave the defaults for Optional 
Step  8 Under Requirements: select EPO_Compliance2_REM 
Step  9 Select Done 
Step  10 Select Save 
 

 
 
 

Client Provisioning 
The Cisco AnyConnect client is required for ISE posture detection and remediation. The Cisco AnyConnect client also 
replaces the Windows supplicant for 802.1X authentication, and requires the Cisco Profile Editor for configuring the 
NAM network profile configuration file. 

Upload AnyConnect Deployment Package 
Step  1 Download Anyconnect Package from Cisco’s website www.cisco.com/go/anyconnect ,“anyconnect-win-

4.5.02036-webdeploy-k9.pkg” 
Step  2 Select Policy->Policy Elements->Results->Client Provisoning->Resources->Add->Add Agent from 

local disk->Category->Cisco provided package and upload the anyconnect package 
 

                
 
 
Step  3 Select Submit and conftrm the hash 
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Upload AnyConnect Compliance Package 
Step  1 Upload the AnyConnectCompliance module anyconnect-win-compliance-4.2.508.0.pkg from Cisco 

AnyConnect Website: www.cisco.com/go/anyconnect  
Step  2 Select Policy->Policy Elements->Results->Client Provisoning->Resources->Add->Add Agent from 

local disk->Category->Cisco provided package and upload the anyconnect package 
 

                   
 
 
Step  3 Select Submit and confirm the hash. 
 

Configure AnyConnect Posture Profile 
Step  1 Select Policy->Policy Elements->Results->Client Provisoning->Resources->Add-Add Agent from 

local disk->NAC agent or Anyconnect Posture Profile->Posture Agent Profile Settings->AnyConnect 
You should see: 
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Step  2 Under Name: type: EPOTest1 

Note: EPOTest1 will be used in the Posture Policy 

 

                  
 
Step  3 Under Posture Protocol->Discovery Host, type in the IP Address of the ISE PSN node.  This will be the 

IP adress of the ISE node in a stand-alone ISE deployment. 
 

                 
 
Step  4 Also add “*” under Server Name Rules 
Step  5 Select Submit 
Step  6 Select Policy->Policy->Policy Elements->Results->Client Provisioning->Resources->Add-

>AnyConnect Configuration, add the Configuration Name: EPO_AnyConnect 
Step  7 Select the Compliance Module: AnyConnectComplianceModuleWindows 4.2.508.0 
Step  8 Under AnyConneect Module Selection, enable ISE Posture 
 

                  
 
Step  9 Under Profile Selections->ISE Posture, select EPOTest1 
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Step  10 Select Submit 
 

Installing Cisco AnyConnect Client 
The Cisco AnyConnect client in this guides, will be configured for Network Access Manager (NAM), which is a 
replacement for the Windows supplicant.  

Download the AnyConnect client anyconnect-win-4.502036-predeploy-k9.zip package from 
www.cisco.com/go/anyconnect 

Step  1 Unzip and run setup 
Step  2 Enable the following: Network Access Manager, ISE Posture and Diagnostic and Reporting Tool 
 

                   
 
Step  3 Select Install Selected 
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Installing Profile Editor 
The NAM network configuration file machine and user authentication, PEAP/MSCHAPv2 will be created and used for 
IEEE 802.1X authentication.  If not familiar with Profile Editor, please see Configuring AnyConnect Profiler Editor 
under References. 

Step  1 Download Profile Editor: tools-anyconnect-win-4.5.02036-profileeditor-k9.msi from 
www.cisco.com/go/anyconnect 

Step  2 Install Profile Editor, select a Complete Install 

Note: You will need to install JRE 6 or higher 

 
Step  3 In Profile Editor, select File->Open->System->configuration.xml 
 

                   
 
Step  4 Select File Open->System->Configuration 
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Step  5 Select Networks->Add->Name:ISE23  
Step  6 Under Configure your network media, select->Wired 
Step  7 Select Next 
Step  8 Under Security Level->select Authenticating network 
Step  9 Select Next 
Step  10 Under Network Type->select Machine and User 
Step  11 Select Next 
Step  12 Under Machine Auth->EAP Methods, select Peap 
Step  13 Under EAP-Peap Settings->Uncheck Validate Server Identity 
Step  14 Select Next 
Step  15 Under Credentials, leave the defaults 
Step  16 Select Next 
Step  17 Under User Credentials->EAP Methods, select Peap 
Step  18 Under EAP-Peap Settings->Uncheck Validate Server Identity 
Step  19 Select Next 
Step  20 Under Credentials, leave the defaults 
Step  21 Select Next 
Step  22 Under Certificates, leave the defaults 
Step  23 Select Next 
Step  24 Under Credentials, leave the defaults 
Step  25 Select Done 
Step  26 Edit the ISE23 Network and move into the Global Groups under Group Membership 
Step  27 Select Certificates at the bottom->Done 

You should see: 
 

 
 
Step  28 Select File->Save-as->configuration.xml->Save 
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Step  29 Right-click on AnyConnect Client->Network Repair 
Step  30 You should connect to ISE 
 

                     
 

Defining Authorization Policy 
The authorization policy will be created that contains network access rules once the end-user authenticates.  The 
authorization profile determines network access. For example, if the endpoint is non-compliant, the endpoint can be 
placed in a remediation VLAN, or assigned a TrustSec Security Group Tag. 

Authorization Profile 
The DACL is used to provide redirection to ISE 

Step  1 Select Policy->Policy Elements->Results->Authorization->Download ACLs->add 
Step  2 For Name: type AllowISEPO 
Step  3 For DACL Content: enter 

permit udp any any eq domain 
permit udp any any eq bootps 
permit tcp any host 192.168.1.126     /* ISE */ 
permit tcp any host 192.168.1.15      /* McAfee ePO */ 
permit tcp any host 192.168.1.229     /* McAfee DXL Broker */ 
deny ip any any 

Note: in a productional environment, you will want to include the ports for more secure access, Please see Posture Services on the Cisco ISE 
Configuration Guide under References for more information 
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Step  4 Select Save 
Step  5 Select Policy->Policy Elements->Results->Authorization->Authorization Profiles-Add 
Step  6 Under Name: type Redirect23 
Step  7 Under Common Tasks, enable Web Direction (CWA, MDM, NSP,CPP), select Client Provisioning 

(Posture), type in the ACL: REDIRECT23 

Note:  The REDIRECT23 ACL can be found in Cisco Catalyst 3750x Settings in Appendices 

 

                   
 

 
Step  8 For DACL Name, select “AllowISEEPO” 
 

                   
 
 
Step  9 Select Save 
Step  10 Create Remediation Access Profile 
Step  11 Select Policy->Policy Elements->Results->Authorization->Authorization Profiles->Add 
Step  12 Under Name: type Remediation Access 
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Step  13 Under DACL Name: select PERMIT ALL TRAFFIC 
 

                     
 
 
Step  14 Select Save 
Step  15 Create NSP Profiling Authorization Profile 

Select Policy->Policy Elements->Results->Authorization->Authorization Profiles->Add 
For Name: type NSP_Onboard_BYOD 
Under Common Tasks, enable Web Redirection (CWA, MDM, NSP, CPP), select Native Supplicant 
Provisioning 
For ACL: type POSTURE, which represents the wireless ACL posture policy 

Note:  The POSTURE ACL can be found under Lab Configurations 

                     
 



   

 

 

 

 

Cisco Systems © 2017 Page 69  

SECURE ACCESS HOW-TO GUIDES 

Under Airespace ACL Name: type Posture 
 

                   
 
Step  16 Select Save 
 

Building Policy Sets 
Policy sets are new in Cisco ISE 2.3 and above and represent the Authorization policy. If using Cisco ISE 2.0/2.1/2.2 
please refer to Managing Authorization Profiles under References. 

Step  1 Select ->Policy->Policy Sets->”>” 
 

 
 
 
Step  2 Select Authorization Policy 
Step  3 Click on the Gear and Insert new row above and create the following rule for wireless redirection 
 

 
 
Step  4 Type in “Unknown Compliance_Redirect_Wired” for the rule name 
Step  5 Click on “+” 
Step  6 Under Conditions Studio->Library->type in Network_Authentication_Passed 
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Step  7 Select Network_Access_Passed and drag into Editor 
 

              
 
 
Step  8 Follow steps 6-8 for Compliance_Unknown_Devices 
Step  9 Follow steps 6-8 for Wired_802.1X 
Step  10 You should see 
 

 
 
Step  11 Select Use 
Step  12 Under Profiles select REDIRECT23 
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Step  13 You should see 
 

 
 
 
Step  14 Select Save 
 
Step  15 Click on the Gear and Insert new row above and create the following rule for compliant access 

 

 
Step  16 Follow Steps 3-12 to create the rule for Compliant_Devices_Access_Wired 
Step  17 Move the conditions: Network_Access_Authentication_Passed, Compliant Devices, Wired_802.1X into 

the Editor. 
Step  18 Under Profiles select Permit Access 
Step  19 Under Security Groups, select Employees 
Step  20 Select Save 
Step  21 Click on the Gear and Insert new row above and create the following rule for non-compliant remediation 

access 
 

 
 
Step  22 Follow Steps 3-12 to create the rule for NonCompliant_Devices_Redirect_Wired 
Step  23 Move the conditions: Network_Access_Authentication_Passed, Non_Compliant_Devices, 

Wired_802.1X into the Editor. 
Step  24 Under Profiles select Remediation Access 
Step  25 Under Security Groups, select Remediation 
Step  26 Select Save 
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Testing 
In this scenario, there is no McAfee agent on the endpoint; this is detected by the Cisco ISE posture policy.  The 
remediation link will be provided to the end-user to download the McAfee agent from McAfee ePO. The endpoint will 
be deemed non-compliant, until the McAfee agent has been installed, and the endpoint has been re-scanned. 

Step  1 The end-user logs in 
Step  2 The endpoint is scanned for compliance 
 

                   
 
 
Step  3 The McAfee agent is not installed due to the absence of the McAfee Agent Service and the endpoint is 

deemed non-compliant 
Step  4 The end-user clicks on Start to begin downloading the remediation link.  This can be automated by a 

configuration in the remediation link rule. 
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Step  5 Select Hide on the AnyConnect UI 
Step  6 The McAfee Agent link will be downloaded from McAfee ePO 
 

                  
 
Step  7 Save the file locally 
Step  8 The endpoint will be deemed non-compliant 
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Step  9 The endpoint will be given limited network remediation access based on the remediation authorization rule. 
 

        
 
 
Step  10 The end-user runs the downloaded application 
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Step  11 This may take a little while to install the application 
 

                  
 
Step  12 Once the user re-authenticates, the endpoint will be scanned again for compliance 
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Step  13 The endpoint is now compliant 
 

                  
 
Step  14 You can see the compliant endpoint in ISE 
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On-Boarding Employee Laptop, installing McAfee Agent by 
McAfee ePO 
In this section, we configure Cisco ISE for on-boarding and registering a device. In this document a Windows Surface 
Pro was used. This ensures that the device is corporately registered by the organization’s BYOD policy and now the 
McAfee ePO admin can deploy the McAfee agent.  Fore more information on BYOD, please see 
https://communities.cisco.com/docs/DOC-68160 - How To: ISE & BYOD: Onboarding, Registering and Provisioning 
in References.  If using ISE 2.0 through 2.2, please see Managing Authorization Policies under references. References.  
ISE 2.3 and above use the GUI for Authorization Policies. 

Creating NSP Profile 
Step  1 Select Policy-Policy Elements->Results->Client Provisioning->Resources->Add->Native Supplicant 

Profile 
Step  2 Under Name: type: PEAP-NSP 
Step  3 Select Add 
Step  4 Unser SSID Name: type your SSID , i.e. test007 
 

                  
 
Step  5 Select Save 
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Creating Client Provisioning Policy 
Step  1 Select Policy->Client Provisioning 
Step  2 Click on the down arrow next to Edit, and Insert new policy above 
Step  3 Under rule name: type ePO_temporal 
Step  4 Under Operating Systems: select Windows 8.0, 8.1 
Step  5 Leave the defaults for Conditions 
Step  6 Under Results, select the following 
 

 
 
 
Step  7 Select Done 
Step  8 Select Save 

 

 
 

 
 
 
 
 
 
 
 
 
 



   

 

 

 

 

Cisco Systems © 2017 Page 79  

SECURE ACCESS HOW-TO GUIDES 

Creating Authorization Policy 
Step  1 Select Policy-Policy Sets 
Step  2 Select ->Policy->Policy Sets->”>” 
 

 
 
 
Step  3 Select Authorization Policy 
Step  4 Click on the Gear and Insert new row above and create the following rule for on-boarding 
 

 
 
Step  5 Type in “Employee Onboarding” for the rule name 
Step  6 Click on “+” 
Step  7 Under Conditions Studio->Library->type in Wireless_802.1X and drag into Editor 
Step  8 Under Conditions Studio->Library->type in EAP-MSCHAPv2 and drag into Editor 
Step  9 Under Editor, select New 

You should see: 
 

 
 

 
Step  10 Select New 
Step  11 Click to add attribute, and click on Identity Group 
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Step  12 Select Identity->Group Name, and type “Registered” to select from the dropdown. Also select Not 

Contains from the Drop-Down menu 
 

                 
 
Step  13 Select Use 
Step  14 Under Profiles, select On-Board NSP 
Step  15 Under Security Groups, select BYOD 
Step  16 Select Save 
Step  17 Follow steps 4-12 to create the create the Employee_BYOD_Wireless_Registered Rule 
 

 
 
Step  18 Select Use 
Step  19 Under Profiles, select Permit Access, and Wireless Full Access 
Step  20 Under Security Groups, select BYOD 
Step  21 Select Save 
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Testing 
Step  1 Log in and connect to the appropriate SSID, in this case test007 
Step  2 The end-user will be redirected to the BYOD portal page 
Step  3 The end-user must agree to the AUP policy 

Select Start 
 

                
 
Step  4 Enter the device name information and select Continue 
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Step  5 The endpoint will be provisioned, select Start 
 

                  
 
 
Step  6 If prompted, select YES,  delete the certificate from the root store 
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Step  7 Select YES to install the ISE internal CA certificate 
 

         
 
Step  8 You should now have Internet access, and the McAfee ePO admin can then issue a link to download the 

McAfee agent manually. 
 

Step  9 To verify the endpoint is registered, select Operations, RADIUS, Live Logs, you should see the registered 
user. 
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Step  10 To view the registered user in ISE, select Operations->Reports->Registered Endpoints 
 

 
 
 
Step  11 To view to in the ISE BYOD screen, select Context Visibility->Endpoints->BYOD 
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Troubleshooting 

Checking Certificates on McAfee DXL Broker 
If you encounter connection issues between the ISE pxGrid node and the McAfee DXL broker, verify that the 
certificates are correct. 

-bash-4.1# tail /var/McAfee/dxlbroker/logs/ipe.log 
 
 INFO {2017-10-26 18:20:23,625} [pool-1-thread-1] 
(MemoryBasedMessageProcessor.java:54) - pxgrid.pxgridFabric_ipe-memoryprocessor 
(type:ipe-memoryprocessor) : Memory based processor created, queueSize=5000, 
threadCount=100 
 WARN {2017-10-26 18:20:23,626} [pool-1-thread-1] 
(CiscoPxGridFabricConnector.java:129) - pxgrid.pxgridFabric (type:ipe-
ciscopxgridconnector) : Ignoring request to add binding for unsupported name: 
pxgrid:error:/dxl/response 
 WARN {2017-10-26 18:20:23,626} [pool-1-thread-1] 
(CiscoPxGridFabricConnector.java:129) - pxgrid.pxgridFabric (type:ipe-
ciscopxgridconnector) : Ignoring request to add binding for unsupported name: 
pxgrid:response:/dxl/response 
 INFO {2017-10-26 18:20:23,626} [Thread-10] (PxGridClient.java:239) - 
pxgrid.pxgridFabric (type:ipe-ciscopxgridconnector) : pxGrid connect thread 
started. 
 INFO {2017-10-26 18:20:23,631} [Thread-10] (PxGridClient.java:307) - 
pxgrid.pxgridFabric (type:ipe-ciscopxgridconnector) : Connecting to PxGrid...:  
 INFO {2017-10-26 18:20:23,632} [Thread-10] (Configuration.java:311) - 
Connecting to host 192.168.1.126 
 INFO {2017-10-26 18:20:24,360} [Thread-10] (Configuration.java:316) - 
Connected OK to host 192.168.1.126 
 INFO {2017-10-26 18:20:24,361} [Thread-10] (Configuration.java:341) - Client 
Login to host 192.168.1.126 
 INFO {2017-10-26 18:20:36,376} [Thread-10] (Configuration.java:343) - Client 
Login OK to host 192.168.1.126 
 INFO {2017-10-26 18:20:41,758} [Thread-10] (PxGridClient.java:314) - 
pxgrid.pxgridFabric (type:ipe-ciscopxgridconnector) : Successfully connected to 
PxGrid. 
-bash-4.1#  
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Restarting  McAfee DXL Broker Service 
If you need to restart the McAfee DXL broker service, type the following: 

service dxlbroker restart 
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Appendices 
This section contains the lab configurations for the Cisco Catalyst 3750x switch and Cisco WLC 2504 used in this 
document.  

Catalyst 3750-x Switch  
This contains the bootstrapping details for 802.1X, posture, and redirection details. 

Note:  Change the IP address of 192.168.1.101 to reflect the IP address of your ISE node.  Also the radius server key will be used for the “shared 
secret” in ISE when defining the network device. In this example, the “shared secret” is “password” and port 15 is configured for IEE 802.1x 
configuration. 

        For more information on the switch commands a configuration, please see: 
https://www.cisco.com/c/dam/en/us/solutions/collateral/enterprise/design-zone-security/howto_10_universal_switch_config.pdf 

 

 
aaa new model 
! 
! 
ip http server 
ip http secure server 
! 
aaa authentication dot1x default group radius 
aaa authorization network default group radius 
aaa accounting dot1x default start stop group radius 
! 
aaa server radius dynamic-author 
client 192.168.1.101 server key password 
! 
ip dhcp snooping 
ip device tracking 
! 
dot1x system-auth-control 
! 
interface GigabitEthernet1/0/15 
switchport mode access 
authentication event fail retry 0 action next-method 
authentication host-mode multi-auth 
authentication open 
authentication order dot1x mab 
authentication priority dot1x mab 
authentication port-control auto 
authentication fallback mab 
mab 
dot1x pae authenticator 
spanning-tree portfast 
! 
ip access-list extended REDIRECT23 
permit tcp any any eq www 
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deny   ip any host 192.168.1.15 
deny   ip any host 192.168.1.229 
deny   udp any any eq domain 
deny   ip any any 
! 
radius-server attribute 6 on-for-login-auth 
radius-server attribute 8 include-in-acces-req 
 
radius-server attribute 25 access-requst include 
radius-server host 192.168.1.101 
radius-server key password 
radius-server vsa send accounting 
radius-server vsa send authentication 

Catalyst 3750-x switch redirection ACL Details 

 ip access-list extended REDIRECT23 
 deny   ip any host 192.168.1.126    /* Cisco ISE Server */ 
 permit tcp any any eq www 
 deny   ip any host 192.168.1.15     /* McAfee EPO Server */ 
 deny   ip any host 192.168.1.229    /* McAfee DXL Broker */ 
 deny   udp any any eq domain 
 deny   ip any any 
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WLC policies 
.Please see  

http://www.cisco.com/c/dam/en/us/solutions/collateral/enterprise/design-zone-security/howto_11_universal_wlc_config.pdf as reference 

Configuring Cisco Identity Services Engine (ISE) as Authentication Server 

 

Configuring Cisco Identity Services Engine (ISE) as Accounting Server 

 

Configuring Test007 SSID for IEEE 802.1X 
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Configuring wireless operation for posture, NAC state set for ISE NAC 
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Wireless Permit All ACL 

 

 

Posture ACL also used for Client Provisioning 
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