Ruckus ZD1200 Configurations:

*The Radius CoA option is enabled by default.

*| used default configuration of ZD except the AAA Servers and SSID pages.

Here you can find info how to configure the AAA Servers and SSID pages:

Ruckus 1200 AAA Servers configuration:

RADIUS configuration for authentication

P Ruckus:

WIRELESS

ZoneDirector - Ruckus-NTN

Dashboard Monitor

Configure

2016/06/08 12:18:08 | Help | Toolbox | LogOut (adm|

Administer

Authentication/Accounting Servers

System
Authentication/Accounting Servers
VLA This table lists all authentication mechanisms that can be used whenever authentication is needed.
Access Points 0 s Type s
Access Control O ISE-249 RADIUS Edit Clone
Maps Editing (ISE-249)
Roles Name
Users Type C Active Directory © LDAP @ RADIUS € RADIUS Accounting ¢ TACACS+
Guest Access Encryption M1
Hotspot Services Auth Method Ceawp € chwe
Hotspot 2.0 Services Backup RADIUS I Enable Backup RADIUS support
Mesh IP Address* [10.10.13.249
AAA Servers Port* 1812
V DHCP Relay Shared Secret* ssssssee
Alarm Settings Confirm Secrett [T
Services Retry Policy
WIPS Request Timeoutt B seconss

Certificate

Bonjour Gateway

Max Number of Retries* |2 times



RADIUS configuration for accounting:
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This table lists all authentication mechanisms that can be used whenever authentication is needed.

| Name Type Actions
ontrol | ] ISE-249 RADIUS Edit Clone
O ISE-249-Acc RADIUS Accounting Edit Clone

Ao Type € active Directory © LDAP € RADIUS ' RADIUS Accounting  TACACS+
Hotspot Eecry s Cns

Backup RADIUS I” Enable Backup RADIUS Accounting support

1P Address* [10.10.13.249

Port* |1B13
Shared Secret* Io-.onooo
Confirm Secret* Iooouo-o-




Guest SSID configuration:
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This table lists your current WLANs and provides basic details about them. Click Create New to add another WLAN, or click Edit to make changes to an
existing WLAN.
o Name ESSID Description Authentication Encryption Actions
O Ruckus-Guest Ruckus-Guest Ruckus-Guest MAC Address None Edit Clone
General Options
Name/ESSIDY |Ruckus-Guest ESSID[Ruckus-Guest
Description IRuc kus-Guest
WLAN Usages
Type (¢ Standard Usage (For most regular wireless network usages.)
" Guest Access (Guest access policies and access control will be applied.)
" Hotspot Service (WISPr)
" Hotspot 2.0
" Autonomous
Authentication Options
Method C open € 802.1xEAP ' MAC Address  802.1x EAP + MAC Address
Encryption Options
Method C weaz C weamMixed © WEP-64 (40bit) © WEP-128 (104 bit)  None
Options
Authentication Server |ISE-249 'I
MAC Address Formall AA-BB-CC-DD-EE-FF 'I
S
Wireless Client Isolation I Isolate wireless client traffic from other clients on the same AP.
I Isolate wireless client traffic from al hosts on the same VLAN/subnet.
I No WhiteList 'l
(Requires whitelist for gateway and other allowed hosts.)
Zero-IT Activation™ [V Enable Zero-IT Activation
[WLAN users are provided with wirsless configuration installer after they log in.)
Priority @ High © Low
(] Advanced Options
Accounting Server I ISE-249-Acc 'l Send Interim-Update every |5 minutes
Access Control L2/MAC | No ACLs ¥ L3/4/1P addressl No ACLs 'I
Device Policyl None '] Precedence Poh'cyl Default 'I
I” Enable Role based Access Contral Policy
Application Visibility ™ Enable
Call Admission Control I™ Enforce CAC on this WLAN when CAC is enabled on the radio
Rate Limiting uptink] Disabled ¥ |Downtink| Disabled x|
(Per Station Traffic Rate)
Multicast Filter I Drop multicast packets from associated clients
VLAN Pooling VLAN Pools List | None 'I Create a New VLAN Pool I
(when set VLAN Pooling, Must disable device policy)
Access VLAN VLAN ID|1 ¥ Enabie Dynamic VLAN
Hide SSID I Hide SSID in Beacon Broadcasting (Closed System)
Tunnel Mode [~ Tunnel WLAN traffic to ZoneDirector

(Recommended for ValP dients and PDA devices.)




Secure (dot1x/EAP) SSID configuration:
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This table lists your current WLANs and provides basic details about them. Click Create New to add another WLAN, or click Edit to make changes to an
Access Points existing WLAN.
Access Control | Name ESSID Description Authentication Encryption Actions
r Ruckus-Guest Ruckus-Guest Ruckus-Guest MAC Address None Edit Clone
Maps
[T Ruckus-Secure Ruckus-Secure 802.1x EAP WPA2 Edit Clone
Roles : e
Editing (Ruckus-Secure)
U:
o General Options
Guest Ac
S NoRes Name/ESSID* [Ruckus-secure EssID[Ruckus-Secure
Hotspot Services ription I
Hotspot 2.0 Services
WLAN Usages
i Type (¢ Standard Usage (For most reguar wirsless network usages.)

" Guest Access (Guest access policies and access control will be applied.)
(" Hotspot Service (WISPr)

DHCP Relay " Hotspot 2.0

 Autonomous

AAA Servers

Alarm Settings

Authentication Options
Services
Method C Open © 802.1xEAP © MAC Address " 802.1x EAP + MAC Address
WS Fast BSS Transition [~ Enable 802.11r FT Roaming
Certificate (Recommendad to enable 802.11k Neighbor-list Report for assistant.)
_ Encryption Options
Bonjour Gateway
Method @ weaz © weaMixed © WEP-64 (40bit) © WEP-128 (104bit) T None
Location Services
Algorithm @ pes © Auto (TKIP+AES)
Options
Authentication Server ISE-249 'I
Wireless Client Isolation I” Isolate wireless client traffic from other clients on the same AP.
I7 Isolate wireless ctient traffic from all hosts on the same VLAN/subnet.
| No WhiteList 'l
(Requires whitelist for gateway and other allowed hosts.)
Zero-IT Activation™ [~ Enable Zero-IT Activation
(WLAN users are provided with wireless configuration installer after they log in.)
Priority @ tigh © Low

=] Advanced Options

Accounting Server ISE-249-Acc vl Send Interim-Update every |5 minutes

Access Control L2/MAC | No ACLs ¥ L3/4/1P addressl No ACLs 'I

Device Pokicyl None 'I Precedence Poticy | Default VI

I” Enable Role based Access Contral Policy

Application Visibility I” Enable
Call Admission Control I Enforce CAC on this WLAN when CAC is enabled on the radio
Rate Limiting uptini] Disabled ~_¥]Downtink| Disabled ]

(Per station Traffic Rate)

Multicast Filter r Drop multicast packets from associated clients

VLAN Pooling VLAN Poals List I None 'I Create a New VLAN Pool I

(when set VLAN Pocling, Must disable device policy)

Access VLAN VLAN |n{1 ¥ Enable Dynamic VLAN

Hide SSID I Hide SSID in Beacon Broadcasting (Closed System)




