
[2006-HP-A5500-170]di cu 

# 

 version 5.20.99, Release 5206 

# 

 sysname 2006-HP-A5500-170 

# 

 clock timezone Asia/Jrusalem minus 15:37:40 

# 

 super password level 3 cipher $c$3$a1yLjgk6QXFGV93O53A/TMvKR/omee0cWNw= 

# 

 dhcp relay server-group 1 ip 10.10.12.2 

# 

 irf mac-address persistent timer 

 irf auto-update enable 

 undo irf link-delay 

# 

 domain default enable trustsec.net 

# 

 ipv6 

# 

 dot1x 

 dot1x retry 3 

 dot1x authentication-method eap 

# 

 portal server iseportal ip 10.10.13.188 port 8443 url 

https://10.10.13.188:8443/portal/gateway?portal=a6b8fa70-fc3e-11e4-a67c-005056bf2f0a&action=cwa

 
 portal free-rule 10 source ip any destination ip any 

# 

 mac-authentication 

 mac-authentication domain trustsec.net 

 mac-authentication user-name-format mac-address with-hyphen 

# 

 password-recovery enable 

# 

 radius-server client-ip 10.10.13.150 key cipher $c$3$kgga2MzbRRaA0zBTHn+WAGObOPOGnBM= 

 radius-server client-ip 10.10.13.188 

# 

acl number 3000 

 rule 0 permit ip destination 10.10.13.0 0.0.0.255 

 rule 5 permit tcp destination 10.10.13.0 0.0.0.255 

 rule 10 deny ip 

 rule 15 permit ip 

acl number 3001 

https://10.10.13.188:8443/portal/gateway?portal=a6b8fa70-fc3e-11e4-a67c-005056bf2f0a&action=cwa
https://10.10.13.188:8443/portal/gateway?portal=a6b8fa70-fc3e-11e4-a67c-005056bf2f0a&action=cwa
https://10.10.13.188:8443/portal/gateway?portal=a6b8fa70-fc3e-11e4-a67c-005056bf2f0a&action=cwa


 rule 0 permit ip 

# 

vlan 1 

# 

vlan 100 

# 

vlan 112 

# 

vlan 114 

# 

vlan 170 

# 

radius scheme radius1 

 server-type extended 

 primary authentication 10.10.13.186 key cipher $c$3$aXKjJUgtRamdZSsYJKhqhts5MD65mtI= 

 primary accounting 10.10.13.186 key cipher $c$3$oyhWEiXe2ldknsQr5wi+2xxj+d7xqHw= 

 key authentication cipher $c$3$GTyquXC6qbalxf5PdC+ZySyCymHLTKU= 

 key accounting cipher $c$3$aV8sN5uewCVwk/g+gobB4bfW9bov1Sg= 

 user-name-format without-domain 

# 

domain system 

 access-limit disable 

 state active 

 idle-cut disable 

 self-service-url disable 

domain trustsec.net 

 authentication default radius-scheme radius1 

 authorization default radius-scheme radius1 

 accounting default radius-scheme radius1 

 authentication lan-access radius-scheme radius1 

 authorization lan-access radius-scheme radius1 

 accounting lan-access radius-scheme radius1 

 authentication portal radius-scheme radius1 

 authorization portal radius-scheme radius1 

 accounting portal radius-scheme radius1 

 access-limit disable 

 state active 

 idle-cut disable 

 self-service-url disable 

# 

user-group system 

 group-attribute allow-guest 

# 

local-user admin 



 password cipher $c$3$7XpT1n5GwMeL1PkC0nKpZVXrpmQ2woo2/Ra6ZA== 

 authorization-attribute idle-cut 20 

 service-type lan-access 

# 

cwmp 

 undo cwmp enable 

# 

interface NULL0 

# 

interface Vlan-interface112 

 ip address 10.10.112.239 255.255.255.0 

 dhcp select relay 

 dhcp relay server-select 1 

 dhcp relay information enable 

 portal server iseportal method direct 

# 

interface Vlan-interface170 

 ip address 10.10.170.249 255.255.255.0 

 dhcp select relay 

 dhcp relay server-select 1 

 dhcp relay information enable 

# 

interface GigabitEthernet1/0/1 

 port link-mode bridge 

 port link-type hybrid 

 undo port hybrid vlan 1 

 port hybrid vlan 112 untagged 

 port hybrid pvid vlan 112 

 mac-vlan enable 

 mac-authentication 

 mac-authentication domain trustsec.net 

 undo dot1x handshake 

 dot1x 

 dhcp-snooping information enable 

 dhcp-snooping information format verbose node-identifier sysname 

# 

interface GigabitEthernet1/0/2 

 port link-mode bridge 

# 

interface GigabitEthernet1/0/3 

 port link-mode bridge 

# 

interface GigabitEthernet1/0/4 

 port link-mode bridge 



# 

interface GigabitEthernet1/0/5 

 port link-mode bridge 

# 

interface GigabitEthernet1/0/6 

 port link-mode bridge 

# 

interface GigabitEthernet1/0/7 

 port link-mode bridge 

# 

interface GigabitEthernet1/0/8 

 port link-mode bridge 

# 

interface GigabitEthernet1/0/9 

 port link-mode bridge 

# 

interface GigabitEthernet1/0/10 

 port link-mode bridge 

# 

interface GigabitEthernet1/0/11 

 port link-mode bridge 

# 

interface GigabitEthernet1/0/12 

 port link-mode bridge 

# 

interface GigabitEthernet1/0/13 

 port link-mode bridge 

# 

interface GigabitEthernet1/0/14 

 port link-mode bridge 

# 

interface GigabitEthernet1/0/15 

 port link-mode bridge 

# 

interface GigabitEthernet1/0/16 

 port link-mode bridge 

# 

interface GigabitEthernet1/0/17 

 port link-mode bridge 

# 

interface GigabitEthernet1/0/18 

 port link-mode bridge 

# 

interface GigabitEthernet1/0/19 



 port link-mode bridge 

# 

interface GigabitEthernet1/0/20 

 port link-mode bridge 

# 

interface GigabitEthernet1/0/21 

 port link-mode bridge 

# 

interface GigabitEthernet1/0/22 

 port link-mode bridge 

# 

interface GigabitEthernet1/0/23 

 port link-mode bridge 

# 

interface GigabitEthernet1/0/24 

 port link-mode bridge 

 port link-type trunk 

 port trunk permit vlan all 

 dhcp-snooping trust 

# 

interface GigabitEthernet1/0/25 

 port link-mode bridge 

# 

interface GigabitEthernet1/0/26 

 port link-mode bridge 

# 

interface GigabitEthernet1/0/27 

 port link-mode bridge 

# 

interface GigabitEthernet1/0/28 

 port link-mode bridge 

# 

interface M-GigabitEthernet0/0/0 

# 

interface Ten-GigabitEthernet1/0/29 

 port link-mode bridge 

# 

interface Ten-GigabitEthernet1/0/30 

 port link-mode bridge 

# 

 dhcp-snooping 

# 

 ip route-static 0.0.0.0 0.0.0.0 10.10.170.253 

# 



 info-center source DHCP channel 0 

 info-center logbuffer channel 0 

 info-center synchronous 

 info-center monitor channel 0 

# 

 snmp-agent 

 snmp-agent local-engineid 800063A2037848590D0A45 

 snmp-agent community read 123456 

 snmp-agent community write readme 

 snmp-agent community write writeme 

 snmp-agent log all 

 snmp-agent sys-info version all 

# 

 dhcp enable 

# 

 ip https enable 

# 

 load xml-configuration 

# 

 load tr069-configuration 

# 

user-interface aux 0 

user-interface vty 0 15 

# 

return 

[2006-HP-A5500-170] 


