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 Prior to ISE 1.3, Sponsor Group Policy used to assign users to Sponsor 
Groups and assign sponsor privileges 

 Multiple conditions supported in addition to group membership. 

Pre-ISE 1.3 Sponsor Auth  
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 Starting in ISE 1.3, Sponsor Group and My Devices configuration is 
greatly simplified but limits assignment to group membership only. 

1.3+ Sponsor/My Devices Auth  
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 Solution: Configure ISE as an Authentication Source for Sponsors/My 
Devices Portals and define custom conditions that will either permit or 
deny access. 

 Configuration Steps: 

 Define Local ISE PSN(s) as RADIUS Token Server 

 Add ISE RADIUS Server to Sponsor/My Devices Auth Sequence 

 Add ISE PSN(s) as RADIUS Clients 

 Add Authorization Policy Rules for Sponsor/My Devices Auth 

Challenge #1: How Limit Sponsor/My Devices Access 
Based on Secondary Attributes? 
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 ISE 1.3–2.1 logic is to determine Pass/Fail (Access-Accept / Access-
Reject) response based on Authentication only 

 Sponsor/My Devices Portal also includes Authorization based on group 
membership 

Traditional Sponsor/My Devices Portal Auth Flow 

Authentication 

Sequence 

Portal 

Authentication 

Authentication

Success= 

Yes/No 

Internal or 

AD/LDAP Server 

Access-

Accept=Pass 

Access-

Reject=Fail 



Cisco Public 6 © 2013-2014  Cisco and/or its affiliates. All rights reserved. 

 Define local ISE as an external RADIUS Token Server to perform a 
separate Authorization policy lookup before responding with Pass/Fail 

 Pass/Fail response based on multiple AuthZ conditions, not just AuthC. 

 

 

Modified Sponsor/My Devices Portal Auth Flow 
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Define Local ISE PSN(s) as RADIUS Token Server 
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Add ISE RADIUS Server to Sponsor/My Devices Auth Seq. 
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Add ISE PSN(s) as RADIUS Clients 
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 Define specific conditions to allow / deny sponsor access. 

 Permit_Access authorization will allow sponsor to successfully authenticate to 
Sponsor Portal 

 Deny_Access authorization will return Access-Reject and cause sponsor to 
fail portal authentication 

 

 

 Policy example matches requests where:  

 ISE is the RADIUS client  

 AD locale attribute matches City location defined under AD user properties. 

Add Authorization Policy Rules for Sponsor/My Devices -- 
Sponsor Example 
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 Employee1 is AD user where City = Cleveland 

 Employee2 is AD user where City = San Jose 

Example Live Authentications Log 
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 Employee1 is allowed access to Sponsor Portal 

 Employee2 receives error regarding invalid credentials for portal access 

Portal User Experience – Sponsor Example 
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 Solution: Configure a separate LDAP ID Store that maps Group Names 
to secondary attributes rather than AD/LDAP Group membership. 

 Configuration Steps: 

 Define new LDAP Identity Store in ISE with Custom Schema 

 Add new Groups in ISE LDAP Store as “Pointer” objects 

 Update AD/LDAP user accounts with custom attribute values that map to new 
group pointer objects 

 Add New LDAP Store Pointer groups to ISE Sponsor Group configuration 

Challenge #2: How to Map Sponsor Groups Based on 
Secondary Attributes? 
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Add New Group Attribute Values under AD/LDAP User 
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Add New Group Attribute Values under AD/LDAP User 
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Verify New User Attributes in AD/LDAP from LDAP Browser 

employee1 mapped to Cleveland 

employee2 mapped to San Jose 
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Create New LDAP Identity Store for Sponsor Auth in ISE 

Group Map Attribute is user attribute 

which contains group reference,  

l = locale in this example 
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 Manually enter names (not fetch) to match desired user attribute values 

 Groups do NOT need to exist in AD/LDAP—They are “pointers” only! 

Add New LDAP “Pointer” Groups to ISE LDAP Store 

Group Names can be 

virtually any value to 

match directory 

attributes. Examples:  

Yes/No or True/False 
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Add/Edit Sponsor Groups using New LDAP Group Names 
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 Guest Access > Configure > Sponsor Groups 

Add the LDAP “Pointer” Groups as Members 
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Add the LDAP “Pointer” Groups as Members 

Value Matches any AD/LDAP user 

with city/locale attribute set to  

“San Jose” in their user record. 
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Add the LDAP “Pointer” Groups as Members 

Value Matches any AD/LDAP user 

with city/locale attribute set to  

“Cleveland” in their user record. 
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 Employee1 (mapped to Cleveland) only sees Guests they created 
(Currently 0) 

Sponsor Portal User Experience 
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 Employee2 (mapped to San Jose) is able to manage ALL Accounts 
including those created by other Sponsors 

Sponsor Portal User Experience 




