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Pre-ISE 1.3 Sponsor Auth

= Prior to ISE 1.3, Sponsor Group Policy used to assign users to Sponsor
Groups and assign sponsor privileges

= Multiple conditions supported in addition to group membership.

cas tng /% Home Operations|¥ Policyl ¥  Administration | v m‘

B Network Resources | [t Web Portal Management © [o) Feed Service

Sl Identity Management

ofs System

Sponsor Group Policy Sponsor Groups Settings

Sponsor Group Policy

Define the Sponsor Group Policy by configuring rules based on identity groups and/or other conditions, Drag and drop rules to change the order.

Status  Policy Name Identity Groups Other Conditions Sponsor Groups
i@ - |Manage All Accounts_Admin I | Any <7 |and || AD1:ExternalGroups EQUALS dislo.. <> [then | ManagerSponserGroup % |
i@ - |Manage Group Accounts_Staff | i | Any ¥ |and | AD1:ExternalGroups EQUALS cis.lo... & |:|1en | LobbyAmbassador 4p |
£[@ ~ |Manage Own Accounts_Employ | | Any 9 |3nd | AD1:ExternalGroups EQUALS cis.lo... ¢ |:hen | EmployeeSponsorGroup  or |




1.3+ Sponsor/My Devices Auth

= Starting in ISE 1.3, Sponsor Group and My Devices configuration is
greatly simplified but limits assignment to group membership only.

T i 70y Home  Operations | ¥  Policy | ¥ Guest Access | ¥

Manage Accounts Settings

Sponsor Group

[(pisable Sponsor Group

Sponsor group name:™ | QWN_ACCOUNTS (defautt) |

Description: | Sponsors assigned to this group can manage only the guest accounts that they have created.
By default, users in the OWMN_ACCOUNTS user identity group are members of this sponsor
group

Members... l

Sponsor Group Members

AD1:cts.local/Users/employees
OWN_ACCOUNTS (defaul)




Challenge #1: How Limit Sponsor/My Devices Access
Based on Secondary Attributes?

= Solution: Configure ISE as an Authentication Source for Sponsors/My
Devices Portals and define custom conditions that will either permit or
deny access.

= Configuration Steps:
= Define Local ISE PSN(s) as RADIUS Token Server
= Add ISE RADIUS Server to Sponsor/My Devices Auth Sequence
= Add ISE PSN(s) as RADIUS Clients
= Add Authorization Policy Rules for Sponsor/My Devices Auth




Traditional Sponsor/My Devices Portal Auth Flow

= ISE 1.3-2.1 logic is to determine Pass/Fail (Access-Accept / Access-
Reject) response based on Authentication only

= Sponsor/My Devices Portal also includes Authorization based on group
membership

Authentication

Portal !
Authentication Success=
Yes/No

. _ Access-
Authentication Internal or Accept=Pass

Sequence AD/LDAP Server Access-
Reject=Falil




Modified Sponsor/My Devices Portal Auth Flow

= Define local ISE as an external RADIUS Token Server to perform a
separate Authorization policy lookup before responding with Pass/Fail

= Pass/Fail response based on multiple AuthZ conditions, not just AuthC.

Authentication
Success =
Yes/No

Portal
Authentication

Authentication RADIUS Server Match RADIUS Match Access-

authorization rule Accept=Pass
using multiple Access-
conditions Reject=Falil

Sequence points back to Auth Request
(RADIUS Token) ISE PSN/LB VIP from ISE “NAD”




Define Local ISE PSN(s) as RADIUS Token Server

. |y
/0y Home  Operations|*  Policy|¥  Guest Access|*  Administration | ¥ ‘

{7 Identity Management i Metwork Resources Device Portal Management pxGrid Services Feed Service _{E pGrid Identi

Identities Groups External Identity Sources Identity Source Sequences Settings

External Identity Sou RADIUS Token List = ISE_Loopback

- RADIUS Token Identity Sources
av |- Sy General Authentication Authorization

[ Certificate Authentication Profile

-

= [ Active Directory * Server Connection
<5 AD1 [[] safeword Server
L4 LDAF [] Enable Secondary Server() Always Access Primary Server First
5 RADIUS Token (®) Failback to Primary Server after 5 Minutes (0-99)
¥ RSA SecurlD
* Primary Server * Secondary Server
* HostIP [10.1.100.2 || HostIP
* Shared Secret |““““ | [ Show ] Shared Secret

* Authentication Port | 1812 i Authentication Port | 1812 i
* Server Timeout Seconds i Server Timeout | 5 seconds i

* Connection Atternpts i Connection Attempts | 5 i




Add ISE RADIUS Server to Sponsor/My Devices Auth Seq.

¢y Home  Operations | ¥  Polcy | Guest Access| ¥ Administration | ¥

=s System 5t Identity Management BB Metwork Resources Device Portal Management pxGrid Services Feed Sery

Identities Groups External Identity Sources Identity Source Sequences Settings

Identity Source Sequences List > Sponsor_Portal_Seguence
Identity Source Sequence
* Identity Source Sequence

*MName| kponsor_Portal_Seguence

Description| 4 buit-in Identity Sequence for the Sponsor Portal

= Certificate Based Authentication
[] select Certificate Authentication Profile M

» Authentication Search List

A set ofidentity sources that will be accessed in sequence until first authentication succeeds

Available
Internal Endpoints - |SE_Loopback -
Guest Users | BLEGEEES (& ]

— |AI_AD_Join_Points —
< | |aD1 LA




Add ISE PSN(s) as RADIUS Clients

/0> Home  Operations|¥  Policy|¥  Guest Access|¥  Administration | ¥

afs System &1 Identity Management 7 Network Resources Device Portal Management pxGrid Services Feed Servig
MNetwork Devices Metwork Device Groups External RADIUS Servers RADIUS Senver Sequences TrustSec AAA Servers MAC Manj

Network Devices Network Devices

= )
=R - JEdit  obAdd  [fyDuplicate | @almport i eExport » | @Generate PAC ¥ Delete «
| Network Devices £ Mame «  IP/Mask Location Type
Bl Default Device L) ISE_Self 10.1.100.2/32] Al Locations All Device Types
] ‘admin-pc 10.1.100.200.. Al Locations All Device Types
(] cat3750% 10.1.50.2/32 All Locations &ll Device Types

[l cats500 10.1.100.1/32 Al Locations All Device Types




Add Authorization Policy Rules for Sponsor/My Devices --
Sponsor Example

= Define specific conditions to allow / deny sponsor access.

= Permit_Access authorization will allow sponsor to successfully authenticate to
Sponsor Portal

= Deny Access authorization will return Access-Reject and cause sponsor to
fail portal authentication

Status  Rule Name Conditions (identity groups and other conditions) Permissions

Sponsor_Allowed Metwaork Access:Device IP Address EQUALS 10.1.100.2 AD1: PermitAccess
EQUALS Cleveland

Sponsor_Mot_Allowed Metwork Access:Device IP Address EQUALS 10.1.100.2 aD1: DenyAccess
EQUALS 5an Jose

= Policy example matches requests where:
= |SE is the RADIUS client
= AD locale attribute matches City location defined under AD user properties.



Example Live Authentications Log

= Employee1 is AD user where City = Cleveland

= Employee2 is AD user where City = San Jose

m Show Live Sessions %‘?‘} Add or Remove Columns '@r Refresh o Reset Repeat Counts Refresh | By
Status ity 0 - iy W - iy 4 izati i ice !
Time v Details Identity Authentication Policy Authorization Policy Authorization Profiles Metwork Device
Al_~ | || | | | | |
2014-11-20 12:22:25.442 q employee? Default == Default ==>... Default == Sponsor_... DenyAccess ISE_Self

2014-11-20 12:22:03.750 q employeel Default == Default ==... Default == Sponsor_... PermitAccess ISE_Self




Portal User Experience — Sponsor Example

= Employee1 is allowed access to Sponsor Portal

= EmployeeZ2 receives error regarding invalid credentials for portal access

at]rer]n
cisco Sponsor Portal

Sign On

Invalid username or password.

Use the Sponsor portal to manage guest accounts. Sign on with your username and passwaord after verifying that you agree to the terms and conditions, if required.

Username:

Password:




Challenge #2: How to Map Sponsor Groups Based on
Secondary Attributes?

= Solution: Configure a separate LDAP ID Store that maps Group Names
to secondary attributes rather than AD/LDAP Group membership.

= Configuration Steps:
= Define new LDAP ldentity Store in ISE with Custom Schema
= Add new Groups in ISE LDAP Store as “Pointer” objects

= Update AD/LDAP user accounts with custom attribute values that map to new
group pointer objects

= Add New LDAP Store Pointer groups to ISE Sponsor Group configuration




Add New Group Attribute Values under AD/LDAP User

% Server Manager (AD)
= f} Roles
Active Directory Certificate Services
= % Active Directory Domain Services
= : Active Directory Users and Compu
= _fj cts.local
| Builtin
Computers
Domain Controllers
ForeignSecurityPrincpals
LostAndFound
MAE
Managed Service Accounts
Program Data
System
Users
NTDS Quotas
ﬁﬂ Active Directory Sites and Service:

F HHFEFFEEME
e 1 0 I 1 1 1 M0 I

£

Q DHCP Server
DNS Server
=l File Services
% Web Server (IIS)
7 Features
E Diagnostics
_E_ﬁ’l_!; Configuration
= Storage

Users 43 objects [Filter Activated]

Marme Type =
E&Domain Guests Security Group - Global
%Dnmain sers Security Group - Global
%Emplnyees Security Group - Global
%Emplnyees—cnn. .. Security Group - Global
E&Grnup Policy Cr... Security Group - Global
E&Pc—grnup Security Group - Global
%Read—only Dom... Security Group - Global
.‘:&San Jose Security Group - Global
9&5131'1: Security Group - Global
E&Smdents Security Group - Global
i!,'l.-'IP Security Group - Global
E&Enterprise Admins Security Group - Univ. ..
E&Enterprise Rea... Security Group - Univ...
E&Sdﬁema Admins  Security Group - Univ. ..
3_;. adminl User
3_;. admin2 User
3_;. Administrator User
3_;, contractor1 User
3_;. contractor2 User
i-. doctor 1 User
L doctor2 User
t employee 1 |Jzer

EMployee SET
3, Guest User

]

employeel Properties ﬂ I

Published Certificates | Member Of | Password Replication | Dialin | Object

Securty | Environment Sessions
Remote control | Remote Desktop Services Profile
Personal Virual Desktop I COM+ I Attribute Editor

General  Address | Account I Profile I Telephones I Organization

Street: [ ]
=

P.O. Bax: |

City: IDeveland

State/province: I

Zip/Postal Code: |

Country/region: I




Add New Group Attribute Values under AD/LDAP User

= i 7
% Server Manager (AD) Users 48 objects [Filter Activated] employee2 Properties |
= f} Roles N ' ; _— - .
Active Directory Certificate Services Mame Type Published Certfficates | Member Of I Password Replication I Dial-n I Chject
= g Active Directory Domain Services .‘:&Domain Guests Security Group - Global Security I Environment I Sessions
=l ] Active Directory Users and Compute %Domlaln ik zemr!z EFDUF‘ . E:DEE: Remote control | Remote Desktop Services Profile
employees ecurity Group - Globa i
= g cts.local = EmpioY ) P Personal Virtual Desldop I COM+ I Attribute Editor
= Builti %Empluyees-cun. .. Security Group - Global . —
| Builtin ' ) General Address | Account I Profile | Telephones | Organization
| Computers E&Group Policy Cr... Security Group - Global
= Domain Controllers 82 pC-group Security Group - Global
| ForeignSecurityPrincipals E&F‘.Eﬁd—only Dom... Security Group - Global Street: | :I
~| LostAndFound E&San Josze Security Group - Global
| MAB f&sﬁﬂ“ Security Group - Global
| Managed Service Accounts E&smdents Security Group - Global
| Program Data E&'U'IP Security Group - Global LI
hJ_ System 52, Enterprise Admins  Security Group - Univ. ..
MJ_ Users E&Enterprise Rea... Security Group - Univ.., P.O. Box: I
_| NTDS Quotas 82, Schema Admins  Security Group - Univ. ..
[ Active Directory Sites and Services 3) admini User Ciy: ISan Joze
Q‘ DHCP Server 3) admin2 User I
DMS Server . State/province:
% File Services ?:_;. Administrator Lger
tractor1 U
% Web Server {II5) ji"’ rontractor s Jip/Postal Code: I
2 Fegtures %5 contractor2 Lser
@ 2 ,
g Diagnostics ?i-i‘ doctor1 User Country./region: I j
afit Configuration ?IJ doctor2 User
== Storage yeel User
l employee2 User
e Guest LUser oK I Cancel | Apply | Help |
A




Verify New User Attributes in AD/LDAP from LDAP Browser

(-] CN=System ~
Ellfj CM=Users

-1 CH=admin1

-1 CH=admin2

[ CH=Administrator

21 cM=Allowed RODC Password R
v--[J] CN=CardReaders

; 21l CM=Cert Publishers

[ CM=Cleveland

t-[1] CM=contractor1

1] CM=contractor2

Ej CN=contractors

11~ CN=Denied RODC Password Re
11~ CN=DHCP Administrators

[ CN=DHCP Users

t-[1] CH=DnsAdmins

i 1 CM=DnsUpdateProxy

[ CN=doctor1

[J CN=doctor2

1 CM=doctors

£-[1] CHM=Domain Admins

Ej CN=Domain Computers

i 1 CM=Domain Controllers

i Ej CN=Domain Guests

Ej CN=Domain Users

=

: 1 cN=employee2

Ej CN=employees

Ej CN=employees-contractors

m

Mame Value

=] objectClass top

=] ohjectClass person

=] objectClass organizationalPerson
=] objectClass user

=l emploves 1

= Cleveland I
[=] description

ct=:security-group-tag=0002-0

employee1 mapped to Cleveland
employee2 mapped to San Jose

=] physicalDeliveryOfficg
[=] distinguishedMame
=] instanceType

=] whenCreated

= whenChanged

[=] displayName

(=] uSNCreated

=] memberOf

=] uSNChanged

= name

(=] ugerAccountContral
=] badPwdCount

[=] codePage

= countryCode

=] badPasswordTime
=] lastLogoff

=] lastLogon

=] pwdlLastset

=] primaryGroupID

[ cu=Cardreaders
[ €m=Cert Publishers
[ cn=Cleveland

[ cM=contractorl
[ ch=contractor2
Ej CM=contractors

[ cM=DHCP Administrators
[ cM=DHCF Users

[ cM=Dnsadmins

[ cM=DnsUpdatePraxy
3 cM=doctor1

[ cr=doctor2

[ cM=doctors

[ cM=Domain Admins
Ej CM=Damain Computers
[ cr=Domain Controllers
Ej CM=Domain Guests
Ej CM=Daomain Users

[ cu=employee1

i ] Cl=employes?

[[3 cM=Denied RODC Password Re

m

[=

=] cn

employes2
San Jose

(=] distinguishedMame
=] instanceType

=] whenCreated

=l whenChanged

=] displayMame

=] usNCreated

=] memberOf

=1 uSMChanged

=l name

=] userAccountControl
=] badPwdCount

(=] codePage

= countryCode

[=] badPasswordTime
=] lastLogoff

=] lastogon

=]l pwdlLastSet

[=] primaryGrouplD

CN=employee2 CN=Users, DC=cts,DC=local
[ writable ]

3/21/2012 3:57:53 AM

4142015 8:55:52 PM

employee?

32904
CM=employees,CN=Users,DC=cts,DC=local
837133

employee2

[ MormalAccount, NoPasswordExpiration ]

o]

o]

o]

9/232013 3:17:57 PM

unzpecified

2/27/2015 1:52:02 AM

3/21/2012 3:57:53 AM

513




Create New LDAP ldentity Store for Sponsor Auth in ISE
> Home  Operations|¥  Policy | ¥ Guest Access| ¥ Administration | ¥ i

afs System & Tdentity Management BB Metwork Resources [22] Device Portal Management |5 pxGrid Services &) Feed Service 2{8 pxGrid Id

Identities Groups External Identity Sources Identity Source Sequences Settings

External Identity Sou LDAF Identity Sources List = LDAP_Sponsor

enti ource
— LDAP Identity S
@ Lr Connection Directory Organization Groups Attributes

» [ Certificate Authentication Profile
v [ Active Directory

“ri 201 *Mame | LDAP_Sponsor | . . .

. B o Description | | Group Map Attribute is user attribute
4 AD_LDAP which contains group reference,
“é;gzlmw + Schemal Custom - | | = locale in this example

» [ RADIUS Token ]

» [ RSA SecurlD '

*Subject Objectclass | person | *Group Objectclass | aroup ¢ |
*5ubject Name Aftribute | cn | * Group Map Attribute | | |

Certificate Attribute | userCertificate |

(®) Subject Objects Contain Reference To Groups
O Group Objects Contain Reference To Subjects

Subjects In Groups Are Stored In Member Attribute As |Distingui5hed MName d |




Add New LDAP “Pointer” Groups to ISE LDAP Store

= Manually enter names (not fetch) to match desired user attribute values

= Groups do NOT need to exist in AD/LDAP—They are “pointers” only!

LDAP Identity Sources List > LDAP_Sponsor Group Names can be
LDAP Identity Source virtually any value to
General Connection Directory Organization m Attributes .
match directory
Edt  JkAdd »  3¢Delete Group attributes. Examples:
[] MNam Select Groups From Directory ~ Yes/No or True/False
Add Group
LDAP Identity Sources List = LDAP_Sponsor
LDAP Identity Source
i General Connection Directory Organization m
Add Directory Group X  Edit obAdd v 3€Delete Group
Please enter name for new Group: ] Name

[ievelana ——--—> [ Cleveland

| Cancel | [] sanJose




Add/Edit Sponsor Groups using New LDAP Group Names
{2 Home Operations | ¥  Policy| ¥  Guest Access|¥  Administration | ¥ -
Configure Guest and Sponsor Access

Overview
Get an overview of the steps Sponsor Groups
required to configure guest access

(1] Configure

==

Manage Accounts Settings

You can edit and customize the default sponsor groups and create additional ones.

Gue.st Portals
Configure the portals guests wil Create Edit Duplicate Delete
use to access the network

ALL_ACCOUNTS (San Jose)
Guest Types Sponsors assigned to this group manage all guest user accounts. By default, users in the ALL_ACCOUNTS user identity group are mem
Specify guest's access privileges

~\ Sponsor Groups GROUP_ACCOUNTS (default)

|Define the permissions and settings for usars Sponsors assigned to this group can manage just the guest accounts created by sponsors from the same sponsor group. By default, users
" who can create and manage guest accounts identity group are members of this spansor group

Sponsor Portals OWN_ACCOUNTS (Cleveland)
Configure the portals that sponsors Sponsors assigned to this group manage only the guest accounts that they have created. By default, users in the OWN_ACCOUNTS u
use to create and manage guest accounts

of thic cponear gronn




Add the LDAP “Pointer” Groups as Members

= Guest Access > Configure > Sponsor Groups

Select Sponsor Group Members b 4

Select the user groups who wil be members of this Sponsor Group

s ™
Available User Groups « Selected User Groups «
ADl:cts.lomlsters!contractors : Al ACCOLMTE (dafani)
AD1:cts.local/Users/doctors LDAP_Sponsor:5an Jose
AD1:cts.localfUsers/Domain Admins .

AD1:cts.local/Users/Domain Comput

AD1:cts.ocal/Users/Domain Users
AD1:cts.local/Users/employees

AD1:cts.local/Users/employees-cont

m

AD1:cts.local/Users/Enterprise Adm|_|
AD1:cts.ocal/Users/PC-group




Add the LDAP “Pointer” Groups as Members

Sponsor group name:™®

ALL_ACCOUNTS (San Jose)

Description:

Sponsors assigned to this group can manage all guest user accounts. By default, users in the
ALL_ACCOUNTS user identity group are members of this sponsor group

I Members... I

............................................................................................................................................

Sponsor Group Members

ik

@

ALL_ACCOUNTS (default)

LDAP Sponsor:San Jose €=

Value Matches any AD/LDAP user
with city/locale attribute set to
“San Jose” in their user record.




Add the LDAP “Pointer” Groups as Members

Sponsor group name:*

OWN_ACCOUNTS (Cleveland) |‘

Description:

Sponsors assigned to this group can manage only the guest accounts that they have created.
By default, users in the OWHN_ACCOUNTS user identity group are members of this sponsor

group

Members... |

ik

Sponsor Group Members

@

LDAP_Sponsor:Cleveland \ Value Matches any AD/LDAP user
) with city/locale attribute set to

OWN_ACCOUNTS (default
“Cleveland” in their user record.




Sponsor Portal User Experience

= Employee1 (mapped to Cleveland) only sees Guests they created
(Currently 0)

I
CISCO Sponsor Portal

Guest type:

Maximum devices that can be connected: 5
Maximum access duration: 365 days

Guest Information Access Information
Duration:™

ag Days (Maximum:365)

i From Date {yyyy- mm-dd) * From Time *
First name: (yyyy :

20132014 Cisco andior it affiiates. Al rights reserved: Cisco Public 23




Sponsor Portal User Experience

= Employee2 (mapped to San Jose) is able to manage ALL Accounts
including those created by other Sponsors

atfeer]n,
CcISCO Sponsor Portal

I—

Contractor  2015-04-17

flintstone Created Fred Flintstone cmhyps@y... 2162330155 APl Denver admini (default) 20:01 2D 10H 1TW
Weekly 2015-04-19 .

jstevenson Created Jill Stevenson  jstevens@... 555-111-2... red Mew York admint u'-r'-;fd:-nill'it" ,_:.:_115” ! 40 08H 32K
- PR o aw Yok Armi '.".'EE-ZI_.'l 2015-04-19 . an

newguest .. Created red New York admin1 (default) 2016 D 0BH 32M

Cisco Public
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