Edge#show platform software trace message smd switch active RO

2018/11/19 20:02:05.194 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (info): RADIUS: Class [25] 53 ..

2018/11/19 20:02:05.194 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: O (info): RADIUS: Acct-Authentic ~ [45] 6 Remote 3]

2018/11/19 20:02:05.194 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: O (info): RADIUS: Acct-Session-Id  [44] 10 "0000000d"

2018/11/19 20:02:05.194 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: O (info): RADIUS: NAS-Port 5] 6 50102

2018/11/19 20:02:05.194 {smd_R0-0)1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (info): RADIUS: NAS-Port-Type ~ [61] 6 Ethernet [15]

2018/11/19 20:02:05.194 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (info): RADIUS: NAS-Port-Id [87] 25 "TenGigabitEthernet1/0/2"

2018/11/19 20 5.194 {smd_R0-0)1}: [radius] [22429]: UUID: 0, ra: 0, TID: O (info): RADIUS: NAS-IP-Address [4] 6 172.16.1.2

2018/11/19 2 5.194 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: O (info): RADIUS: Calling-Station-Id [31] 19 "00-50-56-A3-34-74"

2018/11/19 20:02:05.194 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: O (info): RADIUS: Called-Station-Id [30] 19 "50-F7-22-2B-EA-82"

2018/11/19 20: 5.194 {smd_R0-0}1}: [radius] [22429]: UUID: 0, ra: 0, TID: O (info): RADIUS: Cisco AVpair [1] 14 "method=dot1x"

2018/11/19 20: 5.194 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS: Vendor, Cisco [26] 20

2018/11/19 20:02:05.194 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: O (info): RADIUS: Cisco AVpair [1]1 43 "audit-session-id=0502A8C00000003D2D90CE3B"
2018/11/19 20:02:05.194 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: O (debug): RADIUS: Vendor, Cisco [26] 49

2018/11/19 20: 5.194 {smd_R0-0}1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (info): RADIUS: User-Name [11 11 "employee2"

2018/11/19 20:02:05.194 {smd_R0-0}1}: [radius] [22429]: UUID: 0, ra: 0, TID: O (debug): RADIUS: Framed-IPv6-Address [168] 18

RADIUS: fe 80 00 00 00 00 00 00 ad cb b1 e0 4a 77 62 00 [ Jwb]

2018/11/19 20:02:05.194 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (info): RADIUS: Framed-IPv6-Address [168] 18 ...

2018/11/19 20:02:05.194 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: O (info): RADIUS: Framed-IP-Address [8] 6 10.100.100.3

2018/11/19 2 5.194 {smd_R0-0)1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (info): RADIUS: authenticator 97 20 Ob 11 26 6d Ob 65 - 1a 38 f8 a1 de ac dd Oa
2018/11/19 20: 5.194 {smd_R0-0)1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (info): RADIUS: Send Accounting-Request to 10.1.100.21:1813 id 1813/35, len 316
2018/11/19 20:02:05.194 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS(00000000): Route radius Pkt on vrf:0 for:Accounting-Request to 10.1.100.21:1813
2018/11/19 20:02:05.194 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS(00000000): sending

2018/11/19 20 5.194 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS(00000000): Config NAS IPv6: ::

2018/11/19 20:02:05.194 {smd_R0-0)1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug):

couldnt find the ipv6 source idb for VRF id : 0

2018/11/19 20:02:05.194 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): Search ipv6 source IDB in VRF DB for VRF id: 0

2018/11/19 2 5.194 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS(00000000): Config NAS IP: 172.16.1.2

2018/11/19 20:02:05.194 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS/ENCODE(00000000):Orig. component type = Invalid

2018/11/19 20: 4.291 {smd_R0-0)1}: [rcl-srv] [22429]: UUID: 0, ra: 0, TID: 0 (ERR): Identity Event,Unable to get session identity

2018/11/19 20 4.198 {smd_R0-0)1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (info): RADIUS: authenticator 20 1b 9d f5 44 82 70 1d - b6 6¢ 17 Ob de d3 e4 26
2018/11/19 20:02:04.198 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (info): RADIUS: Received from id 1813/34 10.1.100.21:0, Accounting-response, len 20
2018/11/19 20:02:04.194 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (info): RADIUS: Started a sec timeout

2018/11/19 20: 4.194 {smd_R0-0)1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS(00000000): Sending a IPv4 Radius Packet

2018/11/19 20:02:04.194 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: O (info): RADIUS: Acct-Delay-Time [41] 6 0

2018/11/19 20:02:04.194 {smd_R0-0¥1}: [radius] [22429]: UUID: 0, ra: 0, TID: O (info): RADIUS: Acct-Output-Packets [48] 6 0

2018/11/19 20: 4.194 {smd_R0-0}1}: [radius] [22429]: UUID: O, ra: 0, TID: O (info): RADIUS: Acct-Input-Packets [47] 6 8

2018/11/19 20:02:04.194 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: O (info): RADIUS: Acct-Output-Octets [43] 6 O

2018/11/19 2 4.194 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: O (info): RADIUS: Acct-Input-Octets [42] 6 822

2018/11/19 20:02:04.194 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: O (info): RADIUS: Event-Timestamp [55] 6 1542657724

2018/11/19 20:02:04.194 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: O (info): RADIUS: Acct-Status-Type [40] 6 Watchdog [3]

2018/11/19 2 4.194 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS: 39 34 30 [ 940]

2018/11/19 20:02:04.194 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS: 65 2d 31 2f 33 32 39 32 34 30 31 38 32 2f 35 30 [e-1/329240182/50
)

2018/11/19 20:02:04.194 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS: 30 30 30 33 44 32 44 39 30 43 45 33 42 3a 69 73 [0003D2D90CE3B:is
)

2018/11/19 20:02:04.194 {smd_R0-0)1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS: Class [25] 53

RADIUS: 43 4143 53 3a 30 35 30 32 41 38 43 30 30 30 30 [CACS:0502A8C0000

)

2018/11/19 20:02:04.194 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: O (info): RADIUS: Class [25] 53 ..

2018/11/19 20:02:04.194 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: O (info): RADIUS: Acct-Authentic ~ [45] 6 Remote 3]

2018/11/19 20 4.194 {smd_R0-0)1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (info): RADIUS: Acct-Session-Id  [44] 10 "0000000d"

2018/11/19 20:02:04.194 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: O (info): RADIUS: NAS-Port 5] 6 50102

2018/11/19 20:02:04.194 {smd_R0-0)1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (info): RADIUS: NAS-Port-Type  [61] 6 Ethernet [15]

2018/11/19 20:02:04.194 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (info): RADIUS: NAS-Port-Id [87] 25 "TenGigabitEthernet1/0/2"

2018/11/19 20 4.194 {smd_R0-0)1}: [radius] [22429]: UUID: 0, ra: 0, TID: O (info): RADIUS: NAS-IP-Address [4] 6 172.16.1.2

2018/11/19 20:02:04.194 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (info): RADIUS: Calling-Station-Id [31] 19 "00-50-56-A3-34-74"

2018/11/19 2 4.194 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: O (info): RADIUS: Called-Station-Id [30] 19 "50-F7-22-2B-EA-82"

2018/11/19 20: 4.194 {smd_R0-0}1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (info): RADIUS: Cisco AVpair [1] 14 "method=dot1x"

2018/11/19 20:02:04.194 {smd_R0-0)1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS: Vendor, Cisco  [26] 20

2018/11/19 2 4.194 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: O (info): RADIUS: Cisco AVpair [11 43 "audit-session-id=0502A8C00000003D2D90CE3B"
2018/11/19 20: 4.194 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS: Vendor, Cisco [26] 49

2018/11/19 20:02:04.194 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (info): RADIUS: User-Name [11 11 "employee2"

2018/11/19 20:02:04.194 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: O (info): RADIUS: Framed-IP-Address [8] 6 10.100.100.3

2018/11/19 20 4.194 {smd_R0-0)1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (info): RADIUS: authenticator 14 a2 db fe b6 df dO e8 - c1 14 4f 36 9a 73 cd 49
2018/11/19 20: 14.194 {smd_R0-0)1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (info): RADIUS: Send Accounting-Request to 10.1.100.21:1813 id 1813/34, len 298
2018/11/19 20:02:04.194 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS(00000000): Route radius Pkt on vrf:0 for:Accounting-Request to 10.1.100.21:1813
2018/11/19 20:02:04.194 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS(00000000): sending

2018/11/19 2 4.194 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS(00000000): Config NAS IPv6:

2018/11/19 20:02:04.194 {smd_R0-0)1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug):

couldnt find the ipv6 source idb for VRF id : 0

2018/11/19 20:02:04.194 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): Search ipv6 source IDB in VRF DB for VRF id: 0

2018/11/19 20:02:04.194 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS(00000000): Config NAS IP: 172.16.1.2

2018/11/19 20:02:04.194 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS/ENCODE(00000000):Orig. component type = Invalid

2018/11/19 20: 4.103 {smd_R0-0}1}: [rcl-srv] [22429]: UUID: 0, ra: 0, TID: 0 (ERR): Identity Event,Unable to get session identity

2018/11/19 20:02:04.086 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (info): RADIUS: authenticator 1d 76 a7 64 d3 0d f6 9f - de 71 cf e7 €5 81 f2 2¢

2018/11/19 2 04.086 {smd_R0-0}{1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (info): RADIUS: Received from id 1813/33 10.1.100.21:0, Accounting-response, len 20
2018/11/19 20:02:04.082 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (info): RADIUS: Started a sec timeout

2018/11/19 20:02:04.082 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS(00000000): Sending a IPv4 Radius Packet

2018/11/19 2 4.082 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: O (info): RADIUS: Acct-Delay-Time [41] 6 0

2018/11/19 20:02:04.082 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: O (info): RADIUS: Event-Timestamp [55] 6 1542657724

2018/11/19 20:02:04.082 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: O (info): RADIUS: Acct-Status-Type [40] 6 Start 1

2018/11/19 20:02:04.082 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS: 39 34 30 [940]

2018/11/19 20:02:04.082 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS: 65 2d 31 2f 33 32 39 32 34 30 31 38 32 2f 35 30 [e-1/329240182/50

)

2018/11/19 20:02:04.082 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS: 30 30 30 33 44 32 44 39 30 43 45 33 42 3a 69 73 [0003D2D90CE3B:is
)

2018/11/19 20:02:04.082 {smd_R0-0)1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS: Class [25] 53

RADIUS: 43 4143 53 3a 30 35 30 32 41 38 43 30 30 30 30 [CACS:0502A8C0000

)

2018/11/19 20:02:04.082 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (info): RADIUS: Class [25] 53 ..

2018/11/19 20:02:04.082 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: O (info): RADIUS: Acct-Authentic ~ [45] 6 Remote 3]

2018/11/19 20:02:04.082 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: O (info): RADIUS: Acct-Session-Id  [44] 10 "0000000d"

2018/11/19 20:02:04.082 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: O (info): RADIUS: NAS-Port 5] 6 50102

2018/11/19 20:02:04.082 {smd_R0-0)1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (info): RADIUS: NAS-Port-Type  [61] 6 Ethernet [15]

2018/11/19 2 4.082 {smd_R0-0)1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (info): RADIUS: NAS-Port-Id [87] 25 "TenGigabitEthernet1/0/2"

2018/11/19 20 4.082 {smd_R0-0)1}: [radius] [22429]: UUID: 0, ra: 0, TID: O (info): RADIUS: NAS-IP-Address [4] 6 172.16.1.2

2018/11/19 20:02:04.082 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (info): RADIUS: Calling-Station-Id [31] 19 "00-50-56-A3-34-74"

2018/11/19 2 4.082 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: O (info): RADIUS: Called-Station-Id [30] 19 "50-F7-22-2B-EA-82"

2018/11/19 20: 14.082 {smd_R0-0}1}: [radius] [22429]: UUID: 0, ra: 0, TID: O (info): RADIUS: Cisco AVpair [1] 14 "method=dot1x"

2018/11/19 20:02:04.082 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS: Vendor, Cisco [26] 20

2018/11/19 20:02:04.082 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (info): RADIUS: Cisco AVpair [1] 43 "audit-session-id=0502A8C00000003D2D90CE3B"
2018/11/19 20: 14.082 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS: Vendor, Cisco [26] 49

2018/11/19 20: 4.081 {smd_R0-0}1}: [radius] [22429]: UUID: 0, ra: 0, TID: O (info): RADIUS: User-Name [11 11 "employee2"

2018/11/19 20:02:04.081 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (info): RADIUS: authenticator ff cb f9 57 2c 76 c8 fd - {4 0f b7 c8 a1 {5 ab 45

2018/11/19 20:02:04.081 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (info): RADIUS: Send Accounting-Request to 10.1.100.21:1813 id 1813/33, len 268



2018/11/19 20:02:04.081 {smd_R0-0}{1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS(00000000): Route radius Pkt on vrf:0 for:Accounting-Request to 10.1.100.21:1813
2018/11/19 :04.081 {smd_R0-0X1}: [eap] [22429]: UUID: 0, ra: 0, TID: O (debug): Freed EAP context

2018/11/19 20: 14.081 {smd_R0-0X1}: [eap] [22429]: UUID: 0, ra: 0, TID: 0 (debug): Received LL (Dot1x-Authenticator) event 'EAP_DELETE' on handle 0x3E0000C2
2018/11/19 20:02:04.081 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS(00000000): sending

2018/11/19 20:02:04.081 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS(00000000): Config NAS IPv6: ::

2018/11/19 20:02:04.081 {smd_R0-0)1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug):

couldnt find the ipv6 source idb for VRF id : 0

2018/11/19 20:02:04.081 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): Search ipv6 source IDB in VRF DB for VRF id: 0

2018/11/19 20 4.081 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS(00000000): Config NAS IP: 172.16.1.2

2018/11/19 4.081 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS/ENCODE(00000000):Orig. component type = Invalid

2018/11/19 20:02:04.081 {smd_R0-0X1}: [eap] [22429]: UUID: 0, ra: 0, TID: 0 (debug): PEAP:Ignoring directive 7 received on stale handle (0x00000000)

2018/11/19 20: 4.081 {smd_R0-0X1}: [eap] [22429]: UUID: 0, ra: 0, TID: 0 (debug): Sending method (PEAP) event 'Unset credentials' on handle 0x3E0000C2
2018/11/19 20: 14.081 {smd_R0-0X1}: [eap] [22429]: UUID: 0, ra: 0, TID: 0 (debug): Received free context (0x3E0000C2) from LL (Dot1x-Authenticator)

2018/11/19 20:02:04.081 {smd_R0-0X1}: [auth-mgr] [22429]: UUID: 0, ra: 0, TID: 0 (ERR): [0050.56a3.3474:Te1/0/2] Failed to search/create reauth timer rec while timer stop
2018/11/19 20:02:04.081 {smd_R0-0X1}: [dot1x] [22429]: UUID: 0, ra: 0, TID: 0 (ERR): [0050.56a3.3474:Te1/0/2] Error while sending async EAPOL announcement on Authz Success with expected access
access info

2018/11/19 20:02:04.081 {smd_R0-0X1}: [dot1x] [22429]: UUID: 0, ra: 0, TID: 0 (ERR): [0050.56a3.3474:TenGigabitEthernet1/0/2] EAPOL announcement CLI is not configured on TenGigabitEthernet1/0/2
2018/11/19 4.080 {smd_R0-0)1}: [rcl-srv] [22429]: UUID: 0, ra: 0, TID: 0 (ERR): Identity Event,Unable to get session identity

2018/11/19 20: 14.080 {smd_R0-0)1}: [rcl-srv] [22429]: UUID: 0, ra: 0, TID: 0 (ERR): Identity Event,Unable to get session identity

2018/11/19 20:02:04.080 {smd_R0-0X1}: [epm-tunnel] [22429]: UUID: 0, ra: 0, TID: 0 (ERR): Linksec failure but policy is not must-secure. So return SUCCESS

2018/11/19 4.080 {smd_R0-0X1}: [rcl-epm] [22429]: UUID: 0, ra: 0, TID: 0 (ERR): EEDGE_EPM_SERVER_IPC: [HDL = 0x0] Successfully sent linksec stop update
2018/11/19 20: 14.079 {smd_R0-0X1}: [eap] [22429]: UUID: 0, ra: 0, TID: 0 (debug): Sending LL (Dot1x-Authenticator) event 'EAP_SUCCESS' on handle 0x3E0000C2
2018/11/19 20:02:04.079 {smd_R0-0X1}: [eap] [22429]: UUID: 0, ra: 0, TID: 0 (debug): Received AAA event 'EAP_AAA_SUCCESS' on handle 0x3E0000C2

2018/11/19 20:02:04.079 {smd_R0-0X1}: [eap] [22429]: UUID: 0, ra: 0, TID: 0 (debug): Sending LL (Dot1x-Authenticator) event 'EAP_KEY_AVAILABLE' on handle 0xX3E0000C2
2018/11/19 20: 14.079 {smd_R0-0X1}: [eap] [22429]: UUID: 0, ra: 0, TID: 0 (debug): AAA reply received with callback

2018/11/19 20 4.079 {smd_R0-0X1}: [radius-authen] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS(00000000): Received from id 1812/218

2018/11/19 20:02:04.079 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS:rad_code 2, suppress reject flag 0

2018/11/19 20 4.079 {smd_R0-0)1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS: MS-MPPE-Recv-Key [17] 52 *

2018/11/19 2 4.079 {smd_R0-0)1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (info): RADIUS: MS-MPPE-Recv-Key [17] 52 *

2018/11/19 20:02:04.079 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS: Vendor, Microsoft [26] 58

2018/11/19 20 4.079 {smd_R0-0)1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS: MS-MPPE-Send-Key [16] 52 *

2018/11/19 20 4.079 {smd_R0-0)1}: [radius] [22429]: UUID: 0, ra: 0, TID: O (info): RADIUS: MS-MPPE-Send-Key [16] 52 *

2018/11/19 20:02:04.079 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS: Vendor, Microsoft [26] 58

2018/11/19 20:02:04.079 {smd_R0-0¥1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (info): RADIUS: Cisco AVpair [1] 32 "cts:security-group-tag=0004-00"

2018/11/19 20: 14.079 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS: Vendor, Cisco [26] 38

2018/11/19 20:02:04.079 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS: EAP-Key-Name [102] 67 *

2018/11/19 20:02:04.079 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: O (info): RADIUS: EAP-Key-Name [102] 67 *

2018/11/19 20: 4.079 {smd_R0-0}1}: [radius] [22429]: UUID: 0, ra: 0, TID: O (info): RADIUS: Tunnel-Private-Group-Id[81] 6 "100"

2018/11/19 20:02:04.079 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: O (info): 01:

2018/11/19 20:02:04.079 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS: Message-Authenticator[80] 18

RADIUS: 0Oa 1a 1e d4 65 6 48 34 5d a9 df 00 9f 2d 72 a4 [ eH4]-r]

2018/11/19 20:02:04.079 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: O (info): RADIUS: Message-Authenticator[80] 18 ...

2018/11/19 20:02:04.079 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS: EAP-Message [79] 6

RADIUS: 039 00 04

2018/11/19 20:02:04.079 {smd_R0-0)1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (info): RADIUS: EAP-Message 791 6 ..

2018/11/19 20:02:04.079 {smd_R0-0)1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (info): RADIUS: Tunnel-Medium-Type [65] 6 ALL_802 6]

2018/11/19 20:02:04.079 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: O (info): 01:

2018/11/19 20:02:04.079 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (info): RADIUS: Tunnel-Type [64] 6 VLAN [13]

2018/11/19 20:02:04.079 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: O (info): 01:

2018/11/19 20:02:04.079 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS: 39 34 30 [ 940]

2018/11/19 2 14.079 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS: 65 2d 31 2f 33 32 39 32 34 30 31 38 32 2f 35 30 [e-1/329240182/50]
2018/11/19 20:02:04.079 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS: 30 30 30 33 44 32 44 39 30 43 45 33 42 3a 69 73 [0003D2D90CE3B:is]

2018/11/19 20:02:04.079 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS: Class [25] 53

RADIUS: 43 4143 53 3a 30 35 30 32 41 38 43 30 30 30 30 [CACS:0502A8C0000]

2018/11/19 20:02:04.079 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: O (info): RADIUS: Class [25] 53 ..

2018/11/19 20:02:04.079 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS: 39 30 43 45 33 42 [ 90CE3B]

2018/11/19 20 4.079 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS: 30 32 41 38 43 30 30 30 30 30 30 30 33 44 32 44 [02A8C00000003D2D]
2018/11/19 20:02:04.079 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS: State [24] 40

RADIUS: 5265 617574 68 53 65 73 73 69 6f 6e 3a 30 35 [ReauthSession:05]

2018/11/19 20:02:04.079 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (info): RADIUS: State [24] 40 ...

2018/11/19 20:02:04.079 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (info): RADIUS: User-Name [11 11 "employee2"

2018/11/19 2 14.079 {smd_R0-0)1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (info): RADIUS: authenticator ec 7a fb 78 4b a9 eb Ob - 9f 51 b0 1f €7 92 b0 36

2018/11/19 20:02:04.079 {smd_R0-0}{1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (info): RADIUS: Received from id 1812/218 10.1.100.21:0, Access-Accept, len 387
2018/11/19 20:02:04.059 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: O (info): RADIUS: Started a sec timeout

2018/11/19 20:02:04.059 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS(00000000): Sending a IPv4 Radius Packet

2018/11/19 20 14.059 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: O (info): RADIUS: Calling-Station-Id [31] 19 "00-50-56-A3-34-74"

2018/11/19 20 14.059 {smd_R0-0)1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS: 31 38 32 2f 35 30 39 34 30 3b [ 182/50940;]

2018/11/19 20:02:04.059 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS: 6e 49 44 3d 69 73 65 2d 31 2f 33 32 39 32 34 30 [nID=ise-1/329240"@]
2018/11/19 20 4.059 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS: 44 39 30 43 45 33 42 3b 33 31 53 65 73 73 69 6f [DIOCE3B;31Sessio @]
2018/11/19 2 14.059 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS: 35 30 32 41 38 43 30 30 30 30 30 30 30 33 44 32 [502A8C00000003D2"@]

2018/11/19 20:02:04.059 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS: State [24] 76
RADIUS: 33 37 43 50 4d 53 65 73 73 69 6f 6¢ 49 44 3d 30 [37CPMSessionID=0"@]

2018/11/19 20:02:04.059 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: O (info): RADIUS: State [24] 76 ...
2018/11/19 20:02:04.059 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: O (info): RADIUS: NAS-Port [5] 6 50102

2018/11/19 20:02:04.059 {smd_R0-0)1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (info): RADIUS: NAS-Port-Type  [61] 6 Ethernet [15]
2018/11/19 20 14.059 {smd_R0-0)1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (info): RADIUS: NAS-Port-ld [87] 25 "TenGigabitEthernet1/0/2"

2018/11/19 20:02:04.059 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: O (info): RADIUS: NAS-IP-Address  [4] 6 172.16.1.2

2018/11/19 2 4.059 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: O (info): RADIUS: Cisco AVpair [1] 25 "client-iif-id=524823285"

2018/11/19 20: 14.059 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS: Vendor, Cisco [26] 31

2018/11/19 20:02:04.059 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: O (info): RADIUS: Cisco AVpair ~ [1] 14 "method=dot1x"

2018/11/19 2 4.059 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS: Vendor, Cisco  [26] 20

2018/11/19 20 4.059 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: O (info): RADIUS: Cisco AVpair [1] 43 "audit-session-id=0502A8C00000003D2D90CE3B"
2018/11/19 20:02:04.059 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS: Vendor, Cisco [26] 49

2018/11/19 20:02:04.059 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS: EAP-Key-Name [102] 2 *

2018/11/19 20:02:04.059 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: O (info): RADIUS: EAP-Key-Name  [102] 2 *

2018/11/19 20:02:04.059 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS: Message-Authenticator[80] 18

RADIUS: aa 25 3ab599 e2cdee 55 ab 615030 ac b9 2a [ 2:UaP0*]

2018/11/19 20:02:04.059 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: O (info): RADIUS: Message-Authenticator[80] 18 ...

2018/11/19 20:02:04.059 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS: EAP-Message [79] 48

RADIUS: 029 00 2e 1900 17 03 03 00 23 00 00 00 00 00 00 00 04 d5 7a b9 4f 0a 9b 96 b3 2e 9c 0f 71 13 6a 85 6 ae d3 8¢ 1e 87 ea 9e 7c a4 bb c5 [ .#z0.qjl]
2018/11/19 20:02:04.059 {smd_R0-0)1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (info): RADIUS: EAP-Message [79] 48 ...

2018/11/19 20 4.059 {smd_R0-0)1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (info): RADIUS: Framed-MTU [12] 6 1472

2018/11/19 20:02:04.059 {smd_R0-0¥1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (info): RADIUS: Cisco AVpair [11 21 "service-type=Framed"

2018/11/19 20:02:04.059 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: O (debug): RADIUS: Vendor, Cisco [26] 27

2018/11/19 20: 14.059 {smd_R0-0)1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS: Service-Type [6] 6 Framed [2]

2018/11/19 20:02:04.059 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (info): RADIUS: User-Name [11 11 "employee2"

2018/11/19 2 14.059 {smd_R0-0)1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (info): RADIUS: authenticator 58 75 6a 6b ba 14 23 58 - 41 af 54 dd 94 a6 8b 85
2018/11/19 20: 4.059 {smd_R0-0}1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (info): RADIUS: Send Access-Request to 10.1.100.21:1812 id 1812/218, len 376
2018/11/19 20:02:04.059 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS(00000000): Route radius Pkt on vrf:0 for:Access-Request to 10.1.100.21:1812
2018/11/19 2 14.059 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS(00000000): sending

2018/11/19 20 4.059 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS(00000000): Config NAS IPv6: ::

2018/11/19 20:02:04.059 {smd_R0-0)1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug):

couldnt find the ipv6 source idb for VRF id : 0

2018/11/19 20:02:04.059 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): Search ipv6 source IDB in VRF DB for VRF id: 0

2018/11/19 20 4.059 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS(00000000): Config NAS IP: 172.16.1.2

2018/11/19 20:02:04.059 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS/ENCODE(00000000):Orig. component type = Invalid

2018/11/19 20:02:04.059 {smd_R0-0X1}: [aaa-authen] [22429]: UUID: 0, ra: 0, TID: O (debug): AAA/AUTHEN/8021X (00000000): Pick method list 'default'




2018/11/19 20:02:04.059 {smd_R0-0X1}: [eap] [22429]:
2018/11/19 2 4,059 {smd_R0-0X1}: [eap] [22429]:
2018/11/19 20:02:04.058 {smd_R0-0X1}: [eap] [22429]:
2018/11/19 20:02:04.058 {smd_R0-0X1}: [eap] [22429]:

UUID: 0, ra: 0, TID: 0 (debug): Sending LL (Dot1x-Authenticator) event 'EAP_CUSTOMIZE_AAA_REQUEST' on handle 0x3E0000C2
: : 0 (debug): Received LL (Dot1x-Authenticator) event 'EAP_RX_PACKET' on handle 0x3E0000C2

0 (debug): Sending LL (Dot1x-Authenticator) event 'EAP_TX_PACKET' on handle 0x3E0000C2

0 (debug): Started 'Authenticator Retransmit' timer (30s) for EAP sesion handle 0x3E0000C2

2018/11/19 20:02:04.058 {smd_R0-0X1}: [eap] [22429]: UUID: 0, ra: 0, TID: 0 (debug): Received AAA event 'EAP_AAA_RX_PACKET' on handle 0x3E0000C2

2018/11/19 20: 14.058 {smd_R0-0){1}: [eap] [22429]: UUID: 0, ra: 0, TID: O (debug): AAA reply received with callback

2018/11/19 20 4.058 {smd_R0-0)1}: [radius-authen] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS(00000000): Received from id 1812/217

2018/11/19 20:02:04.058 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS:rad_code 11, suppress reject flag 0

UUID: 0, ra: 0, TID:
UUID: 0, ra: 0, TID:

2018/11/19 20:02:04.058 {smd_R0-0}1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS: Message-Authenticator[80] 18
RADIUS: ed 4b 37 30 64 b4 5¢c ec 47 70 00 a0 ed a3 6d 46 [ K70d\GpmF]

2018/11/19 20:02:04.058 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: O (info): RADIUS: Message-Authenticator[80] 18 ...
2018/11/19 20:02:04.058 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS: 2e e4 cb [.
2018/11/19 20:02:04.058 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS: EAP-Message [79] 48

RADIUS: 019 00 2¢ 19 00 17 03 03 00 23 20 8f 3¢ 29 e4 c4 5f a6 3a 02 4c 44 d5 dc de 33 d7 33 72 f3 2c 8f d7 98 b1 b7 0a cd 3 c2 6a 70 [.# <)_:LD33r,%jp]
2018/11/19 20:02:04.058 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (info): RADIUS: EAP-Message  [79] 48 ...

2018/11/19 20:02:04.058 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS: 3138322{35303934303b [ 182/50940;]

2018/11/19 20:02:04.058 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS: 6e 49 44 3d 69 73 65 2d 31 2f 33 32 39 32 34 30 [nID=ise-1/329240]
2018/11/19 2 14,058 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS: 44 39 30 43 45 33 42 3b 33 31 53 65 73 73 69 6f [DIOCE3B;31Sessio]
2018/11/19 20:02:04.058 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS: 35 30 32 41 38 43 30 30 30 30 30 30 30 33 44 32 [502A8C00000003D2]

2018/11/19 20:02:04.058 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS: State [24] 76
RADIUS: 33 37 43 50 4d 53 65 73 73 69 6f 6e 49 44 3d 30 [37CPMSessionID=0]

2018/11/19 20:02:04.058 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (info): RADIUS: State [24] 76 ...

2018/11/19 20: 4.058 {smd_R0-0}1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (info): RADIUS: authenticator 31 1c bc €0 93 be fc 82 - ca 4c 04 87 23 ff 4d c9

2018/11/19 20:02:04.058 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (info): RADIUS: Received from id 1812/217 10.1.100.21:0, Access-Challenge, len 162
2018/11/19 20: 4.056 {smd_R0-0}1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (info): RADIUS: Started a sec timeout

2018/11/19 4.056 {smd_R0-0)1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS(00000000): Sending a IPv4 Radius Packet

2018/11/19 20:02:04.056 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (info): RADIUS: Calling-Station-Id [31] 19 "00-50-56-A3-34-74"

2018/11/19 20 14.056 {smd_R0-0)1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS: 31 38 32 2f 35 30 39 34 30 3b [ 182/50940;]

2018/11/19 20 14.056 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS: 6e 49 44 3d 69 73 65 2d 31 2f 33 32 39 32 34 30 [nID=ise-1/329240"@]
2018/11/19 20:02:04.056 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: O (debug): RADIUS: 44 39 30 43 45 33 42 3b 33 31 53 65 73 73 69 6f [D9OCE3B;31Sessio*@]
2018/11/19 20:02:04.056 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS: 35 30 32 41 38 43 30 30 30 30 30 30 30 33 44 32 [502A8C00000003D2"@]
2018/11/19 20:02:04.056 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS: State [24] 76

RADIUS: 33 37 43 50 4d 53 65 73 73 69 6f 6e 49 44 3d 30 [37CPMSessionID=0"@]

2018/11/19 20:02:04.056 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (info): RADIUS: State [24] 76 ...

2018/11/19 20:02:04.056 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: O (info): RADIUS: NAS-Port 5] 6 50102

2018/11/19 20:02:04.056 {smd_R0-0)1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (info): RADIUS: NAS-Port-Type  [61] 6 Ethernet [15]

2018/11/19 2 14.056 {smd_R0-0)1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (info): RADIUS: NAS-Port-ld [87] 25 "TenGigabitEthernet1/0/2"

2018/11/19 20 4.056 {smd_R0-0)1}: [radius] [22429]: UUID: 0, ra: 0, TID: O (info): RADIUS: NAS-IP-Address [4] 6 172.16.1.2

2018/11/19 20:02:04.056 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (info): RADIUS: Cisco AVpair [11 25 "client-iif-id=524823285"

2018/11/19 2 14.056 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS: Vendor, Cisco  [26] 31

2018/11/19 20: 14.056 {smd_R0-0}1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (info): RADIUS: Cisco AVpair [1] 14 "method=dot1x"

2018/11/19 20:02:04.056 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS: Vendor, Cisco [26] 20

2018/11/19 20:02:04.056 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (info): RADIUS: Cisco AVpair [1] 43 "audit-session-id=0502A8C00000003D2D90CE3B"
2018/11/19 20: 14.056 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS: Vendor, Cisco [26] 49

2018/11/19 20:02:04.056 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: O (debug): RADIUS: EAP-Key-Name  [102] 2 *

2018/11/19 20:02:04.056 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: O (info): RADIUS: EAP-Key-Name [102] 2 *

2018/11/19 20:02:04.056 {smd_R0-0}1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS: Message-Authenticator[80] 18

RADIUS: 67 13 d9 3f 80 53 06 Ob 37 63 9a f9 ff €9 a4 30 [ 9?7S7c0]

2018/11/19 20:02:04.056 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: O (info): RADIUS: Message-Authenticator[80] 18 ...

2018/11/19 20:02:04.056 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS: EAP-Message [79] 39

RADIUS: 0280025 1900 17 03 03 00 1a 00 00 00 00 00 00 00 03 7a bb 7c 3f 14 a7 79 5c 35 9e b1 78 e6 e9 fe c5 23 {6 [ ?zI?y\5x#]

2018/11/19 20:02:04.056 {smd_R0-0)1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (info): RADIUS: EAP-Message [79] 39 ..

2018/11/19 20:02:04.056 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: O (info): RADIUS: Framed-MTU [12] 6 1472

2018/11/19 20: 4.056 {smd_R0-0}1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (info): RADIUS: Cisco AVpair [1] 21 "service-type=Framed"

2018/11/19 20:02:04.056 {smd_R0-0)1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS: Vendor, Cisco  [26] 27

2018/11/19 14.056 {smd_R0-0)1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS: Service-Type [6] 6 Framed [2]

2018/11/19 20: 4.056 {smd_R0-0}1}: [radius] [22429]: UUID: 0, ra: 0, TID: O (info): RADIUS: User-Name [11 11 "employee2"

2018/11/19 20:02:04.056 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (info): RADIUS: authenticator 1 88 5f b9 23 79 3b 19 - 9a Ob 0d 80 e7 ef cb c6

2018/11/19 2 4.056 {smd_R0-0)1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (info): RADIUS: Send Access-Request to 10.1.100.21:1812 id 1812/217, len 367

2018/11/19 20: 4.056 {smd_R0-0)1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS(00000000): Route radius Pkt on vrf:0 for:Access-Request to 10.1.100.21:1812
2018/11/19 20:02:04.056 {smd_R0-0}1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS(00000000): sending

2018/11/19 20:02:04.056 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS(00000000): Config NAS IPv6: ::

2018/11/19 20:02:04.056 {smd_R0-0)1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug):

couldnt find the ipv6 source idb for VRF id : 0

2018/11/19 20:02:04.056 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): Search ipv6 source IDB in VRF DB for VRF id: 0

2018/11/19 20 4.056 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS(00000000): Config NAS IP: 172.16.1.2

2018/11/19 4.056 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS/ENCODE(00000000):Orig. component type = Invalid

2018/11/19 20«

:04.056 {smd_R0-0X1}: [aaa-authen] [22429]: UUID: 0, ra: 0, TID: 0 (debug): AAA/AUTHEN/8021X (00000000): Pick method list 'default'

2018/11/19 20: 14.056 {smd_R0-0X1}: [eap] [22429]: UUID: 0, ra: 0, TID: 0 (debug): Sending LL (Dot1x-Authenticator) event 'EAP_CUSTOMIZE_AAA_REQUEST' on handle 0x3E0000C2
2018/11/19 20: 14.056 {smd_R0-0X1}: [eap] [22429]: UUID: 0, ra: 0, TID: 0 (debug): Received LL (Dot1x-Authenticator) event 'EAP_RX_PACKET" on handle 0x3E0000C2
2018/11/19 20:02:04.055 {smd_R0-0X1}: [eap] [22429]: UUID: 0, ra: 0, TID: 0 (debug): Sending LL (Dot1x-Authenticator) event 'EAP_TX_PACKET' on handle 0x3E0000C2
2018/11/19 20:02:04.055 {smd_R0-0X1}: [eap] [22429]: UUID: 0, ra: 0, TID: 0 (debug): Started 'Authenticator Retransmit' timer (30s) for EAP sesion handle 0x3E0000C2
2018/11/19 20: 4.055 {smd_R0-0X1}: [eap] [22429]: UUID: 0, ra: 0, TID: 0 (debug): Received AAA event 'EAP_AAA_RX_PACKET' on handle 0x3E0000C2

2018/11/19 20:02:04.055 {smd_R0-0X1}: [eap] [22429]: UUID: 0, ra: 0, TID: 0 (debug): AAA reply received with callback

2018/11/19 2 4.055 {smd_R0-0)1}: [radius-authen] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS(00000000): Received from id 1812/216

2018/11/19 20: 14.055 {smd_R0-0)1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS:rad_code 11, suppress reject flag 0

2018/11/19 20:02:04.055 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS: Message-Authenticator[80] 18

RADIUS: 8c de 07 c2 f1 ¢9 37 75 3 {6 7c 8b 30 20 46 56 [7ul0 FV]

2018/11/19 20:02:04.055 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: O (info): RADIUS: Message-Authenticator[80] 18 ...

2018/11/19 20:02:04.055 {smd_R0-0}1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS: b0 d6 0d 96 ce 48 56 77 5a 7c 5f d3 10 eb be fb 6d 57 19 71 97 19 dc 3e 9f b4 83 8a 5b da 99 1e b0 ac 8e b3
29 cc be 3c 12 ac e6 64 5e 22 [ HVWZI_mWg>[)<d"]

2018/11/19 20:02:04.055 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS: EAP-Message [79] 84

RADIUS: 0180052 19 00 17 03 03 00 47 20 8f 3c 29 e4 c4 5f a5 3c d5 b9 72 03 4e 39 48 40 bb 4d 7b 36 16 €0 89 3¢ [RG <)_<rNI9H@M{6<]

2018/11/19 20:02:04.055 {smd_R0-0)1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (info): RADIUS: EAP-Message [79] 84 ...

2018/11/19 20 14.055 {smd_R0-0)1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS: 31 38 32 2f 35 30 39 34 30 3b [ 182/50940;]

2018/11/19 2 4.055 {smd_R0-0){1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS: 6e 49 44 3d 69 73 65 2d 31 2f 33 32 39 32 34 30 [nID=ise-1/329240]
2018/11/19 20:02:04.055 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS: 44 39 30 43 45 33 42 3b 33 31 53 65 73 73 69 6f [DIOCE3B;31Sessio]
2018/11/19 20 14.055 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS: 35 30 32 41 38 43 30 30 30 30 30 30 30 33 44 32 [502A8C00000003D2]

2018/11/19 20:02:04.054 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS: State [24] 76
RADIUS: 33 37 43 50 4d 53 65 73 73 69 6f 6e 49 44 3d 30 [37CPMSessionID=0]

2018/11/19 20:02:04.054 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: O (info): RADIUS: State [24] 76 ...

2018/11/19 20: 4.054 {smd_R0-0}1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (info): RADIUS: authenticator c2 a9 1f 87 ee d2 a8 c7 - 51 79 0b 60 2b e1 64 fe

2018/11/19 20:02:04.054 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: O (info): RADIUS: Received from id 1812/216 10.1.100.21:0, Access-Challenge, len 198

2018/11/19 14.028 {smd_R0-0}1}: [btrace] [22429]: UUID: , TID: 0 (note): Decode of the file /tmp/rp/trace/smd_R0-0.22429_0.20181119173801.bin.copy completed in 261 msecs

uuID:
uuID:
uuID:
uuID:

2018/11/19 20:02:04.013 {smd_RO-0X1}: [radius] [22429]:
2018/11/19 20:02:04.013 {smd_RO-0X1}: [radius] [22429]:
2018/11/19 2 4.013 {smd_RO-0X1}: [radius] [22429]:

10, TID:
10, TID:
10, TID:
10, TID:

0 (info): RADIUS: Started a sec timeout
0 (debug): RADIUS(00000000): Sending a IPv4 Radius Packet

0 (info): RADIUS: Calling-Station-Id [31] 19 "00-50-56-A3-34-74"
3138 32 2f 35 30 39 34 30 3b

2018/11/19 20:02:04.013 {smd_RO-0X1}: [radius] [22429]:
2018/11/19 20:02:04.013 {smd_RO-0X1}: [radius] [22429]:
2018/11/19 20:02:04.013 {smd_RO-0X1}: [radius] [22429]:
2018/11/19 20:02:04.013 {smd_RO-0X1}: [radius] [22429]:
2018/11/19 20:02:04.013 {smd_RO-0X1}: [radius] [22429]:

uuID:
uuID:
uuID:
uuID:

0, ra:

10, TID:
10, TID:
10, TID:
0, TID:

0 (debug): RADIUS:
0 (debug): RADIUS:
0 (debug): RADIUS:
0 (debug): RADIUS:
0 (debug): RADIUS:

RADIUS: 3337 43 50 4d 53 65 73 73 69 6f 6e 49 44 3d 30 [37CPMSessionID=0"@]

2018/11/19 20:02:04.013 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (info): RADIUS: State

[ 182/50940;]
66 49 44 3d 69 73 65 2d 31 2f 33 32 39 32 34 30 [nID=ise-1/329240/@]

44 39 30 43 45 33 42 3b 33 31 53 65 73 73 69 6f [DIOCE3B;31Sessior@]
3530 32 41 38 43 30 30 30 30 30 30 30 33 44 32 [502A8C00000003D2A@]
State [24] 76

[24] 76 ...



2018/11/19 20:02:04.013 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: O (info): RADIUS: NAS-Port [5] 6 50102

2018/11/19 2 14.013 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: O (info): RADIUS: NAS-Port-Type  [61] 6 Ethernet 1

2018/11/19 20 4.013 {smd_R0-0)1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (info): RADIUS: NAS-Port-Id [87] 25 "TenGigabitEthernet1/0/2"

2018/11/19 20:02:04.013 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: O (info): RADIUS: NAS-IP-Address  [4] 6 172.16.1.2

2018/11/19 20:02:04.013 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (info): RADIUS: Cisco AVpair [11 25 "client-iif-id=524823285"

2018/11/19 20: 4.013 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS: Vendor, Cisco [26] 31

2018/11/19 20:02:04.013 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: O (info): RADIUS: Cisco AVpair ~ [1] 14 "method=dot1x"

2018/11/19 20:02:04.013 {smd_R0-0)1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS: Vendor, Cisco  [26] 20

2018/11/19 20 4.013 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (info): RADIUS: Cisco AVpair [1] 43 "audit-session-id=0502A8C00000003D2D90CE3B"
2018/11/19 2 4.013 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS: Vendor, Cisco  [26] 49

2018/11/19 20:02:04.013 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: O (debug): RADIUS: EAP-Key-Name  [102] 2 *

2018/11/19 20:02:04.013 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: O (info): RADIUS: EAP-Key-Name  [102] 2 *

2018/11/19 20:02:04.012 {smd_R0-0}1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS: Message-Authenticator[80] 18

RADIUS: 05 b4 Oc bd 70 e2 8b ¢8 89 b5 b0 d1 51 ae d7 eb [pQ]

2018/11/19 20:02:04.012 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: O (info): RADIUS: Message-Authenticator[80] 18 ...

2018/11/19 20:02:04.012 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS: 0d 72 c7 1b 10 a9 06 ff 6f {7 d0 2a a8 c2 cf 19 d1 ab 04 3f 0d 0d f9 9b a9 03 ed cc 9e 09 b0 95 aa 1f 92 88 72
96 95 7d 40 05 3d 6d [ ro*?r@=m]

2018/11/19 20:02:04.012 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS: EAP-Message [79] 101

RADIUS: 027 0063 19 00 17 03 03 00 58 00 00 00 00 00 00 00 02 72 ed 68 f2 dc 3a 42 72 ¢7 36 d0 6d 4b d1 2b 05 56 d1 42 de d9 ba a8 b5 77 1e 8e a8 cd ad 51 14 f0 10 aa 62 [cXrh:BrémK+VBwQb]
2018/11/19 20:02:04.012 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: O (info): RADIUS: EAP-Message [79] 101 ...

2018/11/19 2 4,012 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: O (info): RADIUS: Framed-MTU [12] 6 1472

2018/11/19 20: 4.012 {smd_R0-0}1}: [radius] [22429]: UUID: 0, ra: 0, TID: O (info): RADIUS: Cisco AVpair [1] 21 "service-type=Framed"

2018/11/19 20:02:04.012 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS: Vendor, Cisco [26] 27

2018/11/19 20:02:04.012 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS: Service-Type [6] 6 Framed [2]

2018/11/19 20: 4.012 {smd_R0-0}1}: [radius] [22429]: UUID: 0, ra: 0, TID: O (info): RADIUS: User-Name [11 11 "employee2"

2018/11/19 20: 14.012 {smd_R0-0}1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (info): RADIUS: authenticator df 68 a9 a3 13 45 aa b8 - 9e 2c 8¢ fc 9c e4 52 ad

2018/11/19 20:02:04.012 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: O (info): RADIUS: Send Access-Request to 10.1.100.21:1812 id 1812/216, len 429

2018/11/19 20: 4.012 {smd_R0-0)1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS(00000000): Route radius Pkt on vrf:0 for:Access-Request to 10.1.100.21:1812
2018/11/19 2 14.012 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS(00000000): sending

2018/11/19 20:02:04.012 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS(00000000): Config NAS IPv6: ::

2018/11/19 20:02:04.012 {smd_R0-0)1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug):

couldnt find the ipv6 source idb for VRF id : 0

2018/11/19 20:02:04.012 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): Search ipv6 source IDB in VRF DB for VRF id: 0

2018/11/19 20:02:04.012 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS(00000000): Config NAS IP: 172.16.1.2

2018/11/19 20: 4.012 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS/ENCODE(00000000):Orig. component type = Invalid

2018/11/19 20:02:04.012 {smd_R0-0X1}: [aaa-authen] [22429]: UUID: 0, ra: 0, TID: O (debug): AAA/AUTHEN/8021X (00000000): Pick method list 'default'

2018/11/19 20:02:04.012 {smd_R0-0X1}: [eap] [22429]: UUID: 0, ra: 0, TID: 0 (debug): Sending LL (Dot1x-Authenticator) event 'EAP_CUSTOMIZE_AAA_REQUEST' on handle 0x3E0000C2
2018/11/19 20: 4.012 {smd_R0-0X1}: [eap] [22429]: UUID: 0, ra: 0, TID: 0 (debug): Received LL (Dot1x-Authenticator) event 'EAP_RX_PACKET" on handle 0x3E0000C2
2018/11/19 20:02:04.008 {smd_R0-0X1}: [eap] [22429]: UUID: 0, ra: 0, TID: 0 (debug): Sending LL (Dot1x-Authenticator) event 'EAP_TX_PACKET' on handle 0x3E0000C2
2018/11/19 14.008 {smd_R0-0X1}: [eap] [22429]: UUID: 0, ra: 0, TID: 0 (debug): Started 'Authenticator Retransmit' timer (30s) for EAP sesion handle 0x3E0000C2
2018/11/19 20: 4.008 {smd_R0-0X1}: [eap] [22429]: UUID: 0, ra: 0, TID: 0 (debug): Received AAA event 'EAP_AAA_RX_PACKET' on handle 0x3E0000C2

2018/11/19 20:02:04.008 {smd_R0-0X1}: [eap] [22429]: UUID: 0, ra: 0, TID: 0 (debug): AAA reply received with callback

2018/11/19 2 4.008 {smd_R0-0)1}: [radius-authen] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS(00000000): Received from id 1812/215

2018/11/19 20: 4.008 {smd_R0-0)1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS:rad_code 11, suppress reject flag 0

2018/11/19 20:02:04.008 {smd_R0-0}1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS: Message-Authenticator[80] 18

RADIUS: c5 fd 7d 54 10 80 b2 21 d0 46 a0 24 b3 5 ac cc [}TIF$]

2018/11/19 20:02:04.008 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (info): RADIUS: Message-Authenticator[80] 18 ...

2018/11/19 20:02:04.008 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS: fc 00 dd 04 7d 5d 27 b1 1d 3c ba 7c <

2018/11/19 20:02:04.008 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS: EAP-Message [79] 64

RADIUS: 01700 3e 1900 17 03 03 00 33 20 8f 3c 29 e4 c4 5f a4 f0 €6 1e d8 98 e1 b3 e4 af fc cd 44 d7 a4 86 73 74 01 82 79 fb ce 79 ¢8 20 71 f4 60 {3 49 62 [>3 <)_Dstyy q'lb]
2018/11/19 20:02:04.007 {smd_R0-0)1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (info): RADIUS: EAP-Message [79] 64 ...

2018/11/19 20:02:04.007 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS: 31 38 32 2f 35 30 39 34 30 3b [ 182/50940;]

2018/11/19 20 4.007 {smd_R0-0)1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS: 6e 49 44 3d 69 73 65 2d 31 2f 33 32 39 32 34 30 [nID=ise-1/329240]
2018/11/19 20 4.007 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS: 44 39 30 43 45 33 42 3b 33 31 53 65 73 73 69 6f [DIOCE3B;31Sessio]
2018/11/19 20:02:04.007 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS: 35 30 32 41 38 43 30 30 30 30 30 30 30 33 44 32 [502A8C00000003D2]
2018/11/19 20:02:04.007 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS: State [24] 76

RADIUS: 33 37 43 50 4d 53 65 73 73 69 6f 6e 49 44 3d 30 [37CPMSessionID=0]

2018/11/19 20:02:04.007 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (info): RADIUS: State [24] 76 ...

2018/11/19 2 4.007 {smd_R0-0)1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (info): RADIUS: authenticator a0 6e 77 c2 51 38 fb 45 - 1d 5¢ 34 45 d0 33 17 95

2018/11/19 20: 4.007 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (info): RADIUS: Received from id 1812/215 10.1.100.21:0, Access-Challenge, len 178
2018/11/19 20:02:04.007 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: O (info): RADIUS: Started a sec timeout

2018/11/19 14.007 {smd_R0-0)1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS(00000000): Sending a IPv4 Radius Packet

2018/11/19 20 14.007 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: O (info): RADIUS: Calling-Station-Id [31] 19 "00-50-56-A3-34-74"

2018/11/19 20:02:04.007 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS: 31 38 32 2f 35 30 39 34 30 3b [ 182/50940;]

2018/11/19 20:02:04.007 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS: 6e 49 44 3d 69 73 65 2d 31 2f 33 32 39 32 34 30 [nID=ise-1/329240"@]
2018/11/19 20 4.007 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS: 44 39 30 43 45 33 42 3b 33 31 53 65 73 73 69 6f [DIOCE3B;31Sessio’@]
2018/11/19 20 4.007 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS: 35 30 32 41 38 43 30 30 30 30 30 30 30 33 44 32 [502A8C00000003D2"@]
2018/11/19 20:02:04.007 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS: State [24] 76

RADIUS: 33 37 43 50 4d 53 65 73 73 69 6f 6e 49 44 3d 30 [37CPMSessionID=0"@]

2018/11/19 20:02:04.007 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (info): RADIUS: State [24] 76 ...

2018/11/19 20:02:04.007 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: O (info): RADIUS: NAS-Port [5] 6 50102

2018/11/19 20:02:04.007 {smd_R0-0)1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (info): RADIUS: NAS-Port-Type ~ [61] 6 Ethernet [15]

2018/11/19 20 4.007 {smd_R0-0)1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (info): RADIUS: NAS-Port-ld [87] 25 "TenGigabitEthernet1/0/2"

2018/11/19 20:02:04.007 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: O (info): RADIUS: NAS-IP-Address [4] 6 172.16.1.2

2018/11/19 20:02:04.007 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (info): RADIUS: Cisco AVpair [1] 25 "client-iif-id=524823285"

2018/11/19 20: 14.007 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS: Vendor, Cisco [26] 31

2018/11/19 20:02:04.007 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: O (info): RADIUS: Cisco AVpair ~ [1] 14 "method=dot1x"

2018/11/19 2 14.007 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS: Vendor, Cisco  [26] 20

2018/11/19 20 4.007 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (info): RADIUS: Cisco AVpair [1] 43 "audit-session-id=0502A8C00000003D2D90CE3B"
2018/11/19 20:02:04.007 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS: Vendor, Cisco  [26] 49

2018/11/19 2 14.007 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS: EAP-Key-Name  [102] 2 *

2018/11/19 20:02:04.007 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (info): RADIUS: EAP-Key-Name  [102] 2 *

2018/11/19 20:02:04.007 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS: Message-Authenticator[80] 18

RADIUS: 0d b4 fe 8c 65 c4 55 bd eb b6 7a f0 33 43 7f af [ eUz3C]

2018/11/19 20:02:04.007 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: O (info): RADIUS: Message-Authenticator[80] 18 ...

2018/11/19 20:02:04.007 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS: EAP-Message [79] 47

RADIUS: 026 002d 19 00 17 03 03 00 22 00 00 00 00 00 00 00 01 a7 6e eb 17 04 e6 16 ab f5 16 40 c4 f2 df 44 cb ae {5 6 6d 1e 00 5¢ af 20 fd [-"n@Dm\]
2018/11/19 20:02:04.007 {smd_R0-0)1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (info): RADIUS: EAP-Message [79] 47 ...

2018/11/19 2 14,007 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: O (info): RADIUS: Framed-MTU [12] 6 1472

2018/11/19 20:02:04.007 {smd_R0-0¥1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (info): RADIUS: Cisco AVpair [1] 21 "service-type=Framed"

2018/11/19 20: 14.007 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS: Vendor, Cisco [26] 27

2018/11/19 20: 14.007 {smd_R0-0)1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS: Service-Type [6] 6 Framed [2]

2018/11/19 20:02:04.007 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (info): RADIUS: User-Name [11 11 "employee2"

2018/11/19 20:02:04.007 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (info): RADIUS: authenticator 11 Oc 36 b2 c8 9b 1a 82 - f6 20 cf f4 6 dc e2 4b

2018/11/19 20: 4.007 {smd_R0-0}1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (info): RADIUS: Send Access-Request to 10.1.100.21:1812 id 1812/215, len 375

2018/11/19 20:02:04.007 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS(00000000): Route radius Pkt on vrf:0 for:Access-Request to 10.1.100.21:1812
2018/11/19 2 14.007 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS(00000000): sending

2018/11/19 20 4.006 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS(00000000): Config NAS IPv6: ::

2018/11/19 20:02:04.006 {smd_R0-0)1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug):

couldnt find the ipv6 source idb for VRF id : 0

2018/11/19 20:02:04.006 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): Search ipv6 source IDB in VRF DB for VRF id: 0

2018/11/19 20:02:04.006 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS(00000000): Config NAS IP: 172.16.1.2

2018/11/19 20:02:04.006 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS/ENCODE(00000000):Orig. component type = Invalid

2018/11/19 20 14.006 {smd_R0-0){1}: [aaa-authen] [22429]: UUID: 0, ra: 0, TID: 0 (debug): AAA/AUTHEN/8021X (00000000): Pick method list 'default'

2018/11/19 20: 14.006 {smd_R0-0X1}: [eap] [22429]: UUID: 0, ra: 0, TID: 0 (debug): Sending LL (Dot1x-Authenticator) event 'EAP_CUSTOMIZE_AAA_REQUEST' on handle 0x3E0000C2
2018/11/19 20:02:04.006 {smd_R0-0X1}: [eap] [22429]: UUID: 0, ra: 0, TID: 0 (debug): Received LL (Dot1x-Authenticator) event 'EAP_RX_PACKET" on handle 0x3E0000C2
2018/11/19 20:02:04.006 {smd_R0-0X1}: [eap] [22429]: UUID: 0, ra: 0, TID: 0 (debug): Sending LL (Dot1x-Authenticator) event 'EAP_TX_PACKET' on handle 0x3E0000C2




2018/11/19 20:02:04.006 {smd_R0-0X1}: [eap] [22429]: UUID: 0, ra: 0, TID: 0 (debug): Started 'Authenticator Retransmit' timer (30s) for EAP sesion handle 0x3E0000C2
4.006 {smd_R0-0X1}: [eap] [22429]: UUID: 0, ra: 0, TID: 0 (debug): Received AAA event 'EAP_AAA_RX_PACKET' on handle 0x3E0000C2
14.006 {smd_R0-0)1}: [eap] [22429]: UUID: 0, ra: 0, TID: 0 (debug): AAA reply received with callback
2018/11/19 20:02:04.006 {smd_R0-0X1}: [radius-authen] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS(00000000): Received from id 1812/214
2018/11/19 20:02:04.006 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS:rad_code 11, suppress reject flag 0
2018/11/19 20:02:04.006 {smd_R0-0}1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS: Message-Authenticator[80] 18
RADIUS: 5d 25 40 40 fb 78 44 b3 4f 6a 12 63 d9 96 13 62 [ 1?@@xDOQjcb]
2018/11/19 20:02:04.006 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (info): RADIUS: Message-Authenticator[80] 18 ...
2018/11/19 20:02:04.005 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS: EAP-Message [79] 38
RADIUS: 0160024 1900 17 03 03 00 19 20 8f 3c 29 e4 c4 5f a3 5e ca €7 74 77 16 cd f5 3c 64 d8 a5 ac cd 5b 50 89 [ $ <)_"tw<d[P]
2018/11/19 20:02:04.005 {smd_R0-0)1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (info): RADIUS: EAP-Message [79] 38 ...
2018/11/19 20 14.005 {smd_R0-0)1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS: 31 38 32 2f 35 30 39 34 30 3b [ 182/50940;]
2018/11/19 20 4.005 {smd_R0-0)1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS: 6e 49 44 3d 69 73 65 2d 31 2f 33 32 39 32 34 30 [nID=ise-1/329240]
2018/11/19 20:02:04.005 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS: 44 39 30 43 45 33 42 3b 33 31 53 65 73 73 69 6f [DIOCE3B;31Sessio]
2018/11/19 20:02:04.005 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS: 35 30 32 41 38 43 30 30 30 30 30 30 30 33 44 32 [502A8C00000003D2]
2018/11/19 20:02:04.005 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS: State [24] 76
RADIUS: 33 37 43 50 4d 53 65 73 73 69 6f 6e 49 44 3d 30 [37CPMSessionID=0]
2018/11/19 20:02:04.005 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (info): RADIUS: State [24] 76 ...
2018/11/19 20: 4.005 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (info): RADIUS: authenticator 60 db 00 ca e3 3c 28 aa - d1 9a 9f de d9 f1 a0 2a
2018/11/19 20:02:04.005 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: O (info): RADIUS: Received from id 1812/214 10.1.100.21:0, Access-Challenge, len 152
2018/11/19 4.004 {smd_R0-0}1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (info): RADIUS: Started a sec timeout
2018/11/19 20: 14.004 {smd_R0-0)1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS(00000000): Sending a IPv4 Radius Packet
2018/11/19 20:02:04.004 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (info): RADIUS: Calling-Station-Id [31] 19 "00-50-56-A3-34-74"
2018/11/19 20:02:04.004 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS: 31 38 32 2f 35 30 39 34 30 3b [ 182/50940;]
2018/11/19 20 4.004 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS: 6e 49 44 3d 69 73 65 2d 31 2f 33 32 39 32 34 30 [nID=ise-1/329240"@]
2018/11/19 20 4.004 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS: 44 39 30 43 45 33 42 3b 33 31 53 65 73 73 69 6f [DIOCE3B;31Sessio’@]
2018/11/19 20:02:04.004 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS: 35 30 32 41 38 43 30 30 30 30 30 30 30 33 44 32 [502A8C00000003D2"@]
2018/11/19 20:02:04.004 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS: State [24] 76
RADIUS: 33 37 43 50 4d 53 65 73 73 69 6f 6e 49 44 3d 30 [37CPMSessionID=0"@]
2018/11/19 20:02:04.004 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: O (info): RADIUS: State [24] 76 ...
2018/11/19 20:02:04.004 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: O (info): RADIUS: NAS-Port 5] 6 50102
2018/11/19 20:02:04.004 {smd_R0-0)1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (info): RADIUS: NAS-Port-Type  [61] 6 Ethernet [15]
2018/11/19 20:02:04.004 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: O (info): RADIUS: NAS-Port-Id [87] 25 "TenGigabitEthernet1/0/2"
0
0
0

2018/11/19 20:02:04.004 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: O (info): RADIUS: NAS-IP-Address [4] 6 172.16.1.2

2018/11/19 20 4.004 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: O (info): RADIUS: Cisco AVpair [1] 25 "client-iif-id=524823285"
2018/11/19 20:02:04.004 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS: Vendor, Cisco [26] 31

2018/11/19 20:02:04.004 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: O (info): RADIUS: Cisco AVpair ~ [1] 14 "method=dotix"
2018/11/19 20: 14.004 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS: Vendor, Cisco [26] 20

2018/11/19 20:02:04.004 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (info): RADIUS: Cisco AVpair [1]1 43 "audit-session-id=0502A8C00000003D2D90CE3B"
2018/11/19 2 14.004 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS: Vendor, Cisco  [26] 49

2018/11/19 20:02:04.004 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: O (debug): RADIUS: EAP-Key-Name  [102] 2 *

2018/11/19 20:02:04.004 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (info): RADIUS: EAP-Key-Name [102] 2 *

2018/11/19 20:02:04.004 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS: Message-Authenticator[80] 18

RADIUS: 6a3e 94 799 ce 4f 17 98 73 ce a1 4c 16 43 c1 [ j>yOsLC]

2018/11/19 20:02:04.004 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (info): RADIUS: Message-Authenticator[80] 18 ...

2018/11/19 20:02:04.004 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS: EAP-Message [79] 8

RADIUS: 02500 06 19 00

2018/11/19 20:02:04.004 {smd_R0-0)1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (info): RADIUS: EAP-Message 79] 8 ..

2018/11/19 20:02:04.004 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: O (info): RADIUS: Framed-MTU [12] 6 1472

2018/11/19 20: 14.004 {smd_R0-0}1}: [radius] [22429]: UUID: 0, ra: 0, TID: O (info): RADIUS: Cisco AVpair [1] 21 "service-type=Framed"

2018/11/19 4.004 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS: Vendor, Cisco [26]

2018/11/19 20:02:04.004 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS: Service-Type [6] 6 Framed [2]

2018/11/19 20: 4.004 {smd_R0-0}1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (info): RADIUS: User-Name [11 11 "employee2"

2018/11/19 20 4.004 {smd_R0-0)1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (info): RADIUS: authenticator 65 02 86 5e c4 ab 9c 07 - a4 58 82 d4 5e 70 58 56

2018/11/19 20:02:04.004 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (info): RADIUS: Send Access-Request to 10.1.100.21:1812 id 1812/214, len 336

2018/11/19 20:02:04.004 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS(00000000): Route radius Pkt on vrf:0 for:Access-Request to 10.1.100.21:1812
2018/11/19 20:02:04.004 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS(00000000): sending

2018/11/19 20:02:04.004 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS(00000000): Config NAS IPv6: ::

2018/11/19 20:02:04.004 {smd_R0-0)1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug):

couldnt find the ipv6 source idb for VRF id : 0

2018/11/19 20:02:04.004 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): Search ipv6 source IDB in VRF DB for VRF id: 0

2018/11/19 2 4.004 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS(00000000): Config NAS IP: 172.16.1.2

2018/11/19 20: 4.004 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS/ENCODE(00000000):Orig. component type = Invalid

2018/11/19 20:02:04.004 {smd_R0-0X1}: [aaa-authen] [22429]: UUID: 0, ra: 0, TID: O (debug): AAA/AUTHEN/8021X (00000000): Pick method list 'default'

2018/11/19 20:02:04.004 {smd_R0-0X1}: [eap] [22429]: UUID: 0, ra: 0, TID: 0 (debug): Sending LL (Dot1x-Authenticator) event 'EAP_CUSTOMIZE_AAA_REQUEST' on handle 0x3E0000C2
2018/11/19 20: 4.004 {smd_R0-0X1}: [eap] [22429]: UUID: 0, ra: 0, TID: 0 (debug): Received LL (Dot1x-Authenticator) event 'EAP_RX_PACKET" on handle 0x3E0000C2
2018/11/19 20: 13.999 {smd_R0-0X1}: [eap] [22429]: UUID: 0, ra: 0, TID: 0 (debug): Sending LL (Dot1x-Authenticator) event 'EAP_TX_PACKET' on handle 0x3E0000C2
2018/11/19 20:02:03.999 {smd_R0-0X1}: [eap] [22429]: UUID: 0, ra: 0, TID: 0 (debug): Started 'Authenticator Retransmit' timer (30s) for EAP sesion handle 0x3E0000C2
2018/11/19 20: 13.999 {smd_R0-0X1}: [eap] [22429]: UUID: 0, ra: 0, TID: 0 (debug): Received AAA event 'EAP_AAA_RX_PACKET' on handle 0x3E0000C2

2018/11/19 13.999 {smd_R0-0)1}: [eap] [22429]: UUID: 0, ra: 0, TID: 0 (debug): AAA reply received with callback

2018/11/19 20:02:03.999 {smd_R0-0X1}: [radius-authen] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS(00000000): Received from id 1812/213

2018/11/19 20: 13.999 {smd_R0-0)1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS:rad_code 11, suppress reject flag 0

2018/11/19 20:02:03.999 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS: Message-Authenticator[80] 18

RADIUS: 12 d6 39 f2 67 b8 {3 af 75 08 b4 75 50 b1 e4 d7 [ 9guuP]

2018/11/19 20:02:03.999 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: O (info): RADIUS: Message-Authenticator[80] 18 ...

2018/11/19 20:02:03.999 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS: 2f 24 5d a2 03 /811

2018/11/19 20:02:03.999 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS: EAP-Message [79] 59

RADIUS: 0150039 1900 14 03 03 00 01 01 16 03 03 00 28 20 8f 3c 29 e4 c4 5f a2 e8 58 ab 1a 37 7c 5f fa e5 8b 7a 1a a6 33 ef 63 a4 2b d8 d5 5¢ 87 a2 d8 9f 8d 22 [9( <)_X7I_z3c+\"]
2018/11/19 20:02:03.999 {smd_R0-0)1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (info): RADIUS: EAP-Message [79] 59 ...

2018/11/19 20:02:03.999 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS: 31 38 32 2f 35 30 39 34 30 3b [ 182/50940;]

2018/11/19 2 13.999 {smd_R0-0)1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS: 6e 49 44 3d 69 73 65 2d 31 2f 33 32 39 32 34 30 [nID=ise-1/329240]
2018/11/19 20 3.999 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS: 44 39 30 43 45 33 42 3b 33 31 53 65 73 73 69 6f [DIOCE3B;31Sessio]
2018/11/19 20:02:03.999 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS: 35 30 32 41 38 43 30 30 30 30 30 30 30 33 44 32 [502A8C00000003D2]
2018/11/19 20:02:03.999 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS: State [24] 76

RADIUS: 33 37 43 50 4d 53 65 73 73 69 6f 6e 49 44 3d 30 [37CPMSessionID=0]

2018/11/19 20:02:03.999 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (info): RADIUS: State [24] 76 ...

2018/11/19 20:02:03.999 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (info): RADIUS: authenticator 32 21 0d 51 4f f6 c8 a0 - 85 5 38 96 Ob Oe 8e 8c

2018/11/19 20: 13.999 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: O (info): RADIUS: Received from id 1812/213 10.1.100.21:0, Access-Challenge, len 173
2018/11/19 13.997 {smd_R0-0}1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (info): RADIUS: Started a sec timeout

2018/11/19 20:02:03.997 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS(00000000): Sending a IPv4 Radius Packet

2018/11/19 20 13.997 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: O (info): RADIUS: Calling-Station-Id [31] 19 "00-50-56-A3-34-74"

2018/11/19 20 13.997 {smd_R0-0)1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS: 31 38 32 2f 35 30 39 34 30 3b [ 182/50940;]

2018/11/19 20:02:03.997 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS: 6e 49 44 3d 69 73 65 2d 31 2f 33 32 39 32 34 30 [nID=ise-1/329240"@]
2018/11/19 20:02:03.997 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS: 44 39 30 43 45 33 42 3b 33 31 53 65 73 73 69 6f [D9OCE3B;31Sessio*@]
2018/11/19 20 13.997 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS: 35 30 32 41 38 43 30 30 30 30 30 30 30 33 44 32 [502A8C00000003D2"@]

2018/11/19 20:02:08.997 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS: State [24] 76
RADIUS: 33 37 43 50 4d 53 65 73 73 69 6f 6¢ 49 44 3d 30 [37CPMSessionID=0"@]

2018/11/19 20:02:08.997 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: O (info): RADIUS: State [24] 76 ...
2018/11/19 20:02:08.997 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: O (info): RADIUS: NAS-Port [5] 6 50102

2018/11/19 2 3.997 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: O (info): RADIUS: NAS-Port-Type  [61] 6 Ethernet 1
2018/11/19 20 3.997 {smd_R0-0)1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (info): RADIUS: NAS-Port-ld [87] 25 "TenGigabitEthernet1/0/2"

2018/11/19 20:02:03.997 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: O (info): RADIUS: NAS-IP-Address  [4] 6 172.16.1.2

2018/11/19 20:02:03.997 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (info): RADIUS: Cisco AVpair [11 25 "client-iif-id=524823285"

2018/11/19 20: 3.997 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS: Vendor, Cisco [26] 31

2018/11/19 20:02:03.997 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: O (info): RADIUS: Cisco AVpair ~ [1] 14 "method=dot1x"

2018/11/19 20:02:03.997 {smd_R0-0)1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS: Vendor, Cisco  [26] 20

2018/11/19 20:02:03.997 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (info): RADIUS: Cisco AVpair [11 43 "audit-session-id=0502A8C00000003D2D90CE3B"




2018/11/19 20:02:08.997 {smd_R0-0X1}: [radius] [22429]: UUID:
2018/11/19 2 3.997 {smd_R0-0X1}: [radius] [22429]: UUID:
2018/11/19 20:02:08.997 {smd_R0-0X1}: [radius] [22429]: UUID:
2018/11/19 20:02:08.997 {smd_R0-0X1}: [radius] [22429]: UUID:
RADIUS: ff 07 00 14 ee 2e 1c 51 3 04 db db 8e 13 a9 fd

2018/11/19 20:02:08.997 {smd_R0-0X1}: [radius] [22429]: UUID:
2018/11/19 20:02:08.997 {smd_R0-0X1}: [radius] [22429]: UUID:
2018/11/19 20:02:08.997 {smd_R0-0X1}: [radius] [22429]: UUID:

0, ra: 0, TID: 0 (debug): RADIUS:
0, ra: 0, TID: 0 (debug): RADIUS:
0, ra: 0, TID: O (info): RADIUS: EAP-Key-Name
0, ra: 0, TID: 0 (debug): RADIUS:

[.Q>]

0, ra: 0, TID: O (info): RADIUS: Message-Authenticator[80]
0, ra: 0, TID: 0 (debug): RADIUS:
0, ra: 0, TID: 0 (debug): RADIUS:

00 00 00 00 00 00 00 00 1b 1c Oe 27 3¢ 5¢ 17 09 a8 ea 34 2e 92 38 c0 22 [)V"3X9*T('<\4.8"]

2018/11/19 20:02:03.997 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS: EAP-Message

Vendor, Cisco
EAP-Key-Name

[26] 49
[o2] 2 *

[o2] 2 *

Message-Authenticator[80] 18

18 ..

e3d7 87 54 03 90 98 4e ab ad ac 11 96 b6 16 8e [TN]

2976 d9 22 fe a0 de a2 f8 12 83 33 58 39 d1 95 06 1c 94 {7 c6 fe 2a 54 94 14 03 03 00 01 01 16 03 03 00 28

[79] 138

RADIUS: 0240088 19 80 00 00 00 7e 16 03 03 00 46 10 00 00 42 41 04 97 b9 ea b5 a4 8d 21 3a 6d 9e f3 61 9d 1b 4b 06 cf e6 b6 38 16 ab d9 08 d3 11 ea 7f 5e ac b1 48 ed 5f d5 75 d9 7b 49

[~FBAL:maK8_u{l]
2018/11/19 20:02:03.997 {smd_R0-0X1}: [radius] [22429]:
2018/11/19 20:02:03.997 {smd_R0-0X1}: [radius] [22429]:
2018/11/19 20:02:03.997 {smd_R0-0X1}: [radius] [22429]:
2018/11/19 20:02:03.997 {smd_R0-0X1}: [radius] [22429]:
2018/11/19 20:02:03.997 {smd_R0-0X1}: [radius] [22429]:
2018/11/19 2 3.997 {smd_R0-0X1}: [radius] [22429]:
2018/11/19 20:02:03.997 {smd_R0-0X1}: [radius] [22429]:
2018/11/19 20:02:03.997 {smd_R0-0X1}: [radius] [22429]:
2018/11/19 2 3.997 {smd_R0-0X1}: [radius] [22429]:
2018/11/19 20:02:03.997 {smd_R0-0X1}: [radius] [22429]:
2018/11/19 20:02:03.997 {smd_R0-0X1}: [radius] [22429]:
2018/11/19 20:02:03.997 {smd_R0-0X1}: [radius] [22429]:
couldnt find the ipv6 source idb for VRF id : 0

2018/11/19 20:02:03.997 {smd_R0-0X1}: [radius] [22429]:
2018/11/19 20:02:03.997 {smd_R0-0X1}: [radius] [22429]:
2018/11/19 20:02:03.997 {smd_R0-0X1}: [radius] [22429]:
2018/11/19 2
2018/11/19 20

uuID:
uuID:
uuID:
uuID:
uuID:
uuID:
uuID:
uuID:
uuID:
uuID:
uuID:
uuID:

uuID:
uuID:
uuID:

:08.997 {smd_R0-0X1}: [eap] [22429]:
2018/11/19 20:02:08.997 {smd_R0-0X1}: [eap] [22429]:
2018/11/19 20:02:03.993 {smd_R0-0X1}: [eap] [22429]:
2018/11/19 20:02:03.993 {smd_R0-0X1}: [eap] [22429]:
2018/11/19 20:02:03.993 {smd_R0-0X1}: [eap] [22429]:
2018/11/19 20:02:03.993 {smd_R0-0X1}: [eap] [22429]:

uuiD: 0,
uuiD: 0,
uuiD: 0,
uuiD: 0,
uuiD: 0,
uuiD: 0,

2018/11/19 20:02:03.993 {smd_R0-0X1}: [radius] [22429]: UUID:
2018/11/19 20:02:03.993 {smd_R0-0X1}: [radius] [22429]: UUID:
RADIUS: 5b c1 15 36 bf 5f 46 54 16 f9 5b 6f 5b 61 fa 3f
2018/11/19 20:02:03.993 {smd_R0-0X1}: [radius] [22429]: UUID:
2018/11/19 20:02:03.993 {smd_R0-0X1}: [radius] [22429]: UUID:
RADIUS:
2018/11/19 20:02:03.993 {smd_R0-0X1}: [radius] [22429]: UUID:
2018/11/19 20:02:03.993 {smd_R0-0X1}: [radius] [22429]: UUID:
iPSUISOWN@E*+]

2018/11/19 20:02:03.993 {smd_R0-0X1}: [radius] [22429]: UUID:
81 7d cf 67 3c ad 66 f6 b2 91 bb 80 18 20 [$LP70'~?X&U}g<f ]
2018/11/19 20:02:03.993 {smd_R0-0X1}: [radius] [22429]: UUID:
16 3b d8 30 18 7f ¢5 9¢c f7 61 [wH/g"jvOw7YT:;0a]

2018/11/19 20:02:03.993 {smd_R0-0X1}: [radius] [22429]: UUID:
t,N02ho&FnV5}/]

2018/11/19 20:02:03.993 {smd_R0-0X1}: [radius] [22429]: UUID:
8e f0 86 0d 3e 9a 69 1a 60 [?h#zu*Zrpx[;s>i']

2018/11/19 20:02:03.993 {smd_R0-0X1}: [radius] [22429]: UUID:

: 0, TID: O (debug):

0, ra:
0, ra:
0, ra:

: 0, TID: O (info): RADIUS: EAP-Message
: 0, TID: O (info): RADIUS: Framed-MTU

: 0, TID: 0 (info): RADIUS: Cisco AVpair
: 0, TID: O (debug): RADIUS:
: 0, TID: O (debug): RADIUS:
: 0, TID: O (info): RADIUS: User-Name
: 0, TID: 0 (info): RADIUS: authenticator f8 a1 b4 e0 a1 bc 65 68 - b9 5b 06 4d fd c5 0d ee

: 0, TID: O (info): RADIUS: Send Access-Request to 10.1.100.21:1812 id 1812/213, len 466

: 0, TID: 0 (debug): RADIUS(00000000): Route radius Pkt on vrf:0 for:Access-Request to 10.1.100.21:1812
: 0, TID: 0 (debug): RADIUS(00000000): sending

: 0, TID: 0 (debug): RADIUS(00000000): Config NAS IPv6: ::

[79] 138 ...
[12] 6 1472
[1] 21 "service-type=Framed"
[26] 27
[6] 6 Framed
[11 11 "employee2"

Vendor, Cisco

Service-Type [2]

0, TID: 0 (debug): Search ipv6 source IDB in VRF DB for VRF id: 0

0, TID: 0 (debug): RADIUS(00000000): Config NAS IP: 172.16.1.2

0, TID: 0 (debug): RADIUS/ENCODE(00000000):Orig. component type = Invalid
13.997 {smd_R0-0){1}: [aaa-authen] [22429]: UUID: 0, ra: 0, TID: 0 (debug): AAA/AUTHEN/8021X (00000000): Pick method list 'default'

ra: 0, TID: 0 (debug): Sending LL (Dot1x-Authenticator) event 'EAP_CUSTOMIZE_AAA_REQUEST' on handle 0x3E0000C2
ra: 0, TID: O (debug): Received LL (Dot1x-Authenticator) event 'EAP_RX_PACKET" on handle 0x3E0000C2

ra: 0, TID: 0 (debug): Sending LL (Dot1x-Authenticator) event 'EAP_TX_PACKET' on handle 0x3E0000C2

ra: 0, TID: O (debug): Started 'Authenticator Retransmit' timer (30s) for EAP sesion handle 0x3E0000C2

ra: 0, TID: 0 (debug): Received AAA event 'EAP_AAA_RX_PACKET' on handle 0x3E0000C2

ra: 0, TID: 0 (debug): AAA reply received with callback

2018/11/19 20:02:03.993 {smd_R0-0X1}: [radius-authen] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS(00000000): Received from id 1812/212

0, ra: 0, TID: 0 (debug): RADIUS:rad_code 11, suppress reject flag 0

0, ra: 0, TID: 0 (debug): RADIUS:
[[6_FT[o[a?]

0, ra: 0, TID: O (info): RADIUS: Message-Authenticator[80]
0, ra: 0, TID: 0 (debug): RADIUS:
8 4b 1f cc 8b 60 f6 3a 5b a0 61 16 03 03 00 04 Oe 00 00 00

[K[a]

0, ra: 0, TID: 0 (info): RADIUS: EAP-Message
0, ra: 0, TID: 0 (debug): RADIUS:

0, ra: 0, TID: 0 (debug): RADIUS:
0, ra: 0, TID: 0 (debug): RADIUS:
0, ra: 0, TID: 0 (debug): RADIUS:
0, ra: 0, TID: 0 (debug): RADIUS:

0, ra: 0, TID: 0 (debug): RADIUS:

Message-Authenticator[80] 18

18 ..

EAP-Message [79] 22

[79] 22 ..
7169 50 17 53 4a 7c 93 24 dd 27 b8 30 d9 5b 92 dd d1 a8 Ob 77 87 98 4e €3 05 d8 40 91 45 ac cd 2a 2b [

24 02 ec 8b 4¢c 90 50 1d d7 37 cb 6f dd 27 c4 e5 fa 84 84 b3 fc c4 97 7e 3f 1d c2 58 8a b4 26 a5 {3 0a 55 8¢
97 77 48 2f €9 14 08 17 67 ae a3 be 9c e3 d1 22 9d 1¢ b0 81 €3 8d a4 6a 18 8b 94 ef 76 39 77 37 59 54 {3 3a
7d 82 2d 1b 74 14 2c e4 4e 30 32 68 d2 dd 9c 9d ab 6f 26 9c 46 d0 c6 6e 56 a5 07 03 06 35 a2 5d 9c 2f [}-
2568 23 7a 75 ca 12 ea 9c 2a 5a b8 8b bf €6 1a 72 70 86 €0 94 Oc fe 78 5b fe 03 b5 e2 08 3b 73 11 84 c1 f9

EAP-Message [79] 255

RADIUS: 01401111900 01 00 4b 1f 7b 5e 03 33 30 1d 3b a7 04 49 21 24 ff 84 91 45 19 a6 b5 2d bf d5 93 51 34 28 de 14 df af b1 Oe 51 68 [K{"30;I!$SE-Q4(Qh]

2018/11/19 20:02:03.993 {smd_RO-0X1}: [radius] [22429]:
2018/11/19 20:02:03.993 {smd_R0-0X1}: [radius] [22429]:
2018/11/19 20:02:03.993 {smd_R0-0X1}: [radius] [22429]:
2018/11/19 2 3.993 {smd_RO-0X1}: [radius] [22429]:
2018/11/19 20:02:03.993 {smd_R0-0X1}: [radius] [22429]:
2018/11/19 20:02:03.993 {smd_RO-0X1}: [radius] [22429]:

uuID:
uuID:
uuID:
uuID:
uuID:
uuID:

0, ra: 0, TID: 0 (info): RADIUS: EAP-Message
0, ra: 0, TID: O (debug): RADIUS:
0, ra: 0, TID: 0 (debug): RADIUS:
0, ra: 0, TID: 0 (debug): RADIUS:
0, ra: 0, TID: 0 (debug): RADIUS:

RADIUS: 33 37 43 50 4d 53 65 73 73 69 6f 6e 49 44 3d 30 [37CPMSessionID=0]

uuID:
uuID:
uuID:
uuID:
uuID:
uuID:
uuID:
uuID:
uuID:
uuID:
uuID:

2018/11/19 20:02:03.993 {smd_RO-0X1}: [radius] [22429]:
2018/11/19 20:02:03.993 {smd_R0-0X1}: [radius] [22429]:
2018/11/19 20:02:03.993 {smd_R0-0X1}: [radius] [22429]:
2018/11/19 20:02:03.992 {smd_R0-0X1}: [radius] [22429]:
2018/11/19 20:02:03.992 {smd_R0-0X1}: [radius] [22429]:
2018/11/19 20:02:03.992 {smd_R0-0X1}: [radius] [22429]:
2018/11/19 20:02:03.992 {smd_R0-0X1}: [radius] [22429]:
2018/11/19 2 3.992 {smd_RO-0X1}: [radius] [22429]:
2018/11/19 20:02:03.992 {smd_R0-0X1}: [radius] [22429]:
2018/11/19 20:02:03.992 {smd_R0-0X1}: [radius] [22429]:
2018/11/19 20:02:03.992 {smd_R0-0X1}: [radius] [22429]:

RADIUS: 33 37 43 50 4d 53 65 73 73 69 6f 6e 49 44 3d 30 [37CPMSessionID=0"@]

2018/11/19 20:02:03.992 {smd_R0-0X1}: [radius] [22429]:
2018/11/19 20:02:03.992 {smd_R0-0X1}: [radius] [22429]:
2018/11/19 20:02:03.992 {smd_R0-0X1}: [radius] [22429]:
2018/11/19 2 3.992 {smd_R0-0X1}: [radius] [22429]:
2018/11/19 20:02:03.992 {smd_R0-0X1}: [radius] [22429]:
2018/11/19 20:02:03.992 {smd_R0-0X1}: [radius] [22429]:
2018/11/19 2 3.992 {smd_R0-0X1}: [radius] [22429]:
2018/11/19 20:02:03.992 {smd_R0-0X1}: [radius] [22429]:
2018/11/19 20:02:03.992 {smd_R0-0X1}: [radius] [22429]:
2018/11/19 20:02:03.992 {smd_R0-0X1}: [radius] [22429]:
2018/11/19 20:02:03.992 {smd_R0-0X1}: [radius] [22429]:
2018/11/19 20:02:03.992 {smd_R0-0X1}: [radius] [22429]:
2018/11/19 20:02:03.992 {smd_R0-0X1}: [radius] [22429]: UUID:
2018/11/19 20:02:03.992 {smd_R0-0X1}: [radius] [22429]: UUID:
RADIUS: ed 0a 859d 0158 7a 61 23 da 59 89 93 df 8a b9
2018/11/19 20:02:03.992 {smd_R0-0X1}: [radius] [22429]: UUID:
2018/11/19 20:02:03.992 {smd_R0-0X1}: [radius] [22429]: UUID:
RADIUS: 02300 06 19 00

2018/11/19 20:02:03.992 {smd_R0-0X1}: [radius] [22429]:
2018/11/19 20:02:03.992 {smd_R0-0X1}: [radius] [22429]:
2018/11/19 20:02:03.992 {smd_R0-0X1}: [radius] [22429]:
2018/11/19 20:02:03.992 {smd_R0-0X1}: [radius] [22429]:
2018/11/19 2 3.992 {smd_R0-0X1}: [radius] [22429]:
2018/11/19 20:02:03.992 {smd_R0-0X1}: [radius] [22429]:
2018/11/19 20:02:03.992 {smd_R0-0X1}: [radius] [22429]:
2018/11/19 2 3.992 {smd_R0-0X1}: [radius] [22429]:
2018/11/19 20:02:03.992 {smd_R0-0X1}: [radius] [22429]:
2018/11/19 20:02:03.992 {smd_R0-0X1}: [radius] [22429]:
2018/11/19 20:02:03.992 {smd_R0-0X1}: [radius] [22429]:
2018/11/19 20:02:03.992 {smd_R0-0X1}: [radius] [22429]:
couldnt find the ipv6 source idb for VRF id : 0

2018/11/19 20:02:03.992 {smd_R0-0X1}: [radius] [22429]:
2018/11/19 20:02:03.992 {smd_R0-0X1}: [radius] [22429]:

uuID:
uuID:
uuID:
uuID:
uuID:
uuID:
uuID:
uuID:
uuID:
uuID:
uuID:
uuID:

uuID:
uuID:
uuID:
uuID:
uuID:
uuID:
uuID:
uuID:
uuID:
uuID:
uuID:
uuID:

uuID:
uuID:

[79] 255 ...
3138322(35303934303b [ 182/50940;]

66 49 44 3d 69 73 65 2d 31 2 33 32 39 32 34 30 [nID=ise-1/329240]

44 39 30 43 45 33 42 3b 33 31 53 65 73 73 69 6f [DIOCE3B;31Sessio]
3530 32 41 38 43 30 30 30 30 30 30 30 33 44 32 [502A8C00000003D2]

0, ra: 0, TID: 0 (debug): RADIUS: State [24] 76
0, ra: 0, TID: O (info): RADIUS: State [24] 76 ..
0, ra: 0, TID: 0 (info): RADIUS: authenticator 4a 03 ae €3 61 df 10 36 - 2f d4 f3 11 4b 3d 4f 72
0, ra: 0, TID: 0 (info): RADIUS: Received from id 1812/212 10.1.100.21:0, Access-Challenge, len 391
0, ra: 0, TID: 0 (info): RADIUS: Started a sec timeout
0, ra: 0, TID: 0 (debug): RADIUS(00000000): Sending a IPv4 Radius Packet
0, ra: 0, TID: O (info): RADIUS: Calling-Station-Id [31] 19 "00-50-56-A3-34-74"
0, ra: 0, TID: 0 (debug): RADIUS: 31 38 32 2f 35 30 39 34 30 3b [ 182/50940;]
0, ra: 0, TID: O (debug): RADIUS: 6e 49 44 3d 69 73 65 2d 31 2f 33 32 39 32 34 30 [nID=ise-1/329240"@]
0, ra: 0, TID: 0 (debug): RADIUS: 44 39 30 43 45 33 42 3b 33 31 53 65 73 73 69 6f [DIOCE3B;31Sessio*@]
0, ra: 0, TID: 0 (debug): RADIUS: 35 30 32 41 38 43 30 30 30 30 30 30 30 33 44 32 [502A8C00000003D2"@]
0, ra: 0, TID: 0 (debug): RADIUS: State [24] 76
0, ra: 0, TID: O (info): RADIUS: State [24] 76 ..
0, ra: 0, TID: O (info): RADIUS: NAS-Port [5] 6 50102
0, ra: 0, TID: O (info): RADIUS: NAS-Port-Type [61] 6 Ethernet [15]
0, ra: 0, TID: O (info): RADIUS: NAS-Port-Id [87] 25 "TenGigabitEthernet1/0/2"
0, ra: 0, TID: O (info): RADIUS: NAS-IP-Address  [4] 6 172.16.1.2
0, ra: 0, TID: O (info): RADIUS: Cisco AVpair [11 25 "client-iif-id=524823285"
0, ra: 0, TID: O (debug): RADIUS: Vendor, Cisco [26] 31
0, ra: 0, TID: 0 (info): RADIUS: Cisco AVpair [1] 14 "method=dot1x"
0, ra: 0, TID: O (debug): RADIUS: Vendor, Cisco [26] 20
0, ra: 0, TID: O (info): RADIUS: Cisco AVpair [1] 43 "audit-session-id=0502A8C00000003D2D90CE3B"
0, ra: 0, TID: 0 (debug): RADIUS: Vendor, Cisco [26] 49
0, ra: 0, TID: 0 (debug): RADIUS: EAP-Key-Name [1o2] 2 *
0, ra: 0, TID: O (info): RADIUS: EAP-Key-Name [102] 2 *
0, ra: 0, TID: 0 (debug): RADIUS: Message-Authenticator[80] 18
[ Xza#Y]
0, ra: 0, TID: 0 (info): RADIUS: Message-Authenticator[80] 18 ...
0, ra: 0, TID: 0 (debug): RADIUS: EAP-Message [79] 8
0, ra: 0, TID: 0 (info): RADIUS: EAP-Message [79] 8 ..
0, ra: 0, TID: O (info): RADIUS: Framed-MTU [12] 6 1472
0, ra: 0, TID: 0 (info): RADIUS: Cisco AVpair [1] 21 "service-type=Framed"
0, ra: 0, TID: O (debug): RADIUS: Vendor, Cisco [26]
0, ra: 0, TID: 0 (debug): RADIUS: Service-Type [6] 6 Framed [2]
0, ra: 0, TID: 0 (info): RADIUS: User-Name [11 11 "employee2"
0, ra: 0, TID: 0 (info): RADIUS: authenticator fO a0 f5 98 f8 c2 24 3e - 42 f9 bc 7b 2f 05 ee 84
0, ra: 0, TID: 0 (info): RADIUS: Send Access-Request to 10.1.100.21:1812 id 1812/212, len 336
0, ra: 0, TID: 0 (debug): RADIUS(00000000): Route radius Pkt on vrf:0 for:Access-Request to 10.1.100.21:1812
0, ra: 0, TID: 0 (debug): RADIUS(00000000): sending
0, ra: 0, TID: 0 (debug): RADIUS(00000000): Config NAS IPv6: ::
0, ra: 0, TID: 0 (debug):
0, ra: 0, TID: 0 (debug): Search ipv6 source IDB in VRF DB for VRF id: 0
0, ra: 0, TID: 0 (debug): RADIUS(00000000): Config NAS IP: 172.16.1.2



2018/11/19 20:02:03.992 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS/ENCODE(00000000):Orig. component type = Invalid

2018/11/19
2018/11/19 20«

13.992 {smd_R0-0){1}: [aaa-authen] [22429]: UUID: 0, ra: 0, TID: 0 (debug): AAA/AUTHEN/8021X (00000000): Pick method list 'default'
3.992 {smd_R0-0X1}: [eap] [22429]: UUID: 0, ra: 0, TID: 0 (debug): Sending LL (Dot1x-Authenticator) event 'EAP_CUSTOMIZE_AAA_REQUEST' on handle 0x3E0000C2

2018/11/19 20:02:03.992 {smd_R0-0X1}: [eap] [22429]: UUID: 0, ra: 0, TID: 0 (debug): Received LL (Dot1x-Authenticator) event 'EAP_RX_PACKET" on handle 0x3E0000C2
2018/11/19 20:02:03.991 {smd_R0-0X1}: [eap] [22429]: UUID: 0, ra: 0, TID: 0 (debug): Sending LL (Dot1x-Authenticator) event 'EAP_TX_PACKET' on handle 0x3E0000C2

2018/11/19 20«
2018/11/19 20«

3.991 {smd_RO-0X1}: [eap] [22429]: UUID: O,

13.991 {smd_R0-0X1}: [eap] [22429]: UUID: 0, ra: 0, TID: 0 (debug): Started 'Authenticator Retransmit' timer (30s) for EAP sesion handle 0x3E0000C2
: 0, TID: 0 (debug): Received AAA event 'EAP_AAA_RX_PACKET' on handle 0x3E0000C2

2018/11/19 20:02:03.991 {smd_R0-0X1}: [eap] [22429]: UUID: 0, ra: 0, TID: 0 (debug): AAA reply received with callback

2018/11/19 20
2018/11/19 2 3.991 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID:
2018/11/19 20:02:03.991 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID:
RADIUS: 39 d2 44 3a 80 7f fa 1e 9a f0 cc 00 b7 e3 68 22 [9D:h"]
2018/11/19 20:02:03.991 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID:
2018/11/19 20:02:03.991 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID:
2018/11/19 20:02:03.991 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID:
c9 281 6b [D?TCm{2m)+@W\ok]

2018/11/19 20:02:03.991 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID:
9f c9 df 5¢c cb 2e 6e 60 47 [+~uMIA=~'te\.n'G]

2018/11/19 20:02:03.991 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID:
[81=<Q-nOKdJIt8e<]

2018/11/19 20:02:03.991 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID:
22 e8 9c ff 45 aa 1d eb 45 d9 db 02 9a 06 €5 9b 2a [5:59@=<VINE*"EE*]
2018/11/19 20:02:03.991 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID:
a6 a6 ff 46 7a 40 9e 13 fc 5¢ [9)r/K+I9 P-~Fz@\]

2018/11/19 20:02:03.991 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID:

0 (debug): RADIUS
0 (debug): RADIUS

0 (info): RADIUS: Message-Authenticator[80]
0 (debug): RADIUS:
0 (debug): RADIUS:
0 (debug): RADIUS:
0 (debug): RADIUS:
0 (debug): RADIUS:

0 (debug): RADIUS:

0 (debug): RADIUS

13.991 {smd_R0-0)1}: [radius-authen] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS(00000000): Received from id 1812/211

:rad_code 11, suppress reject flag 0
: Message-Authenticator[80] 18

18 ..

06 01

a2 fa fa 9c 44 3f 54 a8 93 d8 cf 43 Oc 85 d7 6d 7b 32 17 ef 72 6e 29 fe 2b cf cd 40 8e 57 be 5c cb ef ce 6f 6
2b8eccd37e 7581 1c 16 03 03 01 4d Oc 00 01 49 03 00 17 41 04 f2 1e 04 3d 90 7f c8 c9 7e be 27 ff 74 65
8f 38 97 95 ab 31 3d dc f2 7f 3c 1a ab 51 b5 00 2d 6e 4f 4b 1f a4 15 01 64 4a 7c 9e e3 84 {3 74 38 65 3¢

35 1f 8e 0f 3a 15 b7 f3 73 16 09 39 be 40 3d 3c 56 86 21 d4 4e 45 ee 92 e7 e3 ¢c1 10 2a a0 b1 ce d7 ef 1d 10
fb 87 12.c4 1c 0539 29 1e 72 2f c1 4b a9 1a 2b €9 49 fd 39 9d 15 20 50 08 9d 01 1e cd 92 f0 9e e4 2d ae 7e

: EAP-Message [79] 255

RADIUS: 6d 1 d9 30 85 3e 78 7d 46 4c 60 36 a4 fe 45 a1 83 cc 18 07 d3 00 6f da b6 2b 9c 61 2¢ 78 5e [MO>x}FL 6Eo+a,x"]

2018/11/19 20:02:03.991 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: O (info): RADIUS: EAP-Message

[79] 255 ...

2018/11/19 20:02:03.991 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS: 6f ba 9b 74 c8 5e 9b 52 c4 98 20 02 69 f2 80 c2 fc 03 79 ee f9 81 04 9d 75 e3 28 7e 67 60 50 bc 44 24 06 9b

b2 [ot*Riyu(~g PD$]

2018/11/19 20:02:03.991 {smd_R0-0}1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS: ef c6 4b 72 fc €2 2¢ 17 5¢ ac 07 Ob 99 1d a8 18 66 01 27 be fb 4f 4d c¢5 54 4b 51 36 a5 a3 79 11 ff 00 4 da 79

fd 7f 07 95 5a 6a [Kr,'OMTKQ6yyZj]

2018/11/19 20:02:03.991 {smd_R0-0}1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS: 30 1d 06 03 55 1d 25 04 16 30 14 06 08 2b 06 01 05 05 07 03 01 06 08 2b 06 01 05 05 07 03 02 30 11 06 09
60 86 48 01 86 8 42 01 01 04 04 03 02 06 40 30 0d 06 09 2a 86 48 86 {7 0d 01 01 05 05 00 03 82 01 01 00 a8 65 54 [0U?0++0°HB@0*HeT]

2018/11/19 20:02:03.991 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS: 0c 06 03 55 1d 13 04 05 30 03 01 01 ff 30 Ob 06 03 55 1d 0f 04 04 03 02 02 ec 30 1d 06 03 55 1d Oe 04 16 04
14 7e 06 15 f0 a8 74 32 4b 74 3a d1 53 2a fe db 1e 45 b8 a4 74 [UOOUOU~t2Kt:S*Et]

2018/11/19 20:02:03.991 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS: EAP-Message

[79] 256

RADIUS: d2ee dd 05f19573 f1 05 2c fd 71 a6 ab 56 50 57 c¢1 13 53 ed 98 c0 7e 00 6a f1 30 42 81 da 52 8f 02 03 01 00 01 a3 6e 30 6¢ 30 [s,qVPWS~j0BRnOIO0]

2018/11/19 20:02:03.991 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: O (info): RADIUS: EAP-Message
: 0, TID: O (debug): RADIUS:

2018/11/19 20:02:03.991 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra:
48 a2 1c 17 df 70 2¢ 0 41 8a 31 [ Z*0JJ@jqOzGHp.A1]

2018/11/19 20:02:03.991 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra.
5b [u,JFszIYfiJ}-qw(]

2018/11/19 20:02:03.991 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra.
ee 13 09 44 72 9c ad 26 4c 39 Te 50 2¢ 46 [j2Mi 20?Dr8LIP.F]
2018/11/19 20:02:03.991 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra:
aBLi~d?]li*/?]

2018/11/19 20:02:03.991 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra.
[7A$bAHVIST]

2018/11/19 20:02:03.991 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra.

: 0, TID: O (debug): RADIUS:
: 0, TID: O (debug): RADIUS:
: 0, TID: O (debug): RADIUS:
: 0, TID: O (debug): RADIUS:

: 0, TID: O (debug): RADIUS:

[79] 255 ...
d0 5a 2a e1 6f 9d f0 Ob 80 a5 ¢7 cb 1e f2 4a bb d9 94 88 4a e3 84 9d 40 6a 98 71 ef {3 b4 b6 1d 4f 7a 47 4

75 85 2c ce 88 fe bc 93 04 b5 ¢9 02 ea 4a f1 46 73 7a 6¢ 59 66 94 69 a1 b0 8¢ 4a 7d ae c2 a9 2d Oe c9 71 77
6a 32 b2 ba a7 ee 99 1d 9b cd 4d cf 69 08 e5 a0 90 60 dd 80 ea 9e c0 3f 86 aa a2 9e 30 8d 3f 81 96 fd a2 cO

02 08 cd 3f 4b 20 b5 61 38 4c 69 dd 7e c0 64 25 08 98 1e 8b 02 b2 5d 6¢ 98 04 bf 69 2a ed d9 af 90 2f 25 [?K
9d 8b 37 e4 5e 2e 24 27 93 6¢ ¢1 1a 7d a9 e9 d4 a4 c0 8d 62 dc a1 41 21 23 dd 27 a9 76 18 f1 39 24 54

EAP-Message [79] 255

RADIUS: 2230 0d 06 09 2a 86 48 86 7 0d 01 01 01 05 00 03 82 01 0f 00 30 82 01 0a 02 82 01 01 00 ae 03 5d c8 fa 4e 42 73 bd 7e 34 76 d0 80 c6 5d 3a c5 39 31 ['0*HO]NBs~4v]:91]

2018/11/19 20«
2018/11/19 20«

:03.991 {smd_R0-0X1}: [radius] [22429]:
:03.991 {smd_R0-0X1}: [radius] [22429]:
2018/11/19 20:02:03.991 {smd_R0-0X1}: [radius] [22429]:
2018/11/19 20:02:03.991 {smd_R0-0X1}: [radius] [22429]:
2018/11/19 20:02:03.991 {smd_R0-0X1}: [radius] [22429]:
2018/11/19 20:02:03.991 {smd_R0-0X1}: [radius] [22429]:
[010Uise-1.demo.l]

2018/11/19 20:02:03.991 {smd_R0-0X1}: [radius] [22429]:

uuiD
uuiD
uuiD
uuiD
uuiD
uuiD

: 0, ra:
: 0, ra:
: 0, ra:
: 0, ra:
: 0, ra:
: 0, ra:

UUID: 0, ra:

: 0, TID: O (info): RADIUS: EAP-Message
: 0, TID: O (debug): RADIUS:
: 0, TID: O (debug): RADIUS:
: 0, TID: 0 (debug): RADIUS:
: 0, TID: O (debug): RADIUS:
: 0, TID: O (debug): RADIUS:

: 0, TID: O (debug): RADIUS:

[79] 255 ...
63 61 6 30 82 01 [cal0]

1b 31 1930 17 06 03 55 04 03 13 10 69 73 65 2d 31 2¢ 64 65 6d 6f 26 6¢ 6f [10Uise-1.demo.lo]

37 5a 17 0d 31 39 30 38 31 34 30 34 34 33 31 37 5a 30 [7Z19081404431720]

6f 63 61 6¢ 30 1e 17 0d 31 38 30 38 31 34 30 34 34 33 31 [0cal018081404431]

86 17 0d 01 01 05 05 00 30 1b 31 19 30 17 06 03 55 04 03 13 10 69 73 65 2d 31 26 64 65 6d 6f 26 6C

c0 30 00 00 08 00 Ob 00 04 03 00 01 02 16 03 03 03 3¢ Ob 00 03 38 00 03 35 00 03 32 30 82 03 2e 30 82 02

16 a0 03 02 01 02 02 10 5b 72 5d €5 00 00 00 00 ff 9d 3d e8 02 90 ¢1 4f 30 0d 06 09 2a 86 48 [0<8520.0[r]=00*H]
2018/11/19 20:02:03.991 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS: 0f 7a e9 ba 1c 57 74 67 d2 bc 36 6d 47 11 75 94 8e ec 7b d0 ac 49 b7 41 65 db 68 95 c9 49 37 79

[zZWtgbmGu{lAehI7y]

2018/11/19 20:02:03.990 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS: EAP-Message

[79] 255

RADIUS: 013 03 f4 19 c0 00 00 04 f5 16 03 03 00 54 02 00 00 50 03 03 54 01 24 d3 11 61 6 ef 8a 53 0a 5¢c 8¢ 06 78 79 54 7e 6a €9 90 9c d5 e2 83 25 9d {7 4a 58 1b 9¢ 20 [TPT$aS\«yT~j?2JX |

2018/11/19 20:02:03.990 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra.
2018/11/19 20:02:03.990 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra:
2018/11/19 20:02:03.990 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra.
2018/11/19 20:02:03.990 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra:
2018/11/19 20:02:03.990 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra:

: 0, TID: O (info): RADIUS: EAP-Message
: 0, TID: O (debug): RADIUS:
: 0, TID: O (debug): RADIUS:
: 0, TID: O (debug): RADIUS:
: 0, TID: O (debug): RADIUS:

[79] 255 ...
313832235303934303b [ 182/50940;]

66 49 44 3d 69 73 65 2d 31 2 33 32 39 32 34 30 [nID=ise-1/329240]

44 39 30 43 45 33 42 3b 33 31 53 65 73 73 69 6f [DIOCE3B;31Sessio]
3530 32 41 38 43 30 30 30 30 30 30 30 33 44 32 [502A8C00000003D2]

2018/11/19 20:02:03.990 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS: State [24] 76
RADIUS: 33 37 43 50 4d 53 65 73 73 69 6f 6e 49 44 3d 30 [37CPMSessionID=0]

2018/11/19 20:02:03.990 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (info): RADIUS: State [24] 76 ...

2018/11/19 20: 13.990 {smd_R0-0}1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (info): RADIUS: authenticator 8b a8 6f 6¢c 9c 8a 3b 71 - 65 d4 d8 20 c1 21 cc b8

2018/11/19 20: 13.990 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: O (info): RADIUS: Received from id 1812/211 10.1.100.21:0, Access-Challenge, len 1134
2018/11/19 20:02:03.983 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (info): RADIUS: Started a sec timeout

2018/11/19 20:02:03.983 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS(00000000): Sending a IPv4 Radius Packet

2018/11/19 20 13.983 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: O (info): RADIUS: Calling-Station-Id [31] 19 "00-50-56-A3-34-74"

2018/11/19 20:02:03.983 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS: 31 38 32 2f 35 30 39 34 30 3b [ 182/50940;]

2018/11/19 2 3.983 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS: 6e 49 44 3d 69 73 65 2d 31 2f 33 32 39 32 34 30 [nID=ise-1/329240"@]
2018/11/19 20 3.983 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS: 44 39 30 43 45 33 42 3b 33 31 53 65 73 73 69 6f [DIOCE3B;31Sessio"@]
2018/11/19 20:02:03.983 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS: 35 30 32 41 38 43 30 30 30 30 30 30 30 33 44 32 [502A8C00000003D2"@]
2018/11/19 20:02:03.983 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS: State [24] 76

RADIUS: 33 37 43 50 4d 53 65 73 73 69 6f 6e 49 44 3d 30 [37CPMSessionID=0"@]

2018/11/19 20:02:03.983 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: O (info): RADIUS: State [24] 76 ...

2018/11/19 20:02:03.983 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: O (info): RADIUS: NAS-Port [5] 6 50102

2018/11/19 20:02:03.983 {smd_R0-0)1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (info): RADIUS: NAS-Port-Type  [61] 6 Ethernet 1

2018/11/19 20 3.983 {smd_R0-0)1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (info): RADIUS: NAS-Port-Id [87] 25 "TenGigabitEthernet1/0/2"

2018/11/19 20:02:03.983 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: O (info): RADIUS: NAS-IP-Address  [4] 1.2

2018/11/19 20 3.983 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (info): RADIUS: Cisco AVpair 11 25 d=524823285"

2018/11/19 3.983 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS: Vendor, Cisco [26]

2018/11/19 20:02:03.983 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: O (info): RADIUS: Cisco AVpair ~ [1] 14 "method=dot1x"

2018/11/19 20: 3.983 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS: Vendor, Cisco [26] 20

2018/11/19 20 3.983 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: O (info): RADIUS: Cisco AVpair [1] 43 "audit-session-id=0502A8C00000003D2D90CE3B"
2018/11/19 20:02:03.983 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: O (debug): RADIUS: Vendor, Cisco [26] 49

2018/11/19 20:02:03.983 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS: EAP-Key-Name  [102] 2 *

2018/11/19 20:02:03.983 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (info): RADIUS: EAP-Key-Name  [102] 2 *

2018/11/19 20:02:03.983 {smd_R0-0}1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS: Message-Authenticator[80] 18

RADIUS: ef 72 b8 9b 1f 29 d2 c8 f2 d9 fe 10 d9 24 ae 9f [1$]

2018/11/19 20:02:03.983 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (info): RADIUS: Message-Authenticator[80] 18 ...

2018/11/19 20:02:03.983 {smd_R0-0X1}: [radius] [22429]: UUID:

0, ra: 0, TID: 0 (debug): RADIUS: ¢c0 30 cO 2f 00 9f 00 9e c0 24 c0 23 c0 28 c0 27 c0 0a c0 09 c0 14 ¢0 13 00 9d 00 9¢ 00 3d 00 3¢ 00 35 00 2f

00 0a 01 00 00 40 00 05 00 05 01 00 00 00 00 00 Oa 00 08 00 06 00 1d 00 17 00 18 00 Ob 00 02 01 00 00 0d 00 14 00 12 04 01 05 01 02 01 04 03 05 03 02 03 02 02 06 01 06 03 00 23 00 00 00 17 00 00 ff 01

000100 [ O/$#('=<5/@#]

2018/11/19 20:02:03.982 {smd_R0-0}1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS: f2 e0 f0 2d 11 ba 7 59 93 ae 59 a8 94 5e 9b 86 74 73 3d 04 07 Oc 62 22 79 e5 2¢ 26 ¢8 22 01 00 2a c0 2¢ cO

2b [-YYMs=b"y,&"*,+]

2018/11/19 20:02:03.982 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS: EAP-Message

[79] 200

RADIUS: 02200 ¢6 19 80 00 00 00 bc 16 03 03 00 b7 01 00 00 b3 03 03 5b f3 13 €8 6a 56 be de 4e 5d 6¢ 01 60 d5 c4 34 8e 23 cc 5e 10 53 e4 17 {6 ¢5 €3 85 18 43 7e 5b 20 59 [[[VN]I'4#"SC~[ Y]

2018/11/19 20:02:03.982 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (info): RADIUS: EAP-Message
2018/11/19 20:02:03.982 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: O (info): RADIUS: Framed-MTU

[79] 200 ...
[12] 6 1472



2018/11/19 20:02:03.982 {smd_R0-0X1}: [radius] [22429]:
2018/11/19 2 3.982 {smd_R0-0X1}: [radius] [22429]:
2018/11/19 20:02:03.982 {smd_R0-0X1}: [radius] [22429]:
2018/11/19 20:02:03.982 {smd_R0-0X1}: [radius] [22429]:
2018/11/19 20:02:03.982 {smd_R0-0}1}: [radius] [22429]: UUID: 0, ra: 0, TID
2018/11/19 20 13.982 {smd_R0-0)1}: [radius] [22429]: UUID: 0, ra: 0, TID
2018/11/19 20:02:03.982 {smd_R0-0}{1}: [radius] [22429]: UUID: 0,
2018/11/19 20:02:03.982 {smd_R0-0}1}: [radius] [22429]: UUID: 0, ra: 0, TID
2018/11/19 20 13.982 {smd_R0-0)1}: [radius] [22429]: UUID: 0, ra: 0, TID
2018/11/19 20:02:03.982 {smd_R0-0}1}: [radius] [22429]: UUID: 0, ra: 0, TID
couldnt find the ipv6 source idb for VRF id : 0

2018/11/19 20:02:03.982 {smd_R0-0X1}: [radius] [22429]:
2018/11/19 20:02:03.982 {smd_R0-0X1}: [radius] [22429]:
2018/11/19 20:02:03.982 {smd_R0-0X1}: [radius] [22429]:
2018/11/19 20
2018/11/19 20:02:03.982 {smd_R0-0X1}: [eap] [22429]:
2018/11/19 20:02:03.982 {smd_R0-0X1}: [eap] [22429]:
2018/11/19 2 3.982 {smd_R0-0X1}: [eap] [22429]:
2018/11/19 20:02:03.982 {smd_R0-0X1}: [eap] [22429]:
2018/11/19 20:02:03.982 {smd_R0-0X1}: [eap] [22429]:
2018/11/19 2 3.981 {smd_R0-0X1}: [eap] [22429]:
2018/11/19 20
2018/11/19 20:02:03.981 {smd_R0-0}1}: [radius] [22429]: UUID: 0, ra: 0, TID
2018/11/19 20:02:03.981 {smd_R0-0}1}: [radius] [22429]: UUID: 0, ra: 0, TID
RADIUS: 1b 0b e2 9e 6f 25 a0 a1 8f 6b f3 31 4e e0 83 7d [0?k1N}]
2018/11/19 20:02:03.981 {smd_R0-0}1}: [radius] [22429]: UUID: 0, ra: 0, TID
2018/11/19 20:02:03.981 {smd_R0-0}1}: [radius] [22429]: UUID: 0, ra: 0, TID
RADIUS: 0120006 19 21 [n

2018/11/19 20:02:03.981 {smd_R0-0X1}: [radius] [22429]:
2018/11/19 20:02:03.981 {smd_R0-0X1}: [radius] [22429]:
2018/11/19 20:02:03.981 {smd_R0-0X1}: [radius] [22429]:
2018/11/19 20:02:03.981 {smd_R0-0X1}: [radius] [22429]:
2018/11/19 20:02:03.981 {smd_R0-0X1}: [radius] [22429]:
2018/11/19 20:02:03.981 {smd_R0-0X1}: [radius] [22429]:

UuID: 0, ra: 0, TID
UuID: 0, ra: 0, TID
UuID: 0, ra: 0, TID
UuID: 0, ra: 0, TID

UuID: 0, ra: 0, TID
UuID: 0, ra: 0, TID
UuID: 0, ra: 0, TID

UuID: 0, ra: 0, TID
UuID: 0, ra: 0, TID
UuID: 0, ra: 0, TID

uuID:
uuID:
uuID:
uuID:
uuID:
uuID:

0,ra: 0, TID
0,ra: 0, TID
0,ra: 0, TID
0,ra: 0, TID
0,ra: 0, TID
0,ra: 0, TID

: 0 (info): RADIUS: Cisco AVpair

: 0 (debug): RADIUS: Vendor, Cisco
: 0 (debug): RADIUS: Service-Type

: 0 (info): RADIUS: User-Name

[1] 21 "service-type=Framed"
[26] 27

[6] 6 Framed

[11 11 "employee2"

12

: 0 (info): RADIUS: authenticator 55 f2 b3 2f €8 00 08 85 - ¢7 fd {6 9e 94 a2 bf bf
: 0 (info): RADIUS: Send Access-Request to 10.1.100.21:1812 id 1812/211, len 528

ra: 0, TID: 0 (debug): RADIUS(00000000): Route radius Pkt on vrf:0 for:Access-Request to 10.1.100.21:1812

: 0 (debug): RADIUS(00000000): sending
: 0 (debug): RADIUS(00000000): Config NAS IPv6: ::

: 0 (debug):

: 0 (debug): Search ipv6 source IDB in VRF DB for VRF id: 0
: 0 (debug): RADIUS(00000000): Config NAS IP: 172.16.1.2
: 0 (debug): RADIUS/ENCODE(00000000):Orig. component type = Invalid

: 0 (info): RADIUS: Message-Authenticator[80]
: 0 (debug): RADIUS: EAP-Message

: 0 (info): RADIUS: EAP-Message
3138 32 2f 35 30 39 34 30 3b
6e 49 44 3d 69 73 65 2d 31 2f 33 32 39 32 34 30 [nID=ise-1/329240]

44 39 30 43 45 33 42 3b 33 31 53 65 73 73 69 6f [DIOCE3B;31Sessio]
35 30 32 41 38 43 30 30 30 30 30 30 30 33 44 32 [502A8C00000003D2]

: 0 (debug): RADIUS:
: 0 (debug): RADIUS:
: 0 (debug): RADIUS:
: 0 (debug): RADIUS:

: 0 (debug): RADIUS: State

RADIUS: 3337 43 50 4d 53 65 73 73 69 6f 6e 49 44 3d 30 [37CPMSessionID=0]

2018/11/19 20:02:03.981 {smd_R0-0}1}: [radius] [22429]: UUID: 0, ra: 0, TID
2018/11/19 20«

: 0 (info): RADIUS: State

03.982 {smd_R0-0X1}: [aaa-authen] [22429]: UUID: 0, ra: 0, TID: 0 (debug): AAA/AUTHEN/8021X (00000000): Pick method list 'default'
UuID: 0, ra: 0, TID
UuID: 0, ra: 0, TID

: 0 (debug): Sending LL (Dot1x-Authenticator) event 'EAP_CUSTOMIZE_AAA_REQUEST' on handle 0x3E0000C2
: 0 (debug): Received LL (Dot1x-Authenticator) event 'EAP_RX_PACKET' on handle 0x3E0000C2

: 0 (debug): Sending LL (Dot1x-Authenticator) event 'EAP_TX_PACKET' on handle 0x3E0000C2

: 0 (debug): Started 'Authenticator Retransmit' timer (30s) for EAP sesion handle 0x3E0000C2

: 0 (debug): Received AAA event 'EAP_AAA_RX_PACKET' on handle 0x3E0000C2

: 0 (debug): AAA reply received with callback

3.981 {smd_R0-0)1}: [radius-authen] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS(00000000): Received from id 1812/210

: 0 (debug): RADIUS:rad_code 11,
: 0 (debug): RADIUS: Message-Authenticator[80]

suppress reject flag 0
18

18 ...
79] 8
79] 8 ..
[ 182/50940;]

[24] 76

[24] 76 ...

03.981 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (info): RADIUS: authenticator 21 a2 39 40 €9 bf 5b 70 - 8d 1c 44 8d dO dc a2 62

2018/11/19 20:02:03.981 {smd_R0-0}{1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (info): RADIUS: Received from id 1812/210 10.1.100.21:0, Access-Challenge, len 122
: 0 (info): RADIUS: Started a sec timeout
: 0 (debug): RADIUS(00000000): Sending a IPv4 Radius Packet

2018/11/19 20:02:03.980 {smd_RO-0X1}: [radius] [22429]:
2018/11/19 2 3.980 {smd_RO-0X1}: [radius] [22429]:
2018/11/19 20:02:03.980 {smd_RO-0X1}: [radius] [22429]:
2018/11/19 20:02:03.980 {smd_RO-0X1}: [radius] [22429]:
2018/11/19 2 3.980 {smd_RO-0X1}: [radius] [22429]:
2018/11/19 20:02:03.980 {smd_R0-0X1}: [radius] [22429]:
2018/11/19 20:02:03.980 {smd_RO-0X1}: [radius] [22429]:
2018/11/19 20:02:03.980 {smd_RO-0X1}: [radius] [22429]:

uuID:
uuID:
uuID:
uuID:
uuID:
uuID:
uuID:
uuID:

0, ra:
0, ra:
0, ra:
0, ra:
0, ra:
0, ra:
0, ra:
0, ra:

0, TID
0, TID
0, TID
0, TID
0, TID
0, TID
0, TID
0, TID

: 0 (info): RADIUS: Calling-Station-Id [31]
3138 32 2f 35 30 39 34 30 3b
6e 49 44 3d 69 73 65 2d 31 2f 33 32 39 32 34 30 [nID=ise-1/329240"@]

44 39 30 43 45 33 42 3b 33 31 53 65 73 73 69 6f [DIOCE3B;31Sessio’@]
35 30 32 41 38 43 30 30 30 30 30 30 30 33 44 32 [502A8C00000003D2"@]

: 0 (debug): RADIUS:
: 0 (debug): RADIUS:
: 0 (debug): RADIUS:
: 0 (debug): RADIUS:

: 0 (debug): RADIUS: State

RADIUS: 3337 43 50 4d 53 65 73 73 69 6f 6e 49 44 3d 30 [37CPMSessionID=0"@]

2018/11/19 20:02:03.980 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID
2018/11/19 20:02:03.980 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID
2018/11/19 20:02:03.980 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID
2018/11/19 2 3.980 {smd_RO-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID
2018/11/19 20:02:03.980 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID
2018/11/19 20:02:03.980 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID
2018/11/19 20:02:03.980 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID
2018/11/19 20:02:03.980 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID
2018/11/19 20:02:03.980 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID
2018/11/19 20:02:03.980 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID
2018/11/19 20:02:03.980 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID
2018/11/19 2 3.980 {smd_RO-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID
2018/11/19 20:02:03.980 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID
2018/11/19 20:02:03.980 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID
RADIUS: 62 c1 fb ae ca f3 50 9c 5d 21 b0 e2 be fe ed b5 [bP]]
2018/11/19 20:02:03.980 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID
2018/11/19 20:02:03.980 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID
RADIUS: 02 f1 00 06 03 19

2018/11/19 20:02:03.980 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID
2018/11/19 20:02:03.980 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID
2018/11/19 20:02:03.980 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID
2018/11/19 20:02:03.980 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID
2018/11/19 2 3.980 {smd_RO-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID
2018/11/19 20:02:03.980 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID
2018/11/19 20:02:03.980 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID
2018/11/19 20:02:03.980 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID

2018/11/19 20:02:03.980 {smd_R0-0}{1}: [radius] [22429]: UUID: 0,
2018/11/19 20:02:03.980 {smd_R0-0}1}: [radius] [22429]: UUID: 0, ra: 0, TID
2018/11/19 20 13.980 {smd_R0-0)1}: [radius] [22429]: UUID: 0, ra: 0, TID
2018/11/19 20:02:03.980 {smd_R0-0}1}: [radius] [22429]: UUID: 0, ra: 0, TID
couldnt find the ipv6 source idb for VRF id : 0

2018/11/19 20:02:03.980 {smd_R0-0}1}: [radius] [22429]: UUID: 0, ra: 0, TID
2018/11/19 20:02:03.980 {smd_R0-0}1}: [radius] [22429]: UUID: 0, ra: 0, TID
2018/11/19 2 3.980 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID
2018/11/19 20
2018/11/19 20:02:03.980 {smd_R0-0X1}: [eap] [22429]:
2018/11/19 20:02:03.980 {smd_R0-0X1}: [eap] [22429]:
2018/11/19 20:02:03.979 {smd_R0-0X1}: [eap] [22429]:
2018/11/19 20:02:03.979 {smd_R0-0X1}: [eap] [22429]:
2018/11/19 20:02:03.979 {smd_R0-0X1}: [eap] [22429]:
2018/11/19 20:02:03.979 {smd_R0-0X1}: [eap] [22429]:
2018/11/19 2
2018/11/19 20:02:03.979 {smd_R0-0}1}: [radius] [22429]: UUID: 0, ra: 0, TID
2018/11/19 20:02:03.979 {smd_R0-0}1}: [radius] [22429]: UUID: 0, ra: 0, TID
RADIUS: ba c¢9 30 40 7c a6 90 Oc 9a cf 8f b5 c8 36 c3 79 [0@IBy]
2018/11/19 20:02:03.979 {smd_R0-0}1}: [radius] [22429]: UUID: 0, ra: 0, TID
2018/11/19 20:02:03.979 {smd_R0-0}1}: [radius] [22429]: UUID: 0, ra: 0, TID
RADIUS: 01 f1 00 06 0d 20

2018/11/19 20:02:03.979 {smd_R0-0X1}: [radius] [22429]:
2018/11/19 2 3.979 {smd_R0-0X1}: [radius] [22429]:
2018/11/19 20:02:03.979 {smd_R0-0X1}: [radius] [22429]:
2018/11/19 20:02:03.979 {smd_R0-0X1}: [radius] [22429]:
2018/11/19 2 3.979 {smd_R0-0X1}: [radius] [22429]:
2018/11/19 20:02:03.979 {smd_R0-0X1}: [radius] [22429]:

UuID: 0, r:

uuID:
uuID:
uuID:
uuID:
uuID:
uuID:

0,ra: 0, TID
0,ra: 0, TID
0,ra: 0, TID
0,ra: 0, TID
0,ra: 0, TID
0,ra: 0, TID

: 0 (info): RADIUS:
: 0 (info): RADIUS:
: 0 (info): RADIUS:
: 0 (info): RADIUS:
: 0 (info): RADIUS:
: 0 (info): RADIUS:

State
NAS-Port

NAS-Port-Id

Cisco AVpair

: 0 (debug): RADIUS: Vendor, Cisco

: 0 (info): RADIUS: Cisco AVpair

: 0 (debug): RADIUS: Vendor, Cisco

: 0 (info): RADIUS: Cisco AVpair

: 0 (debug): RADIUS: Vendor, Cisco

: 0 (debug): RADIUS: EAP-Key-Name
: 0 (info): RADIUS: EAP-Key-Name

: 0 (debug): RADIUS: Message-Authenticator[80]

: 0 (info): RADIUS: Message-Authenticator[80]
: 0 (debug): RADIUS: EAP-Message

: 0 (info): RADIUS: EAP-Message

: 0 (info): RADIUS: Framed-MTU
: 0 (info): RADIUS: Cisco AVpair

: 0 (debug): RADIUS: Vendor, Cisco
: 0 (debug): RADIUS: Service-Type

: 0 (info): RADIUS: User-Name

NAS-Port-Type

NAS-IP-Address

19 "00-50-56-A3-34-74"
[ 182/50940;]

[24] 76
[24] 76 ...
[5] 6 50102

[61] 6 Ethernet [15]
[87] 25 "TenGigabitEthernet1/0/2"

4] 6 172.16.1.2

[] 25 "client-if-id=524823285"

[26] 31

[1] 14 "method=dotix"

[26] 20

[1] 43 "audit-session-id=0502A8C00000003D2D9OCESB"
[26] 49

[102]
[102]

2+
2 *
18

18 ..
[79] 8
79] 8 ..
[12] 6 1472
[1] 21 "service-type=Framed"
[26]
[6]
[

6 Framed
11 "employee2"

[2]

: 0 (info): RADIUS: authenticator 2b 4e e1 36 a8 58 cc 8¢ - 45 80 d5 7e 38 36 49 73
: 0 (info): RADIUS: Send Access-Request to 10.1.100.21:1812 id 1812/210, len 336

ra: 0, TID: 0 (debug): RADIUS(00000000): Route radius Pkt on vrf:0 for:Access-Request to 10.1.100.21:1812

: 0 (debug): RADIUS(00000000): sending
: 0 (debug): RADIUS(00000000): Config NAS IPv6: ::

: 0 (debug):

: 0 (debug): Search ipv6 source IDB in VRF DB for VRF id: 0
: 0 (debug): RADIUS(00000000): Config NAS IP: 172.16.1.2
: 0 (debug): RADIUS/ENCODE(00000000):Orig. component type = Invalid

: 0 (info): RADIUS: Message-Authenticator[80]
: 0 (debug): RADIUS: EAP-Message

: 0 (info): RADIUS: EAP-Message
3138 32 2f 35 30 39 34 30 3b
6e 49 44 3d 69 73 65 2d 31 2f 33 32 39 32 34 30 [nID=ise-1/329240]

44 39 30 43 45 33 42 3b 33 31 53 65 73 73 69 6f [DIOCE3B;31Sessio]
35 30 32 41 38 43 30 30 30 30 30 30 30 33 44 32 [502A8C00000003D2]

: 0 (debug): RADIUS:
: 0 (debug): RADIUS:
: 0 (debug): RADIUS:
: 0 (debug): RADIUS:

: 0 (debug): RADIUS: State

RADIUS: 3337 43 50 4d 53 65 73 73 69 6f 6e 49 44 3d 30 [37CPMSessionID=0]

2018/11/19 20:02:03.979 {smd_R0-0}1}: [radius] [22429]: UUID: 0, ra: 0, TID
2018/11/19 20«
2018/11/19 2

: 0 (info): RADIUS: State

3.980 {smd_R0-0){1}: [aaa-authen] [22429]: UUID: 0, ra: 0, TID: 0 (debug): AAA/AUTHEN/8021X (00000000): Pick method list 'default'

UUID: 0, ra: 0, TID: 0 (debug): Sending LL (Dot1x-Authenticator) event 'EAP_CUSTOMIZE_AAA_REQUEST' on handle 0x3E0000C2
UUID: 0, ra: 0, TID: 0 (debug): Received LL (Dot1x-Authenticator) event 'EAP_RX_PACKET' on handle 0x3E0000C2

UUID: 0, ra: 0, TID: 0 (debug): Sending LL (Dot1x-Authenticator) event 'EAP_TX_PACKET' on handle 0x3E0000C2

: 0, TID: 0 (debug): Started 'Authenticator Retransmit' timer (30s) for EAP sesion handle 0x3E0000C2

UUID: 0, ra: 0, TID: 0 (debug): Received AAA event 'EAP_AAA_RX_PACKET' on handle 0x3E0000C2

UUID: 0, ra: 0, TID: 0 (debug): AAA reply received with callback

3.979 {smd_R0-0)1}: [radius-authen] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS(00000000): Received from id 1812/209

: 0 (debug): RADIUS:rad_code 11,
: 0 (debug): RADIUS: Message-Authenticator[80]

suppress reject flag 0
18

18 ...
79] 8
79] 8 ..
[ 182/50940;]

[24] 76

[24] 76 ...

13.979 {smd_R0-0¥1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (info): RADIUS: authenticator cf 60 80 1f 1b b0 83 8 - be 2c 75 97 c3 9c ec 02
:03.979 {smd_R0-0}{1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (info): RADIUS: Received from id 1812/209 10.1.100.21:0, Access-Challenge, len 122

2018/11/19 20:02:03.976 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (info): RADIUS: Started a sec timeout

2018/11/19 20:02:03.976 {smd_R0-0}{1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0

: RADIL

a IPv4 Radius Packet




2018/11/19 20:02:03.976 {smd_R0-0}{1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (info): RADIUS: Calling-Station-Ild [31] 19 "00-50-56-A3-34-74"

: 0, ra: 0, TID: 0 (info): RADIUS: NAS-Port [61 6 50102

: 0, ra: 0, TID: 0 (info): RADIUS: NAS-Port-Type [61] 6 Ethernet [15]

: 0, ra: 0, TID: 0 (info): RADIUS: NAS-Port-Id [87] 25 "TenGigabitEthernet1/0/2"
0, ra: 0, TID: 0 (info): RADIUS: NAS-IP-Address [4] 6 172.16.1.2

2018/11/19 2 3.975 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: O (info): RADIUS: Cisco AVpair [11 25 "client-iif-id=524823285"
2018/11/19 20: 3.975 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS: Vendor, Cisco [26] 31

2018/11/19 20:02:03.975 {smd_R0-0}{1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (info): RADIUS: Cisco AVpair  [1] 14 "method=dot1x"
2018/11/19 20:02:03.975 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS: Vendor, Cisco [26] 20

2018/11/19 20:02:03.975 {smd_R0-0}{1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (info): RADIUS: Cisco AVpair  [1] 43 "audit: ion-id: )2D90CE3B"
2018/11/19 20:02:03.975 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS: Vendor, Cisco [26] 49

2018/11/19 20:02:03.975 {smd_R0-0)1}: [radius] [22429]: UUID: 0, ra: 0, TID: O (debug): RADIUS: EAP-Key-Name  [102] 2 *

2018/11/19 20:02:03.975 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (info): RADIUS: EAP-Key-Name  [102] 2 *

2018/11/19 20:02:03.975 {smd_R0-0}1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS: Message-Authenticator[80] 18

RADIUS: 9b a1 87 b7 be 1a 8f b5 81 81 ea 0d 39 13 fe 24 [99]

2018/11/19 20:02:03.975 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: O (info): RADIUS: Message-Authenticator[80] 18 ...

2018/11/19 20:02:03.975 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS: EAP-Message [79] 16

RADIUS: 020100 0e 0165 6d 70 6¢ 6{ 79656532 [ employee2]
2018/11/19 20:02:08.975 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: O (info): RADIUS: EAP-Message  [79] 16 ...
2018/11/19 20:02:08.975 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: O (info): RADIUS: Framed-MTU [12] 6 1472

2018/11/19 3.975 {smd_R0-0}1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (info): RADIUS: Cisco AVpair [11 21 "service-type=Framed"

2018/11/19 20: 3.975 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS: Vendor, Cisco [26]

2018/11/19 20:02:03.975 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS: Service-Type [6] 6 Framed [2]

2018/11/19 20:02:03.975 {smd_R0-0}{1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (info): RADIUS: User-Name [11 11 "employee2"

2018/11/19 2 13.975 {smd_R0-0)1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (info): RADIUS: authenticator 3a 1f a9 40 da 5 4d d8 - 9d ¢7 f5 71 d7 96 ab 20

2018/11/19 20 3.975 {smd_R0-0)1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (info): RADIUS: Send Access-Request to 10.1.100.21:1812 id 1812/209, len 268

2018/11/19 20:02:03.975 {smd_R0-0}1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS(00000000): Route radius Pkt on vrf:0 for:Access-Request to 10.1.100.21:1812
2018/11/19 20:02:03.975 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS(00000000): sending
2018/11/19 2 3.975 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS(00000000): Config NAS IPv6:
2018/11/19 20:02:03.975 {smd_R0-0)1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug):

couldnt find the ipv6 source idb for VRF id : 0

2018/11/19 20:02:03.975 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): Search ipv6 source IDB in VRF DB for VRF id: 0

2018/11/19 20:02:03.975 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS(00000000): Config NAS IP: 172.16.1.2

2018/11/19 20:02:03.975 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS/ENCODE(00000000):Orig. component type = Invalid

2018/11/19 20 3.975 {smd_R0-0){1}: [aaa-authen] [22429]: UUID: 0, ra: 0, TID: 0 (debug): AAA/AUTHEN/8021X (00000000): Pick method list 'default'

2018/11/19 20:02:03.975 {smd_R0-0X1}: [eap] [22429]: UUID: 0, ra: 0, TID: 0 (debug): Sending LL (Dot1x-Authenticator) event 'EAP_CUSTOMIZE_AAA_REQUEST' on handle 0x3E0000C2
2018/11/19 20:02:03.975 {smd_R0-0X1}: [eap] [22429]: UUID: 0, ra: 0, TID: 0 (debug): Sending LL (Dot1x-Authenticator) event 'EAP_GET_PEER_MAC_ADDRESS' on handle 0x3E0000C2
2018/11/19 20:02:03.975 {smd_R0-0}{1}: [eap] [22429]: UUID: 0, ra: 0, TID: 0 (debug): Sending LL (Dot1x-Authenticator) event 'EAP_IDENTITY' on handle 0x3E0000C2

2018/11/19 20:02:03.975 {smd_R0-0X1}: [eap] [22429]: UUID: 0, ra: 0, TID: 0 (debug): Received LL (Dot1x-Authenticator) event 'EAP_RX_PACKET" on handle 0x3E0000C2

2018/11/19 3.963 {smd_R0-0X1}: [eap] [22429]: UUID: 0, ra: 0, TID: 0 (debug): Sending LL (Dot1x-Authenticator) event 'EAP_TX_PACKET' on handle 0x3E0000C2

2018/11/19 20: 3.963 {smd_R0-0X1}: [eap] [22429]: UUID: 0, ra: 0, TID: 0 (debug): Started 'Authenticator Reqld Retransmit' timer (7s) for EAP sesion handle 0x3E0000C2

2018/11/19 20:02:03.963 {smd_R0-0X1}: [eap] [22429]: UUID: 0, ra: 0, TID: 0 (debug): Sending LL (Dot1x-Authenticator) event 'EAP_CUSTOMIZE_ID_REQUEST" on handle 0x3E0000C2
2018/11/19 2 03.963 {smd_RO0-0}{1}: [eap] [22429]: UUID: 0, ra: 0, TID: 0 (debug): Received EAP event 'EAP_AUTHENTICATOR_START' on handle 0x3E0000C2

2018/11/19 20:02:03.963 {smd_R0-0X1}: [eap] [22429]: UUID: 0, ra: 0, TID: 0 (debug): Allocated new EAP context (handle = 0x3E0000C2)




