Edge#show platform software trace message smd switch active RO

2018/11/19 22:38:38.887 {smd_R0-0)X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (info): RADIUS: authenticator 5a 01 87 bd 3a 05 42 70 - 32 d2 e6 9d f4 73 05 32
/tmp/rp/trace/smd_R0-0.22429_1.20181119214402.bin.copy: DECODE(7345:7345:0:14)

2018/11/19 22:38:38.887 {smd_R0-0}X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (info): RADIUS: Received from id 1813/51 10.1.100.21:0, Accounting-response, len 20
2018/11/19 22:38:38.884 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (info): RADIUS: Started a sec timeout

2018/11/19 22:38:38.884 {smd_R0-0)1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS(00000000): Sending a IPv4 Radius Packet

2018/11/19 22:38:38.884 {smd_RO0-0){1}: [radius] [22429]: UUID: 0, ra: 0, TID: O (info): RADIUS: Acct-Delay-Time [41] 6 0

2018/11/19 22:38:38.884 {smd_R0-0}1}: [radius] [22429]: UUID: 0, ra: 0, TID: O (info): RADIUS: Event-Timestamp [55] 6 1542667118

2018/11/19 22:38:38.884 {smd_R0-0}{1}: [radius] [22429]: UUID: 0, ra: 0, TID: O (info): RADIUS: Acct-Status-Type [40] 6 Start 1

2018/11/19 22:38:38.884 {smd_R0-0){1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS: 32 32 30 [220]

2018/11/19 22:38:38.884 {smd_RO0-0}{1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS: 65 2d 31 2f 33 32 39 32 34 30 31 38 32 2f 35 31 [e-1/329240182/51

1
2018/11/19 22:38:38.884 {smd_R0-0)1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS: 30 30 30 34 44 32 45 31 44 46 32 37 36 3a 69 73 [0004D2E1DF276:is

1
2018/11/19 22:38:38.884 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS: Class [25] 53

RADIUS: 43 4143 53 3a 30 35 30 32 41 38 43 30 30 30 30 [CACS:0502A8C0000

1

2018/11/19 22:38:38.884 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: O (info): RADIUS: Class [25] 53 ..

2018/11/19 22:38:38.884 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: O (info): RADIUS: Acct-Authentic ~ [45] 6 Remote 18]
2018/11/19 22:38:38.884 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: O (info): RADIUS: Acct-Session-ld  [44] 10 "00000015"
2018/11/19 22:38:38.884 {smd_R0-0}1}: [radius] [22429]: UUID: 0, ra: 0, TID: O (info): RADIUS: NAS-Port 5] 6 50102

2018/11/19 22:38:38.884 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: O (info): RADIUS: NAS-Port-Type [61] 6 Ethernet [15]

8

2018/11/19 22:38:38.884 {smd_R0-0}{1}: [radius] [22429]: UUID:
2018/11/19 22:38:38.884 {smd_R0-0X1}: [radius] [22429]: UUID:

[

[

[

[

[

[ 0, TID: 0 (info): RADIUS: NAS-Port-Id [87] 25 "TenGigabitEthernet1/0/2"
[

2018/11/19 22:38:38.884 {smd_R0-0X1}: [radius] [22429]: UUID:

[

[

[

[

[

[

: 0, TID: 0 (info): RADIUS: NAS-IP-Address  [4] 6 172.16.1.2

: 0, TID: O (info): RADIUS: Calling-Station-Id [31] 19 "00-50-56-A3-34-74"

: 0, TID: 0 (info): RADIUS: Called-Station-Id [30] 19 "50-F7-22-2B-EA-82"

: 0, TID: 0 (info): RADIUS: Cisco AVpair [1] 12 "method=mab"

: 0, TID: 0 (debug): RADIUS: Vendor, Cisco [26] 18

: 0, TID: 0 (info): RADIUS: Cisco AVpair [1] 43 "audit-session-id=0502A8C00000004D2E1DF276"
: 0, TID: 0 (debug): RADIUS: Vendor, Cisco [26] 49

8

2018/11/19 22:38:38.884 {smd_R0-0X1}: [radius] [22429]: UUID:
2018/11/19 22:38:38.884 {smd_R0-0){1}: [radius] [22429]: UUID:
2018/11/19 22:38:38.884 {smd_R0-0){1}: [radius] [22429]: UUID:
2018/11/19 22:38:38.884 {smd_R0-0){1}: [radius] [22429]: UUID:
2018/11/19 22:38:38.884 {smd_R0-0){1}: [radius] [22429]: UUID:
2018/11/19 22:38:38.884 {smd_R0-0)1}: [radius] [22429]: UUID: : 0, TID: 0 (info): RADIUS: User-Name [1] 19 "00-50-56-A3-34-74"
2018/11/19 22:38:38.884 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS: Framed-IPv6-Address [168] 18
RADIUS: fe 80 00 00 00 00 00 00 ad cb b1 e0 4a 77 62 00 [ Jwb]
2018/11/19 22:38:38.884 {smd_RO0-0){1}: [radius] [22429]: UUID: : 0, TID: 0 (info): RADIUS: Framed-IPv6-Address [168] 18 ...
2018/11/19 22:38:38.884 {smd_R0-0)1}: [radius] [22429]: UUID: : 0, TID: 0 (info): RADIUS: Framed-IP-Address [8] 6 10.100.100.3
2018/11/19 22:38:38.884 {smd_R0-0}1}: [radius] [22429]: UUID: : 0, TID: 0 (info): RADIUS: authenticator 00 6 4c 49 bd c4 22 ed - 64 38 07 2a 6¢ 25 3a a5
2018/11/19 22:38:38.884 {smd_R0-0){1}: [radius] [22429]: UUID: : 0, TID: 0 (info): RADIUS: Send Accounting-Request to 10.1.100.21:1813 id 1813/51, len 298
2018/11/19 22:38:38.884 {smd_R0-0}{1}: [radius] [22429]: UUID: : 0, TID: 0 (debug): RADIUS(00000000): Route radius Pkt on vrf:0 for:Accounting-Request to 10.1.100.21:1813
2018/11/19 22:38:38.884 {smd_R0-0X1}: [radius] [22429]: UUID: : 0, TID: 0 (debug): RADIUS(00000000): sending
2018/11/19 22:38:38.884 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS(00000000): Config NAS IPv6: ::
2018/11/19 22:38:38.884 {smd_R0-0X1}: [radius] [22429]: UUID: : 0, TID: 0 (debug):
couldnt find the ipv6 source idb for VRF id : 0
2018/11/19 22:38:38.884 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): Search ipv6 source IDB in VRF DB for VRF id: 0
2018/11/19 22:38:38.884 {smd_R0-0}1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS(00000000): Config NAS IP: 172.16.1.2
2018/11/19 22:38:38.884 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS/ENCODE(00000000):Orig. component type = Invalid
2018/11/19 22:38:38.884 {smd_R0-0}1}: [auth-mgr] [22429]: UUID: 0, ra: 0, TID: 0 (ERR): [0050.56a3.3474:Te1/0/2] Failed to search/create reauth timer rec while timer stop
2018/11/19 22:38:38.882 {smd_R0-0X1}: [epm-tunnel] [22429]: UUID: 0, ra: 0, TID: 0 (ERR): Linksec failure but policy is not must-secure. So return SUCCESS
2018/11/19 22:38:38.882 {smd_RO0-0)1}: [eap] [22429]: UUID: 0, , TID: 0 (debug): Freed EAP context
2018/11/19 22:38:38.882 {smd_R0-0X1}: [eap] [22429]: UUID: 0, ra: 0, TID: 0 (debug): Received LL (MAB) event 'EAP_DELETE' on handle 0x4DO000E7
2018/11/19 22:38:38.882 {smd_R0-0)X1}: [mab] [22429]: UUID: 0, ra: 0, TID: O (debug): [0050.56a3.3474:Te1/0/2] Deleted credentials profile for 0xFB3000041 (dot1x_mac_auth_0050.56a3.3474)
[
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2018/11/19 22:38:38.882 {smd_RO0-0}1}: [eap] [22429]: UUID: 0, ra: 0, TID: 0 (debug): Failed to find method ctx while freeing eap ctx

2018/11/19 22:38:38.882 {smd_R0-0X1}: [eap] [22429]: UUID: 0, ra: 0, TID: 0 (debug): Received free context (0x4DO000E7) from LL (MAB)

2018/11/19 22:38:38.882 {smd_R0-0}1}: [mab] [22429]: UUID: 0, ra: 0, TID: O (debug): [0050.56a3.3474:Te1/0/2] mab terminate berr_state Success

2018/11/19 22:38:38.882 {smd_RO0-0){1}: [mab] [22429]: UUID: 0, ra: 0, TID: 0 (debug): [0050.56a3.3474:Te1/0/2] MAB success: set auth state TERMINATE

2018/11/19 22:38:38.882 {smd_RO0-0){1}: [mab] [22429]: UUID: 0, ra: 0, TID: 0 (info): [0050.56a3.3474:Te1/0/2] Received event 'MAB_RESULT' on handle 0xFB3000041
2018/11/19 22:38:38.882 {smd_RO0-0}{1}: [mab] [22429]: UUID: 0, ra: 0, TID: 0 (debug): [0050.56a3.3474:Te1/0/2] Successfully sent a message [6] to the MAB process.
2018/11/19 22:38:38.882 {smd_R0-0}{1}: [mab] [22429]: UUID: 0, ra: 0, TID: 0 (info): [0050.56a3.3474:Te1/0/2] MAB received an A Accept for OxF 1
2018/11/19 22:38:38.882 {smd_R0-0X1}: [mab] [22429]: UUID: 0, ra: 0, TID: 0 (debug): [0050.56a3.3474:Te1/0/2] MAB success: set auth status 0x00000001

2018/11/19 22:38:38.882 {smd_R0-0X1}: [eap] [22429]: UUID: 0, ra: 0, TID: 0 (debug): Sending LL (MAB) event 'EAP_SUCCESS' on handle 0x4DO000E7

2018/11/19 22:38:38.882 {smd_R0-0X1}: [eap] [22429]: UUID: 0, , TID: 0 (debug): Freed EAP context
[
[

2018/11/19 22:38:38.882 {smd_RO0-0)1}: [eap] [22429]: UUID: 0, , TID: 0 (debug): Received AAA event 'EAP_AAA_SUCCESS' on handle 0x4D0O000E7
2018/11/19 22:38:38.882 {smd_R0-0}1}: [eap] [22429]: UUID: 0, ra: 0, TID: 0 (debug): AAA reply received with callback

2018/11/19 22:38:38.882 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug):

RADIUS/DECODE: parse unknown cisco vsa "profile-name=Microsoft-Workstation" - IGNORE

2018/11/19 22:38:38.882 {smd_R0-0)1}: [radius-authen] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS(00000000): Received from id 1812/90
2018/11/19 22:38:38.881 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS:rad_code 2, suppress reject flag 0

2018/11/19 22:38:38.881 {smd_R0-0}{1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (info): RADIUS: Cisco AVpair [11 36 "profil

2018/11/19 22:38:38.881 {smd_R0-0}{1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS: Vendor, Cisco  [26] 42

2018/11/19 22:38:38.881 {smd_R0-0}{1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (info): RADIUS: Cisco AVpair  [1] 32 ity-group-tag 00"
2018/11/19 22:38:38.881 {smd_R0-0}1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS: Vendor, Cisco [26] 38

2018/11/19 22:38:38.881 {smd_RO0-0)1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS: Message-Authenticator[80] 18

RADIUS: 08 08 9a fe 98 65 d2 ce 61 20 ad 11 20 7f 45 3¢ [ea E<]
2018/11/19 22:38:38.881 {smd_R0-0}X1}: [radius] [22429]: UUID: 0, ra: 0, TID: O (info): RADIUS: Message-Authenticator[80] 18 ...
2018/11/19 22:38:38.881 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS: 32 3230 [ 220]

[

2018/11/19 22:38:38.881 {smd_R0-0)1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS: 65 2d 31 2f 33 32 39 32 34 30 31 38 32 2f 35 31 [e-1/329240182/51]

2018/11/19 22:38:38.881 {smd_R0-0)X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS: 30 30 30 34 44 32 45 31 44 46 32 37 36 3a 69 73 [0004D2E1DF276:is]
[

2018/11/19 22:38:38.881 {smd_RO0-0){1}: [radius] [22429]: UUID: 0, ra: 0, TID: O (debug): RADIUS: Class [25] 53

RADIUS: 43 41 43 53 3a 30 35 30 32 41 38 43 30 30 30 30 [CACS:0502A8C0000]

2018/11/19 22:38:38.881 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: O (info): RADIUS: Class [25] 53 ..

2018/11/19 22:38:38.881 {smd_RO0-0}{1}: [radius] [22429]: UUID: 0, ra: 0, TID: O (debug): RADIUS: 31 44 46 32 37 36 [ 1DF276]

2018/11/19 22:38:38.881 {smd_RO0-0){1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS: 30 32 41 38 43 30 30 30 30 30 30 30 34 44 32 45 [02A8C00000004D2E]
2018/11/19 22:38:38.881 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS: State [24] 40

RADIUS: 5265 617574 68 53 65 73 73 69 6f 6e 3a 30 35 [ReauthSession:05]

2018/11/19 22:38:38.881 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: O (info): RADIUS: State [24] 40 ...

2018/11/19 22:38:38.881 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: O (info): RADIUS: User-Name [11 19 "00-50-56-A3-34-74"

%
2018/11/19 22:38:38.881 {smd_R0-0)1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (info): RADIUS: authenticator b3 da ae e0 ¢9 3¢ 5¢ 3d - ¢1 8¢ c0 e4 d2 88 24 cf

2018/11/19 22:38:38.881 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: O (info): RADIUS: Received from id 1812/90 10.1.100.21:0, Access-Accept, len 230

2018/11/19 22:38:38.867 {smd_R0-0)1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (info): RADIUS: Started a sec timeout

2018/11/19 22:38:38.867 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS(00000000): Sending a IPv4 Radius Packet

2018/11/19 22:38:38.867 {smd_R0-0)1}: [radius] [22429]: UUID: 0, ra: 0, TID: O (info): RADIUS: Calling-Station-Id [31] 19 "00-50-56-A3-34-74"

2018/11/19 22:38:38.867 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: O (info): RADIUS: NAS-Port 5] 6 50102

2018/11/19 22:38:38.867 {smd_R0-0}{1}: [radius] [22429]: UUID: 0, ra: 0, TID: f0): RADIUS: NAS-Port-Type [61] 6 Ethernet [15]

2018/11/19 22:38:38.867 {smd_RO0-0}{1}: [radius] [22429]: UUID: 0, ra: 0, TID: f0): RADIUS: NAS-Port-Id [87] 25 "TenGigabitEthernet1/0/2"

2018/11/19 22:38:38.867 {smd_RO0-0}{1}: [radius] [22429]: UUID: 0, ra: 0, TID: f0): RADIUS: NAS-IP-Address [4] 6 172.16.1.2

2018/11/19 22:38:38.867 {smd_R0-0}{1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (info): RADIUS: Cisco AVpair [11 25 "client-iif-id=309465166"

2018/11/19 22:38:38.867 {smd_RO0-0}{1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS: Vendor, Cisco [26] 31

2018/11/19 22:38:38.867 {smd_R0-0}{1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (info): RADIUS: Cisco AVpair [1]1 34 "addrvé=fe80::adcb:b1e0:4a77:6200"
2018/11/19 22:38:38.867 {smd_R0-0)X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS: Vendor, Cisco [26] 40

2018/11/19 22:38:38.867 {smd_RO0-0){1}: [radius] [22429]: UUID: 0, ra: 0, TID: O (debug): RADIUS: Framed-IP-Address [8] 6 10.100.100.3

2018/11/19 22:38:38.867 {smd_R0-0}{1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (info): RADIUS: Cisco AVpair [11 12 "method=mab"

2018/11/19 22:38:38.867 {smd_R0-0}{1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS: Vendor, Cisco [26] 18

2018/11/19 22:38:38.867 {smd_R0-0)1}: [radius] [22429]: UUID: 0, ra: 0, TID: O (info): RADIUS: Cisco AVpair [1] 43 "audit-session-id=0502A8C00000004D2E1DF276"
2018/11/19 22:38:38.867 {smd_R0-0}1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS: Vendor, Cisco [26] 49
[
[

2018/11/19 22:38:38.867 {smd_RO0-0){1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS: EAP-Key-Name 1oz 2~
2018/11/19 22:38:38.867 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: O (info): RADIUS: EAP-Key-Name  [102] 2 *
2018/11/19 22:38:38.867 {smd_RO0-0){1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS: Message-Authenticator[80] 18
RADIUS: cc cf 2a 91 03 33 ea 02 b3 2¢ 9a 19 38 58 3a 78 [ *3.8X:x]

2018/11/19 22:38:38.867 {smd_RO0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: O (info): RADIUS: Message-Authenticator[80] 18 ...
2018/11/19 22:38:38.867 {smd_R0-0){1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (info): RADIUS: Framed-MTU [12] 6 1472



2018/11/19 22:38:38.867 {smd_R0-0}1}: [radius] [22429]: UUID: 0, ra: 0, TID: O (info): RADIUS: Cisco AVpair [1] 25 "service-type=Call Check"
2018/11/19 22:38:38.867 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS: Vendor, Cisco [26] 31
2018/11/19 22:38:38.867 {smd_R0-0}X1}: [radius] [22429]: UUID: 0, ra: 0, TID: O (debug): RADIUS: Service-Type [6] 6 Call Check [10]
2018/11/19 22:38:38.867 {smd_R0-0}X1}: [radius] [22429]: UUID: 0, ra: 0, TID: O (debug): RADIUS: User-Password 2] 18 *
2018/11/19 22:38:38.867 {smd_R0-0}X1}: [radius] [22429]: UUID: 0, ra: 0, TID: O (info): RADIUS: User-Password 2] 18 *
2018/11/19 22:38:38.867 {smd_RO0-0}{1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (info): RADIUS: User-Name [1]1 14 "005056a33474"
2018/11/19 22:38:38.867 {smd_R0-0)1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (info): RADIUS: authenticator a1 f1 d8 6d 88 ca 72 7e - 19 d4 32 c0 a6 3f fa c3
2018/11/19 22:38:38.867 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (info): RADIUS: Send Access-Request to 10.1.100.21:1812 id 1812/90, len 321
2018/11/19 22:38:38.867 {smd_R0-0)1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS(00000000): Route radius Pkt on vrf:0 for:Access-Request to 10.1.100.21:1812
2018/11/19 22:38:38.867 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS(00000000): sending
2018/11/19 22:38:38.867 {smd_R0-0)X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS(00000000): Config NAS IPv6: ::
2018/11/19 22:38:38.867 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug):
couldnt find the ipv6 source idb for VRF id : 0
2018/11/19 22:38:38.867 {smd_R0-0}1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): Search ipv6 source IDB in VRF DB for VRF id: 0
2018/11/19 22:38:38.867 {smd_RO0-0){1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS(00000000): Config NAS IP: 172.16.1.2
2018/11/19 22:38:38.867 {smd_RO0-0}{1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS/ENCODE(00000000):Orig. component type = Invalid
2018/11/19 22:38:38.867 {smd_R0-0){1}: [aaa-authen] [22429]: UUID: 0, ra: 0, TID: 0 (debug): AAA/AUTHEN/8021X (00000000): Pick method list 'default'
2018/11/19 22:38:38.867 {smd_RO0-0)1}: [eap] [22429]: UUID: 0, , TID: 0 (debug): Sending LL (MAB) event 'EAP_CUSTOMIZE_AAA_REQUEST' on handle 0x4D0000E7
2018/11/19 22:38:38.867 {smd_RO0-0){1}: [eap] [22429]: UUID: 0, ra: 0, TID: 0 (debug): Sending LL (MAB) event 'EAP_GET_PEER_MAC_ADDRESS' on handle 0x4D0000E7
2018/11/19 22:38:38.867 {smd_R0-0)X1}: [eap] [22429]: UUID: 0, ra: 0, TID: 0 (debug): Sending LL (MAB) event 'EAP_IDENTITY' on handle 0x4DO000E7
2018/11/19 22:38:38.867 {smd_RO0-0X1}: [eap] [22429]: UUID: 0, ra: 0, TID: O (debug): Received LL (MAB) event 'EAP_RX_PACKET' on handle 0x4DO000E7
2018/11/19 22:38:38.867 {smd_RO0-0}1}: [eap] [22429]: UUID: 0, ra: 0, TID: 0 (debug): Sending LL (dummy) event 'EAP_TX_PACKET' on handle 0x260000E8
2018/11/19 22:38:38.867 {smd_R0-0X1}: [eap] [22429]: UUID: , TID: 0 (debug): Received LL (dummy) event 'EAP_RX_PACKET' on handle 0x260000E8

[

[

[

[

[

[

[

[

[

o,

2018/11/19 22:38:38.867 {smd_R0-0X1}: [eap] [22429]: UUID: 0, ra: 0, TID: 0 (debug): Sending LL (MAB) event 'EAP_TX_PACKET' on handle 0x4D0000E7

2018/11/19 22:38:38.867 {smd_R0-0X1}: [eap] [22429]: UUID: 0, ra: 0, TID: 0 (debug): Started 'Authenticator Reqld Retransmit' timer (30s) for EAP sesion handle 0x4DO000E7

2018/11/19 22:38:38.867 {smd_R0-0}{1}: [mab] [22429]: UUID: 0, ra: 0, TID: 0 (debug): [0050.56a3.3474:Te1/0/2] Invalid EVT 9 from EAP

2018/11/19 22:38:38.867 {smd_RO0-0){1}: [eap] [22429]: UUID: 0, ra: 0, TID: 0 (debug): Sending LL (MAB) event 'EAP_CUSTOMIZE_ID_REQUEST' on handle 0x4D0O000E7

2018/11/19 22:38:38.867 {smd_R0-0)1}: [eap] [22429]: UUID: 0, ra: 0, TID: 0 (debug): Received EAP event 'EAP_AUTHENTICATOR_START' on handle 0x4D0000E7

2018/11/19 22:38:38.867 {smd_R0-0X1}: [eap] [22429]: UUID: 0, ra: 0, TID: O (debug): Received LL (MAB) event 'EAP_RESTART' on handle 0x4DO000E7

0, ra: 0, TID: 0 (debug): Allocated new EAP context (handle = 0x260000E8)

2018/11/19 22:38:38.867 {smd_RO0-0){1}: [eap] [22429]: UUID: 0, ra: 0, TID: 0 (debug): Using EAP profile "MAB_DEFAULT_EAP_PROFILE" (handle 0x260000E8)

2018/11/19 22:38:38.867 {smd_R0-0)X1}: [eap] [22429]: UUID: 0, ra: 0, TID: 0 (debug): Received proxy auth (0x4DO000E7) from lower layer

2018/11/19 22:38:38.867 {smd_R0-0}{1}: [mab] [22429]: UUID: 0, ra: 0, TID: 0 (debug): [0050.56a3.3474:Te1/0/2] Starting MAC-AUTH-BYPASS for 0xFB3000041

2018/11/19 22:38:38.867 {smd_R0-0}{1}: [mab] [22429]: UUID: 0, ra: 0, TID: 0 (debug): [0050.56a3.3474:unknown] created mab pseudo dot1x profile dot1x_mac_auth_0050.56a3.3474

2018/11/19 22:38:38.867 {smd_R0-0}1}: [mab] [22429]: UUID: 0, ra: 0, TID: 0 (debug): [0050.56a3.3474:unknown] formatted mac = 005056a33474

2018/11/19 22:38:38.867 {smd_RO0-0){1}: [mab] [22429]: UUID: 0, ra: 0, TID: 0 (debug): [0050.56a3.3474:Te1/0/2] mab acquiring berr_state Success

2018/11/19 22:38:38.867 {smd_RO0-0}{1}: [mab] [22429]: UUID: 0, ra: 0, TID: 0 (debug): [0050.56a3.3474:Te1/0/2] MAB success: set auth state AUTHORIZING

2018/11/19 22:38:38.867 {smd_R0-0}1}: [mab] [22429]: UUID: 0, ra: 0, TID: O (info): [0050.56a3.3474:Te1/0/2] Received event 'MAB_CONTINUE' on handle 0xFB3000041

2018/11/19 22:38:38.867 {smd_R0-0X1}: [eap] [22429]: UUID: 0, ra: 0, TID: 0 (debug): Sending LL (MAB) event 'EAP_TX_PACKET" on handle 0x4D0000E7

2018/11/19 22:38:38.867 {smd_R0-0X1}: [eap] [22429]: UUID: 0, , TID: 0 (debug): Started 'Authenticator Reqld Retransmit' timer (30s) for EAP sesion handle 0x4D0000E7

2018/11/19 22:38:38.867 {smd_R0-0}X1}: [mab] [22429]: UUID: 0, ra: 0, TID: 0 (debug): [0050.56a3.3474:Te1/0/2] Invalid EVT 9 from EAP

2018/11/19 22:38:38.867 {smd_R0-0){1}: [eap] [22429]: UUID: 0, ra: 0, TID: 0 (debug): Sending LL (MAB) event 'EAP_CUSTOMIZE_ID_REQUEST' on handle 0x4D0O000E7

2018/11/19 22:38:38.867 {smd_RO0-0)1}: [eap] [22429]: UUID: 0, ra: 0, TID: 0 (debug): Received EAP event 'EAP_AUTHENTICATOR_START' on handle 0x4D0000E7

2018/11/19 22:38:38.867 {smd_RO0-0X1}: [eap] [22429]: UUID: 0, ra: 0, TID: O (debug): Freed EAP context

2018/11/19 22:38:38.867 {smd_R0-0X1}: [eap] [22429]: UUID: 0, ra: 0, TID: 0 (debug): Received LL (Dot1x-Authenticator) event 'EAP_DELETE' on handle 0x6A0000E6

2018/11/19 22:38:38.867 {smd_R0-0X1}: [mab] [22429]: UUID: 0, ra: 0, TID: O (info): [0050.56a3.3474:Te1/0/2] MAB authentication started for 0050.56a3.3474

2018/11/19 22:38:38.867 {smd_R0-0}1}: [mab] [22429]: UUID: 0, ra: 0, TID: 0 (debug): [0050.56a3.3474:Te1/0/2] Successfully sent a message [2] to the MAB process.

2018/11/19 22:38:38.867 {smd_R0-0X1}: [eap] [22429]: UUID: 0, ra: 0, TID: 0 (debug): Allocated new EAP context (handle = 0x4DO000E7)
[
[
[
[
[
[
[
[
[
[
[
[
[
[

2018/11/19 22:38:38.867 {smd_R0-0X1}: [eap] [22429]: UUID

2018/11/19 22:38:38.867 {smd_R0-0X1}: [eap] [22429]: UUID: 0, ra: 0, TID: 0 (debug): Using EAP profile "MAB_DEFAULT_EAP_PROFILE" (handle 0x4D0O000E7)
2018/11/19 22:38:38.867 {smd_R0-0X1}: [eap] [22429]: UUID: 0, ra: 0, TID: 0 (debug): Received context create from LL (MAB) (0xFB3000041)
2018/11/19 22:38:38.867 {smd_R0-0}X1}: [mab] [22429]: UUID: 0, ra: 0, TID: 0 (debug): [0050.56a3.3474:Te1/0/2] Sending create new context event to EAP from MAB for 0xFB3000041 (0050.56a3.3474)
2018/11/19 22:38:38.867 {smd_R0-0}1}: [mab] [22429]: UUID: 0, ra: 0, TID: O (debug): [0050.56a3.3474:Te1/0/2] mab initialize berr_status Success berr_state Success
2018/11/19 22:38:38.867 {smd_R0-0}1}: [mab] [22429]: UUID: 0, ra: 0, TID: 0 (debug): [0050.56a3.3474:Te1/0/2] MAB success: set auth state INITIALIZE
2018/11/19 22:38:38.867 {smd_R0-0}{1}: [mab] [22429]: UUID: 0, ra: 0, TID: 0 (debug): [0050.56a3.3474:Te1/0/2] MAB success: set auth status 0x00000000
2018/11/19 22:38:38.867 {smd_R0-0}1}: [mab] [22429]: UUID: 0, ra: 0, TID: 0 (debug): [0050.56a3.3474:Te1/0/2] MAB success: set auth status 0x00000000
2018/11/19 22:38:38.867 {smd_R0-0}1}: [mab] [22429]: UUID: 0, ra: 0, TID: 0 (debug): [0050.56a3.3474:Te1/0/2] MAB success: set auth state AUTHORIZING
2018/11/19 22:38:38.867 {smd_R0-0}{1}: [mab] [22429]: UUID: 0, ra: 0, TID: 0 (debug): [0050.56a3.3474:unknown] MAB created record
2018/11/19 22:38:38.867 {smd_R0-0}1}: [mab] [22429]: UUID: 0, ra: 0, TID: 0 (debug): [0050.56a3.3474:Te1/0/2] Created MAB client context 0xFB3000041
2018/11/19 22:38:38.866 {smd_R0-0){1}: [eap] [22429]: UUID: 0, ra: 0, TID: 0 (debug): Failed to find method ctx while freeing eap ctx
2018/11/19 22:38:38.866 {smd_RO0-0}1}: [eap] [22429]: UUID: 0, ra: 0, TID: 0 (debug): Received free context (0x6A0000E6) from LL (Dot1x-Authenticator)
2018/11/19 22:38:38.866 {smd_R0-0X1}: [eap] [22429]: UUID: 0, , TID: 0 (debug): Received get canned status from lower layer (0X6A0000E6)
2018/11/19 22:38:38.866 {smd_R0-0X1}: [smd] [22429]: UUID: 0, ra: 0, TID: 0 (debug):
CLIENT msg logging has not started
2018/11/19 22:38:38.866 {smd_R0-0K1}: [errmsg] [22429]: UUID: 0, ra: 0, TID: 0 (note): %DOT1X-5-FAIL: Authentication failed for client (0050.56a3.3474) with reason (No Response from Client) on Interface
Te1/0/2 AuditSessionID 0502A8C00000004D2E1DF276
2018/11/19 22:38:38.866 {smd_RO0-0}{1}: [eap] [22429]: UUID:
2018/11/19 22:38:38.866 {smd_RO0-0X1}: [eap] [22429]: UUID:
2018/11/19 22:38:31.866 {smd_R0-0)1}: [eap] [22429]: UUID:
2018/11/19 22:38:31.866 {smd_R0-0X1}: [eap] [22429]: UUID:
2018/11/19 22:38:31.866 {smd_R0-01}: [eap] [22429]: UUID:
2018/11/19 22:38:24.866 {smd_R0-0X1}: [eap] [22429]: UUID:
2018/11/19 22:38:24.866 {smd_R0-0)1}: [eap] [22429]: UUID:
2018/11/19 22:38:24.866 {smd_R0-0X1}: [eap] [22429]: UUID:
2018/11/19 22:38:17.865 {smd_R0-0)1}: [eap] [22429]: UUID:
2018/11/19 22:38:17.865 {smd_R0-0X1}: [eap] [22429]: UUID:
2018/11/19 22:38:17.865 {smd_R0-0)1}: [eap] [22429]: UUID:
2018/11/19 22:38:10.865 {smd_R0-0K1}: [eap] [22429]: UUID:

[

[

[

[

[

[

[

[

[
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: 0, TID: 0 (debug): Sending LL (Dot1x-Authenticator) event 'EAP_TIMEOUT' on handle 0x6A0000E6

: 0, TID: 0 (debug): 'Authenticator Reqld Retransmit' timer expired for EAP sesion handle 0X6A0000E6

, TID: 0 (debug): Sending LL (Dot1x-Authenticator) event 'EAP_TX_PACKET' on handle 0Ox6A0000E6

, TID: 0 (debug): Started 'Authenticator Reqld Retransmit' timer (7s) for EAP sesion handle 0X6A0000E6
, TID: 0 (debug): 'Authenticator Reqld Retransmit' timer expired for EAP sesion handle 0x6A0000E6

0, TID: 0 (debug): Sending LL (Dot1x-Authenticator) event 'EAP_TX_PACKET' on handle 0x6A0000E6

0, TID: 0 (debug): Started 'Authenticator Reqld Retransmit' timer (7s) for EAP sesion handle 0x6A0000E6
0, TID: 0 (debug): 'Authenticator Reqld Retransmit' timer expired for EAP sesion handle 0x6A0000E6

0, TID: 0 (debug): Sending LL (Dot1x-Authenticator) event 'EAP_TX_PACKET' on handle 0x6A0000E6

, TID: 0 (debug): Started 'Authenticator Reqld Retransmit' timer (7s) for EAP sesion handle 0X6A0000E6
, TID: 0 (debug): 'Authenticator Reqld Retransmit' timer expired for EAP sesion handle 0x6A0000E6

, TID: 0 (debug): Sending LL (Dot1x-Authenticator) event 'EAP_TX_PACKET' on handle 0x6A0000E6

0, TID: 0 (debug): Started 'Authenticator Reqld Retransmit' timer (7s) for EAP sesion handle 0x6A0000E6
0, TID: 0 (debug): Sending LL (Dot1x-Authenticator) event 'EAP_CUSTOMIZE_ID_REQUEST' on handle 0x6A0000E6
0, TID: 0 (debug): Received EAP event 'EAP_AUTHENTICATOR_START' on handle 0x6A0000E6

0, TID: 0 (debug): Allocated new EAP context (handle = 0x6A0000E6)

, TID: 0 (debug): Received context create from LL (Dot1x-Authenticator) (0x0300005D)

s

CEEEE
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2018/11/19 22:38:10.865 {smd_R0-0)1}: [eap] [22429]: UUID:
2018/11/19 22:38:10.865 {smd_R0-0K1}: [eap] [22429]: UUID:
2018/11/19 22:38:10.865 {smd_R0-0){1}: [eap] [22429]: UUID:
2018/11/19 22:38:10.865 {smd_R0-0X1}: [eap] [22429]: UUID:
2018/11/19 22:38:10.865 {smd_R0-0X1}: [eap] [22429]: UUID:
2018/11/19 22:37:10.864 {smd_RO0-0}{1}: [eap] [22429]: UUID: 0, ra: 0, TID: 0 (debug): Freed EAP context

2018/11/19 22:37:10.864 {smd_R0-0X1}: [eap] [22429]: UUID: : 0, TID: 0 (debug): Received LL (Dot1x-Authenticator) event 'EAP_DELETE' on handle OxFE60000E5

2018/11/19 22:37:10.864 {smd_RO0-0}{1}: [auth-mgr] [22429]: UUID: 0, ra: 0, TID: 0 (ERR): [0050.56a3.3474:Te1/0/2] Failed to search/create reauth timer rec while timer stop

2018/11/19 22:37:10.864 {smd_RO0-0){1}: [smd] [22429]: UUID: 0, ra: 0, TID: 0 (debug):

CLIENT msg logging has not started

2018/11/19 22:37:10.864 {smd_R0-0X1}: [errmsg] [22429]: UUID: 0, ra: 0, TID: 0 (note): %SESSION_MGR-5-FAIL: Authorization failed or unapplied for client (0050.56a3.3474) on Interface
TenGigabitEthernet1/0/2 AuditSessionID 0502A8C00000004D2E1DF276. Failure reason: Authc fail. Authc failure reason: Cred Fail.

2018/11/19 22:37:10.864 {smd_RO0-0X1}: [auth-mgr] [22429]: UUID: 0, ra: 0, TID: 0 (ERR): [0050.56a3.3474:Te1/0/2] Failed to search/create reauth timer rec while timer stop

2018/11/19 22:37:10.864 {smd_R0-0X1}: [eap] [22429]: UUID: 0, ra: 0, TID: 0 (debug): PEAP:Ignoring directive 7 received on stale handle (0x00000000)

2018/11/19 22:37:10.864 {smd_R0-0X1}: [eap] [22429]: UUID: 0, , TID: 0 (debug): Sending method (PEAP) event 'Unset credentials' on handle 0OxFE60000E5

2018/11/19 22:37:10.864 {smd_RO0-0)1}: [eap] [22429]: UUID: 0, , TID: 0 (debug): Received free context (OxFE60000ES5) from LL (Dot1x-Authenticator)
[
[
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2018/11/19 22:37:10.864 {smd_R0-0X1}: [eap] [22429]: UUID: 0, ra: 0, TID: 0 (debug): Received get canned status from lower layer (0xFE60000E5)

2018/11/19 22:37:10.864 {smd_R0-0){1}: [smd] [22429]: UUID: 0, ra: 0, TID: 0 (debug):

CLIENT msg logging has not started

2018/11/19 22:37:10.864 {smd_R0-0}X1}: [errmsg] [22429]: UUID: 0, ra: 0, TID: 0 (note): %DOT1X-5-FAIL: Authentication failed for client (0050.56a3.3474) with reason (Cred Fail) on Interface Te1/0/2
AuditSessionID 0502A8C00000004D2E1DF276

2018/11/19 22:37:10.864 {smd_R0-0X1}: [eap] [22429]: UUID: 0, ra: 0, TID: 0 (debug): Sending LL (Dot1x-Authenticator) event 'EAP_FAIL' on handle OxFE60000E5

2018/11/19 22:37:10.864 {smd_R0-0}X1}: [eap] [22429]: UUID: 0, , TID: 0 (debug): Received get canned status from lower layer (OxFE60000E5)

2018/11/19 22:37:10.864 {smd_RO0-0)X1}: [eap] [22429]: UUID: 0, ra: 0, TID: 0 (debug): Received AAA event 'EAP_AAA_FAIL' on handle OxFE60000E5

2018/11/19 22:37:10.864 {smd_R0-0}{1}: [eap] [22429]: UUID: 0, ra: 0, TID: 0 (debug): AAA reply received with callback
[
[

2018/11/19 22:37:10.864 {smd_RO0-0){1}: [radius-authen] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS(00000000): Received from id 1812/89
2018/11/19 22:37:10.864 {smd_RO0-0}1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS:rad_code 3, suppress reject flag 0
2018/11/19 22:37:10.864 {smd_RO0-0){1}: [radius] [22429]: UUID: 0, ra: 0, TID: O (debug): RADIUS: Message-Authenticator[80] 18

RADIUS: 05 1a 5b 25 45 e2 df 46 dd 39 50 b2 7f 0f e9 2a [ [?EF9P*]

2018/11/19 22:37:10.864 {smd_R0-0}X1}: [radius] [22429]: UUID: 0, ra: 0, TID: O (info): RADIUS: Message-Authenticator[80] 18 ...
2018/11/19 22:37:10.864 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS: EAP-Message 791 6

RADIUS: 04 b2 00 04

2018/11/19 22:37:10.864 {smd_R0-0){1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (info): RADIUS: EAP-Message [79] 6 ...



2018/11/19 22:37:10.864 {smd_R0-0}X1}: [radius] [22429]: UUID: 0, ra: 0, TID: O (info): RADIUS: authenticator e2 85 e3 2e 41 aa 21 {6 - 52 e4 6a 23 1d 65 1f 07
2018/11/19 22:37:10.864 {smd_RO0-0}{1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (info): RADIUS: Received from id 1812/89 10.1.100.21:0, Access-Reject, len 44

2018/11/19 22:37:10.860 {smd_R0-0X1}: [radius] [22429]: UUID:
2018/11/19 22:37:10.860 {smd_R0-0X1}: [radius] [22429]: UUID:
2018/11/19 22:37:10.860 {smd_R0-0X1}: [radius] [22429]: UUID:
2018/11/19 22:37:10.860 {smd_R0-0)1}: [radius] [22429]: UUID:
2018/11/19 22:37:10.860 {smd_R0-0X1}: [radius] [22429]: UUID:
2018/11/19 22:37:10.860 {smd_R0-0)1}: [radius] [22429]: UUID:
2018/11/19 22:37:10.860 {smd_R0-0X1}: [radius] [22429]: UUID:
2018/11/19 22:37:10.860 {smd_R0-0)1}: [radius] [22429]: UUID:

0, ra:
0, ra:
0, ra:

0, TID: 0 (info): RADIUS: Started a sec timeout
0, TID: 0 (debug): RADIUS(00000000): Sending a IPv4 Radius Packet
0, TID: 0 (info): RADIUS: Calling-Station-Id [31] 19 "00-50-56-A3-34-74"

RADIUS: 3337 43 50 4d 53 65 73 73 69 6f 6e 49 44 3d 30 [37CPMSession|D=0"@]

2018/11/19 22:37:10.860 {smd_R0-0X1}: [radius] [22429]: UUID:
2018/11/19 22:37:10.860 {smd_R0-0){1}: [radius] [22429]: UUID:
2018/11/19 22:37:10.860 {smd_R0-0X1}: [radius] [22429]: UUID:
2018/11/19 22:37:10.860 {smd_RO0-0)1}: [radius] [22429]: UUID:
2018/11/19 22:37:10.860 {smd_R0-0X1}: [radius] [22429]: UUID:
2018/11/19 22:37:10.860 {smd_R0-0X1}: [radius] [22429]: UUID:
2018/11/19 22:37:10.860 {smd_R0-0X1}: [radius] [22429]: UUID:
2018/11/19 22:37:10.860 {smd_R0-0X1}: [radius] [22429]: UUID:
2018/11/19 22:37:10.860 {smd_R0-0X1}: [radius] [22429]: UUID:
2018/11/19 22:37:10.860 {smd_R0-0X1}: [radius] [22429]: UUID:
2018/11/19 22:37:10.860 {smd_R0-0}{1}: [radius] [22429]: UUID:
2018/11/19 22:37:10.860 {smd_R0-0}X1}: [radius] [22429]: UUID:
2018/11/19 22:37:10.860 {smd_R0-0)1}: [radius] [22429]: UUID:
2018/11/19 22:37:10.860 {smd_R0-0}X1}: [radius] [22429]: UUID:
2018/11/19 22:37:10.860 {smd_R0-0){1}: [radius] [22429]: UUID:
2018/11/19 22:37:10.860 {smd_R0-0X1}: [radius] [22429]: UUID:
2018/11/19 22:37:10.860 {smd_R0-0)1}: [radius] [22429]: UUID:
RADIUS: 02 d4 a8 68 2b 2b ef 36 bc 18 00 52 24 fb 6d 02

2018/11/19 22:37:10.860 {smd_R0-0){1}: [radius] [22429]: UUID:
2018/11/19 22:37:10.860 {smd_R0-0X1}: [radius] [22429]: UUID:

RADIUS: 02 b2 00 2e 19 00 17 03 03 00 23 00 00 00 00 00 00 00 04 6f 82 cd cc 3f 4a a6 01 7c e6 08 a3 df c5 b7 ec 14 3¢ 87 d8 e5 97 27 a9 68 e9 Oc
2018/11/19 22:37:10.860 {smd_RO0-0}1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (info): RADIUS: EAP-Message
2018/11/19 22:37:10.860 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: O (info): RADIUS: Framed-MTU
2018/11/19 22:37:10.860 {smd_R0-0}{1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (info): RADIUS: Cisco AVpair
2018/11/19 22:37:10.860 {smd_RO0-0}{1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS: Vendor, Cisco
2018/11/19 22:37:10.860 {smd_R0-0}{1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS: Service-Type
2018/11/19 22:37:10.860 {smd_R0-0}{1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (info): RADIUS: User-Name

0, ra: 0, TID: 0 (debug): RADIUS: 31 38 32 2f 35 31 3231 37 3b [182/51217;]
0, ra: 0, TID: 0 (debug): RADIUS: 6e 49 44 3d 69 73 65 2d 31 2f 33 32 39 32 34 30 [nID=ise-1/329240"@]
0, ra: 0, TID: 0 (debug): RADIUS: 45 31 44 46 32 37 36 3b 33 31 53 65 73 73 69 6f [E1DF276;31Sessio"@]
0, ra: 0, TID: 0 (debug): RADIUS: 35 30 32 41 38 43 30 30 30 30 30 30 30 34 44 32 [502A8C00000004D2"@]
0, ra: 0, TID: 0 (debug): RADIUS: State [24] 76
0, ra: 0, TID: 0 (info): RADIUS: State [24] 76 ..
0, ra: 0, TID: O (info): RADIUS: NAS-Port [5] 6 50102
0, ra: 0, TID: 0 (info): RADIUS: NAS-Port-Type [61] 6 Ethernet [15]
0, ra: 0, TID: O (info): RADIUS: NAS-Port-Id [87] 25 "TenGigabitEthernet1/0/2"
0, ra: 0, TID: O (info): RADIUS: NAS-IP-Address  [4] 6 172.16.1.2
0, ra: 0, TID: 0 (info): RADIUS: Cisco AVpair [1] 25 "client-iif-id=309465166"
0, ra: 0, TID: 0 (debug): RADIUS: Vendor, Cisco [26] 31
0, ra: 0, TID: 0 (info): RADIUS: Cisco AVpair [1] 34 "addrv6=fe80::adcb:b1e0:4a77:6200"
0, ra: 0, TID: 0 (debug): RADIUS: Vendor, Cisco [26] 40
0, ra: 0, TID: O (debug): RADIUS: Framed-IP-Address [8] 6 10.100.100.3
0, ra: 0, TID: 0 (info): RADIUS: Cisco AVpair [1] 14 "method=dot1x"
0, ra: 0, TID: 0 (debug): RADIUS: Vendor, Cisco [26] 20
0, ra: 0, TID: 0 (info): RADIUS: Cisco AVpair [1] 43 "audit-session-id=0502A8C00000004D2E1DF276"
0, ra: 0, TID: 0 (debug): RADIUS: Vendor, Cisco [26] 49
0, ra: 0, TID: O (debug): RADIUS: EAP-Key-Name  [102] 2 *
0, ra: 0, TID: 0 (info): RADIUS: EAP-Key-Name [1o02] 2~
0, ra: 0, TID: 0 (debug): RADIUS: Message-Authenticator[80] 18
[ h++6R$m]
0, ra: 0, TID: 0 (info): RADIUS: Message-Authenticator[80] 18 ...
0, ra: 0, TID: 0 (debug): RADIUS: EAP-Message [79] 48

[ #o2JI<h]

[79] 48 ...
[2] 6 1472

[11 21 "service-type=Framed"
[26] 27

[6] 6 Framed I2]

[11 11 "employee2"

2018/11/19 22:37:10.860 {smd_R0-0)1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (info): RADIUS: authenticator 1d 75 b9 2b 8b 5c ed 1b - d5 d4 Oe 31 80 a6 14 24
2018/11/19 22:37:10.860 {smd_R0-0X1}: [radius] [22429]: UUID: 0, ra: 0, TID: O (info): RADIUS: Send Access-Request to 10.1.100.21:1812 id 1812/89, len 422

2018/11/19 22:37:10.860 {smd_RO0-0}{1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS(00000000): Route radius Pkt on vrf:0 for:Access-Request to 10.1.100.21:1812

2018/11/19 22:37:10.860 {smd_RO0-0X1}: [radius] [22429]:
2018/11/19 22:37:10.860 {smd_R0-0X1}: [radius] [22429]:
2018/11/19 22:37:10.860 {smd_RO0-0X1}: [radius] [22429]:
couldnt find the ipv6 source idb for VRF id : 0

2018/11/19 22:37:10.860 {smd_RO0-0X1}: [radius] [22429]:
2018/11/19 22:37:10.860 {smd_R0-0){1}: [radius] [22429]:
2018/11/19 22:37:10.860 {smd_RO0-0X1}: [radius] [22429]:

uuID:
uuID:
uuID:

uuID:
uuID:
uuID:

0, ra
0,ra
0, ra

0, ra
0,ra
0, ra

0, TID: 0 (debug): RADIUS(00000000): sending
0, TID: 0 (debug): RADIUS(00000000): Config NAS IPv6: ::
0, TID: 0 (debug):

0, TID: 0 (debug): Search ipv6 source IDB in VRF DB for VRF id: 0
0, TID: 0 (debug): RADIUS(00000000): Config NAS IP: 172.16.1.2
0, TID: 0 (debug): RADIUS/ENCODE(00000000):0rig. component type = Invalid

2018/11/19 22:37:10.860 {smd_R0-0)1}: [aaa-authen] [22429]: UUID: 0, ra: 0, TID: 0 (debug): AAA/AUTHEN/8021X (00000000): Pick method list 'default'

2018/11/19 22:37:10.860 {smd_R0-0X1}: [eap] [22429]:
2018/11/19 22:37:10.860 {smd_R0-0X1}: [eap] [22429):
2018/11/19 22:37:10.853 {smd_R0-0X1}: [eap] [22429]:

2018/11/19 22:37:10.853 {smd_R0-0X1}: [eap] [22429]:
2018/11/19 22:37:10.853 {smd_R0-0}1}: [eap] [22429):

uuID: 0,

UuID: 0, ra: 0, TID

TID: 0 (debug): Received AAA event 'EAP_AAA_RX_PACKET' on handle 0xFE60000E5

UUID: 0, ra: 0, TID: 0 (debug): AAA reply received with callback

2018/11/19 22:37:10.853 {smd_R0-0){1}: [radius-authen] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS(00000000): Received from id 1812/88
2018/11/19 22:37:10.853 {smd_RO0-0)1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS:rad_code 11, suppress reject flag 0

[
[
[
[
E
2018/11/19 22:37:10.853 {smd_R0-0X1}: [eap] [22429]:
[
[
[
[
[

2018/11/19 22:37:10.853 {smd_RO0-0){1}: [radius] [22429]: UUID: 0, ra: 0, TID: 0 (debug): RADIUS: Message-Authenticator[80]

18

: 0 (debug): Sending LL (Dot1x-Authenticator) event 'EAP_CUSTOMIZE_AAA_REQUEST' on handle OxFE60000E5
UUID: 0, ra: 0, TID: 0 (debug): Received LL (Dot1x-Authenticator) event 'EAP_RX_PACKET' on handle 0xFE60000E5
UUID: 0, ra: 0, TID: 0 (debug): Sending LL (Dot1x-Authenticator) event 'EAP_TX_PACKET' on handle 0xFE60000E5
UUID: 0, ra: 0, TID: 0 (debug): Started 'Authenticator Retransmit' timer (30s) for EAP sesion handle OxFE60000E5



