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IEEE 802.1X

Port-based access control with authentication
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RADIUS Access-ChallengeI :
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* 802.1X (EAPOL) is a delivery mechanism and it doesn't provide the actual authentication

mechanisms.
» When utilizing 802.1X, you need to choose an EAP type, such as Transport Layer Security

(EAP-TLS) or PEAP, which defines how the authentication takes place.




IEEE 802.1X with Change of Authorization (CoA)

Auth Server
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MAC Authentication Bypass (MAB)

Non-802.1X capable devices and no “user intelligence” behind

Total Time
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LWA — Session Flow

Timeout/
failure

MAB

MAB
Fails

Flex Auth: After timeout or
failure, port automatically tries
“‘next-method” if another
method configured.
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«802.1X Timeout .
- DHCP/DNS ISE Server
(1) +802.1X Failure Switch / AP-WLC

ore ™
*MAB Failure E
*Open SSID 2 e
@ *With web auth '

Port Enabled,
ACL Applied

Host Acquires IP Address, Triggers Session State

O
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Usamame:

(4) «— Login Page e

Switch Queries AAA Server y; Server
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P AAA Server Returns Polic user

(6) Switch/WLC Applies New ACL Policy
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Wireless LWA Config

Authentication Policy

General | Security | QoS | Advanced |
| Layer 2 | Layer 3 | AAA Servers |

Internal

Layer 3 Security None w MAB |f ered_MAB then EndeIntS

| DotlX  If Wired 802.1X then AD1
9@ Authentication _

RADIUS:Service-Type = Login

& Passthrough

RADIUS:NAS-Port-Type=
Wireless — IEEE 802.11

Default if  <no match> then AD1 Internal

) Conditional Web Redirect

Splash Page Web Redirect

) On MAC Filter failured®

Preauthentication ACL ACL-WEBAUTH-REDIRECT + \

Authorization Policy

Over-ride Global Config [¥] Enable

Web Auth type External(Re-direct to external server)

B e ausdtHortal/ Lo scn /| IP Phones if Cisco-IP-Phone then Cisco_IP_Phone
.NAD BYOD if BYOD and Employee then Employee
= -

'? Contractor if Contractor then Contractor

Q‘ U ) Employee if Employee then Employee

sername = GuestUser

Password = MyPassword —
No Supplica g Default If no matches, then ~WEBAUTH

4—RADIUS Access-Accent_

[AVP: Airespace ACL
= Internet_Only]

PAP Login
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Wired LWA Config

ip admission name WEBAUTH proxy http
ip access-list extended PRE_AUTH_POLICY
permit udp any any eq bootps
permit udp any any eq domain
fallback profile WEBAUTH_PROFILE
ip access-group PRE_AUTH_POLICY in
ip admission WEBAUTH
mterface GlgabltEthernet1/O/1

authentlcatlon fallback WEBAUTH PROFILE
DA a [

authentlcatlon event fail action next-method

NAD

07 -

Username = GuestUser I
Password = MyPassword

4—RADIUS Access-Accent_

[AVP: dacl = Internet_Only]

'
.
le
No Supplica

PAP Login
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Local
802.1X MAB
Web Auth
Authentication Policy
. . Internal
MAB if Wired_MAB then Endpoints
Dot1X If Wired 802.1X then AD1
RADIUS:Service-Type =
LWA if ClesUne then Internal Users

RADIUS:NAS-Port-Type=

Default if <no match> then AD1_Internal
Authorization Policy
IP Phones if Cisco-IP-Phone then Cisco_IP_Phone
BYOD if BYOD and Employee then Employee
Guest if Guest then Guest
Contractor if Contractor then Contractor
Employee if Employee then Employee
Default If no matches, then WEBAUTH
© 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public



Web Authentication

1 :4 A' L%;%%

00.0a.95.7f.de.06 Authenticator

«——EAROL EAP Request-ideniy.

f EAPQl - FAP Request-ldentit .

RADIUS Server

Time until endpoint
sends first packet after |-
IEEE 802.1X timeout  -~f

* |EEE 802.1X Times Out
* MAB Starts

Any Packet

[AVP: 00.0a.95.7f.de.06]

RADIUS Access-Accepnt

Unknown MAC address

Limited Network Access
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CWA - Session Flow
Switch / AP-WLC

* Switch configured for ISE Server
@ 802.1X/MAB only ~ <— £f==—2 DHCP/DNS

* Open SSID on g
<—

WLC w/ MAC
802 1X Filtering enabled
@ First authentication session R
AuthC success; AuthZ for unknown user returned:
Redirect/filter ACL, portal URL
MAB Host Acquires IP Address, Triggers Session State

@

<
<

Host Opens Browser — Switch redirects browser to ISE CWA page

v

P Login Page AUP

< .
Flex Auth: If host not Host Sends Username/Password R > E:)?ﬁ%isreh
found (MAB IOOkUp faiIS), @ Web Auth Success results in CoA
then Continue to « >
Authorization Policy MAB re-auth Session lookup—policy matched Server

»  authorizes
@ MAB Success P Authorization dACL/VLAN returned. user

processing p
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CWA - Session Flow

* Switch configured for
@ 802.1X / MAB only

* Open SSID on
Timeout/ WLC w/ MAC <

failure Filtering enabled

Switch / AP-WLC
e —

DHCP/DNS ISE Server

»
|

@ First authentication session

<

AuthC success; AuthZ for unknown user returned:
Redirect/filter ACL, portal URL

<«

Host Acquires IP Address, Triggers Session State

»
|

@

<
<

Host Opens Browser — Switch redirects browser to ISE CWA page

v

. Login Page AUP
Host Sends Username/Password > > Eg%?;isrég
Flex Auth: If host not found
: Web Auth S Itsin CoA
(MAB lookup fails), then @ web Auth Success resuls in Co :
Continue to Authorization _ _
. ) MAB re-auth Session lookup—policy matched Server
Policy processing @ — > authorizes
MAB Success P Authorization dACL/VLAN returned. user
BRKSEC-2044 © 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Wireless CWA Config

General | Security | QoS | Advanced |

Authentication Policy

Layer 2 | Layer 3 | AAA Servers |

. : Internal
Layer 2 Security & None = i MAB if Wireless_MAB then £ ioints

[7] MAC Filtering Dot1X If Wireless_802.1X then AD1
General | Security | QoS L'|' Advanced | Default if <no match> then AD1_Internal
Allow AAA Override Enabled Authorization Policy
NAC
MAC State  Radius NAC - IP Phones if Cisco-IP-Phone then Cisco_IP_Phone
BYOD if BYOD and Employee then Employee
.| Guest if Guest then Guest
? Contractor if Contractor then Contractor
(5:‘ Acce Employee Employee then Employee
<« ( Pactword = 00.1018.88.22.24 Default  Ifno en WEBAUTH
No Supplica
d N vy o | ICWA username matches | [ﬁtched AuthZ Rule = Guest |

= Internet_Only]
BRKSEC-2044 © 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public 11



',

Wired CWA Config | For Your

Reference

ip access-list extended PRE-AUTH-ACL ) ) _
permit udp any any eq bootps Authentication Policy
permit udp any any eq domain
permit tcp any any eq http
permit tcp andy any eq https I |
ip access-list extended ACL-WEBAUTH-REDIRECT MAB if Wired MAB then 'nterna
deny udp any any eq domain - Endpoints
deny tcp any host PSN eq 8443 - .
et B4 potix If Wired_802.1X then AD1
e Default if <no match> then AD1_Internal
authentication order dotlx mab Authorization POIiCy
authentication event fail action next-method
NAD IP Phones if Cisco-IP-Phone then Cisco_IP_Phone
BYOD if BYOD and Employee then Employee
NN ploy ploy
Guest if Guest then Guest
> Contractor if Contractor then Contractor
P\ [ = .
({‘ Requ Employee if Employee then Employee
& Username = 00-10-18-88-22-24
=~ " Password = 00-10-18-88-22-24 | Default If nofmnen | WEBAUTH
No Supplica
MAB l [AVP: dacl = Internet_Only]

BRKSEC-2044 © 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public 12



Central Web Authentication (CWA) with ISE

Switch DHCP/DNS ISE PSN
F—— - = \
— N B
.................... > — @
802.1X Timeout I
802.1X Failure
"1 ) P rppp————— — L E— .
POrt OPens With  gesssssessssssssressreesvesnneennns Returns Default Policy with
@) «---------mmmmmm e DL ACCRRS e > URL Redirect + dACL/VLAN
! Host Acquires IP Address via DHCP, triggers Session State
Q‘ --------------------------------- >»@P-------——— e >
! Host Opens Browser URL Redirect ACL I’edll’eCtS HTTP to ISE >
4‘---------------------------------'.'------------------------F ---------------------
Switch prompt Login Page 2
Q ---------------------------------------------------------- Serrrrrrerrrrrrrr=er-. sgl AUP Process
! User sends credential
e T ettt “.
Web Auth Authorized 1=r
: CoA
@ MAB Reinitiatos e i ——————. Authentication
TR MAB Request &
@ ew Nl $osssssssssssssssssssss) isissssssimsassssnsss Authorize
Applied § AAA Server returns Policy User
BRKSEC-2044
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dACL + URL-Redirect for CWA

. Switch DHCP/DNS ISE PSN

— B
ip access-list extended ACL-DEFAULT ==p __4

permit tcp any any eq 8905
permit udp any any eq 8905

permittcp any anyeq8080  f
permit tcp any any eq 8443 ™ - = I Unknown Device

permit udp any any eq bootps [ Opens With g eemmeccmccccc e e e e ﬁ Returns Default Policy with
permit udp any any eq bootpc ted access __ . _ ______ > LIDI Dodiract o dACT NI AN
permit udp any any eq domain . Lhe ; PRE-POSTURE-ACL

- ss via DHCP, triggers Session State
permit icmp any any 99 permit udp any eq bootpc any eq bootps

g ——————— = === = e = = === = o= mo oo permit udp any any eq domain
o Host Opens Browser ! URL Redirect ACL red permit tcp any any eq 80

errrrrrrrrrrrrrrrrrrrrrrrery fhrrryrrrrrrrrrerrrrrrrrrrrrren 4 permit tcp any any eq 8905
-— ch prompt Login Page permit udp any any eq 8905
er sends credential =77 permittcp any any eq 8080 l

ip access-list extended ACL-WEBAUTH-REDIRECT
deny tcp any host <remediation server> eq www
permit tcp any any eq www deny ip any any

B . permit tcp any any eq 8443
Web Auth Au permi't icmp any any

PR —— denxlganxanx !
CoA

@ MAB Reinitiates [EEEEEEEE L PP P PP e P e e P > Autheng‘iication
@ New ACL Pollcy """""""""""""""""""""" Authorize
Applied AAA Server returns Policy User

BRKSEC-2044 © 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public




Sample ACLs for CWA Redirection

permit
permit

udp
udp

any
any

ip access-list extended ACL-DEFAULT

eq bootpc any eq bootps
any eq domain

permit
permit

tcp
tcp

any
any

any eq http

permit
permit

tcp
tcp

any
any

any eq https
host 10.1.1.100 eq 8080
host 10.1.1.100 eq 8443

ip access-list extended ACL-WEBAUTH-REDIRECT

deny
deny
deny
deny

udp any eq bootpc any eq bootps
udp any any eq domain

tcp any host 10.1.1.100 eq 8080
tcp any host 10.1.1.100 eq 8443

(deny ip any any)

- —— | PortAcL

‘-_>|perm1t 1p any any]

Redirect—
or dACL ACL

: DHCP X.X.X.X *
. DNS X.X.X.X =

SSH X.X.X.X =
FTP X.X.x.x =

HTTP X.X.X.X
302 TCP/8443 10.1.1.100
HTTPS x.X.X.X

i€

302 TCP/8443 10.1.1.100 -<

-
.
%
.

BRKSEC-2044
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TCP/8443 10.1.1.100 #

KU1 EL B EE LG L] EY EY LL
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Wired Device Registration Web Auth (DRW) Flow

Switch DHCP/DNS ISE PSN
____________________ » 4
802.1X Timeout g
802 LCFailure Calling- Statlon ID=MAC, Service-Type= CaII Check

PP R e R M i s S .

O Port Opens WIth geeessssessssrerereeenns e i Returns Policy with URL
Q .. |11 10 1o o125 > Redirect + Redirect ACL + dACL

Optional AUP Page

Q -------------------------------------------------- SrrrrrrrrrssTsTsTITTEET M AuP Process
! User Accepts AUP
Web Auth Authorlzed

CoA

@ MAB Reinitiatos e i ——————. > Authengtication

@ New ACL Policy
Applied 3

BRKSEC-2044 © 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Wired CWA Config Matched AuthC Rule = MAB |

ip access-list extended PRE-AUTH-ACL

permit udp any any eq bootps Authentication Policy
ermit udp any any eq domain
Sermit tcppanyyanyyeqqhttp Status Conditions Identity Source
permit tcp andy any eq https | |
ip access-list extended ACL-WEBAUTH-REDIRECT ! mAB if Wireless MAB then ‘'nterna
deny udp any any eq domain Endpoints
deny tcp any host PSN eq 8443 - :
R b B4 Dotix  If Wireless_802.1X then AD1
ISR S Default if <no match> then AD1_Internal
authentication port-control auto =
mab . . .
authentication order dotlx mab Authorization P0||Cy

authentication event fail action next-method

Rule Name Conditions Permissions

IP Phones if Cisco-IP-Phone then Cisco_IP_Phone
BYOD if BYOD and Employee then Employee
Guest if Guest then Guest I

if Contractor then Contractor

Employee loyee then Employee

& , Username = 00-10-1
~ Password = 00-10-18-88-22-24 Default  Ifnom n WEBAUTH
No Supplica ~.
o ATV —— CWA username matches | | Matched AuthZ Rule = Guest |

BRKSEC-2044 © 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public



Wireless CWA Config Matched AuthC Rule = MAB |

General | Security | QoS | Advanced |

Authentication Policy

Layer 2 | Layer 3 | AAA Servers | Status Conditions Identity Source
N . : Internal
Layer 2 Security & None - MAB if Wireless_MAB then Endpoints
[7] MAC Filtering Dot1X If Wireless_802.1X then AD1

General | Security | QoS L'|- Advanced Default if <no match> then AD1_Internal

Allow AAA Override Enabled Authorization Policy

MAC Rule Name Conditions Permissions

MAC State  Radius NAC IP Phones if Cisco-IP-Phone then Cisco_IP_Phone

BYOD if BYOD and Employee then Employee
Guest if Guest then Guest I

if Contractor then Contractor

P\ —
¢! —RADIUS Access:Request_)| Employee loyee then Employee
& , Username = 00-10-18-88-22-24
~ Password = 00-10-18-88-22-24 Default  Ifnom n WEBAUTH
No Supplica ~_
T | vy — CWA username matches | | Matched AuthZ Rule = Guest |

= Internet_Only]
BRKSEC-2044 © 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public



Wireless DRW Flow

Wireless Controller DHCP/DNS ISE PSN
00000 — = B
Open SSID with MAC Filtering enabled g
I MAC Filler N amasmmn i o e aaaaaasaans .
Grrrrrrrrrrrrrrrrrrrr ey e i ISE Returns Policy with O
@) - e > URL Redirect to DRW +
! Host Acquires IP Address via DHCP Redirect ACL
@ --oroemrene e It o e >
Host Opens Browser URL Redirect ACL redlrects HTTP to ISE DRW
D e e L G

Optional AUP Page

Q -------------------------------------------------- SrrrrrrrrrssTsTsTITTEET M AuP Process
! User Accepts AUP
Web Auth Authorlzed

CoA

@ MAB Reinitiatos e i ——————. > Authengtication

@ New ACL Policy
Applied 3

BRKSEC-2044 © 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Example of Profiling Flow with multiple probes
SNMP Query, SNMP Trap, RADIUS, DHCP Helper

Device Authenticator ISE
| m—c— . authentication order dotlx mab /
= Initial Attempt %al ﬁ
: e 2 WoksStatetap iLcontioued @
L : Open Mode: Time when MAC | TN\, —~ " &7F&==== -
i address is moved to FWD state y) _______ MAC-Natification Jrap
30 t
MAC-Notification Trap is sent if sta?te;NTVIP Query
configured

DCHP Discovery / Request

A 4

Primary Key:
00:11:22:33:44:55:66
P EARQL /N RA0 o Attributes
802.1X Username:00:11:22:33:44:55:66 Switch IP

. Password: 00:11:22:33:44:55:66 R Port ID
CDP Info

_______________________ VLAN Data
Access-Accept Session Data

DHCP Options

(max-reauth-req +1) x tx-timer MAB |==*=
802.1Xtimes ou

Authorized <

SNMP Response

Point of Profiling

BRKSEC-2044 © 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public 20



Profiling without Probes
Direct Profiling using Client Provisioning (Posture Agent or NSP)

-~ A F Ul
« @ = == E
Q‘! Access Device QJ/ B

User authenticates HTTP GET http://www.google.com -
and opens browser RADIUS: URL Redirect=Client Provisioning / Posture

Client

e https://psn:8443/guestportal/gateway?sessionld=SessionldValue&action=cpp Provisioning

= captures user
agent and MAC
address from

HTTP Response: “Please Reconnect”

RADIUS: CoA = Session Terminate

EAP Exchange J SessionlD
User re-auth >

RADIUS: Access Accept: AVP=Permit Access

<

HTTP GET  http://www.google.com

HTTP RESPONSE http://www.google.com

Google

m Feeling Luc

BRKSEC-2044 © 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public 21



Probeless Profiling

] ] Matched AuthC Rule = Dot1X ]
Wireless 802.1X with Posture Example

Authentication Policy

| £

Employee with iPad connects to corp SSID and logs in
using AD account ‘employee’ MAB

Internal
Endpoints

If Wireless_802.1X then AD1

if Wireless_ MAB then

Device type Unknown, so hit Emp_NonCompliant rule.

Employee redirected to Client Provisioning/Posture
OS detection performed to determine CP policy Default if <no match> then AD1_lInternal

User agent captured—iPad not supported for postur
agent so ISE send CoA w/session terminate.

Endpoint Profile = iPad ] Authorization Policy

Endpoint user-agent and other data written to db using
MAC address from Session ID lookup->Profile=iPad!

On reconnect, match profile=iDevice and Employee.

IP Phones if Cisco-IP-Phone then Cisco_IP_Phone

if iDevice and Employee then Internet

if PC and Employee Full_Access

NAD

—.
@
RADIUS Access-

v Request
EAP Request = PEAP

if Guest then Internet

then Posture

iPad then CWA_Posture

[AVP: Airespace ACL _
PEAP - Internet. Oniy] User Agent + MAC Captured ][ Matched AuthZ Rule = BYOD

BRK¢ - 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public



802.1X End User Authentication with Posture

802.1X Authentication

Authorization

Posture
Discovery

BRKSEC-2044

Layer 3 Link

Layer 2 Point-to-Point
[ ]

802.1X Start EEEELELECEETETE 2
EAPOL-Start

*----------------------------l

EAPOL ID-Request

-----------------------------’

EAPOL ID-Response

* EAP Transaction

*---------------------------

EAP-Success

Posture Status: Unknown
Access: Limited

Posture Start

-------------------b

*----------------------------‘

. *---------------------------

Posture Discovery Y URL-Redirect

ise.demo.local

-----------------------------’

RADIUS-Request

Access-Accept

Redirect 302: https:/ISE.DEMO.LOCAL:8443/guestportal/gateway?sessionld=SessionldValue&action=cpp

https://ISE.DEMO.LOCAL:8443/guestportal/gateway?sessionld=SessionldValue&action=cpp

‘-----------------------------------------------------------I-
Redirect 302: https://ISE.DEMO.LOCAL:8905/auth/discovery?sessionld=SessionldValue

------------------------------------------------------------*

https://ISE.DEMO.LOCAL:8905/auth/discovery?sessionld=SessionldValue

Posture/Downloader URL

© 2013 Cisco and/or its affiliates. All rights reserved.

Flow continues to next slide

Cisco Public

RADIUS Authorization: EMPLOYEE-PRE-POSTURE
[cisco-av-pair] = dACL=PRE-POSTURE-ACL

[cisco-av-pair] = url-redirect-acl=REDIRECT-ACL
[cisco-av-pair] = url-redirect=https://ISE.DEMO.LOCAL:8443/
guestportal/gateway?sessionld=SessionldValue&action=cpp

to Discovery
(user agent =
NAC Agent)

23



802.1X End User Authentication with Posture

Layer 2 Point-to-Point Layer 3 Link
||

= EAP-Success Access-Accept ISE.0€mo.loca
QE') Posture Start T LT O L LT e PP PP PP PP PP PP PP T 2

o & Posture Discovery

3 ﬁ Posture Negotiation, Agent Updates  swiss UDP/8905

o

Posture Request / Requirement HTTPS TCP/8905

*-----------------------------------------------------------*

Posture Report (Result: Compliant) 1 SWISS UDP/8905

h:

*---------------------------
Change of Authorization Request

Q, CoA + ReAuth

N N BN BN AN B .. L 1 ] ] | ----------*

- -
CoA ACK/NAK

*------------------------------------.-----------------------*

802.1X Re-Authentication

Posture Status: Compliant — *---------------------------
Access: Full-Access Access-Accept

g Reassessment --------------------------------------------------’
=S Posture Status SWISS UDP/8905
9) *------------------------------------------------------------l
A Posture Compliant
L n
[0 S G

BRKSEC-2044 © 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public



Adding Posture tot

ip access-list extended AGENT-
REDIRECT

deny udp any any eq domain
permit tcp any any eq www

permit udp any any eq domain
permiticmp any any

permit tcp any host 10.1.1.3 eq 8443
permit tcp any host 10.1.1.3 eq 8905
permit udp any host 10.1.1.3 eq 8905
permit tcp any any eq 80

permit tcp any any eq 443

RADIUS Access-Accept

ne Authorization Policy

IP Phones if Cisco-IP-Phone then Cisco_IP_Phone
Employee . Employee &
= f . h

NoCompliant " Posture 1= Compliant then Posture

. Employee &

f . h
Employee " Posture = Compliant then Employee
GUEST if GUEST then GUEST
Default If no matches, then WEBAUTH

Matched Rule =
Employee_NoCompliant

BRKSEC-2044
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[cisco-av-pair] = dACL=PRE-POSTURE-ACL
[cisco-av-pair] = url-redirect-acl~AGENT-REDIRECT
[cisco-av-pair] = url-
redirect=https://ISE:8443/guestportal/gateway?sessionld=S
essionldValue&action=cpp
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Adding Posture to the Authorization Policy

| permit ip host any

—I IP Phones if Cisco-IP-Phone

BRKSEC-2044

Employee_
NO i

Employee
GUEST if GUEST
Default If no matches, then

then Cisco_IP_Phone

then Posture

Employee

then GUEST

WEBAUTH

ommunication >

Matched Rule = Employee

‘ RADIUS CoA

RADIUS Access-Request '

RADIUS Access-Accept
[cisco-av-pair] = dACL=Permit-All

© 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public
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BYOD AuthZ Policy

Single SSID — Employee using PEAP

GUEST if GUEST then GUEST
L it Wi h
1. Any PEAP authentications: Open Rule if Wireless_MAB then WEBAUTH
— Send directly to Native Supplicant Provisioning. |:> IPEAP . Elet\gerl;AF?éis;:EapTunnel e S B I

Employee & EAP-TLS &
Certificate SAN = MAC_Addr

2. Add CWA to Open SSID
— Need to know who they are, and IF we should provision them.

Employee if then

Default If no matches, then Deny Access

Employee

Matched Rule = PEAP...

Redirect to Supplicant Provisioning...

O f===a
SSID = CORPJ-_

PEAPMSHACPVZ EAP-ID = Employ

y RADIUS Access-Accept

[cisco-av-pair] = url-redirect-acl=AGENT-REDIRECT
[cisco-av-pair] = url-redirect

Employee =https://ISE:8443/guestportal/gateway?sessionld=Sessi
onldValue&action=nsp

BRKSEC-2044 © 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public
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BYOD AuthZ Policy

Dual SSID — Employee using CWA —

if GUEST then GUEST

1. Any PEAP authentications: |:> IOpen Rule

if Wireless_MAB then WEBAUTH

— Send directly to Native Supplicant Provisioning. PEAP

2. Add CWA to Open SSID

Network Access:EapTunnel
EQUALS PEAP

Employee & EAP-TLS &

then Supp-Provision

Employee if o _ then Employee
— Need to know who they are, and IF we should provision them. Certificate SAN = MAC_Addr
Default If no matches, then Deny Access
Matched Rule = Open Rule...
. Send HTTP traffic to CWA Portal. Multi-Portal

RADIUS Access-Request
[AVP: 00.0a.95.7f.de.06 ]

General Custormization Authentication

Guest Portal Policy Configuration
Guestusers should agree to an acceptable use policy

O NotUsed
(®)  First Login
O Every Login

Enable Sel-Provisioning Flow

y RADIUS Access-Accept
[cisco-av-pair] = url-redirect-acl=AGENT-REDIRECT
[cisco-av-pair] = url-redirect
Employee =https://ISE:8443/guestportal/gateway?sessionld=Sessi
onldValue&action=cwa O
(]

Allow guest users to change password
Require guest users to change password at expiration and first login
Guest users should download the posture client

Guest users should be allowed to do self sernvice
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BYOD AuthZ Policy

Dual SSID — Employee using CWA

GUEST if GUEST then GUEST
L it Wi h
1. Any PEAP authentications: :> IOpen Rule if Wireless_MAB then ~ WEBAUTH
— Send directly to Native Supplicant Provisioning. i Network Access:EapTunnel -Provisi
y pp g PEAP if EQUALS PEAP then  Supp-Provision
2 Add CWA o Open SSID Employee I e SAN - MAC Addr " Employee
— Need to know who they are, and IF we should provision them. - =
Default If no matches, then Deny Access
Employee Authentication
A Succeeded... Multi-Portal
General Customization Authentication

o=
SSID = GUESJ

R

RADIUS Access-Request

Guest Portal Policy Configuration
Guestusers should agre

User = Guest
) MotUsed

(®)  First Login

Start Self-Provisioning Flow
O Every Login

Enable Sel-Provisioning Flow

y RADIUS Access-Accept
[cisco-av-pair] = url-redirect-acl=AGENT-REDIRECT
[cisco-av-pair] = url-redirect
Employee =https://ISE:8443/guestportal/gateway?sessionld=Sessi
onldValue&action=cwa U
(]

Allow guest users to change password
Require guest users to change password at expiration and first login
Guest users should download the posture client

Guest users should be allowed to do self sernvice
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BYOD AuthZ Policy

if GUEST then GUEST

Dual SSID — Guest using CWA :> [T

. it Wi h
1. Any PEAP authentications: Open Rule if Wireless_MAB then WEBAUTH

— Send directly to Native Supplicant Provisioning. PEAP i Network Access:EapTunnel

EQUALS PEAP
Employee & EAP-TLS &

then Supp-Provision

2. Add CWA to Open SSID

Employee if o _ then Employee
— Need to know who they are, and IF we should provision them. Certificate SAN = MAC_Addr
Default If no matches, then Deny Access
Guest Authentication Succeeded...
Multi-Portal

Send CoA...

General Custormization Authentication

Guest Portal Policy Configuration
Guestusers should agre

User = Guest

O NotUsed
(®)  First Login ..
Bypass Self-Provisioning Flow
O Every Login
RADIUS Access-Request o
A—}[AVP: 00.0a.95.7f.de.06 | Enable Self-Provisioning Flow

RADIUS Access-Accept
4 Allow guest users to change password

Require guest users to change password at expiration and first login

Guest users should download the posture client

LO0™

Guest users should be allowed to do self sernvice
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BYOD AuthZ Policy

Dual SSID — Select Employees using CWA

GUEST if GUEST then GUEST
L it 5 h i .
1. Any PEAP authentications: EmpWebAuth if Employee & Guest-Flow then Supp-Provision
— Send directly to Native Supplicant Provisioning. |:> IOpen Rule if Wireless_ MAB then  WEBAUTH
. Network Access:EapTunnel .
2. Add CWA to Open SSID PEAP if EQUALS PEAP P then  Supp-Provision
— Need to know who they are, and IF we should provision them. Emolovee . Employee & EAP-TLS & ren Emloves
ploy Certificate SAN = MAC_Addr ploy
Matched Rule = Open Rule... Default If no matches, then Deny Access
. Send HTTP traffic to CWA Portal... Multi-Portal

General Custormization Authentication

Guest Portal Policy Configuration
Guestusers should agree to an acceptable use policy

O NotUsed
(®)  First Login
O Every Login

RADIUS Access-Request
[AVP: 00.0a.95.7f.de.06 ]

4 RADIUS Access-Accept
) _ ) [] Enable Self-Provisioning Flow
[cisco-av-pair] = url-redirect-acl=AGENT-REDIRECT
[cisco-av-pair] = url-redirect=https://ISE:8443 Allow guest users to change password
Employee /guestportal/gateway?sessionld=SessionldValue&action=cwa
. | Require guest users to change password at expiration and first login

[ Guestusers should download the posture client
Guest users should be allowed to do self sernvice
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BYOD AuthZ Policy
Dual SSID — Select Employees using CWA

GUEST if GUEST then GUEST
L it ) - = .
1. Any PEAP authentications: |:> IEmpWebAuth if Employee & Guest-Flow then  Supp-Provision I
— Send directly to Native Supplicant Provisioning. Open Rule it Wireless_MAB then  WEBAUTH
. Network Access:EapTunnel .
2. Add CWA to Open SSID PEAP if EQUALS PEAP then  Supp-Provision
— Need to know who they are, and IF we should provision them. _ Employee & EAP-TLS &
Employee if then  Employee

Certificate SAN = MAC_Addr

Employee Authentication Succeeded... Default If no matches, then Deny Access

% Send CoA...
Start Native Supplicant Provisioning...

Multi-Portal

General Custormization Authentication

Guest Portal Policy Configuration
Guestusers should

User !'= Guest
Self-Provisioning Flow Disabled;
Continue normal CWA processing

O ==3
= ) NotUsed

ssib= GUESJ Change of Authorization Request ® FirstLogi
* —————————————————————

R

O
m
=
il
=2
=
=1
L=}

O

Enable Sel-Provisioning Flow

[AVP: 00.0a.95.7f.de.06 |

4 RADIUS Access-Accept Allow guest users to change password

Employee

[cisco-av-pair] = url-redirect-acl=ACL=NSP-ACL Require guest users to change password at expiration and first login

[cisco-av-pair] = url-redirect=
https://ip:port/guestportal/gateway?sessionld=SessionldValue&action=nsp

Guest users should download the posture client

LO0™

Guest users should be allowed to do self sernvice
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BYOD AuthZ Policy

Post-Supplicant Provisioning

GUEST if GUEST then GUEST
. Trigger Native Supplicant Provisioning Open Rule it Wireless_MAB then  WEBAUTH
— PEAP-MSCHAPV2 (Single SSID) :> I T . Elet\gxrl_l; Aséis;:EapTunna ten  Supp-Provision I
— CWA to Open SSID (Dual SSID) Q
Employee [TREREAS S =——— then  Employee
. Reconnect using EAP-TLS ploy Certificate SAN = MAC_Addr ploy
Default If no matches, then Deny Access
Matched Rule = PEAP...
Redirect to Supplicant Provisioning...
SSID = CORP '
\ PEAP MSHACPV2 — EAP-ID = Employee
P RADIUS Access-Accept
[cisco-av-pair] = url-redirect-acl=AGENT-REDIRECT
[cisco-av-pair] = url-redirect=
Employee https://ISE:8443/guestportal/gateway?sessionld
=SessionldValue&action=nsp
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BYOD AuthZ Policy

Post-Supplicant Provisioning

1. Trigger Native Supplicant Provisioning
— PEAP-MSCHAPV2 (Single SSID)
— CWA to Open SSID (Dual SSID)

2. Reconnect using EAP-TLS

GUEST if GUEST then GUEST

Open Rule if Wireless_MAB then WEBAUTH

Network Access:EapTunnel
EQUALS PEAP

Emblovee T Employee & EAP-TLS & pa—
ploy Certificate SAN = MAC_Addr

Default

PEAP if then Supp-Provision

Employee I

Suppliant Provisioning Completes...

Send CoA (Session Terminate)...

SSID = CORP

‘h---gwwa

Employee

<

RADIUS Access-Request }
EAP-TLS - CN = Employeel
e of Authorization R

e(lu est
N N N N NN N AN N AW

CoA ACK/NAK

Enmmsnmnma=)p

RAI_DIUS Access-Accept

BRKSEC-2044

© 2013 Cisco and/or its

EndPoints:BYODRegistration EQUALS Yes
AD1:ExternalGroups EQUALS cts.local/Users/employees

Metwork Access:EapAuthentication EQUALS EAP-TLS
Radius:Calling-Station-ID EQUALS CERTIFICATE:Subject Alternative Name

Note: Once registered via NSP, ID group statically set to

RegisteredDevices. Recommend use profile attribute, not ID
groups, to match profile in Authorization Policy!



http://findicons.com/files/icons/808/on_stage/128/symbol_check.png

Native Supplicant Provisioning (iI0S Use-Case)

Employee ISE/ SCEP Proxy  RegisteredDevices
= o CENTRAL_WEB_AUTH state
m\ SSID = BYOD-Open / CWA o _

HTTPS to the NSP Portal

- >

ISE sends CA certificate to endpoint for trust with OTA

B e e e

User clicks register.

@ >

< ISE sends Profile Service to iOS Device
Cs%i; Generated | £crvoted Profile Service:
i https:/ISE:8905/auth/OTAMobileConfi

CA/ SCEP Server
DeV|Ce Reg IStI‘atIOI’] Profile Installed WiFi_Profile

Signing Certificate

Rre Device Enrollment Certificates (2)
At e

FTT cts-AD-CA

MR |ssued 3
g?sessionID Lx:fu.uuq_us:a 2021

CSR sent to ISE :
S il s . W SCEP to MS Cert Authority i iy emploveel
. --------------------------------- C—= “‘ «‘ P Expires: April 5, 2013
) . ) _ . Certificate sent to ISE P
<<--- JSE sends Device Certificate to 0S Device | _ S i Wi-Fi Network
s 7 Wi-Fi (CTS-CORP)
Device Provisioning R
/EI\ CSR sent to ISE SCEP to MS Cert Authority T
& “e===d yser Certificate Issued

< ISE sends User Certificate to iOS Device E’n
Signing Cert + User Cert: Wi-Fi Profile + EAP-TLS configured

RUN state 2, _A_CC_EES_—A_Cge_Pt_

Certificate sent to ISE y
(—________________________________-

CN = Employee
SAN = 00-0a-95-7f-de-06

"’i D\ SSID = CTS-CORP 1 EAP-TLS _ _commectusina gARTLs_______________________________5
N
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O

ﬁ\ SSID = BYOD-Open / CWA
User opens browser CENTRAL_WEB_AUTH state

e —————

Redirect to ISE for CWA

Employee Wireless Controller

}_—%

CWA Redirect / Redirect ACL = CWA

<C-—--——— -l ————-®

User clicks Register

i
Cisco

Wi-Fi Setup Assistant

SUPPLICANT_PROVISIONING state

User installs application and launches

App sends request to http://DFG/auth/discovery

CSR sent to ISE

SSID = CTS-CORP / EAP-TLS

RUN state

' CWA login

L —

CWA login successful / Redirect to NSP Portal

CoAto WLC

Redirect browser to http!//play.google.com (Session:DeviceOS=Android)

- T . o

Access-Request

NSP Redirect / Redirect ACL = ALLOW_GOOGLE

————————————————————————— =@ | permit tcp any 206.111.0.0 255.255.0.0
< Download Supplicant Provisioning Wizard (SPW) app from Google [deny ip any any

Redirect Discovery to ISE

il ity

ISE sends Device BYOD_Profile to Android Device

G- e ———

ISE sends User Certificate to Android Device

Connect using EAP-TLS

Access-Accept
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ISE / SCEP ProxyS

PSN —~

:=lRegisteredDevice

Sample WLC ACL: ALLOW_GOOGLE
permit udp any any dns

permit tcp any <ISE_PSN>

deny ip any <internal_network>

permit tcp any 74.125.0.0 255.255.0.0
permit tcp any 173.194.0.0 255.255.0.0

SCEP to MS Cert Authority

ety e e il o B

Certificate sent to ISE

— —————————————

B

Cisco Public

P

e

N

CA/ SCEP Server Google Play

Device Registration

Download SPW

B Google pic

_________ concet
Device Provisioning

3
/4 User Cert Issued

CN = Employee

SAN = 00-0a-95-7f-de-06
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