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About this Document

This document is for Cisco System Engineers, partners and customers deploying Cisco Platform Exchange Grid
(pxGrid) across all versions of Cisco Identity Service Engine (ISE) in productional environments. An external
Certificate Authority) Server is used for all ISE deployments. Starting with ISE 2.1 and above, there is an internal ISE
CA server that can be used for pxGrid operation and pxGrid client certificate generation. In ISE 2.1 this optional, for
ISE 2.2 releases and above the ISE internal CA is enabled for pxGrid operation and pxGrid client certificate generation
by default. All ISE nodes are dedicated nodes, including the pxGrid primary and pxGrid secondary nodes. pxGrid
failover is also covered in some of the examples, however all configurations encompass pxGrid failover.

This guide also addresses early ISE 1.3 and ISE 1.4 deployments.

The pxGrid client examples are covered mainly Cisco Stealthwatch 6.9+, Cisco Firepower 6.2, Cisco Web Security
(WSA) Appliance (I0S 9.0+) and pxGrid clients using java keystores, which is mainly used by pxGrid ecosystem
partners.

This document does not cover self-signed certificates, it also does not cover configurations using the ISE internal and
ISE identity certificate only. If providing proof of concept for these configurations, please consult the appropriate
How-to guides in the References section.
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Deploy pxGrid using ISE 2.2+

This section describes the details for deploying pxGrid using the ISE Internal Certificate Authority (CA) and using an
external CA server for ISE node deployments. This covers ISE versions 2.2 and above.

The pxGrid certificate is signed by the ISE internal CA by default.

In the following example, dedicates nodes were used for the primary and secondary pxGrid nodes. In addition,
dedicated nodes were used for the primary admin node, secondary admin node, primary MNT, secondary MNT and
PSN node.

Note: If you upgraded from an earlier of ISE 1.3 or later to ISE 2.2. The ISE 2.2 Internal CA will not sign the pxGrid certificates; the pxGrid certificate
will be signed by the external CA.

Generating CSR requests for ISE nodes

The desired ISE nodes: Primary Admin, Secondary Admin, Primary MNT, Secondary MNT, Policy Services Node(s)
and the primary pxGrid and secondary pxGrid nodes will be signed by the External CA server using the Web Server
template if using Microsoft 2008 Enterprise CA server. The Certificate Signing Request (CSR) request will use the
“admin” usage for creating the certificate request.

Note: A customized pxGrid template is no longer required for the pxGrid nodes if the ISE internal CA is used in ISE 2.2+.

Step 1 Generate the Certificate Signing Request (CSR) for the desired ISE nodes. Below is an example for
generating the CSR request for the desired ISE admin node.
Select Administration->System->Certificate->Generate Certificate Signing Requests (CSR)->admin
for usage

‘il Identity Services Engine Home b ContextVisbilty  » Operations  » Policy [V la i

~ System » Identity Management » Network Resources  » Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC

Deployment  Licensing  ~vCertificates  » Logging  » Maintenance  Upgrade  Backup & Restore  » Admin Access b Settings

(]
~ Certificate Management Certificate Signing Request
Certificate types will require different extended key usages. The list below outlines which extended key usages are required for each certificate type:
System Certificates
ISE Identity Certificates:
Trusted Certificates « Multi-Use (Admin, EAP, Portal, pxGrid) - Client and Server Authentication
OCSP Client Profile * Admin - Server Authentication
§ § « EAP Authentication - Server Authentication
Certificate Signing Requests « DTLS \ - Server
Certificate Periodic Check Setti... * Portal - Server Authentication
« pxGrid - Client and Server Authentication
» Certificate Authority « SAML - SAML Signing Certificate

ISE Certificate Authority Certificates:

« ISE Root CA - This is not a signing request, but an ability to generate a brand new Root CA certificate for the ISE CA functionality.

« ISE Intermediate CA - This is an Intermediate CA Signing Request.

« Renew ISE OCSP Responder Certificates - This is not a signing request, but an ability to renew the OCSP responder certificate that is signed by the
ISE Root CA/ISE Intermediate CA.

Usage

Certificate(s) will be used for [Admin v

Allow Wildcard Certificates [

Node(s)
Generate CSR's for these Nodes:
Node CSR Friendly Name
ise22lab4 ise22lab4#Admin
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Step 2 Enter the Fully Qualified Domain Name (FQDN) for DNS or enter the IP address

Subject

Common Name (CN) [ $FODNs |

Organizational Unit (OU) | |

Organization (O) | |

city L) | |
State (ST) | |
) —
Subject Alternative Name (SAN) §5| 1P Address ~| | 192.168.1.186

* Key Length
* Digest to Sign With [SHA-256 M

Certificate Policies |

Step 3 Select Generate
Step 4 Save the file locally, export and open the PEM file using text editor copy the text from the “-----BEGIN” to
the end of “REQUEST-----*

—-—-———BEGIN CERTIFICATE REQUEST-———-
MIICOjCCAbOCAQAWH)ECMBOGAIUEAXMTaXN1M]j s YWIALmxhY | Eyl!-m\zlzlccbsly
DQYJKoZIhvcNAQEBBQADagEPADCCAQoCagEBAMLNBYNSjQKbQC]0IABoB2gb2ETY
Zyu5df0S/YiNAKtZuzGéwZnjl] bT2ftUUvaasutaTasaw§g uz UQN.GJSAKZ)S
R1+hn1812+jxnnCknyTFFKCEYCTDKPKkJqgpKfVLNWTPzv55jRis4B1FR2sVVAUqa7
BvH5UD+y13]RABOP2hgHS7VBZCy2qmcK4TDV rFVrtSyvaTdBOHHAWESSC3dFVhkm
0+GqZhx009+RtBcOmWkarLdi3gwRwrXLMXwe L0px8Ts5yGTFEBKBL3x7bpIvIwBA4
41cG+x6LrCagkfax)pypeEKvIBXLOGToV532cKVbbl4eu05wHyYuRvCbccCAWEA
AaByMGRGCSQGSIb3DOEID) FQ!!HMQ!'YRVR@PEA.QRAQ.XQHPQGAJ-.U':!P!O.\'!HPTQMPl!
zsm. .LP JVy++VYBiQr9gHCTAdBGNVHSUEF]AUBgarBgEFBOCDAQYT wYm!O.lmA.qu
AYb4QgEBBAQDAQZAMARGCSQGSIb3DQEBCWUAA4TIBAQASY L7 tXw0RXCE
)shl\lSkaZP 8852G1nK+nitCnUyaR8jiYCVpl 0CgmMmUA\{ZHJ4g/Lc,g4Q1,Z)$Ig,
@Bxz0PxuyhDKs3T+0XZRJk4UPZIKMAkp JAKCF99sMGRRT SwoWnaQCaljUFZcsGNy
d9mb5R+pYZb2KvWO+66IfcIklLe/Mtbha56531d020Y/wpOeRF/mIT7xm5ghlimQq
526tvPTOr+p+EZSkq+2qKeKr6TwY0ZbppBkQSnktvIchDywm@7kal]d/RHZKNMSt
LEhMQH1mryQ54u9AmisFTchOwavrxhexFaADw/xt5TyjDi5vAYFDRI114utILedx
1

AYnaLl
—-————END CERTIFICATE REQUEST----—-

Step 5 Paste into Advanced Request
Select Request a Certificate->Advanced Certificate Request
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Microsoft Active Directory Certificate Services - lab10-WIN-N3OR1A7H9)

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-64-encode
Request box.

Saved Req

[0BxzoPxuyhDKs 3T+0oX2RIK4UPZIKMEKpJIAKCF O3S
Base-64-encoded .
contficate request (49TbSRDYZD2KYHOH66T EcTkLe /MEbhg56531d02
(CMC or LERMOH1mryQ54udAmisFTchOwgvrxhexFaADw/xt
PKCS#100r  lenymovik
PKCS#7): |- END CERTIFICATE REQUEST-----

Certificate Template:
| Web Server

Additi Attributes:

Attributes:

Submit > |

Step 6 Select Submit and download in 64-base encoded format
Step 7 Select Download CA root certificate in 64-base encoded format

Microsoft Active Directory Certificate Services - lab1(}

Download a CA Certificate, Certificate Chai

To trust certificates issued from this certificatio

To download a CA certificate, certificate chain,

CA certificate:

Current [lab10-WIN-N3OR1A7HIKL-CA]

Encoding method:

CODER

(=)Base 64
Install CA certificate
Download CA certificate
Download CA certificate chain
Download latest base CRL
Download latest delta CRL

Step 8 Upload the CA root certificate into the ISE trusted certificate store
Select Administration->System->Certificates->Certificate Management->Trusted Certificates and
import the trusted CA root certificate

Note: Ensure trust for authentication within ISE is selected

‘sl Identity Services Engine Home  » ContextVisbiity ~ » Operations  » Policy [RTCRUE N * Work Centers

~System | » Identity Management  » Network Resources  » Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC

Deployment Licensing v Certificates  » Logging b Maintenance  Upgrade ~ Backup & Restore  » Admin Access b Settings

o
~ Certificate Management Import a new Certificate into the Certificate Store
* Certificate File | Browse... | root.cer
System Certificates R
Friendly Name [

Trusted Certificates

OCSP Client Profile Trusted For: ;

ORI Trust for authentication within ISE
Certificate Periodic Check Sett
[ Trust for client authentication and Sysiog
» Certificate Authority
[ Trust for authentication of Cisco Services

[ Validate Certificate Extensions

Description [

3 (o)
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Step 9 Select Submit
Step 10 Select Yes

Enabling Admin role for this certificate will cause an
application server restart on the selected node.

Note: Make sure required Certificate Chain is imported under

Trusted Certificates

Step 11 Select Yes

The certificate you are importing or generating matches an
existing certificate. (Both certificates have the same subject.)
If you proceed, the existing certificate will be replaced, and
the new certificate will be given the same roles and Portal
tag, if applicable, as the existing certificate.

Do you wish to replace the existing certificate?

(Mo

Step 12 The system will restart
Step 13 You should see the uploaded root certificate

Select Administration->System->Certificates->Certificate Management->Trusted Certificates

'tk Identity Services Engine Home  » ContextVisbiity  » Operations  » Policy [N RN

» Work Centers

~System | » Identity » Network » Device Portal Management  pxGrid Services  » Feed Service

Deployment  Licensing v Certificates  » Logging ~ » Maintenance ~ Upgrade  Backup & Restore  » Admin Access
—

(<}
~ Certificate Management Trusted Certificates
System Certificates / Edit ofbImport | @>Export | ) Delete O View
Trusted Certificates [J Friendly Name - Status
OCSP Client Profile O Battimore CyberTrust Root Enabled
Certificate Signing Requests [ cisco CA Manufacturing @ Disabled
Certificate Periodic Check Setti... 0 Cisco Manufacturing CA SHA2 Enabled
» Certificate Authority O cisco Root CA 2048 © Disabled
O cisco Root CA M2 Enabled
[0 Default self-signed server certificate Enabled
e §
[ lab10-WIN-N30R1A7HIKL-CA#lab10-WIN-N3OR1A7...
] Thawte Primary Root CA Enabled
(] VeriSign Class 3 Public Primary Certification Authority Enabled
O Verisign Class 3 Secure Server CA - G3 Enabled

Trusted For
Cisco Services
Endpoints
Infrastructure
Endpoints
Infrastructure
Infrastructure
Endpoints
Endpoints
Infrastructure
Endpoints
Infrastructure

Infrastructure

Cisco Services
Cisco Services

Cisco Services

» Settings

» Threat Centric NAC

Serial Number
02 00 00 B9

6A 69 67 B3 00 00 ...

02

SFF87B282B 54 ...

01

59 7F C6 D4 00 00 ...

6F OF CE 54 74 62 ...
34 4E D5 57 20 D5...
18 DA D1 9E 26 7D...
6E CC 7A A5 A7 03...

Issued To
Baltimore CyberTrust Ro... |

Cisco Manufacturing CA |
Cisco Manufacturing CA... |
Cisco Root CA 2048 [
Cisco Root CA M2 [

ise22lab4.lab10.com

i
|
1ab10-WIN-N3OR1A7H9.8 |
thawte Primary Root CA 1
VeriSign Class 3 Public ... '
VeriSign Class 3 Secure ...

Step 14  Repeat steps 1-14 for all the ISE nodes including the pxGrid primary and pxGrid secondary nodes.

Cisco Systems © 2017
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Registering ISE nodes

Step 1

Step 2

Step 3

Select the desired node designated for the primary admin node and promote to primary
Select Administration->System->Deployment->select the node->Make primary

li+ Identity Services Engine Home  » ContextVisibiity  » Operations -~ Administration » Work Centers
~ System » Identity Management  » Network Resources  » Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC

Deployment  Licensing  » Certificates  » Logging  » Maintenance  Upgrade  Backup & Restore  » Admin Access  » Settings

Deployment Deployment Nodes List > ise22lab4
Edit Node
_@—d Settings Profiling Configuration

“
il
<
igs
pad

md‘;';» PAN Failover
Hostname ise22lab4

FQDN ise22lab4.lab10.com
IP Address 192.168.1.186
Node Type Identity Services Engine (ISE)

V| Administration Role PRIMARY

Uncheck all the nodes, except for Administration and Monitoring (primary Role). This will become the
primary admin node

Select Save.
The node will be updated.

Note: Use “application status ise” from the ISE VM CLI to see the status of Application Server.

Step 4
Step 5

Step 6

Register the rest of the ISE nodes, and enable the appropriate personas.
Below is an example of registering the primary MNT node.
Select Administration->System->Deployment->Register->Register an ISE node, select Next

‘tuthe  Identity Services Engine Home  » ContextVisbiity  » Operations  » Policy [ERIVLINSCI * Work Centers
~System | » Identity Management  » Network Resources  » Device Portal Management  pxGrid Services » Feed Service  » Threat Centric NAC

Deployment  Licensing » Certificates  » Logging  » Maintenance  Upgrade Backup & Restore  » Admin Access  » Settings

Deployment Deployment Nodes List > Specify Hostname
v~ Sg:\}v Register ISE Node - Step 1: Specify Node Host FQDN (h d i ) and Cred
» % Deployment
c;!;» PAN Failover
* Host FQDN | ise22lab1.lab10.com |
* User Name [ admin I
* Password [onenaned |
3 Concel |

Enable the Monitoring Persona and select the Primary Role

Note: When the Primary role is selected, the monitoring persona on the primary admin role will automatically change to the Secondary role.
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» Policy ~ Administration

‘thuhie Identity Services Engine Home » Context Visibility » Operations
» Device Portal Management

~System | » Identity Management  » Network Resources pxGrid Services  » Feed Service » ThreatC
» Admin Access b Settings

Deployment  Licensing  » Certificates  » Logging  » Maintenance  Upgrade  Backup & Restore
I

Deployment Deployment Nodes List > ise22lab1
&~ S Edit Node
. | General Settings__
> olo Deployment
=2o PAN Failover
Hostname ise22lab1
FQDN ise22labl.lab10.com
IP Address 192.168.1.183
Node Type Identity Services Engine (ISE)

[[J Administration Role SECONDARY

Monitoring Role | PRIMARY |~

Step 7 Select Save
Step 8 Below is an example of registering the primary pxGrid node.
Select Administration->System->Deployment->Register->Register an ISE node, select Next

~ Administration » Work Centers

* Identity Services Engine Home ) ContextVisbilty  » Operations  » Policy
» Device Portal Management  pxGrid Services
» Admin Access  » Settings

» Feed Service  » Threat Centric NAC

~System  » Identity Management  » Network Resources

Deployment  Licensing  » Certificates  » Logging  » Maintenance  Upgrade  Backup & Restore

—
Deployment Deployment Nodes List > Specify Hostname
A vk~ @v Register ISE Node - Step 1: Specify Node Host FQDN (h d i ) and Cred
» o> Deployment
oo PAN Failover
* Host FQDN | ise22lab5.lab10.com |
* User Name | admin |
* Password [eeeenenee |

Cancel

Step 9 Enable the pxGrid Persona

Page 10

Cisco Systems © 2017
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Identity Services Engine Home  » ContextVisbilty  » Operations  » Policy (RIS » Work Centers
~System  » Identity Management  » Network Resources b Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC

Deployment  Licensing  » Certificates  » Logging  » Maintenance  Upgrade  Backup & Restore  » Admin Access  » Settings
— FUUN IseZZ1aps.1ab1u.com
IP Address 192.168.1.187
Node Type Identity Services Engine (ISE)

[J) Administration Role SECONDARY
[ Monitoring Role | SECONDARY | v Other Monitoring Node
[J Ppolicy Service
Enable Session Services (i Include Node in Node Group | None M

Enable Profiling Service

Enable Threat Centric NAC Service (i

Enable SXP Service (i Use Interface | GigabitEthernet 0 v
Enable Device Admin Service (i

Enable Passive Identity Service (i

pXGrid i

Save || Reset

Step 10 Select Save

Note: Verify that the published pxGrid nodes appear and there is pxGrid node connectivity. Select Administration->pxGrid Services

Step 11 Below is an example of registering the Policy Service Node (PSN) node.
Select Administration->System->Deployment->Register->Register an ISE node, select Next

Identity Services Engine Home  » ContextVisbilty  » Operations  » Policy [ERFNINMC SOl » Work Centers

~ System » Identity Management  » Network Resources  » Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC

Deployment  Licensing  » Certificates  » Logging  » Maintenance  Upgrade  Backup & Restore  » Admin Access  » Settings
e ————

Deployment Deployment Nodes List > Specify Hostname

¢

A v|E v

Register ISE Node - Step 1: Specify Node Host FQDN (h d in-name) and Credential.
» o> Deployment
:3,: PAN Failover

* Host FQDN [ ise22psn.lab10.com |
* User Name I admin ]
* Password [onennened |

[ Cancel \

Cisco Systems © 2017 Page 11
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Step 12 Select Police Service persona

‘sl Identity Services Engine Home  » ContextVisbilty  » Operaions  » Policy BRELLGE Ll * WorkCenters
~System  » Identity Management  » Network Resources  » Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC

Deployment  Licensing  » Certificates  » Logging  » Maintenance ~ Upgrade  Backup & Restore  » Admin Access b Settings
e— FUUN Isezzpsn.1an1v.com

IP Address 192.168.1.167
Node Type Identity Services Engine (ISE)

[J Administration Role SECONDARY

[J Monitoring Role . SECONDARY ~ Other Monitoring Node

Policy Service
Enable Session Services i Include Node in Node Group
Enable Profiling Service
[J Enable Threat Centric NAC Service i
] Enable SXP Service i Use Interface | GigabitEthernet 0 hd
[ Enable Device Admin Service (i
[ Enable Passive Identity Service i

O pxGrid @

Save || Reset

Step 13 Select Save
Step 14 Below is an example of registering the secondary admin node.
Select Administration->System->Deployment->Register->Register an ISE node, select Next

‘tlulis Identity Services Engine Home  » ContextVisbilty  » Operations  » Policy (RN * WorkCenters
~System | » Identity Management  » Network Resources  » Device Portal Management  pxGrid Services  » Feed Service b Threat Centric NAC

Deployment  Licensing  » Certificates  » Logging  » Maintenance ~ Upgrade  Backup & Restore  » Admin Access b Settings
——

Deployment Deployment Nodes List > Specify Hostname
A vk~ @v Register ISE Node - Step 1: Specify Node Host FQDN d i ) and C
> c;’/: Deployment
oo PAN Failover
* Host FQDN I ise22lab3.lab10.com ]
* User Name [admin |
* Password [enennenee |

3 (o)

Step 15  Select Administration persona and the Secondary Role

Cisco Systems © 2017 Page 12
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» Operations » Policy ~ Administration

Step 16
Step 17

Step 18

» Device Portal Management ~ pxGrid Services  » Feed Service  » Thre

~System  » Identity Management  » Network Resources
Deployment  Licensing  » Certificates  » Logging  » Maintenance  Upgrade Backup & Restore  » Admin Access  » Settings
Deployment Deployment Nodes List > ise22lab3
" = o Edit Node
A vl > v
General Settings

» %o Deployment
c;\’,;: PAN Failover
Hostname ise22lab3
FQDN ise22lab3.lab10.com
IP Address 192.168.1.185

Node Type Identity Services Engine (ISE)

Administration Role SECONDARY

[J Monitoring Role | SECONDARY | v

Select Save
Disable the Secondary Monitoring role on the primary admin role
Select Administration->System->Deployment->edit the primary admin role->uncheck Monitoring

» Context Visibility » Operations » Policy ~ Administration

» Device Portal Management

aluli  |dentity Services Engine

Home

pxGrid Services » Feed Service » ThreatC

» Network Resources

~System  » Identity Management
Deployment  Licensing » Certificates  » Logging » Maintenance  Upgrade Backup & Restore  » Admin Access  » Settings
Deployment Deployment Nodes List > ise22lab4
S . & Edit Node
g - Profiling Configuration
> oo Deployment
0‘«3:» PAN Failover
Hostname ise22lab4
FQDN ise22lab4.lab10.com
IP Address 192.168.1.186
Node Type Identity Services Engine (ISE)
v| Administration Role PRIMARY
[J Monitoring Role = SECONDARY ¥

Select Save.
The primary admin role will restart.

Cisco Systems © 2017
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Step 19

Step 20

Step 21
Step 22

«tlualis  Identity Services Engine Home

» Context Visibility

» Network

Below is an example of registering the secondary MNT node.
Select Administration->System->Deployment->Register->Register an ISE node, select Next

» Operations » Policy ~ Administration » Work Centers

pxGrid Services  » Feed Service  » Threat Centric NAC

» Device Portal Management

~System | » Identity

Deployment  Licensing  » Certificates  » Logging
—

+  |dentity Services Engine

Home » Context Visibility

» Maintenance  Upgrade  Backup & Restore  » Admin Access b Settings

et Deployment Nodes List > Specify Hostname
a vk~ @év Register ISE Node - Step 1: Specify Node Host FQDN di i ) and Ci
» % Deployment
o PAN Failover
* Host FQDN [ise22fIab10.com |
* User Name | admin ‘
* Password [enesenes o ]
m Cancel |
Select Monitoring Persona and Secondary role
~ Administration » Work Centers

» Operations » Policy

~System | » Identity Management  » Network Resources  » Device Portal Management  pxGrid Services  » Feed Service  » Threat C¢
Deployment  Licensing  » Certificates  » Logging  » Maintenance  Upgrade  Backup & Restore  » Admin Access b Settings
——
Deployment Deployment Nodes List > ise22f
= — Edit Node
A vk Qv
= General Settings
» 5 Deployment
o> PAN Failover
Hostname ise22f
FQDN ise22f.lab10.com
IP Address 192.168.1.66
Node Type Identity Services Engine (ISE)
[J Administration Role SECONDARY
Monitoring Role | SECONDARY | v

Select Save

Below is an example of registering the secondary admin node.
Select Administration->System->Deployment->Register->Register an ISE node, select Next

‘il Identity Services Engine

Home

» Network Resources

» Context Visibility » Operations » Policy ~ Administration

» Device Portal Management  pxGrid Services  » Feed Service

» Work Centers
» Threat Centric NAC

~System | » Identity Management
Deployment  Licensing  » Certificates  » Logging  » Maintenance  Upgrade  Backup & Restore  » Admin Access  » Settings
——
Deployment Deployment Nodes List > Specify Hostname
A vk~ {;}v Register ISE Node - Step 1: Specify Node Host FQDN di i ) and C

» v;?): Deployment
o2 PAN Failover
* Host FQRDN

* User Name

* Password

m | Cancel |

| ise22lab3.lab10.com

I admin

[eeermened

Cisco Systems © 2017
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Step 23 Enable the Administration Persona and ensure that the role is secondary.

«alalis Identity Services Engine Home  » ContextVisbity  » Operations  » Policy [l ey

~System | » Identity Management  » Network Resources  » Device Portal Management  pxGrid Services  » Feed Service  » Threi

Deployment  Licensing  » Certificates  » Logging  » Maintenance  Upgrade  Backup & Restore  » Admin Access  » Settings
——

Deployment Deployment Nodes List > ise22lab3
_ o Edit Node
S .
» =% Deployment
\:8;1 PAN Failover
Hostname ise22lab3
FQDN ise22lab3.lab10.com
IP Address 192.168.1.185
Node Type Identity Services Engine (ISE)
Administration Role SECONDARY
[ Monitoring Role . SECONDARY ¥

Step 24  Select Save

Step 25  Below is an example of registering the secondary pxGrid node.
Select Administration->System->Deployment->Register->Register an ISE node, select Next

Identity Services Engine Home  » ContextVisbiity ) Operations  » Policy (RN » Work Centers
~System | » Identity Management  » Network Resources b Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC

Deployment  Licensing  » Certificates  » Logging ~ » Maintenance ~ Upgrade ~ Backup & Restore  » Admin Access  » Settings

Deployment Deployment Nodes List > Specify Hostname

A vk @+ | Register ISE Node - Step 1: Specify Node Host FQDN (hostname.domain-name) and Credentials
» 4% Deployment
<% PAN Failover

* Host FQDN ise22e Jab10.com

* User Name [admin ]

* Password [eennensed |
e JO8

Step 26  Enable pxGrid persona

Identity Services Engine Home  » ContextVisibiity ~ » Operations  » Policy [ERFNTLISUSTSN » Work Centers

~System | » Identity Management  » Network Resources b Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC
Deployment  Licensing  » Certificates  » Logging  » Maintenance  Upgrade  Backup & Restore  » Admin Access b Settings

- FUUN Isezze.lan1v.com

1P Address 192.168.1.65

Node Type Identity Services Engine (ISE)

[ Administration Role SECONDARY
[ Monitoring Role | SECONDARY | v Other Monitoring
[ Policy Service

Enable Session Services (i Include Node in Node Group | None

Enable Profiing Service
Enable Threat Centric NAC Service (7
Enable SXP Service (i Use Interface | GigabitEthernet 0 Y
Enable Device Admin Service (i

Enable Passive Identity Service (i

pXGrid (i

Save || Reset
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Step 27  Select Save
Step 28  Select Administration->System->Deployment, you should the following:

Identity Services Engine Home  » ContextVisbilty  » Operatons  » Policy |Gl EY

v System » Identity Management » Network Resources » Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC

C
Dep@nem Licensing  » Certificates  » Logging  » Maintenance  Upgrade Backup & Restore  » Admin Access  » Settings
——
Deployment Deployment Nodes
& vl Sy
> :«'): Deployment /" Edit @Registe! v @ Syncup EDeregister
& Fail
% PAN Failover [] Hostname « Node Type  Personas Role(s) Services Node Status
O ise22e ISE pxGrid NONE
O isezzf ISE Monitoring SECONDARY(M) NONE
O ise22iab1 ISE Monitoring PRIMARY(M) NONE
O ise22iab3 ISE Administration SECONDARY(A) NONE
O ise22iab4 ISE Administration PRIMARY(A) NONE
O ise22iabs ISE pxGrid NONE
0O ise22psn ISE Policy Service SESSION,...
Step 29  Select Administration->pxGrid services
‘thuth  Identity Services Engine Home ) ContextVisbilty  » Operations  » Policy (RIS UM » Work Centers
» System  » Identity Management  » Network Resources  » Device Portal Management = pxGrid Services | » Feed Service  » Threat Centric NAC &
I
m Capabilities Live Log Settings Certificates
o Enable (@) Disable @Approve © Group ‘ Dedine e[)dete v @R&fr&h Total Pending Approval(0) v 121
O Client Name Client Description Capabilities Status Client Group(s) Auth Methot
O » ise-admin-ise22psn Capabilities(0 Pub, 1 Sub) Online Administrator Certificate
O » ise-admin-ise22f Capabilities(3 Pub, 1 Sub) Online Administrator Certificate
O » ise-mnt-ise22f Capabilities(2 Pub, 1 Sub) Online Administrator Certificate
O » ise-mnt-ise22lab1 Capabilities(2 Pub, 1 Sub) Online Administrator Certificate
O » ise-admin-ise22lab1 Capabilities(4 Pub, 1 Sub) Online Administrator Certificate
O » ise-admin-ise22lab4 Capabilities(2 Pub, 2 Sub) Online Administrator Certificate
O » ise-admin-ise22lab3 Capabilities(0 Pub, 1 Sub) Online Administrator Certificate
O » ise-admin-ise22labs Capabilities(0 Pub, 1 Sub) Online Administrator Certificate
O » ise-admin-ise22e Capabilities(0 Pub, 1 Sub) Online Administrator Certificate

Connected to pxGrid ise22lab5.lab10.com (secondary: ise22e)
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Step 30  To view the certificates
Select Administration->System->Certificates->Certificate Management->System Certificates

The below screenshot represents the primary admin node (ise22lab4) and the secondary admin node
(ise22a). Note the admin certificates (ise22lab4..) and (ise22a..) have been signed by the external CA
server. The pxGrid certificates have been signed by the ISE internal CA server.

You will also see this on the Primary and Secondary nodes, the dedicated primary pxGrid and secondary
pxGrid nodes, and the PSN node.

‘sl Identity Services Engine Home  » ContextVisbilty  » Operations  » Policy [IRg i License Waming 4

~System | » Identity Management  » Network Resources b Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC
Click here to do wireless setup Do not show this a

Deployment ~ Licensing v Certificates  » Logging  » Maintenance ~ Upgrade ~ Backup & Restore  » Admin Access  » Settings

(]
~ Certificate Management System Certificates ), For disaster recovery it is recommended to export certificate and private key pairs of all system certificates.
System Certificates / Edit | [4F Generate Self Signed Certificate | (4= Import | @ Export (¥ Delete |0 View
Trusted Certficates Friendly Name Used By Portal group tag Issued To Issued By Valid From Expiration Date
OCSP Client Profile \/ 2T
EAP
W ise22lab4.lab10.com#lab10-
ning ¥ R
Gt SToRs s O WINNSORIATHOKL-CA#00 ALTOMICaton  Bofast Poral Centicale.  icq271ana fab10.com [aTO-WINNSORIATHEKLC 1, 4 aug 2017 Sun, 4 Aug 2019
Certificate Periodic Check Setti... 003 RADIUS DTLS
Default self-signed sami serv
¥ Certificate Authority ([ ercertificate - CN=SAML_ise SAML SAML_ise22lab4.lab10.com  SAML_ise22labd.lab10.com  Tue, 1 Aug 2017 Wed, 1 Aug 2018
22lab4.lab10.com
ise22lab4.lab10.com#Certific
(] ate Services Endpoint SubC  pxGrid ise22lab4.lab10.com Cortiicate Servces ENJPOt  on, 31 Jul 2017 Mon, 1 Aug 2022
A- Ise221ab4#00001
¥ ise22e
Default self-signed sami serv
() ercertificate - CN=SAML_ise Not in use SAML_ise22e.lab10.com SAML_ise22e.lab10.com Sun, 6 Aug 2017 Mon, 6 Aug 2018
22e.ab10.com
Default self-signed saml serv
(0 ercertificate - CN=SAML_ise SAML SAML_ise22labd.lab10.com  SAML_ise22lab4.lab10.com  Tue, 1 Aug 2017 Wed, 1Aug 2018
22lab4.lab10.com
ise22e.lab10.com#Certificate
() Services Endpoint Sub CA-i pxGrid ise22e.1ab10.com g::‘g‘;af sseez';":es Endpoint a1, 5 Aug 2017 Mon, 1 Aug 2022
5822e#00003
EAP
ise22e lab10.com##iab10-WIN  Authentication, Default Portal Certificate 1ab10-WIN-N3OR1ATHIKL-C
. Tue, 6 Aug 2019 v
0 _N3OR1AHIKL-CA#00002 Admin, Portal, Group @ S T A B2 9 &
RADIUS DTLS

Testing pxGrid Integration with Firepower Management Center 6.2+

This section details the procedure for configuring the Cisco Firepower Management Center (FMC) 6.2 with ISE 2.2
with pxGrid using the Internal CA for pxGrid operation. The Firepower certificates will be generated by the ISE
internal CA.

Step 1 Select Administration->pxGrid Services->Certificates

+ Identity Services Engine Home  » ContextVisibilty ~ » Operations  » Policy [EEFNNTINEAT » Work Centers

» System  » Identity Management  » Network Resources  » Device Portal Management  pxGrid Services ~ » Feed Service  » Threat Centric NAC

Clients Capabilities Live Log Settings m
Generate pxGrid Certificates

Iwantto® | Generate a single certificate (without a certificate signing request) j
Common Name (CN) * firepower.lab10.com
Description FMC

Certificate Template PxGrid_Certificate_Template @

Subject Alternative Name (SAN) | IP address j 192.168.1.180
Certificate Download Format* | Certificate in Privacy Enhanced Electronic Mail (PEM) format, key in PKCS8 PEM format (including certificate cha j e
Certificate Password *© |~ ssseeees L]

Confirm Password * | ssseseee

Connected to pxGrid ise22lab5.lab10.com
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Step 2 Select Generate and save the file locally. You should see the following:

" CertificateServicesEndpointSubCA-ise22lab4_.cer
_L CertificateServicesNodeCA-ise22lab4_.cer

_L CertificateServicesRootCA-ise22lab4_.cer

_L firepower.lab10.com_192.168.1.180.cer

" firepower.lab10.com_192.168.1.180.key

" 1ab10-WIN-N3OR1A7HIKL-CA_.cer

Step 3 Select System->Integration->Identity Sources->Identity Services Engine->

Enter the primary pxGrid host name or IP address for the Primary Host Name/IP Address field
Enter the secondary pxGrid host name or IP address for the Secondary Host Name/IP Address field
Upload the CertificateServicesRootCA certificate for the pxGrid Server CA

Upload the CA root certificate, in this case, 1ab10-WIN-N3OR1A7H9KL, for the MNT Server CA
Upload the FMC Server Certificate (public private key-pair) for FMC Server Certificate

Status

3 ISE connection status:
Primary host: Success
Secondary host: Failure

~ Additional Logs

Step 4 Select Test, you should see a Primary host: Success message
Step 5 Select Administration->pxGrid service to verify Firepower has successfully registered as the pxGrid
client.

“tluthe Identity Services Engine Home  » Context Visibility » Operations -~ Administration » Work Centers

» System  » Identity Management  » Network Resources  » Device Portal Management = pxGrid Services = » Feed Service  » Threat Centric NAC

O » ise-admin-ise22e Capabilities(0 Pub, 1 Sub) Online Administrator Certificate
O » ise-admin-ise22lab5 Capabilities(0 Pub, 1 Sub) Online Administrator Certificate
O » ise-admin-ise22lab3 Capabilities(0 Pub, 1 Sub) Online Administrator Certificate
O » ise-admin-ise22lab4 Capabilities(2 Pub, 2 Sub) Online Administrator Certificate
O » ise-admin-ise22lab1 Capabilities(4 Pub, 1 Sub) Online Administrator Certificate
O » ise-mnt-ise22labl Capabilities(2 Pub, 1 Sub) Online Administrator Certificate
O » ise-admin-ise22f Capabilities(3 Pub, 1 Sub) Online Administrator Certificate
O » ise-admin-ise22psn Capabilities(0 Pub, 1 Sub) Online Administrator Certificate
[] i jea2f ilities(2 P Quoline ipictra oificate
| iseagent-firepower.lab10.com-2a...

firesightisetest-firepower.lab10.co... Capabilities(0 Pub, 0 Sub)

Cisco Systems © 2017 Page 18



atfvan]e
SECURE ACCESS HOW-TO GUIDES CISCO

Testing pxGrid Integration with Java-based pxGrid Client

This section details the procedure for configuring java-based pxGrid solution vendors with ISE 2.2+ with pxGrid using
the Internal CA for pxGrid operation. The solution vendor certificates will be generated by the ISE internal CA. In this
example, a MAC Pro Laptop was used as the pxGrid client.

We will create the trust file keystore filename macprol.jks and trust root store filename macprol_root.jks, password
for both Ciscol123.

If the ecosystem security solution does not support certificate encryption, the private key must be decrypted, below is
the procedure:

cp Johns-Macbook-Pro.lablO.com 192.168.1.136.key Johns-Macbook-Pro.labl0O.com_192.168.1.136.key.org
openssl rsa -in Johns-Macbook-Pro.lablO.com_192.168.1.136.key.org -out Johns-Macbook-
Pro.lablO.com_192.168.1.136.key

Step 1 Select Administration->pxGrid Services->Certificates

‘tuth Identity Services Engine Home  » ContextVisbilty b Operations ~ Administration

» System  » Identity Management  » Network Resources  » Device Portal Management | pxGrid Services = » Feed Service  » Threat Centric NAC

Clients Capabilities Live Log Settings m

Generate pxGrid Certificates

Iwantto * Generate a single certificate (without a certificate signing request) j
Common Name (CN)*  Johns-Macbook-Pro.lab10.com
Description

Certificate Template  PxGrid_Certificate_Template @

Subject Alternative Name (SAN)  IP address j 192.168.1.136
Certificate Download Format * Certificate in Privacy Enhanced Electronic Mail (PEM) format, key in PKCS8 PEM format (including certificate cha j (:]
3
Certificate Password *© | sssesees e

Confirm Password * = sssssess|

Connected to pxGrid ise22lab5.lab10.com (secondary: ise22e)
Step 2 Select Create
Step 3 Download the file locally, and unzip the files, you should see:
| CertificateServicesEndpointSubCA-ise22lab4_.cer Today 7:01 PM 2 KB certificate
| CertificateServicesNodeCA-ise22lab4_.cer Today 7:01 PM 2 KB certificate
| CertificateServicesRootCA-ise22lab4_.cer Today 7:01 PM 2 KB certificate
| Johns-Macbook-Pro.lab10.com_192.168.1.136.cer Today 7:01 PM 2 KB certificate
| Johns-Macbook-Pro.lab10.com_192.168.1.136.key Today 7:01 PM 2 KB Keyno...ument
 labl0-WIN-N3OR1A7H9KL-CA_.cer Today 7:01 PM 1KB certificate

Step 4 Concatenate files into one certificate

cat CertificateServicesEndpointSubCA-ise22lab4_.cer CertificateServicesRootCA-ise22lab4_.cer
CertificateServicesNodeCA-ise22lab4_.cer labl0-WIN-N3OR1A7H9KL-CA_.cer > CAl.cer
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Step 5 Create PKCS12 file

Note: The passphrase is the password that was typed when generating the certificates from the ISE internal CA

openssl pkcsl2 -export -out macprol.pl2 -inkey Johns-Macbook-Pro.lablO.com_192.168.1.136.key -in Johns-
Macbook-Pro.lablO.com_192.168.1.136.cer -chain -CAfile CAl.cer

Enter pass phrase for Johns-Macbook-Pro.lablO.com 192.168.1.136.key: Ciscol23
Enter Export Password: Ciscol23
Verifying - Enter Export Password: Ciscol23

Step 6 Import PKCS file into keystore

keytool -importkeystore -srckeystore macprol.pl2 -destkeystore macprol.jks -srcstoretype PKCS12

Enter destination keystore password: Ciscol23

Re-enter new password: Ciscol23

Enter source keystore password: Ciscol23

Entry for alias 1 successfully imported.

Import command completed: 1 entries successfully imported, 0 entries failed or cancelled

Step 7 Export CA root certificate from the ISE trusted certificate store PEM file converted to DER format

openssl x509 -outform der -in CAl.cer -out CAl.der

Step 8 Import the converted CA root certificate in DER format to trusted keystore

keytool -import -alias macprol -keystore macprol_root.jks -file CAl.der
Enter keystore password: Ciscol23
Re-enter new password: Ciscol23
Owner: CN=Certificate Services Endpoint Sub CA - ise22lab4
Issuer: CN=Certificate Services Node CA - ise22lab4
Serial number: 109b2c4872244d9694707£48079b1446
valid from: Sun Jul 30 20:10:30 EDT 2017 until: Sun Jul 31 20:10:26 EDT 2022
Certificate fingerprints:
MD5: 3E:76:5C:6D:8C:26:3B:8F:5B:C4:C0:40:A4:3F:D4:B6
SHAl: 1B:BC:2A:65:44:1D:D3:D8:97:97:90:9B:25:27:23:16:C2:8D:62:5D
SHA256:
45:3C:E9:F7:83:25:A9:11:B9:AB:00:A8:BA:0E:B3:DC:0E:3E:40:28:C2:7C:8D:C8:78:54:8A:03:97:B9:01:74
Signature algorithm name: SHA256withRSA
Version: 3

Extensions:

#1: ObjectId: 2.5.29.35 Criticality=false
AuthorityKeyIdentifier [

KeyIdentifier [
0000: F4 7F 2E 7B D4 DB 5C 1A 74 09 51 EB 25 24 4E OF ...... \.t.Q.%$N.
0010: 74 7E 50 54 t.PT

1
[CN=Certificate Services Root CA - ise22lab4]
SerialNumber: [ 46c64293 c0d94c8c ba9d37£3 6830037d]

1

#2: ObjectId: 2.5.29.19 Criticality=true
BasicConstraints:|

CA:true

PathLen:2147483647
1

#3: ObjectId: 2.5.29.15 Criticality=true
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KeyUsage [
Key_CertSign
]

#4: ObjectId: 2.5.29.14 Criticality=false

SubjectKeyIdentifier [

KeyIdentifier [

0000: 0C 67 46 A2 FA Al 90 35 OE 51 02 A5 9F 46 13 36 .gF....5.0...F.6
0010: 1E DO 26 7F &

1

1

Trust this certificate? [no]: yes

Certificate was added to keystore

Step 9 Import the pxGrid client certificate into the trusted file keystore

keytool -import -alias macpro2 -keystore macprol.jks -file Johns-Macbook-Pro.lablO.com_192.168.1.136.cer
Enter keystore password: Ciscol23

Certificate already exists in keystore under alias <1>

Do you still want to add it? [no]: yes

Certificate was added to keystore

Step 10  Import the CA root certificate to trusted root keystore

keytool -import -alias macpro3 -keystore macprol_root.jks -file CAl.cer
Enter keystore password: Ciscol23

Certificate already exists in keystore under alias <macprol>

Do you still want to add it? [no]: yes

Certificate was added to keystore

Step 11 Import the ISE CertificateServicesRoot certificate into trusted root keystore

keytool -import -alias macpro5 -keystore macprol_root.jks -file CertificateServicesRootCA-ise22lab4_.cer
Enter keystore password: Ciscol23
Owner: CN=Certificate Services Root CA - ise22lab4
Issuer: CN=Certificate Services Root CA - ise22lab4
Serial number: 655ffcd9c3cd4fceB8462fdc6062cO0ead
Valid from: Sun Jul 30 20:10:13 EDT 2017 until: Sat Jul 31 20:10:13 EDT 2027
Certificate fingerprints:
MD5: E6:78:C1:87:BA:47:FE:FB:81:00:A6:40:81:28:57:1F
SHAl: 07:6B:0D:C7:C3:4F:39:9F:42:E7:2B:9F:33:0A:0D:55:3B:2E:D5:50
SHA256:
6F:1D:F6:81:D5:AB:CE:EB:72:A4:89:AD:70:BA:11:BD:49:48:57:16:F1:53:A5:1E:E2:34:2E:8D:FD:A5:2D:5B
Signature algorithm name: SHA256withRSA
Version: 3

Extensions:

#1: ObjectId: 2.5.29.19 Criticality=true
BasicConstraints:|

CA:true

PathLen:2147483647
1

#2: ObjectId: 2.5.29.15 Criticality=true
KeyUsage [

Key_CertSign
]

#3: ObjectId: 2.5.29.14 Criticality=false
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SubjectKeyIdentifier [

KeyIdentifier [

0000: 33 9E 4A 44 BB 04 1B B9 13 C8 F4 00 F8 DC F9 78 3.JD..ecececennn X
0010: 6C 17 6F 00 l.o.

1

1

Trust this certificate? [no]: vyes

Certificate was added to keystore

Step 12 Run Session_download script.

Note: The session_download sample script is not required for testing. The security vendor should be able to download active session information if
supported in their configuration.

The session_download sample script is part of the pxGrid SDK(pxGrid 1.0) which can be downloaded from
https://developer.cisco.com/site/pxgrid/. You will need to register which is no cost. For script reference, please see:
https://communities.cisco.com/docs/DOC-68291

./session_download.sh -a 192.168.1.187,192.168.1.65 -u macprol -k macprol.jks -p Ciscol23 -t macprol_root.jks
-q Ciscol23
——————— properties --—---—-—

version=1.0.4.19

hostnames=192.168.1.187,192.168.1.65

username=macprol

password=

group=Session

description=null

keystoreFilename=macprol. jks

keystorePassword=Ciscol23

truststoreFilename=macprol_root.jks

truststorePassword=Ciscol23
Connecting...
15:51:30.419 [main] INFO com.cisco.pxgrid.Configuration - Connecting to host 192.168.1.187
15:51:30.722 [main] INFO com.cisco.pxgrid.Configuration - Connected OK to host 192.168.1.187
15:51:30.722 [main] INFO com.cisco.pxgrid.Configuration - Client Login to host 192.168.1.187
15:51:30.754 [main] INFO com.cisco.pxgrid.Configuration - Client Login OK to host 192.168.1.187
Connected
Filters (ex. '1.0.0.0/255.0.0.0,1234::/16...' or <enter> for no filter):
Start time (ex. '2015-01-31 13:00:00' or <enter> for no start time):
End time (ex. '2015-01-31 13:00:00' or <enter> for no end time):
pxGrid controller version=1.0.4.18
Going to url:https://ise22f.labl0.com:8910/pxgrid/mnt/sd/getSessionListByTime
Session={ip=[192.168.1.187], Audit Session Id=0A000001000000280077C9BC, UserName=00:0C:29:1D:1A:5A,
MacAddresses=[00:0C:29:1D:1A:5A], State=STARTED, EndpointProfile=ISE-Appliance, NAS IP=192.168.1.3, NAS
Port=GigabitEthernetl1/0/15, RADIUSAVPairs=[ Acct-Session-Id=00000029], Posture Status=null, Posture
Timestamp=, LastUpdateTime=Mon Aug 07 15:45:12 EDT 2017, Session attributeName=Authorization_ Profiles,
Session attributeValue=PermitAccess, Providers=[None], EndpointCheckResult=none, IdentitySourceFirstPort=0,
IdentitySourcePortStart=0, IdentitySourcePortEnd=0}
Session={ip=[192.168.1.186], Audit Session Id=0A000001000000270077B549, UserName=00:0C:29:21:DF:BF,
MacAddresses=[00:0C:29:21:DF:BF], State=STARTED, EndpointProfile=ISE-Appliance, NAS IP=192.168.1.3, NAS
Port=GigabitEthernetl1/0/15, RADIUSAVPairs=[ Acct-Session-Id=00000028], Posture Status=null, Posture
Timestamp=, LastUpdateTime=Mon Aug 07 15:45:30 EDT 2017, Session attributeName=Authorization_Profiles,
Session attributeValue=PermitAccess, Providers=[None], EndpointCheckResult=none, IdentitySourceFirstPort=0,
IdentitySourcePortStart=0, IdentitySourcePortEnd=0}
Session={ip=[192.168.1.30], Audit Session Id=0A0000010000003700ABD28D, UserName=00:0C:29:7C:79:39,
MacAddresses=[00:0C:29:7C:79:39], State=STARTED, EndpointProfile=VMWare-Device, NAS IP=192.168.1.3, NAS
Port=GigabitEthernetl1/0/15, RADIUSAVPairs=[ Acct-Session-Id=00000038], Posture Status=null, Posture
Timestamp=, LastUpdateTime=Mon Aug 07 15:45:21 EDT 2017, Session attributeName=Authorization_Profiles,
Session attributeValue=PermitAccess, Providers=[None], EndpointCheckResult=none, IdentitySourceFirstPort=0,
IdentitySourcePortStart=0, IdentitySourcePortEnd=0}
Session={ip=[192.168.1.183], Audit Session Id=0A000001000000160002C975, UserName=00:0C:29:AB:23:FF,
MacAddresses=[00:0C:29:AB:23:FF], State=STARTED, EndpointProfile=ISE-Appliance, NAS IP=192.168.1.3, NAS
Port=GigabitEthernetl1/0/10, RADIUSAVPairs=[ Acct-Session-Id=00000017], Posture Status=null, Posture
Timestamp=, LastUpdateTime=Mon Aug 07 15:45:30 EDT 2017, Session attributeName=Authorization_Profiles,
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Session attributeValue=PermitAccess, Providers=[None], EndpointCheckResult=none, IdentitySourceFirstPort=0,
IdentitySourcePortStart=0, IdentitySourcePortEnd=0}

Session={ip=[192.168.1.10], Audit Session Id=0A0000010000003E016FBD40, UserName=00:0C:29:Cl1:7B:2C,
MacAddresses=[00:0C:29:C1:7B:2C], State=STARTED, EndpointProfile=VMWare-Device, NAS IP=192.168.1.3, NAS
Port=GigabitEthernetl1/0/11, RADIUSAVPairs=[ Acct-Session-Id=00000040], Posture Status=null, Posture
Timestamp=, LastUpdateTime=Mon Aug 07 15:49:02 EDT 2017, Session attributeName=Authorization_ Profiles,
Session attributeValue=PermitAccess, Providers=[None], EndpointCheckResult=none, IdentitySourceFirstPort=0,
IdentitySourcePortStart=0, IdentitySourcePortEnd=0}

Session={ip=[192.168.1.185], Audit Session Id=0A000001000000260077A376, UserName=00:0C:29:E1:AD:B7,
MacAddresses=[00:0C:29:E1:AD:B7], State=STARTED, EndpointProfile=ISE-Appliance, NAS IP=192.168.1.3, NAS
Port=GigabitEthernetl1/0/15, RADIUSAVPairs=[ Acct-Session-Id=00000027], Posture Status=null, Posture
Timestamp=, LastUpdateTime=Mon Aug 07 15:48:43 EDT 2017, Session attributeName=Authorization_Profiles,
Session attributeValue=PermitAccess, Providers=[None], EndpointCheckResult=none, IdentitySourceFirstPort=0,
IdentitySourcePortStart=0, IdentitySourcePortEnd=0}

Session={ip=[192.168.1.159], Audit Session Id=0A000001000000290077E32A, UserName=00:50:56:86:08:19,
MacAddresses=[00:50:56:86:08:19], State=STARTED, EndpointProfile=ISE-Appliance, NAS IP=192.168.1.3, NAS
Port=GigabitEthernetl1/0/10, RADIUSAVPairs=[ Acct-Session-Id=0000002A], Posture Status=null, Posture
Timestamp=, LastUpdateTime=Mon Aug 07 15:48:33 EDT 2017, Session attributeName=Authorization_Profiles,
Session attributeValue=PermitAccess, Providers=[None], EndpointCheckResult=none, IdentitySourceFirstPort=0,
IdentitySourcePortStart=0, IdentitySourcePortEnd=0}

Session={ip=[192.168.1.9], Audit Session Id=0A0000010000003800ACA782, UserName=10:DD:B1:C9:3C:39,
MacAddresses=[10:DD:B1:C9:3C:39], State=STARTED, EndpointProfile=Workstation, NAS IP=192.168.1.3, NAS
Port=GigabitEthernetl1/0/12, RADIUSAVPairs=[ Acct-Session-Id=00000039], Posture Status=null, Posture
Timestamp=, LastUpdateTime=Mon Aug 07 15:44:54 EDT 2017, Session attributeName=Authorization_Profiles,
Session attributeValue=PermitAccess, Providers=[None], EndpointCheckResult=none, IdentitySourceFirstPort=0,
IdentitySourcePortStart=0, IdentitySourcePortEnd=0}

Session={ip=[192.168.1.7], Audit Session Id=0A000001000000170002C9C0, UserName=18:E7:28:2E:29:CC,
MacAddresses=[18:E7:28:2E:29:CC], State=STARTED, EndpointProfile=Cisco-Device, NAS IP=192.168.1.3, NAS
Port=GigabitEthernetl1/0/15, RADIUSAVPairs=[ Acct-Session-Id=00000018], Posture Status=null, Posture
Timestamp=, LastUpdateTime=Mon Aug 07 15:48:33 EDT 2017, Session attributeName=Authorization_Profiles,
Session attributeValue=PermitAccess, Providers=[None], EndpointCheckResult=none, IdentitySourceFirstPort=0,
IdentitySourcePortStart=0, IdentitySourcePortEnd=0}

Session={ip=[192.168.1.6], Audit Session Id=0A000001000000310094786C, UserName=74:26:AC:5A:82:24,
MacAddresses=[74:26:AC:5A:82:24], State=STARTED, EndpointProfile=Cisco-Device, NAS IP=192.168.1.3, NAS
Port=GigabitEthernetl1/0/17, RADIUSAVPairs=[ Acct-Session-Id=00000032], Posture Status=null, Posture
Timestamp=, LastUpdateTime=Mon Aug 07 15:45:30 EDT 2017, Session attributeName=Authorization_Profiles,
Session attributeValue=PermitAccess, Providers=[None], EndpointCheckResult=none, IdentitySourceFirstPort=0,
IdentitySourcePortStart=0, IdentitySourcePortEnd=0}

Session={ip=[192.168.1.43], Audit Session Id=0A0000010000003000946FC5, UserName=74:26:AC:5A:82:26,
MacAddresses=[74:26:AC:5A:82:26], State=STARTED, EndpointProfile=Cisco-Device, NAS IP=192.168.1.3, NAS
Port=GigabitEthernetl1/0/17, RADIUSAVPairs=[ Acct-Session-Id=00000031], Posture Status=null, Posture
Timestamp=, LastUpdateTime=Mon Aug 07 15:45:45 EDT 2017, Session attributeName=Authorization_Profiles,
Session attributeValue=PermitAccess, Providers=[None], EndpointCheckResult=none, IdentitySourceFirstPort=0,
IdentitySourcePortStart=0, IdentitySourcePortEnd=0}

Session count=11

Connection closed

Johns-MacBook-Pro:

Step 13 Select Administration->pxGrid Services to verify the pxGrid client appears
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‘thuth  Identity Services Engine Home  » ContextVisbilty  » Operations  » Policy [V CCUll * Work Centers

» System  » Identity Management  » Network Resources  » Device Portal Management = pxGrid Services | » Feed Service  » Threat Centric NAC

m Capabilities Live Log Settings Certificates

o Enable @) Disable @Approve © Group ‘ Dedine e[)ehte v @Refresh Total Pending Approval(0) v 1-14
O Client Name Client Description Capabilities Status Client Group(s) Auth Metho
O » ise-admin-ise22e Capabilities(0 Pub, 1 Sub) Online Administrator Certificate
O » ise-admin-ise22labs Capabilities(0 Pub, 1 Sub) Online Administrator Certificate
O » ise-admin-ise22lab3 Capabilities(0 Pub, 1 Sub) Online Administrator Certificate
O » ise-admin-ise22lab4 Capabilities(2 Pub, 2 Sub) Online Administrator Certificate
O » ise-admin-ise22lab1 Capabilities(4 Pub, 1 Sub) Online Administrator Certificate
O » ise-mnt-ise22labl Capabilities(2 Pub, 1 Sub) Online Administrator Certificate
O » ise-admin-ise22f Capabilities(3 Pub, 1 Sub) Online Administrator Certificate
0 » ise-admin-ise22psn Capabilities(0 Pub, 1 Sub) Online Administrator Certificate
O » ise-mnt-ise22f Capabilities(2 Pub, 1 Sub) Online Administrator Certificate
[1 P jseagent-firenower | — anabilities(() P ! e A p ortifiate
LJ smc iliti f EPS Certificate
O » smes9 Capabilities(0 Pub, 0 Sub) Offline EPS Certificate
O » firesightisetest-firepower.lab10.co... Capabilities(0 Pub, 0 Sub) Offline ANC,EPS Certificate

Testing pxGrid Integration with Cisco Stealthwatch 6.9+

This section details the procedure for configuring Cisco Stealthwatch 6.9+ with ISE 2.2 with pxGrid using the Internal
CA for pxGrid operation. The Stealthwatch pxGrid client certificates will be generated by the ISE internal CA.

Note: Please install all the Cisco Stealthwatch patches before configuring for pxGrid and certificate generation.

Step 1 Select Administration->pxGrid services->Certificates

“duthe Identity Services Engine Home  » ContextVisbilty  » Operations  »Poicy PRI

» System  » Identity Management  » Network Resources  » Device Portal Management = pxGrid Services = » Feed Service  » Threat Centric NAC

Clients Capabilties Live Log Settings

Generate pxGrid Certificates

Iwantto*  Generate a single certificate (without a certificate signing request) j
Common Name (CN) * smc.lab10.com
Description

Certificate Template PxGrid_Certificate_Template @

Subject Alternative Name (SAN) | IP address j 192.168.1.244
Certificate Download Format * PKCS12 format (including certificate chain; one file for both the certificate chain and key) j [:)
Certificate Password *  sssssees °
Confirm Password © | ssssseee

Connected to pxGrid ise22lab5.lab10.com (secondary: ise22e)

Step 2 Select Create, download and unzip the files locally.
Step 3 Select Administer Appliance->Configuration->Certificate Authority Certificates->Browse and upload
CA root certificate and ISE CertificateServicesRootCA certificate and provide the Name.
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Step 4 Also upload the external Root CA, in this case, lab10-WIN-N30OR1A7H9KL-CA

StealthWatch Management Console VE

Certificate Authority Certificates

Number of Records: 4

N
Date Issued To Issued By

id-1000 2011-04-04  Lancope Lancope (@]
11:51:02

ise_internal_root_certificate 2027-07-31  Certificate Services Root Certificate Services Root )
20:10:13 CA - ise22labd CA - ise22lab4

external_ca_root_certificate 2021-03-28 lab10- lab10- (@]
20:43:58 WIN-N3OR1A7HIKL-CA WIN-N3OR1A7HIKL-CA

lancope 2035-01-01 Lancope Lancope (@]
05:10:10

Step 5 Select Configuration->SSL Certificates->SSL Client Identities->upload the PKCS12 bundle file
Provide the password used for the SMC certificate generation in ISE
Provide a friendly name

SSL Client Identities

Use this section to upload certificates that the appliance will present when performing client certificate authentication.

Expiration
Friendly Name Issued To Issued By Date Delete
SMC_lIdentity_Certificate = smc.lab10.com Certificate Services 08-07-2019 (@]
Endpoint Sub CA -
ise22lab4

Step 6 Select Deploy->Cisco ISE Configuration and provide the following information:

"c'.'s'é'é +  Stealthwatch

Dashboards Monitor Analyze

(3 Cisco® ISE Configuration

(¢ Cisco ISE Configuration Setup @

Cluster Name:

SMC [ ]

Q

Certificate: @

SMC_ldentity_Certificate j

Primary pxGrid Node: Secondary pxGrid Node:

192.168.1.187 192.168.1.65

User Name: @

SMC
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Step 7 You should see a successful connection indicated by the green circle
Step 8 Select Administration->pxGrid services
‘thuth  Identity Services Engine Home  » ContextVisbity  » Operations  » Policy [RETLlIS Ol * Work Centers

» System  » Identity Management  » Network Resources  » Device Portal Management = pxGrid Services = » Feed Service  » Threat Centric NAC

m Capabilities Live Log Settings Certificates
o Enable (@) Disable @Approve © Group ’ Dedline e[)dete v @Refresh Total Pending Approval(0) v

1-13
O Client Name Client Description Capabilities Status Client Group(s) Auth Methot
O » ise-admin-ise22e Capabilities(0 Pub, 1 Sub) Online Administrator Certificate
O » ise-admin-ise22lab5 Capabilities(0 Pub, 1 Sub) Online Administrator Certificate
O » ise-admin-ise22lab3 Capabilities(0 Pub, 1 Sub) Online Administrator Certificate
O » ise-admin-ise22lab4 Capabilities(2 Pub, 2 Sub) Online Administrator Certificate
O » ise-admin-ise22f Capabilities(3 Pub, 1 Sub) Online Administrator Certificate
O » ise-admin-ise22psn Capabilities(0 Pub, 1 Sub) Online Administrator Certificate
O » ise-mnt-ise22f Capabilities(2 Pub, 1 Sub) Online Administrator Certificate
O » ise-mnt-ise22lab1 Capabilities(2 Pub, 1 Sub) Online Administrator Certificate
O » ise-admin-ise22lab1 Capabilities(4 Pub, 1 Sub) Online Administrator Certificate
0 » iseagent-firepower.lab10.com-2a... Capabilities(0 Pub, 6 Sub) Online ANC,EPS Certificate
[ ] macoro apabilities(0 Pub b Qoline ession Certificate
Certfcate
LJ resightisetest-firepower.lab10.co... Capabilities(0 Pub, 0 Sub Offline ANC,EPS Certificate

Testing pxGrid Integration with Cisco Security Web Security Appliance (WSA)

This section details the procedure for configuring the Cisco WSA with ISE 2.2 with pxGrid using the Internal CA for
pxGrid operation. The Cisco WSA certificates will be generated by the ISE internal CA.

Step 1 Select Administration->pxGrid Services->Certificates

‘sl Identity Services Engine Home  » ContextVisbity  » Operaions  » Policy WAL GO  Work Centers

» System  » Identity » Network » Device Portal Management = pxGrid Services » Feed Service  » Threat Centric NAC

Clients Capabilties Live Log Settings
Generate pxGrid Certificates

Iwantto* Generate a single certificate (without a certificate signing request) j
Common Name (CN) * wsa2.lab10.com
Description WSA

Certificate Template  PxGrid_Certificate_Template @

Subject Alternative Name (SAN) IP address j 192.168.1.10
Certificate Download Format * Certificate in Privacy Enhanced Electronic Mail (PEM) format, key in PKCS8 PEM format (including certificate cha j ;]
Certificate Password *  ssseseee (-]

Confirm Password * | ssseees o

Connected to pxGrid ise22lab5.lab10.com
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Step 2 Select Create, download and unzip the files locally

" CertificateServicesE...CA-ise22lab4_.cer Today 11:13 PM 2 KB certificate
| CertificateServicesNodeCA-ise22lab4_.cer Today 11:13 PM 2 KB certificate
" CertificateServicesRootCA-ise22lab4_.cer Today 11:13 PM 2 KB certificate
_“ lab10-WIN-N3OR1A7HI9KL-CA_.cer Today 11:13 PM 1KB certificate
_“ wsa2.labl0.com_192.168.1.10.cer Today 11:13 PM 2 KB certificate
" wsa2.lab10.com_192.168.1.10.key Today 11:13 PM 2 KB Keyno...ument

Step 3 Select Network->Certificate Management->Managed Trusted Root Certificates->Import and upload
the ISE CertificateServicesRootCA and the external root CA, in this case, lab10-WIN-
N3OR1A7HY9KL-CA

«tliali Cisco S100V
CISCO Web Security Virtual Appliance

ﬁ Reporting Web Security Manager Security Services Network System Administration

Manage Trusted Root Certificates

Success - Certificate successfully uploaded.

Custom Trusted Root Certificates

Import...

Trusted root certificates are used to determine whether HTTPS sites’ signing certificates should be trusted based on their chain of certificate
authorities. Certificates imported here are added to the trusted root certificate list. Add certificates to this list in order to trust certificates with
signing authorities not recognized on the Cisco list.

Certificate Expiration Date On Cisco List Delete
b 1ab10-WIN-N3OR1A7HSKL-CA Mar 29 00:43:58 2021 GMT No I}
b Certificate Services Root CA - ise22lab4 Aug 1 00:10:13 2027 GMT No o

Corce [Som

Step 4 Select Commit Changes twice

Step 5 Select Network->Identification Services->Identity Services Engine and Enable

Step 6 For Primary pxGrid node, enter the IP address of the primary pxGrid node and upload the ISE Certificate
Root Services certificate

Primary ISE pxGrid Node: | The WSA will communicate with the ISE pxGrid node to support WSA data subscription (ongoing updates). A primary ISE pxGrid node (server) must be
configured.

192.168.1.187 (Hostname or IPv4 address)

ISE pxGrid Node Certificate:

If the ISE pxGrid node certificate is signed by a Certificate Authority, confirm that the Certificate Authority is listed in the Trusted Root Certificates list (see

Network > Certificate ). If the is igned, export the certificate from the ISE pxGrid node to add below.
Certificate: | Browse... | No file selected. Upload File

Common name: Certificate Services Root CA - ise22labd
Organization:
Organizational Unit:
Country:
Expiration Date: Aug 1 00:10:13 2027 GMT

Basic Constraints: Critical
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Step 7 For Secondary pxGrid node, enter the IP address of the secondary pxGrid node and upload the ISE
Certificate Root Services certificate

Secondary ISE pxGrid Node (optional): | The WSA will communicate with the ISE pxGrid node to support WSA data subscription (ongoing updates). Specifying a secondary ISE pxGrid node (server) is
optional.

192.168.1.65 (Hostname or IPv4 address)

ISE pxGrid Node Certificate:

If the ISE pxGrid node certificate is signed by a Certificate Authority, confirm that the Certificate Authority is listed in the Trusted Root Certificates list (see
Network > Certificate Management). If the certificate is self-signed, export the certificate from the ISE pxGrid node to add below.

Certificate: Browse... | No file selected. Upload File

Common name: Certificate Services Root CA - ise22labd4
Organization:
Organizational Unit:
Country:
Expiration Date: Aug 1 00:10:13 2027 GMT

Basic Constraints: Critical

Download Certificate...

Step 8 For the ISE Monitoring Node Admin Certificate and for the primary and secondary admin node certificates,
upload the CA root certificate, in this case, lab10-WIN-N3OR1AH9KL-CA

ISE Monitoring Node Admin Certificates: | The WSA will communicate with an ISE Monitoring node for WSA data initialization (bulk download). The ISE pxGrid node(s) configured above will provide a list of
Monitoring nodes. However, additional certificates may need to be uploaded here to enable this communication.

If the ISE Monitoring Node Administration certificate is signed by a Certificate Authority, confirm that the Certificate Authority is listed in the Trllk.'ed Root
Certificates list (see Network > Certificate Management). If the certificate is self-signed, export the certificate from the ISE pxGrid node to add below.

Primary ISE Monitoring Node Admin Certificate:

Certificate: | Browse... | No file selected. Upload File

Common name: |ab10-WIN-N3OR1A7HIKL-CA
Organization:
Organizational Unit:
Country:
Expiration Date: Mar 29 00:43:58 2021 GMT

Basic Constraints: Critical

Download Certificate...

Secondary ISE Monitoring Node Admin Certificate:

Certificate: | Browse... | No file selected. Upload File

Common name: |ab10-WIN-N30OR1A7HSKL-CA
Organization:
Organizational Unit:
Country:
Expiration Date: Mar 29 00:43:58 2021 GMT

Basic Constraints: Critical

Download Certificate...
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Step 9 For the WSA Client Certificate, upload the WSA public private-key pair, and enter the password that
was entered when generating the WSA certificate from the ISE Internal CA.

WSA Client Certificate: | For secure communication between the WSA and the ISE pxGrid servers, provide a client certificate. This may need to be uploaded to the ISE pxGrid node(s)
configured above.

®  Use Uploaded Certificate and Key
Certificate: | Browse... | No file selected. Upload Files
Key: | Browse... | No file selected.

@ Key is Encrypted
Password: (2)

Common name: wsa2.labl0.com
Organization:
Organizational Unit: Development
Country:
Expiration Date: Aug 8 23:13:00 2019 GMT

Basic Constraints: Critical

Download Certificate...

Step 10 Select Test
You should see:

Checking DNS resolution of ISE pxGrid Node hostname(s)
Success: Resolved '192.168.1.187' address: 192.168.1.187
Success: Resolved '192.168.1.65' address: 192.168.1.65

Validating WSA client certificate
Success: Certificate validation successful

Validating ISE pxGrid Node certificate(s)
Success: Certificate validation successful
Success: Certificate validation successful

Validating ISE Monitorting Node Admin certificate(s)
Success: Certificate validation successful
Success: Certificate validation successful

Checking connection to ISE pxGrid Node(s)
Success: Connection to ISE pxGrid Node was successful.
Retrieved 17 SGTs from: 192.168.1.187

Checking connection to ISE Monitorting Node (REST server(s))
Success: Connection to ISE Monitorting Node was successful.
REST Host contacted: ise22labl.labl0.com

Test completed successfully.
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Step 11 To verify in ISE, select Administration->pxGrid services

“tluilie  Identity Services Engine Home  » ContextVisbiity  » Operations  » Policy [ERINLINEICI MM » Work Centers

» System  » Identity Management  » Network Resources  » Device Portal Management = pxGrid Services = » Feed Service  » Threat Centric NAC

m Capabilities Live Log Settings Certificates
o/ Enable (@ Disable QApprove @ Group @ Dedine eDeIete v & Refresh | Total Pending Approval(0) v

1-14 of

] Client Name Client Description Capabilities Status Client Group(s) Auth Method
J » ise-admin-ise22e Capabilities(0 Pub, 1 Sub) Online Administrator Certificate

J » ise-admin-ise22labs Capabilities(0 Pub, 1 Sub) Online Administrator Certificate

J » ise-admin-ise22lab3 Capabilities(0 Pub, 1 Sub) Online Administrator Certificate

J » ise-admin-ise22lab4 Capabilities(2 Pub, 2 Sub) Online Administrator Certificate

J » ise-admin-ise22labl Capabilities(4 Pub, 1 Sub) Online Administrator Certificate

J » ise-mnt-ise22labl Capabilities(2 Pub, 1 Sub) Online Administrator Certificate

J > ise-mnt-ise22f Capabilities(2 Pub, 1 Sub) Online Administrator Certificate
1» ise-admin-ise22psn Capabilities(0 Pub, 1 Sub) Online Administrator Certificate

J » ise-admin-ise22f Capabilities(3 Pub, 1 Sub) Online Administrator Certificate
J» iseagent-firepower.lab10.com-2a... Capabilities(0 Pub, 6 Sub) Online ANC,EPS Certificate
J» macprol Capabilities(0 Pub, 2 Sub) Online Session Certificate

] » i Certificate

| »

wsa2.lab10.com-test_client pxGrid Connection from WSA Capabilities(0 Pub, 0 Sub)

S{0 PUD, U SUb

pxGrid Fail-Over

There can be only 2 pxGrid nodes per ISE deployment There is a heartbeat timer between the 2 pxGrid nodes, when
the primary pxGrid node goes down, the secondary pxGrid node will come up.

The primary and secondary pxGrid node contain the external CA root certificate from the initial ISE node setup. The
external root certificate is required for active bulk downloads from the MNT node. In this ISE deployment all the
nodes were signed by the external CA.

The ISE internal CA signs the pxGrid certificate by default, and will also sign the generated pxGrid client certificate.
The ISE internal CA is trusted for all the ISE nodes.

Identity Services Engine Home  » ContextVisbity  » Operations  » Policy [EEFNUIMSEUSIEN » Work Centers License Waming A

~System | » Identity Management  » Network Resources  » Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC
Click here to do wireless setup Do not show this again.
Deployment  Licensing  ~Certificates  » Logging  » Maintenance  Upgrade  » Backup & Restore  » Admin Access  » Settings  » Policy Export and Import
—

(]
» Certificate Management CA Certificates
~ Certificate Authority / Edit | [4p Import | @ Export | (X Delete || O View |[$ Refresh
@ Friendly Name Status Trusted For Serial Number Issued To Issued By Valid From Expiration Date Exsp;:::"
Issued Certificates V ise24
Certificate Services 50 FE435EE27A43  Certificate Services ’ :
Certificate Authority Certificates ) Endpoint Sub CA - Enabled Infrastructure,Endpoints 10 8E 79 DODE 7200  Endpoint Sub CA - z%f?f_is;’;’fes Thu, 7 Sep 2017 ;}’J‘;‘;‘ 8Sep
I ise24#00003 52 B7 ise24
9 Certificate Services 76 COBD E20D 194A  Certificate Services Certificate Services Thu, 8 Se
Certificate Templates ~] OCSP Responder - Enabled Infrastructure,Endpoints B7 9D 8B 2A 76 51 81 OCSP Responder - Node CA - ise24 Thu, 7 Sep 2017 202’2 P
ise24#00004 0D EE ise24
External CA Settings i i 510082 9D 54 20 4E ” N . :
. Certificate Services . Certificate Services Certificate Services Wed, 8 Sep
Root CA - ise24#00001 @ Enabled  Infrastructure,Endpoints. 80 9D SASTFEATAS  Rogt ca - ise2s Root CA - ise24 Thu, 7 Sep 2017 2027
- 5 6F E16D 42 CD 35 4E ~ 4 . .
. Certificate Services . Certificate Services Certificate Services Wed, 8 Sep
Node CA - ise24#00002 @ Enabled  Infrastructure,Endpoints gg gg ASTI606F2B  \oie CA - ise2d Root CA - ise24 Thu, 7 Sep 2017 2027
¥ ise24b
Certificate Services 616A C7 77 T8 E4 4A - 4 . .
- . Certificate Services Certificate Services Wed, 8 Sep
Node CA- Enabled Infrastructure,Endpoints D1 8E 42 1A 5B B4 2C Node CA - ise2db Root CA - ise24 Wed, 18 Oct 2017 2027
ise24b#00006 3D 10
Certificate Services 0104B00947 FD47  Certificate Services
7 Endpoint Sub CA- Enabled Infrastructure,Endpoints 4D A7 1D 21 E3C4BO  Endpoint Sub CA - Sz'e"?}:e_ls;"z’f:s Wed, 18 Oct 2017 %2‘17 8Sep
ise24b#00007 58 4E ise24b
Certificate Services 6117B69D30D749  Certificate Services ” .
7] OCSP Responder - Enabled Infrastructure,Endpoints 7C 99 E95FGOD33A OCSP Responder-  ooricate Semices oy 45 0gt 2017 Wed,dsoct
3 h Node CA - ise24b 2022
ise24b#00008 5B 6A ise24b
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Both the external CA root certificate and internal ISE root certificate will be uploaded or imported into the trusted
store.

The pxGrid client certificate public private key-pair will be uploaded or imported into the pxGrid client’s trusted file
store.

This can be implemented differently for each vendor but the basics still remain.

Both are in the trusted certificate store of these ISE nodes and also the rest of the ISE nodes. The external CA root
certificate will be used in the MNT configuration setting for bulk active user downloads.

The ISE internal root CA certificate will be trusted for both the primary pxGrid node and the secondary pxGrid node.

‘el Identity Services Engine L R AT Y S S S -~ Administration

~System | » Identity Management  » Network Resources  » Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC
Click here to do wireless setup Do not show this again.

Deployment  Licensing  ~vCertificates » Logging  » Maintenance  Upgrade » Backup & Restore » Admin Access  » Settings  » Policy Export and Import
—

(]
» Certificate Management CA Certificates
~ Certificate Authority / Edit | ([ Import | @ Export | (¥ Delete || JO View | (§ Refresh |
Expiration
G Friendly Name Status Trusted For Serial Number Issued To Issued By Valid From Expiration Date Status
Issued Certificates Vv ise24
Certificate Services 50 FE435EE27A43  Certificate Services "
Certificate Authority Certificates Endpoint Sub CA - Enabled  Infrastructure,Endpoints 10 8E 79 DODE 7200  Endpoint Sub CA - Certficate Services ), 7 sep 2017 Wed, 8 Sep
b Node CA - ise24 2027
i | CA Setti ise24#00003 52 B7 ise24
romats Setings Certificate Services 76C9BDE20D194A Certificate Services oo e —
Certificate Templates OCSP Responder - Enabled Infrastructure,Endpoints B7 9D 8B 2A 76 51 81 OCSP Responder - Node CA - ise24 Thu, 7 Sep 2017 202'2
ise24#00004 0D EE ise24
FETD ERETINTE Certificate Services 510082905420 4E  0orifoate Services Certificate Services Wed, 8 Sej
- 3 P
Root CA - ise24#00001 Enabled Infrastructure,Endpoints g‘?;)_}) 9A 97 FE A7 A8 Root CA - ise24 Root CA - ise24 Thu, 7 Sep 2017 2027
6F E16D 42 CD 35 4E
— Certificate Services . Certificate Services Certificate Services Wed, 8 Sep
Node CA - ise24#00002 Enabled Infrastructure,Endpoints g(E: ?EA AST1606F2B 0 CA _ise2d Root CA - ise24 Thu, 7 Sep 2017 2027
¥ ise24b
Certificate Services 616A C7 77 78 E4 4A
- - Certificate Services Certificate Services Wed, 8 Sep
_Node CA- Enabled Infrastructure,Endpoints D1 8E 42 1A 5B B4 2C Node CA - ise24b Root CA - ise24 Wed, 18 Oct 2017 2027
ise24b#00006 3D 10
Certificate Services 0104B00947 FD47  Certificate Services
Endpoint Sub CA - Enabled Infrastructure,Endpoints 4D A7 1D 21 E3C4BO  Endpoint Sub CA - Si:g?;:e,,s;’;f:s Wed, 18 Oct 2017 ;\332(17 8 Sep
ise24b#00007 58 4E ise24b
Certificate Services 6117B69D30D749  Certificate Services 9 .
) OCSP Responder - Enabled Infrastructure,Endpoints 7C99E95F60D33A OCSPResponder-  uontcox’ oo Wed, 18 Oct 2017 s e
ise24b#00008 5B 6A ise24b

Cisco Firepower Management Center (FMC) 6.2 was configured for pxGrid failover.

Note the IP addresses of the primary and secondary ISE pxGrid nodes. The pxGrid Server CA contains the ISE
internal root certificate. The MNT Server CA contains the external CA root certificate. The FMC Server Certificate
contains the pxGrid certificate public private key-pair that was generated by the ISE internal CA.
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Status

i ISE connection status:
Primary host: Success
Secondary host: Failure

v Additional Logs

Home » Context Visibility » Operations » Policy ~ Administration » Work Centers

» System  » Identity Management  » Network Resources  » Device Portal Management = pxGrid Services = » Feed Service  » Threat Centric NAC

Cli
All Clients Web Clients Capabilities Live Log Settings Certificates Permissions

I
fEnable @ Disable (QApprove @ Group W Dedine @@ Delete v ¢ Refresh | Total Pending Approval(0) + 1-11
O Client Name Client Description Capabilities Status Client Group(s) Auth Methot
O » ise-fanout-ise24b Capabilities(0 Pub, 0 Sub) Online (XMPP) Administrator Certificate
O » ise-admin-ise24b Capabilities(1 Pub, 1 Sub) Online (XMPP) Administrator Certificate
O » ise-mnt-ise24 Capabilities(2 Pub, 1 Sub) Online (XMPP) Administrator Certificate
O » ise-pubsub-ise24 Capabilities(0 Pub, 0 Sub) Online (XMPP) Certificate
O » ise-admin-ise24 Capabilities(4 Pub, 2 Sub) Online (XMPP) Administrator Certificate
O » ise-bridge-ise24 Capabilities(0 Pub, 5 Sub) Online (XMPP) Administrator Certificate
O » ise-pubsub-ise24b Capabilities(0 Pub, 0 Sub) Online (XMPP) Administrator Certificate
O » ise-fanout-ise24 Capabilities(0 Pub, 0 Sub) Online (XMPP) Administrator Certificate
O » ise-mnt-ise24b Capabilities(2 Pub, 1 Sub) Online (XMPP) Administrator Certificate
[J » iseagent-fmc62.lab10.com-2b69c... Capabilities(0 Pub, 6 Sub) Online (XMPP) ANC,EPS Certificate
O » firesightisetest-fmc62.lab10.com-... Capabilities(0 Pub, 0 Sub) Offline (XMPP) ANC,EPS Certificate

Connected to pxGrid ise24.lab10.com

The ISE primary pxGrid service was disabled, and the secondary pxGrid node came up.

In the FMC configuration we select Test to test the connection to the secondary pxGrid node.
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Status

i ISE connection status:
Primary host: Failure
Secondary host: Success

v Additional Logs

As we see in the in pxGrid services, this looks good.

Home » Context Visibility » Operations » Policy ~ Administration » Work Centers icense Wamning

» System  » Identity » Network » Device Portal Management = pxGrid Services | » Feed Service  » Threat Centric NAC

Click here to do wireless setup Do not show |

All Clients Web Clients Capabilities Live Log Settings Certificates Permissions
—

ofEnable @ Disable (@Approve @ Group W Dedline @ velete + &) Refresh | Total Pending Approval(0) v 1-120f12  Show 25 | perpage Page
(] Client Name Client Description Capabilities Status Client Group(s) Auth Method Log
O » ise-admin-ise24 Capabilities(4 Pub, 2 Sub) Online (XMPP) Administrator Certificate View
O » ise-bridge-ise24b Capabilities(0 Pub, 5 Sub) Online (XMPP) Administrator Certificate View
O » ise-pubsub-ise24b Capabilities(0 Pub, 0 Sub) Online (XMPP) Administrator Certificate View
O » ise-admin-ise24b Capabilities(1 Pub, 1 Sub) Online (XMPP) Administrator Certificate View
O » ise-fanout-ise24b Capabilities(0 Pub, 0 Sub) Online (XMPP) Administrator Certificate View
O » ise-mnt-ise24b Capabilities(2 Pub, 1 Sub) Online (XMPP) Administrator Certificate View
O » ise-pubsub-ise24 Capabilities(0 Pub, 0 Sub) Online (XMPP) Certificate View
O » ise-mnt-ise24 Capabilities(2 Pub, 1 Sub) Online (XMPP) Administrator Certificate View
O » ise-fanout-ise24 Capabilities(0 Pub, 0 Sub) Online (XMPP) Administrator Certificate View
[J » iseagent-fmc62.lab10.com-2b69c... Capabilities(0 Pub, 6 Sub) Online (XMPP) ANC,EPS Certificate View
O» dxipxgrid-dxl Connection from McAfee Data Ex... ~ Capabilities(0 Pub, 0 Sub) Offline (XMPP) ANC,Basic,EPS,Session Certificate View
O » firesightisetest-fmc62.lab10.com-... Capabilities(0 Pub, 0 Sub) Offline (XMPP) ANC,EPS Certificate View

Connected to pxGrid ise24b.lab10.com
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Deploying pxGrid using ISE 2.1 with Internal CA and External
CA certificates for ISE nodes

This section describes the details for deploying pxGrid using the ISE Internal CA and using external CA server for the
ISE deployment. The pxGrid certificate is not signed by the default ISE internal CA and needs to be provisioned by
the Certificate Portal. The ISE nodes will also require provisioned pxGrid certificates.

Note: If you upgraded from a previous version of ISE, the original certificates will be maintained.

Note: If you are not using the ISE internal CA for pxGrid operation, you need to use a customized pxGrid template.

Generating CSR requests for ISE nodes

Step 1 Follow steps 1-14 for generating CSR requests for the ISE nodes for in the section Generating CSR
Requests with ISE 2.2/2.3. This is for generating the initial ISE node CSR requests and getting them
signed by the external CA server.

Registering ISE nodes

Step 1 Follow steps 1-30 for registering the ISE nodes in the section Registering ISE Nodes in ISE 2.2/2.3. For
the pxGrid primary and secondary pxGrid nodes, register them initially as PSN nodes. We will enable
them as dedicated pxGrid nodes later on, once they are provisioned from the Certificate Portal.

Certificate Provisioning

This section details the procedure for provisioning the certificate portal if the Internal CA will be used for pxGrid
operation.

Step 1 Select Administration->Identity Management->Identities

‘thulie Identity Services Engine Home  » ContextVisbiity  » Operations  » Policy [Nl Iy

» System  ~ Identity Management = » Network Resources b Device Portal Management  pxGrid Services  » Feed Service  » PassivelD  » Threat Centric NAC
vIdentities Groups  External Identity Sources Identity Source Sequences  » Settings
(<]
Users Network Access Users

Latest Manual Network Scan Results
’f-’ Edit ={]=>Add change Status @aImport Gk Export ¥ Delete [i’_"]DUDhcate

Status Name 4 Description First Name Last Name Email Address

No data available

Step 2 Select Add
Step 3 Enter Username and password
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‘b Identity Services Engine Home  » ContextVisbilty  » Operations  » Policy [TVl * Work Centers
» System v Identity » Network

» Device Portal Management  pxGrid Services  » Feed Service » PassivelD  » Threat Centric NAC

~Identites Groups  External Identity Sources
—

(]
Users Network Access Users List > New Network Access User
v Network Access User

Identity Source Sequences  » Settings

Latest Manual Network Scan Results

* Name [ certops

Status Enabled v

Email |

v Passwords

Password Type: Internal Users

Password Re-Enter Password

* Login Password |

| J

| ( Generate Password |

Enable Password | | |

Step 4 Select Employee Group

v User Groups

ol

Step 5 Select Submit
You should see:

s Identity Services Engine Home

» Context Visibility » Operations » Policy ~ Administration

» System  ~ Identity » Network

» Device Portal Management  pxGrid Services  » Feed Service  » PassivelD » Threat Centric NAC

~Identites Groups  External Identity Sources
—

Users Network Access Users

Identity Source Sequences  » Settings

Latest Manual Network Scan Results

/ Edit deAdd | [fChange Status v | @aImport b Export v 3¢ Delete v [{3Duplicate Show
Status Name 4 Description First Name Last Name Email Address User Identity Groups
[0 mEnabled ¢ certops

Employee

Step 6 Select Administration->System->Admin Access->Administrators->Admin Users->Add->Select from

Network Users->certops->Admin Groups->Super Admin->Save

‘il Identity Services Engine Home

» Context Visibility » Operations » Policy ~ Administration

License Waming A
~System | » Identity Management  » Network Resources  » Device Portal Management  pxGrid Services  » Feed Service » PassivelD  » Threat Centric NAC
Deployment  Licensing  » Certificates  » Logging  » Maintenance  Upgrade  Backup & Restore v Admin Access

» Settings
(]
Authentication Administrators p -
Selected 0 | Total2 & &€
» Authorization IR YR T RV — T —
> Administrators [] Status Name Description First Name Last Name Email Address Admin Groups
O Enabled & admin Default Admin User Super Admin
Admin Users O Enabled & certops Super Admin
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Step 7 Select Administration->Device Portal Management->Certificate Provisioning->Certificate
Provisioning Portal(Default)->Select Portal Settings->Configure Authorized Groups->Employee-
>move to Chosen

stlalis Identity Services Engine Home  » ContextVisbity  » Operations  » Poiicy |Gt
» System » Identity Management » Network Resources ~ Device Portal Management D)(Gl‘id Services » Feed Service » Passivell
Blacklist BYOD Certificate Provisioning Client Provisioning Mobile Device Management My Devices » Settings
Authentication method: *  Certificate_Request_Sequence j
Configure authentication methods at:
Administration > Identity Management >
Identity Source Sequences
Configure authorized groups
User account with Super admin privilege or ERS admin privilege will have access to the portal
|
ALL_ACCOUNTS (default) Employee
GROUP_ACCOUNTS (default)
OWN_ACCOUNTS (default)
Step 8

Select Acceptable Usage Policy (AUP) Page Settings, uncheck “Include an AUP page”

¥ Acceptable Use Policy (AUP) Page Settings

() Include an AUP page
[ Require scrolling to end of AUP

(®) On first login only
(_) On every login
() Every days (starting at first login)

Step 9 Select Post Login Banner Page Settings, uncheck “Include Post-Login Banner Page Settings”

¥ Post-Login Banner Page Settings

() Include a Post-Login Banner page

Step 10

Select Certificate Provisioning Portal Settings, under Certificate Template, select pxGrid certificate
template

¥ Certificate Provisioning Portal Settings

Certificate Templates: * | .1\ Grig Certificate_Template

Step 11 Select Save
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Generate pxGrid certificate for ISE nodes

Step 1 Configure OU field for Engineering pxGrid template
Select Administration->System->Certificates->Certificate Authority->Certificate Templates->pxGrid
template->edit->add “Engineering” to OU field

‘sl \dentity Services Engine Home  » ContextVisbiity  » Operations > Policy [t AT el

~System | » Identity » Network » Device Portal Management  pxGrid Services  » Feed Service  » PassivelD  » Threat Centric NAC

Deployment  Licensing  ~Certificates  » Logging  » Maintenance  Upgrade  Backup & Restore  » Admin Access b Settings
—

o
» Certificate Management Edit Certificate Template
~ Certificate Authority *Name pxGrid_Certificate_Template
Certificate Authority Certificates Description | This template will be used when we generate a pxGrid certificate from the Certificate Provi

Internal CA Settings Subject

N; N; -
Certificate Templates Common Name (CN) $UserName$ i

Organizational Unit (OU) |

External CA Settings

Organization (0) | \
ciy (U | ]
State (ST) | ]
Country (C) |
Subject Alternative Name (SAN) [ MAC Address =
KeySize
* SCEP RA Profile
Valid Period Day(s) (Valid Range 1 - 730)

Extended Key Usage |v| Client Authentication V| Server Authentication

Note: It is important to enter Engineering or populate the OU field so it does not contain the same parameters in the OU field of the ISE admin
certificates. You do not want to overwrite the admin certificate

Step 2 Select Save
Step 3 Select Administration->Device Portal Management->Certificate Provisioning->Certificate
Provisioning Portal (default)-Portal Test URL->login “certops

c1SCO Certificate Provisioning Portal

Sign On
Welcome to the Certificate Provisioning Portal. Sign on with the username and password supplied to you.
Username:
certops
Password:

Sign On
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Step 4 Select Certificate Provisioning and enter the Fully Qualified Domain Names (FQDN) for the Common
Name (CN) field details for the ISE node. Also select Certificate in PEM format, key in PKCS8 PEM

format for certificate download format.

Certificate Provisioning

Iwantto: *

Generate a single certificate (without a certificat...
Common Name (CN): *

ise21lab3.lab10.com
MAC Address: *

00:0c:29:7a:34:b9
Choose Certificate Template: *

pxGrid_Certificate_Template

Description:

primary_pxGrid_node
Certificate Download Format: *

Certificate in PEM format, Key in PKCS8 PE... (]

Certificate Password: *

Step 5 Select Generate, and save the file locally
You should see

ise21ab3.lab10.com_00-0c-29-7a-34-b9.cer
ise21ab3.lab10.com_00-0c-29-7a-34-b9.key
1ab10-WIN-N3OR1A7HOKL-CA_.cer

Step 6 Import the pxGrid public private key-pair, for the desired ISE pxGrid node, that will become the primary
pxGrid dedicated node
Select Administration->System->Certificates->Certificate Management->System Certificates-
>Import->select the desired pxGrid node
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‘sl Identity Services Engine Home  » ContextVisbilty  »Operations »Poicy BRIl WorkCenters

~System b Identity » Network » Device Portal Management  pxGrid Services  » Feed Service  » PassivelD  » Threat Centric NAC

Deployment  Licensing  ~Certificates  » Logging  » Maintenance  Upgrade  Backup & Restore  » Admin Access  » Settings
——

(]
~ Certificate Management * Select Node |ise21lab3

Overview * Certificate File | Browse... | ise21ab3.lab10.com_00-0c-29-7a-34-b9.cer
System Certificates

Endpoint Certificates * Private Key File Browse... | ise21ab3.lab10.com_00-0c-29-7a-34-b9.key
Trusted Certificates

Password ‘
OCSP Client Profile
Certificate Signing Requests Friendly Name ‘ i

Certificate Periodic Check Setti...
Allow Wildcard Certificates i
» Certificate Authority @ Allow wildcard is disabled when pxGrid is selected and vice versa. This is because pxGrid does
not support wildcard certificates. If you want to use wildcard with other usage type(s), make
sure pxGrid is not checked.

Validate Certificate Extensions ~ [] &

Usage

[ Admin: Use certificate to authenticate the ISE Admin Portal

[ EAP Authentication: Use certificate for EAP protocols that use SSL/TLS tunneling
pxGrid: Use certificate for the pxGrid Controller

[0 SAML: Use certificate for SAML Signing

[J Portal: Use for portal

Step 7 For the secondary pxGrid node, generate another certificate

Certificate Provisioning

I want to: *

Generate a single certificate (without a certificat...
Common Name (CN): *

ise21lab4.lab10.com
MAC Address: *

00:0¢:29:25:9¢:3a
Choose Certificate Template: *

pxGrid_Certificate_Template

Description:

Secondary_pxGrid_node
Certificate Download Format: *

Certificate in PEM format, Key in PKCS8 PE... i)

Certificate Password: *

Confirm Password: *
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Step 8 Download and unzip the file
You should see

ise21lab4.lab10.com_00-0c-29-25-9¢-3a.cer
ise21lab4.1ab10.com_00-0c-29-25-9¢-3a.key
1ab10-WIN-N3OR1A7HOKL-CA_.cer

Step 9 Import the pxGrid public private key-pair, for the desired ISE secondary pxGrid node, that will become the
pxGrid dedicated node
Select Administration->System->Certificates->Certificate Management->System Certificates-
>Import->select the desired pxGrid node

Identity Services Engine Home  » ContextVisbilty  » Operations  » Policy [N oy

~System  » Identity Management  » Network Resources  » Device Portal Management  pxGrid Services  » Feed Service  » PassivelD  » Threat Centric NAC

Deployment  Licensing  ~Certificates  » Logging  » Maintenance  Upgrade  Backup & Restore  » Admin Access  » Settings

(<}
~ Certificate Management Import Server Certificate
Overview
* Select Node |ise21lab4 M

System Certificates
Endpoint Certificates * Certificate File Browse... | ise21lab4.lab10.com_00-0c-29-25-9¢-3a.cer
Trusted Certificates

* Private Key File Browse... | ise21lab4.lab10.com_00-0c-29-25-9¢c-3a.key
OCSP Client Profile
Certificate Signing Requests Password I vessssns

Certificate Periodic Check Setti....

Friendly Name I i

» Certificate Authority

Allow Wildcard Certificates i
Allow wildcard is disabled when pxGrid is selected and vice versa. This is because pxGrid does
not support wildcard certificates. If you want to use wildcard with other usage type(s), make
sure pxGrid is not checked.

Validate Certificate Extensions [ ¥

Usage

[ Admin: Use certificate to authenticate the ISE Admin Portal

[ EAP Authentication: Use certificate for EAP protocols that use SSL/TLS tunneling
pxGrid: Use certificate for the pxGrid Controller

[ SAML: Use certificate for SAML Signing

[ Portal: Use for portal

Step 10 Select Submit

Step 11 Follow steps 2-10 to generate the certificates and import the public private-key pair for the ISE primary
pxGrid node.

Step 12 Enable pxGrid on the desired PSN node that will be used for the primary pxGrid node, and remove the PSN
persona.
Select Administration->System->Deployment-edit the node, remove PSN and enable pxGrid
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O Policy Service
Enable Session Services ' Include Node in Node Group = None
Enable Profiling Service
Enable Threat Centric NAC Service i
Enable SXP Service i Use Interface | GigabitEthernet 0 v
Enable Device Admin Service i

Enable Passive Identity Service i
pGrid i
Step 13 Select Save
Step 14 Follow steps 2-10 to generate the certificates and import the public private-key pair for the ISE secondary
pxGrid node.
Step 15  Enable pxGrid on the desired PSN node that will be used for the secondary pxGrid node, and remove the

PSN persona.
Select Administration->System->Deployment-edit the node, remove PSN and enable pxGrid

O Policy Service
Enable Session Services i Include Node in Node Group = None v| G
Enable Profiling Service
Enable Threat Centric NAC Service i
Enable SXP Service i Use Interface | GigabitEthernet 0 v

Enable Device Admin Service i

Enable Passive Identity Service i
pxGrid i
Step 16 Select Save

Step 17 Follow steps 2-10 to generate the certificates and import the public private-key pair for the ISE primary
admin node, secondary admin, primary MNT and secondary MNT nodes.
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Testing pxGrid Integration with FMC 6.2

Step 1 Select Administration->Device Portal Management->Certificate Provisioning-
>CertificateProvisioning Portal (default)-Portal Test URL->login “certops”

c1SCO Certificate Provisioning Portal

Sign On
Welcome to the Certificate Provisioning Portal. Sign on with the username and password supplied to you.
Username:

certops

Password:

Sign On

Step 2 Select Certificate Provisioning and enter the Fully Qualified Domain Names (FQDN) for the Common
Name (CN) field details for the FMC

Certificate Provisioning

I want to: *

Generate a single certificate (without a certificat...
Common Name (CN): *

fmc62.lab10.com

MAC Address: *

Choose Certificate Template: *
pxGrid_Certificate_Template
Description:
Firepower Management Center 6.2
Certificate Download Format: *
Certificate in PEM format, Key in PKCS8 PE... i)
Certificate Password: *
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Step 3 Select Generate
Step 4 You should see:

| CertificateServicesEndpointSubCA-ise21lab3_.cer
 CertificateServicesNodeCA-ise21lab3_.cer

| CertificateServicesRootCA-ise21lab3_.cer

_ fmc62.1ab10.com_00-50-56-86-de-2e.cer

| fmc62.lab10.com_00-50-56-86-de-2e.key

_ 1ab10-WIN-N3OR1A7HOKL-CA_.cer

Step 5 Select System->Integration->Identity Sources
Enter the primary and secondary pxGrid host IP address
The pxGrid Server CA is the CertificateServicesRootCA-ise21ab3_.cer
The MNT Server CA is the external root certificate

Status

=\ ISE connection status:
Primary host: Success
Secondary host: Failure

~ Additional Logs

Step 6 Select Administration->pxGrid Services
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“thathis Identity Services Engine Home  » ContextVisibiity  » Operaions  » Policy [ERICLINECAB * Work Centers

» System  » Identity Management  » Network Resources b Device Portal Management = pxGrid Services = » Feed Service » PassivelD  » Threat Centric NAC

P capabilities Live Log Settings

¢f Enable eDisable @Approve © Group ‘Dedine eDelete - @Refrsh Total Pending Approval(0) «

| Client Name Client Description Capabilities Status Client Group(s)
O » ise-admin-ise21lab3 Capabilities(4 Pub, 2 Sub) Online Administrator
O » ise-mnt-ise21lab4 Capabilities(2 Pub, 1 Sub) Online Administrator
O » ise-admin-ise21lab4 Capabilities(1 Pub, 1 Sub) Online Administrator
O » ise-mnt-ise21lab3 Capabilities(2 Pub, 1 Sub) Online Administrator
Oo» iseagent-fmc62.lab10.com-25098... Capabilities(0 Pub, 6 Sub) Online ANC,EPS

O » firesightisetest-fmc62.lab10.com-... Capabilities(0 Pub, 0 Sub) Offline ANC,EPS

Connected to pxGrid

Step 7 Disable the primary pxGrid node
Select Administration->System->Deployments->edit the primary pxGrid node, disable pxGrid

‘tuth  Identity Services Engine Home » Context Visibility » Operations (Y~ Administration » Work Centers
~System | » Identity » Network » Device Portal Management  pxGrid Services  » Feed Service v PassivelD  » Threat Centric NAC
Deployment  Licensing  » Certificates  » Logging  » Maintenance  Upgrade  Backup & e » Admin Access »{ AD Domain Controllers
——

FQDN ise21lab3.lab10.com Mapping Filters

IP Address 192.168.1.174
Node Type Identity Services Engine (ISE)

Personas
Y| Administration Role PRIMARY
Monitoring Role | PRIMARY | v Other Monitoring Node | 1se21lab4
Policy Service
™ Enable Session Services ¢ Include Node in Node Group i

Enable Profiling Service

[ Enable Threat Centric NAC Service 0

O Enable sxp service i Use Interface | GigabitEthernet 0 -
[ Enable Device Admin Service i

O Enable Passive Identity Service i

Opxerig @

Cisco Systems © 2017 Page 44




SECURE ACCESS HOW-TO GUIDES CISCO.

Step 8 Select Save

Step 9 The secondary pxGrid node will come up. Run “sh application status ise” to see the ISE pxGrid services
come up.

Status

3 ISE connection status:
Primary host: Failure
Secondary host: Success

=

v Additional Logs

Step 10 You should see the pxGrid published nodes
Select Administration->pxGrid Services

“thalis Identity Services Engine Home  » ContextVisbilty  » Operations  » Policy [RECLIIC M » Work Centers

» System  » Identity Management  » Network Resources  » Device Portal Management = pxGrid Services = » Feed Service » PassivelD  » Threat Centric NAC

Capabilities Live Log Settings
o Enable (@) Disable @Approve © Group W Dedline eDelete v @Refrsh Total Pending Approval(0) v

O] | Client Name | Client Description Capabilities | status | Client Group(s)
O » ise-admin-ise21lab4 Capabilities(1 Pub, 1 Sub) Online Administrator
O » ise-mnt-ise21lab4 Capabilities(2 Pub, 1 Sub) Online Administrator
O » ise-admin-ise21lab3 Capabilities(4 Pub, 2 Sub) Online Administrator
O » ise-mnt-ise21lab3 Capabilities(2 Pub, 1 Sub) Online Administrator
O » iseagent-fmc62.1ab10.com-25098... Capabilities(0 Pub, 6 Sub) Online ANC,EPS

O » firesightisetest-fmc62.lab10.com-... Capabilities(0 Pub, 0 Sub) Offline ANC,EPS
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Testing pxGrid Integration with Java-based pxGrid Client

This section details the procedure for configuring java-based pxGrid solution vendors with ISE 2.1 with pxGrid using
the Internal CA for pxGrid operation. The solution vendor certificates will be generated by the ISE internal CA.

We will create the trust file keystore filename test008.jks and trust root store filename test008_root.jks, password for
both Ciscol123

If the ecosystem security solution does not support certificate encryption, the private key must be decrypted, below is
the procedure and use firepower certificate public private key-pair as example

Note: Firepower supports certificate encryption, we just use it here as a CLI example.

cp firepower.lablO.com_00-0c-29-80-27-8a.key firepower.lablO.com_00-0c-29-80-27-8a.key.org
openssl rsa -in firepower.lablO.com_00-0c-29-80-27-8a.key.org -out firepower.lablO.com_00-0c-29-80-27-8a.key

Step 1 Generate the pxGrid client certificate, here we use the certificate we created for Firepower.

Certificate Provisioning

Iwantto: *
Generate a single certificate (without a certificat...

Common Name (CN): *

johns-macbook-pro.lab10.com
MAC Address: *

00:0c:29:7a:34:b9
Choose Certificate Template: *

pxGrid_Certificate_Template

Description:

pxGrid Client
Certificate Download Format: *

Certificate in PEM format, Key in PKCS8 PE... (]

Certificate Password: *

Step 2 Download the certificate you should see:

7] CertificateServicesEndpointSubCA-ise21lab3_.cer

1 CertificateServicesNodeCA-ise21lab3_.cer

_J CertificateServicesRootCA-ise21lab3_.cer

1 johns-macbook-pro.lab10.com_00-0c-29-7a-34-b9.cer
johns-macbook-pro.lab10.com_00-0c-29-7a-34-b9.key

_1 lab10-WIN-N3OR1A7HOKL-CA_.cer
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Step 3 Concatenate files into one certificate

cat CertificateServicesEndpointSubCA-ise2llab3_.cer CertificateServicesRootCA-
ise2llab3_.cer CertificateServicesNodeCA-ise2llab3_.cer labl0-WIN-N3OR1A7H9KL-CA_ .cer > CAl.cer

Step 4 Create PKCS12 file

Note: The passphrase is the password that was typed when generating the certificates from the ISE internal CA

openssl pkcsl2 -export -out pxGrid.pl2 -inkey johns-macbook-pro.lablO.com_00-0c-29-7a-34-b9.key —in johns-
macbook-pro.labl0.com_00-0c-29-7a-34-b9.cer -chain -CAfile CAl.cer

Enter pass phrase for firepower.lablO.com_00-0c-29-80-27-8a.key: Ciscol23
Enter Export Password: Ciscol23
Verifying - Enter Export Password: Ciscol23

Step 5 Import PKCS file into keystore

keytool -importkeystore -srckeystore pxGrid.pl2 -destkeystore test008.jks -srcstoretype PKCS12

Enter destination keystore password: Ciscol23

Re-enter new password: Ciscol23

Enter source keystore password: Ciscol23

Entry for alias 1 successfully imported.

Import command completed: 1 entries successfully imported, 0 entries failed or cancelled

Step 6 Export CA root certificate from the ISE trusted certificate store PEM file converted to DER format

openssl x509 -outform der -in CAl.cer -out CAl.der

Step 7 Import the converted CA root certificate in DER format to trusted keystore

keytool -import -alias pxGridl -keystore test008_root.jks -file CAl.der
Enter keystore password: Ciscol23
Re-enter new password: Ciscol23
Owner: CN=Certificate Services Endpoint Sub CA - ise2llab3
Issuer: CN=Certificate Services Node CA - ise2llab3
Serial number: 109b2c4872244d9694707£48079b1446
valid from: Sun Jul 30 20:10:30 EDT 2017 until: Sun Jul 31 20:10:26 EDT 2022
Certificate fingerprints:
MD5: 3E:76:5C:6D:8C:26:3B:8F:5B:C4:C0:40:A4:3F:D4:B6
SHAl: 1B:BC:2A:65:44:1D:D3:D8:97:97:90:9B:25:27:23:16:C2:8D:62:5D
SHA256:
45:3C:E9:F7:83:25:A9:11:B9:AB:00:A8:BA:0E:B3:DC:0E:3E:40:28:C2:7C:8D:C8:78:54:8A:03:97:B9:01:74
Signature algorithm name: SHA256withRSA
Version: 3

Extensions:

#1: ObjectId: 2.5.29.35 Criticality=false
AuthorityKeyIdentifier [

KeyIdentifier [
0000: F4 7F 2E 7B D4 DB 5C 1A 74 09 51 EB 25 24 4E OF ...... \.t.Q.%$N.
0010: 74 7E 50 54 t.PT

1
[CN=Certificate Services Root CA - ise2llabl]
SerialNumber: [ 46c64293 c0d94c8c ba9d37£3 6830037d]

1
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#2: ObjectId: 2.5.29.19 Criticality=true
BasicConstraints:|

CA:true

PathLen:2147483647
1

#3: ObjectId: 2.5.29.15 Criticality=true
KeyUsage [

Key_CertSign
]

#4: ObjectId: 2.5.29.14 Criticality=false

SubjectKeyIdentifier [

KeyIdentifier [

0000: 0C 67 46 A2 FA Al 90 35 OE 51 02 A5 9F 46 13 36 .gF....5.0...F.6
0010: 1E DO 26 7F &

1

1

Trust this certificate? [no]: yes

Certificate was added to keystore

Step 8 Import the pxGrid client certificate into the trusted file keystore

keytool -import -alias pxGrid2 -keystore test008.jks -file johns-macbook-pro.lablO.com_00-0c-29-7a-34-b9.cer

Enter keystore password: Ciscol23

Certificate already exists in keystore under alias <1>
Do you still want to add it? [no]: yes

Certificate was added to keystore

Step 9 Import the CA root certificate to trusted root keystore

keytool -import -alias pxGrid3 -keystore test008_root.jks -file CAl.cer
Enter keystore password: Ciscol23

Certificate already exists in keystore under alias <macprol>

Do you still want to add it? [no]: yes

Certificate was added to keystore

Step 10 Import the CertificateServicesRoot certificate into trusted root keystore

keytool -import -alias pxGrid4 -keystore test008_root.jks -file CertificateServicesRootCA-ise2llab3_.cer

Enter keystore password: Ciscol23
Owner: CN=Certificate Services Root CA - ise2llab3
Issuer: CN=Certificate Services Root CA - ise2llab3
Serial number: 655ffcd9c3cd4fceB8462fdc6062cO0ead
Valid from: Sun Jul 30 20:10:13 EDT 2017 until: Sat Jul 31 20:10:13 EDT 2027
Certificate fingerprints:
MD5: E6:78:C1:87:BA:47:FE:FB:81:00:A6:40:81:28:57:1F
SHAl: 07:6B:0D:C7:C3:4F:39:9F:42:E7:2B:9F:33:0A:0D:55:3B:2E:D5:50
SHA256:

6F:1D:F6:81:D5:AB:CE:EB:72:A4:89:AD:70:BA:11:BD:49:48:57:16:F1:53:A5:1E:E2:34:2E:8D:FD:A5:2D:5B

Signature algorithm name: SHA256withRSA
Version: 3

Extensions:

#1: ObjectId: 2.5.29.19 Criticality=true
BasicConstraints:|

CA:true

PathLen:2147483647
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#2: ObjectId: 2.5.29.15 Criticality=true
KeyUsage [

Key_CertSign
]

#3: ObjectId: 2.5.29.14 Criticality=false

SubjectKeyIdentifier [

KeyIdentifier [

0000: 33 9E 4A 44 BB 04 1B B9 13 C8 F4 00 F8 DC F9 78 3.JDc.ecececenns X
0010: 6C 17 6F 00 l.o.

1

1

Trust this certificate? [no]: yes

Certificate was added to keystore

Step 11 Import the external CA root certificate into trusted root keystore

keytool -import -alias pxGrid5 -keystore test008_root.jks -file 1lablO-WIN-N3OR1A7H9KL-CA_.cer
Enter keystore password: Ciscol23
Owner: CN=1labl0-WIN-N3OR1A7H9KL-CA, DC=labl0, DC=com
Issuer: CN=1labl0-WIN-N3OR1A7H9KL-CA, DC=labl0, DC=com
Serial number: 6f£f0fce547462b29a4e866b88536b829d
Valid from: Mon Mar 28 20:33:59 EDT 2016 until: Sun Mar 28 20:43:58 EDT 2021
Certificate fingerprints:
MD5: 7E:6E:B2:3A:8F:00:17:19:F1:A9:23:C9:F5:C8:B8:25
SHAl: EA:01:AB:89:F4:A7:77:75:23:0A:29:81:10:D8:AA:F9:02:79:3B:CB
SHA256:
6A:4C:8E:76:FF:E8:8C:C5:1D:22:5B:ED:4C:E2:7E:8F:A3:55:C4:16:DA:D6:A4:4A:EA:27:47:RA4:87:77:25:42
Signature algorithm name: SHA256withRSA
Version: 3

Extensions:

#1: ObjectId: 1.3.6.1.4.1.311.21.1 Criticality=false
0000: 02 01 00

#2: ObjectId: 2.5.29.19 Criticality=true
BasicConstraints:|

CA:true

PathLen:2147483647
1

#3: ObjectId: 2.5.29.15 Criticality=false
KeyUsage [

DigitalSignature

Key_CertSign

Crl_Sign
]

#4: ObjectId: 2.5.29.14 Criticality=false

SubjectKeyIdentifier [

KeyIdentifier [

0000: 16 EB 8F 72 43 OF 41 9B 68 16 F9 12 10 7E 86 73 ...rC.A.h...... s
0010: 3F 01 1B E1l1 2.,

1

1

Trust this certificate? [no]: yes

Certificate was added to keystore
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Step 12 Run Session_download script or the ecosystem partner solution

Note: The session_download sample script is not required for testing. The security vendor should be able to download active session information if
supported in their configuration.

The session_download sample script is part of the pxGrid SDK(pxGrid 1.0) which can be downloaded from
https://developer.cisco.com/site/pxgrid/. You will need to register which is no cost. For script reference, please see:
https://communities.cisco.com/docs/DOC-68291

./session_download.sh -a 192.168.1.174,192.168.1.176 -u pxGridClient -k test008.jks -p Ciscol23 -t
test008_root.jks -q Ciscol23
——————— properties --—---—-

version=1.0.4.19

hostnames=192.168.1.174,192.168.1.176

username=pxGridClient

password=

group=Session

description=null

keystoreFilename=test008. jks

keystorePassword=Richard08

truststoreFilename=test008_root. jks

truststorePassword=Richard08
Connecting...
13:21:36.347 [main] INFO com.cisco.pxgrid.Configuration - Connecting to host 192.168.1.174
13:21:37.443 [main] INFO com.cisco.pxgrid.Configuration - Connected OK to host 192.168.1.174
13:21:37.444 [main] INFO com.cisco.pxgrid.Configuration - Client Login to host 192.168.1.174
13:21:37.814 [main] INFO com.cisco.pxgrid.Configuration - Client Login OK to host 192.168.1.174
Connected
Filters (ex. '1.0.0.0/255.0.0.0,1234::/16...' or <enter> for no filter):
Start time (ex. '2015-01-31 13:00:00' or <enter> for no start time):
End time (ex. '2015-01-31 13:00:00' or <enter> for no end time):
pxGrid controller version=1.0.3.32
Going to url:https://ise2llab3.labl0.com:8910/pxgrid/mnt/sd/getSessionListByTime
Session={ip=[192.168.1.232], Audit Session Id=0A0000010000002E0105D9DB, UserName=00:50:56:86:61:7F,
MacAddresses=[00:50:56:86:61:7F], State=STARTED, EndpointProfile=VMWare-Device, NAS IP=192.168.1.3, NAS
Port=GigabitEthernetl1/0/10, RADIUSAVPairs=[ Acct-Session-Id=00000032], Posture Status=null, Posture
Timestamp=, LastUpdateTime=Fri Oct 20 13:22:20 EDT 2017, Session attributeName=Authorization_Profiles,
Session attributeValue=PermitAccess, Providers=[]}
Session={ip=[192.168.1.222], Audit Session Id=0A0000010000001300025A0B, UserName=00:50:56:86:DE:2E,
MacAddresses=[00:50:56:86:DE:2E], State=STARTED, EndpointProfile=VMWare-Device, NAS IP=192.168.1.3, NAS
Port=GigabitEthernet1/0/10, RADIUSAVPairs=[ Acct-Session-Id=00000016], Posture Status=null, Posture
Timestamp=, LastUpdateTime=Fri Oct 20 13:22:18 EDT 2017, Session attributeName=Authorization_Profiles,
Session attributeValue=PermitAccess, Providers=[]}

Step 13 Disable pxGrid primary, pxGrid secondary will come up.

./session_download.sh -a 192.168.1.174,192.168.1.176 -u pxGridClient -k test008.jks -p Richard08 -t
test008_root.jks -q Richard08

——————— properties —--—--—-
version=1.0.4.19
hostnames=192.168.1.174,192.168.1.176
username=pxGridClient
password=
group=Session
description=null
keystoreFilename=test008. jks
keystorePassword=Richard08
truststoreFilename=test008_root. jks
truststorePassword=Richard08

Connecting...

13:39:14.427 [main] INFO com.cisco.pxgrid.Configuration - Connecting to host 192.168.1.174
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13:39:40.691 [main] ERROR com.cisco.pxgrid.Configuration - Failed to connect to host The following addresses
failed: '192.168.1.174:5222' failed because java.net.ConnectException: Operation timed out192.168.1.174
13:39:40.691 [main] INFO com.cisco.pxgrid.Configuration - Connecting to host 192.168.1.176
13:39:41.985 [main] INFO com.cisco.pxgrid.Configuration - Connected OK to host 192.168.1.176
13:39:41.985 [main] INFO com.cisco.pxgrid.Configuration - Client Login to host 192.168.1.176
13:39:42.264 [main] INFO com.cisco.pxgrid.Configuration - Client Login OK to host 192.168.1.176
Connected

Filters (ex. '1.0.0.0/255.0.0.0,1234::/16...' or <enter> for no filter):

Start time (ex. '2015-01-31 13:00:00' or <enter> for no start time):

End time (ex. '2015-01-31 13:00:00' or <enter> for no end time):

pxGrid controller version=1.0.3.32

Going to url:https://ise2llab4.labl0.com:8910/pxgrid/mnt/sd/getSessionListByTime
Session={ip=[192.168.1.232], Audit Session Id=0A0000010000002E0105D9DB, UserName=00:50:56:86:61:7F,
MacAddresses=[00:50:56:86:61:7F], State=STARTED, EndpointProfile=VMWare-Device, NAS IP=192.168.1.3, NAS
Port=GigabitEthernetl1/0/10, RADIUSAVPairs=[ Acct-Session-Id=00000032], Posture Status=null, Posture
Timestamp=, LastUpdateTime=Fri Oct 20 13:22:20 EDT 2017, Session attributeName=Authorization_ Profiles,
Session attributeValue=PermitAccess, Providers=[]}

Session={ip=[192.168.1.222], Audit Session Id=0A0000010000001300025A0B, UserName=00:50:56:86:DE:2E,
MacAddresses=[00:50:56:86:DE:2E], State=STARTED, EndpointProfile=VMWare-Device, NAS IP=192.168.1.3, NAS
Port=GigabitEthernetl1/0/10, RADIUSAVPairs=[ Acct-Session-Id=00000016], Posture Status=null, Posture
Timestamp=, LastUpdateTime=Fri Oct 20 13:22:18 EDT 2017, Session attributeName=Authorization_ Profiles,
Session attributeValue=PermitAccess, Providers=[]}

Step 14 Select Administration->pxGrid Services to verify the pxGrid client appears

‘tluthe  Identity Services Engine Home  » ContextVisbilty  » Operations  » Policy (Rt

» System  » Identity Management  » Network Resources  » Device Portal Management = pxGrid Services = » Feed Service  » PassivelD  » Threat Centric NAC

m Capabilities Live Log Settings

fEnable @ Disable (QApprove @ Group W Dediine () Delete ~

i Total Pending Approval(0) v 1-7Tof7 Show 25 v perpage Page |1 ~

O Client Name Client Description Capabilities Status Client Group(s) Auth Method Log

O » ise-mnt-ise21lab4 Capabilities(2 Pub, 1 Sub) Online Administrator Certificate View
O » ise-mnt-ise21lab3 Capabilities(2 Pub, 1 Sub) Online Administrator Certificate View
O » ise-admin-ise21lab4 Capabilities(1 Pub, 1 Sub) Online Administrator Certificate View
O » ise-admin-ise21lab3 Capabilities(4 Pub, 2 Sub) Online Administrator Certificate View
O » iseagent-fmc62.1ab10.com-25098... Capabilities(0 Pub, 0 Sub) Offline ANC,EPS Certificate View
a» firesightisetest-fmc62.lab10.com-... Capabilities(0 Pub, 0 Sub) Offline ANC,EPS Certificate View
a» pxgridclient Capabilities(0 Pub, 0 Sub) Offline Session Certificate View
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Deploying pxGrid ISE 2.0/2.1 with External CA Certificates

This section describes the details for deploying pxGrid with ISE 2.0 using an external CA Server. The ISE pxGrid
nodes will need to be signed by the extern al CA Server using a customized template with an EKU of both client and
server certificates.

Generating CSR requests for ISE nodes

You can generate CSR request for the ISE nodes using the “admin” purpose and getting them signed by the external
CA using the “web server” template. You would also need to create an additional certificate for the Primary Admin,
Secondary Admin, Primary MNT and secondary MNT nodes to support pxGrid operation. This also goes for the
primary and secondary pxGrid nodes.

As an alternative you can create one certificate using the “admin” purpose and getting them signed by the external CA
using the customized pxGrid template. By selecting “admin” purpose this will include pxGrid.

Generating CSR requests using admin node and pxGrid certificate

Step 1 Select Administration->System->Certificates->Certificate Signing Requests->Generate Certificate
Signing Request->Usage “admin”-> select Node

‘el Identity Services Engine Home  » ContextVisbilty  » Operations  » Poicy BRI

~System  » Identity Management  » Network Resources b Device Portal Management ~ pxGrid Services  » Feed Service  » PassivelD  » Threat Centric NAC

Deployment  Licensing  ~Certificates  » Logging  » Maintenance  Upgrade  Backup & Restore  » Admin Access  » Settings
—

o Node(s)
~ Certificate Management Generate CSR's for these Nodes:
Overview Node CSR Friendly Name
System Certificates ise21lab1 ise21lab1#Admin

Endpoint Certificates

Trusted Certificates
Subject

OCSP Client Profile

Common Name (CN) ‘ $FODN$ | {

Certificate Signing Requests

Certificate Periodic Check Setti... Organizational Unit (OU) l I

» Certificate Authority

Organization (O) l I

city ) | |
State (ST) | |
) E—
Subject Alternative Name (SAN) [ DNS Name ~| [ise21lab1.lab10.com 1

* Key Length
* Digest to Sign With |SHA-256 M
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Step 1
Step 2

Step 3
Step 4
Step 5

Step 6
Step 7

Select Generate
Export the PEM File into Advanced User’s Request window and specify the customized pxGrid template

Microsoft Active Directory Certificate Services - lab10-WIN-N3OR1A7HOKL-CA

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-64-encoded CMC or PKCS
Request box.

Saved Request:

P34d0Z7ZXNbOEOAGOuKawQSZcus 9d00UOMItdbEK
Eea:;—cs:t—ee:e?::;: w45IkvHvV261aRoSORQpOMuSUSi9rRuasB+2Cx0£f

dfDIrmPDNIx6SD1KAIRFxUlgHXxDHEUu+9QvyI ORRD
(CMC or 0iwFB2/£Syk1XrKDGEghSBvuNII1CoJLkt15iuNh
PKCS #10 or 60c++U915cshUkdFyImbkraK6MPzog==
PKCS#7):  |aeeee END CERTIFICATE REQUEST-----

Certificate Template:
pxGrid_User B

Additional Attributes:

Attributes: J

Submit >

Select Submit
Download in Base 64 encoded format
Download the CA root certificate

Microsoft Active Directory Certificate Services - lab10-WIN-N3OR1A7H9KL-CA

Download a CA Certificate, Certificate Chain, or CRL

To trust certificates issued from this certification authority, install this CA certificate.
To download a CA certificate, certificate chain, or CRL, select the certificate and encoding method.

CA certificate:

Current [lab10-WIN-N30OR1A7HSKL-CA]

Encoding method:

“DER

©Base 64
Install CA certificate
Download CA certificate
Download CA certificate chain
Download latest base CRL
Download latest delta CRL

Select Download CA Certificate

Import CA root certificate into ISE trusted certificate store

Select Administration->System->Certificates->Certificate Management->Trusted Certificates-
>Import->CAroot certificate->
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» Context Visibility » Operation: ~ Administration
~System | » Identity Management  » Network Resources  » Device Portal Management  pxGrid Services  » Feed Service  » PassivelD
Deployment  Licensing  ~Certificates  » Logging  » Maintenance  Upgrade  Backup & Restore  » Admin Access  » Settings
(<]

~ Certificate Management

Overview

System Certificates
Endpoint Certificates
Trusted Certificates

OCSP Client Profile
Certificate Signing Requests

Certificate Periodic Check Setti...

» Certificate Authority

Select Submit
You should see:

Step 8
Step 9

Identity Services Engine

Home » Context Visibility

Import a new Certificate into the Certificate Store

* Certificate File Browse...  root.cer

» Threat Centric NAC

Friendly Name |

Trusted For: ;
Trust for authentication within ISE
[CJ Trust for client authentication and Syslog

[] Trust for authentication of Cisco Services

[[] Vvalidate Certificate Extensions

Description |

siome JETN

» Operations » Policy ~ Administration

~System | » Identity Management  » Network Resources  » Device Portal Management  pxGrid Services  » Feed Service » PassivelD  » Threat Centric NAC
Deployment  Licensing  ~Certificates  » Logging  » Maintenance  Upgrade  Backup & Restore  » Admin Access  » Settings
(]
~ Certificate Management Trusted Certificates

Overview / Edit dhimport | @y Export | ) Delete O View Show |8
System Certificates [J Friendly Name | Status Trusted For Serial Number Issued To Issued By Valid From Exp
Endpoint Certificates [J Battimore CyberTrust Root Enabled Cisco Services 02000089 Baltimore CyberTrust R... Baltimore CyberTrustR... Fri, 12 May 2000 Mor
Trusted Certificates [0 ciscoca Manufacturing @ Disabled g;zapsolrl::ure B6A 6967 B30000... CiscoManufacturing CA  Cisco Root CA 2048 Fri, 10 Jun 2005 Mor
OCSP Client Profile [ Cisco Manufacturing CA SHA2 Eraeg  ChoPomts 02 Cisco Manufacturing C...  Cisco Root CAM2 Mon, 12Nov2012  Thu
Certificate Signing Requests [ cisco Root CA 2048 @ Disabled E?:’a‘;ox:;ure SFF87B282B54... Cisco Root CA 2048 Cisco Root CA 2048 Fri, 14 May 2004 Mor
Certificate Periodic Check Setti... [ cisco Root CA M2 Enabled E?;?ngure 01 Cisco Root CA M2 Cisco Root CA M2 Mon, 12 Nov 2012 Thu
} Certificate Authority [J DST Root CA X3 Certificate Authority Enabled Cisco Services 44 AFBOBOD6A... DST Root CAX3 DST Root CA X3 Sat, 30 Sep 2000 Thu
12b10-WIN-N3OR1A7THIKL-CA#lab10-WIN-N3OR1... [ Enabled Infrastructure BFOFCES54746... 1ab10-WIN-N3ORTA7H... 1ab10-WIN-N3OR1A7H... Tue, 29 Mar 2016 Mor

O
[J Thawte Primary Root CA Enabled Cisco Services 344ED55720D... thawte Primary Root CA  thawte Primary Root CA  Fri, 17 Nov 2006 Wex
[J VeriSign Class 3 Public Primary Certification Authority Enabled Cisco Services 18 DAD19E267... VeriSign Class 3 Public... VeriSign Class 3 Public... Wed, 8 Nov 2006 Wex
[J Verisign Class 3 Secure Server CA - G3 Enabled Cisco Services BECC7AA5AT70... VeriSign Class 3 Secur... VeriSign Class 3 Public... Mon, 8 Feb 2010 Fri,
Step 10 Bind the Identity Certificate to the CSR request
. e . . . . . .
Select->Administration->System->Certificates->Certificate Management->Certificate Signing
Request (CSR)->Select the node
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'L'.',';L" Identity Services Engine Home » Context Visibility » Operations (2@l ~ Administration » Work Centers

~System | » Identity Management  » Network Resources  » Device Portal Management  pxGrid Services  » Feed Service » PassivelD  » Threat Centric NAC

Deployment  Licensing  ~Certificates  » Logging  » Maintenance  Upgrade  Backup & Restore  » Admin Access  » Settings

(<]
~ Certificate Management Certificate Signing Requests
v
System Certificates A Certificate Signing Requests (CSRs) must be sent to and signed by an external authority. Click "export" to download one or more CSRs so that they may be ¢
signed, click "bind" to bind the request to the signed certificate issued by that authority. Once a CSR is bound, it will be removed from this list.
Endpoint Certificates
Trusted Certificates JoView @vBxport | ¥ Delete [ Bind Certificate |
OCSP Client Profile [] Friendly Name Certificate Subject Key Length Portal group tag = Timestamp
Certificate Signing Requests ise21lab1#Admin CN=ise21lab1.lab10.com 2048 Tue, 17 Oct 2017
Certificate Periodic Check Setti...

» Certificate Authority

Step 11 Upload the identity certificate

cisco ldentity Services Engine Home » Context Visibility » Operations A ~ Administration

~System = » Identity Management  » Network Resources  » Device Portal Management  pxGrid Services » Feed Service » Passivell

Deployment  Licensing  ~Certificates  » Logging  » Maintenance  Upgrade  Backup & Restore  » Admin Access  » Settings
I

(<]
~ Certificate Management Bind CA Signed Certificate
Overview * Certificate File = Browse... | ise210a.cer
System Certificates
Endpoint Certificates Friendly Name | i
Trusted Certificates .
Validate Certificate Extensions [ i
OCSP Client Profile
Certificate Signing Requests
Usage
Certificate Periodic Check Setti...
» Certificate Authority Admin: Use certificate to authenticate the ISE Admin Portal

s [T

Step 12 Select Submit
Step 13 When you see the following message, select Yes

Enabling Admin role for this certificate will cause an
application server restart on the selected node.

Note: Make sure required Certificate Chain is imported under

Trusted Certificates
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Step 14 You should see following

The certificate you are importing or generating matches an
existing certificate. (Both certificates have the same subject.)
If you proceed, the existing certificate will be replaced, and
the new certificate will be given the same roles and Portal
tag, if applicable, as the existing certificate.

Do you wish to replace the existing certificate?

Step 15  The system will restart

Step 16 When the system comes up, login

Step 17 Select administration->System->Certificates->Certificate management->System Certificates
Step 18  You should see:

“thalie Identity Services Engine Home  » ContextVisbilty  » Operations  » Policy (R R UGl * Work Centers

~System | » Identity Management  » Network Resources  » Device Portal Management  pxGrid Services  » Feed Service  » PassivelD  » Threat Centric NAC

Deployment  Licensing  ~Certificates » Logging » Maintenance  Upgrade Backup & Restore  » Admin Access  » Settings

(<]
~ Certificate Management System Certificates ), For disaster recovery it is recommended to export certificate and private key pairs of all system certificates.

Overview / Edit | (4 Generate Self Signed Certificate | (4= Import | @> Export (¥ Delete || JO View

System Certificates Friendly Name Used By Portal group tag Issued To Issued By

Endpoint Certificates ¥ ise21lab
Default self-signed saml serv

Trusted Certificates )] ercertificate - CN=SAML_ise SAML SAML_ise21lab1.lab10.com SAML_ise21lab1.lab10.com
21lab1.lab10.com

OCSP Client Profile EAP
ise21lab1.lab10.com,ise21la - .

Certificate Signing Requests ) bilabl0.com#ani0-WIN-NG Aunentoaton, - Default Portal Certicate  jgg2qian1 Jab10.com 10 WINNSORIATHIKL
OR1A7HOKL-CA#00001 xGri ! ! p

Certificate Periodic Check Setti... pxCrid
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Generating CSR requests for admin node certificate for pxGrid operation

Step 1

Step 2
Step 3

Select Administration->System->Certificates->Certificate Signing Requests->Generate Certificate
Signing Request->Usage “admin”-> select Node

» Identity Services Engine Home  » ContextVisbilty  » Operations  » Policy [ERFNNEIEEY

~ System » Identity Management  » Network Resources  » Device Portal Management  pxGrid Services  » Feed Service  » PassivelD  » Threat Centric NAC

Deployment  Licensing  ~Certificates  » Logging » Maintenance  Upgrade  Backup & Restore  » Admin Access  » Settings

o Usage
~ Certificate Management Certificate(s) will be used for |Admin M
Overview Allow Wildcard Certificates [ @
System Certificates Node(s)
Endpoint Certificates Generate CSR's for these Nodes:
Trusted Certificates 3
Node CSR Friendly Name
OCSP Client Profile
7 I ; ;
Certficate Signing Requests ise21lab2 ise21lab2#Admin
Certificate Periodic Check Setti...
Subject

» Certificate Authority

Common Name (CN) | $FODN$ | i

Organizational Unit (OU) | |

Organization (O) | |

City (L) | |

State (ST) | |

S —

Subject Alternative Name (SAN) | DNS Name vI Iise21lab2.lab10.com i

Select Generate
Export the PEM File into Advanced User’s Request window and specify the customized pxGrid template
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Microsoft Active Directory Certificate Services - lab10-WIN-N3OR1A7HOKL-CA

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-64-encoded CMC or PKCS
Request box.

Saved Request:

sWvG5G31paPKh2wldP+nsAmP3SasM69/cL8sIj0a
E:rst:iﬁ::eco:ees(: Sbtg0jvEquVwyYtSiYUp7r+e2/VT9vTg9upODX4E
q 2250ZNwwwcsBln2Lgb5iYAELzDLnK10FRDIFQpra

(CMC or YOB£2NY/u5mb/UovsU0ctrDC1LIIp7IcLTFw0eJ9
PKCS#100r  |iungRFO1+sr0J460HhRRhZ3aUrcviR41keLYGOW
PKCS #7):  |aaaao END CERTIFICATE REQUEST-=w=-
Certificate Template:

Web Server

Additional Attributes:

Attributes:

Submit >

Step 4 Select Submit
Step 5 Download in Base 64 encoded format
Step 6 Download the CA root certificate

Microsoft Active Directory Certificate Services - lab10-WIN-N3OR1A7H9KL-CA

Download a CA Certificate, Certificate Chain, or CRL

To trust certificates issued from this certification authority, install this CA certificate.
To download a CA certificate, certificate chain, or CRL, select the certificate and encoding method.

CA certificate:
Current [lab10-WIN-N3OR1A7HIKL-CA]

Encoding method:
“DER

©Base 64
Install CA certificate
Download CA certificate
Download CA certificate chain
Download latest base CRL
Download latest delta CRL

Step 7 Select Download CA Certificate

Step 8 Import CA root certificate into ISE trusted certificate store
Select Administration->System->Certificates->Certificate Management->Trusted Certificates-
>Import->CAroot certificate->
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» Context Visibility » Operation: ~ Administration

~System | » Identity Management  » Network Resources  » Device Portal Management  pxGrid Services  » Feed Service  » PassivelD  » Threat Centric NAC

Deployment  Licensing  ~Certificates  » Logging  » Maintenance  Upgrade  Backup & Restore  » Admin Access  » Settings
——

(<]
~ Certificate Management Import a new Certificate into the Certificate Store
* Certificate File Browse...  root.cer

Overview

System Certificates Friendly Name |

Endpoint Certificates Trusted For: ;

Trusted Certificates

Trust for authentication within ISE
OCSP Client Profile
[CJ Trust for client authentication and Syslog

Certificate Signing Requests

Certificate Periodic Check Setti.... [] Trust for authentication of Cisco Services
» Certificate Authority [[] Vvalidate Certificate Extensions

Description |

siome JETN

Step 9 Select Submit
Step 10 You should see:

Identity Services Engine Home  » ContextVisbilty ~ » Operations  » Policy [EEgNINSERY License Waming &

~System | » Identity Management  » Network Resources  » Device Portal Management  pxGrid Services  » Feed Service » PassivelD  » Threat Centric NAC

Deployment  Licensing  ~Certificates  » Logging  » Maintenance  Upgrade  Backup & Restore  » Admin Access  » Settings
—

(]
~ Certificate Management Trusted Certificates
Overview / Edit dhimport | @y Export | ) Delete O View Show |8
System Certificates [J Friendly Name | Status Trusted For Serial Number Issued To Issued By Valid From Exp
Endpoint Certificates [J Battimore CyberTrust Root Enabled Cisco Services 02000089 Baltimore CyberTrust R... Baltimore CyberTrustR... Fri, 12 May 2000 Mor
” ; o Infrastructure » N . .
Trusted Certificates [0 ciscoca Manufacturing @ Disabled Endpoints B6A 6967 B30000... CiscoManufacturing CA  Cisco Root CA 2048 Fri, 10 Jun 2005 Mor
; Endpoints . .
OCSP Client Profile [ cisco Manufacturing CA SHA2 Enabled  |EOPOT o 02 Cisco Manufacturing C...  Cisco Root CAM2 Mon, 12Nov2012  Thu
- . Endpoints - - -
Certificate Signing Requests [ cisco Root CA 2048 @ Disabled e SFF87B282B54... Cisco Root CA 2048 Cisco Root CA 2048 Fri, 14 May 2004 Mor
Certificate Periodic Check Setti... [J cisco Root CAM2 Enabled E?;?l;zgure 01 Cisco Root CA M2 Cisco Root CA M2 Mon, 12 Nov 2012 Thu
} Certificate Authority [J DST Root CA X3 Certificate Authority Enabled Cisco Services 44 AFBOBOD6A... DST Root CAX3 DST Root CA X3 Sat, 30 Sep 2000 Thu
[ 1ab10-WIN-N3OR1ATHIKL-CA#iab10-WIN-N3OR1... Enabled Infrastructure BFOFCES54746... lab10-WIN-N3ORTA7H... 1ab10-WIN-N3OR1A7H... Tue, 29 Mar 2016 Mor
[J Thawte Primary Root CA Enabled Cisco Services 344ED55720D... thawte Primary Root CA  thawte Primary Root CA  Fri, 17 Nov 2006 Wex
[J VeriSign Class 3 Public Primary Certification Authority Enabled Cisco Services 18 DAD19E267... VeriSign Class 3 Public... VeriSign Class 3 Public... Wed, 8 Nov 2006 Wex
[J Verisign Class 3 Secure Server CA - G3 Enabled Cisco Services BECC7AA5AT70... VeriSign Class 3 Secur... VeriSign Class 3 Public... Mon, 8 Feb 2010 Fri,

Step 11 Bind the Identity Certificate to the CSR request
Select->Administration->System->Certificates->Certificate Management->Certificate Signing
Request (CSR)->Select the node

Identity Services Engine Home ) ContextVisibiity ~ » Operations  » Policy [N UE e e License Waming A

~System » Identity Management  » Network Resources  » Device Portal Management  pxGrid Services  » Feed Service  » PassivelD  » Threat Centric NAC

Deployment  Licensing v Certificates  » Logging ~ » Maintenance ~ Upgrade ~ Backup & Restore  » Admin Access b Settings

(]
~ Certificate Management Certificate Signing Requsts
Overview Generate Certificate Signing Requests (CSR)
System Certficates A Certificate Signing Requests (CSRs) must be sent to and signed by an extenal authority. Click "export” to download one or more CSRs so that they may be signed by an external authority. After a request has been
signed, click "bind" to bind the request to the signed certificate issued by that authority. Once a CSR is bound, it will be removed from this list.
Endpoint Certficates
Trusted Certificates JOView @>Bxport | X Delete [ Bind Certificate | sow[m__ ||
OCSP Client Profile [ Friendly Name Certificate Subject Key Length Portal group tag | Timestamp « | Host
Certificate Signing Requests ise21lab2#Admin CN=ise21lab2.lab10.com 2048 Wed, 18 Oct 2017 ise21lab2
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Step 12 Upload the identity certificate

‘thul Identity Services Engine Home  » ContextVisbiity  » Operations  » Policy [REtLliSC Ul * Work Centers
~System | » Identity Management  » Network Resources b Device Portal Management  pxGrid Services  » Feed Service  » PassivelD

Deployment  Licensing  vCertificates  » Logging  » Maintenance  Upgrade  Backup & Restore  » Admin Access  » Settings

(<]
~ Certificate Management Bind CA Signed Certificate
Overview * Certificate File Browse...  ise21lab2.cer
System Certificates
Endpoint Certificates Friendly Name | i
Trusted Certificates i
Validate Certificate Extensions [ i
OCSP Client Profile
Certificate Signing Requests
Usage
Certificate Periodic Check Setti...
» Certificate Authority Admin: Use certificate to authenticate the ISE Admin Portal

Csuome TN

Step 13 Select Submit
Step 14 When you see the following message, select Yes

@ Enabling Admin role for this certificate will cause an
application server restart on the selected node.

Note: Make sure required Certificate Chain is imported under

Trusted Certificates
Bl (0]

Step 15 You should see following

& The certificate you are importing or generating matches an
existing certificate. (Both certificates have the same subject.)
If you proceed, the existing certificate will be replaced, and
the new certificate will be given the same roles and Portal
tag, if applicable, as the existing certificate.

Do you wish to replace the existing certificate?

& [Ty
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Step 16 The system will restart
Step 17 When the system comes up, login

Step 18  Select administration->System->Certificates->Certificate management->System Certificates
Step 19 You should see

fuhe  Identity Services Engine Home  » ContextVisbilty  » Operations  » Policy [ERFNLIEE License Waming A

~System | » Identity Management  » Network Resources  » Device Portal Management ~ pxGrid Services  » Feed Service  » PassivelD  » Threat Centric NAC Launch visibility setup wizard
Deployment  Licensing  ~Certificates  » Logging  » Maintenance  Upgrade  Backup & Restore  » Admin Access  » Settings

— Server Information
(<]

Certificate Management System Certificates ), For disaster recovery it is recommended to export certificate and private key pairs of all system certificates.

Overview / Edit | [ Generate Self Signed Certificate | (= Import | @ Export |3 Delete | JO View

System Certificates Friendly Name Used By Portal group tag Issued To Issued By Valid From Expiration Date
Endpoint Certificates Vv ise21lab2

Default self-signed saml ser
Trusted Certificates ~)  vercertificate - CN=SAML_i SAML SAML_ise21lab2.lab10.com SAML_ise21lab2.lab10.com Wed, 18 Oct 2017 Thu, 18 Oct 2018

se21lab2.lab10.com
ise21lab2.lab10.com,ise21la EAP
b2.1ab10.com#lab10-WIN-N  Authentication,
30R1A7HIKL-CA#00001 Admin, Portal

OCSP Client Profile
Default Portal Certificate
Group (i

ise21lab2.1ab10.com CHI0-WIN-NSORTATHIKL: e, 18 Oct 2017 Fri, 18 Oct 2019

Certificate Signing Requests
Certificate Periodic Check Setti...

Certificate Authority

Step 20  Select Administration->System->Certificates->Certificate Management->CSR, select pxGrid, and
OU field

il Identity Services Engine Home  » ContextVisbilty  » Operations  » Policy [ERglN Ll * Work Centers
~System | » Identity Management  » Network Resources b Device Portal Management ~ pxGrid Services  » Feed Service  » PassivelD  » Threat Centric NAC
Deployment  Licensing  ~Certificates  » Logging  » Maintenance  Upgrade  Backup & Restore  » Admin Access  » Settings

——

o Usage

Certificate Management Certificate(s) will be used for | pxGrid v

Overview Node(s)

Generate CSR's for these Nodes:
System Certificates

Endpoint Certificates Node CSR Friendly Name
Trusted Certificates ise21lab2 ise21lab2#pxGrid
OCSP Client Profile
Certificate Signing Requests Subject
Certificate Periodic Check Setti...
Common Name (CN) [ $FODNs J i
Certificate Authority
Organizational Unit (OU) [ Enaineerina |
Organization () | |
city (L) | |
State (ST) | |

e —

Subject Alternative Name (SAN) ~| [ise2lab2.ab10.com i

Step 21 Select Generate
Step 22 Export the PEM File into Advanced User’s Request window and specify the customized pxGrid template
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Microsoft Active Directory Certificate Services -- lab10-WIN-N3OR1A7HOKL-CA

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-64-encoded CMC or PKCS #
Request box.

Saved Request:
Base-64-encoded EWMVCersw3HguSIIOF/UdHJLLyp/0GVtdNOLC52G

SUpHCVPc2MArhI13q29Drzvj9INYRglCU9yfa/gikK
Q100roOCCglDfKj5Y1010V+B52z91U9PBLEIRS08y

certificate request

(CMC or yhUNgbA4JKmctRIHFPaZbPAEEYSHWIXRfob9mpTa
PKCS #10 or UlxM
PKCS #7). |aeaee END CERTIFICATE REQUEST--—w-

Certificate Template:
pxGrid_User

Additional Attributes:

Attributes:

Submit >

Step 23 Select Submit
Step 24  Download in Base 64 encoded format

Step 25  Bind the Identity Certificate to the CSR request
Select->Administration->System->Certificates->Certificate Management->Certificate Signing
Request (CSR)->Select the node

‘tluel Identity Services Engine Home  » ContextVisibiity  » Operations  » Policy |[IRg I ety License Waming &

~System » Identity Management  » Network Resources  » Device Portal Management  pxGrid Services  » Feed Service » PassivelD  » Threat Centric NAC

Deployment Licensing  ~Certificates  » Logging  » Maintenance  Upgrade  Backup & Restore  » Admin Access  » Settings

~ Certificate Management Certificate Signing Requests
Overview Generate Certificate Signing Requests (CSR)
System Certificates A Certificate Signing Requests (CSRs) must be sent to and signed by an external authority. Click "export” to download one or more CSRs so that they may be signed by an external authority. After a request has been

signed, click “bind” to bind the request to the signed certificate issued by that authority. Once a CSR is bound, it will be removed from this list.
Endpoint Certificates

Trusted Certificates JOView @Bport X Delete [ Bind Certificate | show[w_ ~||Q
OCSP Client Profile [ Friendly Name Certificate Subject Key Length Portal group tag | Timestamp 4 Host

Certificate Signing Requests ise21lab2#pxGrid CN=ise21lab2.lab10.com,OU=En... 2048 Wed, 18 Oct 2017 ise21lab2

Certificate Periodic Check Set..

» Certificate Authority

Step 26 Upload the identity certificate
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‘tluthe Identity Services Engine Home  » ContextVisbiity  » Operations  » Policy [Nl eIy

~System | » Identity Management  » Network Resources  » Device Portal Management  pxGrid Services  » Feed Service  » PassivelD

Deployment  Licensing  ~Certificates » Logging » Maintenance  Upgrade Backup & Restore  » Admin Access  » Settings

(<]
~ Certificate Management Bind CA Signed Certificate
Overview * Certificate File =~ Browse...  ise21lab2px.cer
System Certificates
Endpoint Certificates Friendly Name | i
Trusted Certificates
Validate Certificate Extensions [ @
OCSP Client Profile
Certificate Signing Requests
Usage
Certificate Periodic Check Setti...
» Certificate Authority pxGrid: Use certificate for the pxGrid Controller

m [ cancel |

Step 27  Select Submit
Step 28  You should see the ISE identity certificate signed by the external CA server and the pxGrid certificate
signed by the external CA server

Identity Services Engine Home  » Context Visibility » Operations N  ~ Administration » Work Centers
~System | » Identity Management  » Network Resources  » Device Portal Management  pxGrid Services  » Feed Service » PassivelD  » Threat Centric NAC

Deployment  Licensing  ~Certificates  » Logging » Maintenance  Upgrade Backup & Restore  » Admin Access  » Settings

(<]
~ Certificate Management System Certificates , For disaster recovery it is recommended to export certificate and private key pairs of all system certificates.
Overview / Edit | [k Generate Self Signed Certificate | (5> Import | @ Export |3 Delete || O View
System Certificates Friendly Name Used By Portal group tag Issued To Issued By
Endpoint Certificates v ise21lab2
Default self-signed saml ser
Trusted Certificates B ver certificate - CN=SAML_i SAML SAML_ise21lab2.lab10.com SAML_ise21lab2.lab10.com
OCSP Client Profil se21lab2.lab10.com
ient Profile . :
_ ERAERAReTiEeAln (2 Default Portal Certificate ab10-WIN-N3OR1A7HEKL-
Certificate Signing Requests b2.l1ab10.com#lab10-WIN-N  Authentication, Group (i ise21lab2.lab10.com CcA
30R1A7HSKL-CA#00001 Admin, Portal
Certificate Periodic Check Setti... ise21lab2.lab10.com,ise2lab g .
- 2Jab10.com#ab10-WIN-N3 pxGrid ise21lab2.lab10.com g INNSORIATHEIL
» Certificate Authority OR1A7HIKL-CA#00002

Step 29  Verify that the published nodes appear and there is connectivity to the pxGrid node
Select Administration->pxGrid Services

* Identity Services Engine Home  » ContextVisbity  » Operations  » Policy [EEFNIISTIGIME » Work Centers License Waming 4

» System  » Identity Management  » Network Resources  » Device Portal Management = pxGrid Services | » Feed Service » PassivelD  » Threat Centric NAC

BE=T  copabiities  Livelog  Settings

ofEnable (@ Disable (@Approve @ Group W Dedline €9 Delete v &) Refresh | Total Pending Approval(0) + 1-2012  Show |25 +| perpage Page |1 =

O Client Name Client Description Capabilities Status Client Group(s) Auth Method Log
O » ise-admin-ise21lab2 Capabilities(4 Pub, 2 Sub) Online Administrator Certificate View
O » ise-mnt-ise21lab2 Capabilities(2 Pub, 1 Sub) Online Administrator Certificate View
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Step 30  Based on either method you choose, complete the same steps for all of the ISE nodes

Note: In your deployment scenario, there needs to be an additional certificate for pxGrid for the ISE Primary Admin, Secondary Admin, Primary
MNT and secondary MNT nodes to support pxGrid operations in addition to the pxGrid certificates on the ISE pxGrid nodes.

You can create a customized template for supporting pxGrid Certificate Signing Requests (CSR) using “admin” purpose, this way no additional
pxGrid certificate is necessary or you can follow step 1 and create an additional pxGrid certificate

Registering ISE pxGrid Nodes.

Step 1 You would need to create customized templates for the ISE admin, ISE MNT nodes and pxGrid nodes CSR
request. This customized template must contain an EKU of both client and server authentication. Please
Customized pxGrid Template under References

Note: You also create a certificate specifically for pxGrid. If you go down this route, you would need to change the OU field in the CSR request and
ensure that is not the same name if the admin Certificate Signing Requests (CSR).

Generating pxGrid Client Certificates

Step 1 Generate private key using —des3. The —des3 argument provides the encryption password.

openssl genrsa -des3 -out client.key 4096
Generating RSA private key, 4096 bit long modulus

e is 65537 (0x10001)
Enter pass phrase for client.key: Ciscol23
Verifying - Enter pass phrase for client.key: Ciscol23

Step 2 Generate CSR request

openssl req -new -key client.key -out client.csr

Enter pass phrase for client.key: Ciscol23

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.
Country Code []:US

State or Province Name []:Maryland

Locality Name [ ]:Germantown

Organization Name []:Cisco

Organizational Unit Name []:Engineering

Common Name []:fmc62.labl0.com

Email Address []:j@c.com
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Testing using Cisco Firepower Management Center 6.1

Step 1 Copy CSR request into pxGrid template

cat client.csr

MIIEOzCCArsCAQAwgYO0xCzAJBgNVBAYTA1VTMREWDWYDVQQIEWhNYXJ5bGFuZDET
MBEGA1UEBxXMKR2VybWFudG93bjEOMAWGA1UEChMFQ212zY28xXxFDASBgNVBASTCOVu
Z21uZWVyaW5nMRgwFgYDVQQDEwWImMbWM2Mi5sYWIXMC5 jb20xF jAUBgkghkiG9w0B
CQEWB2pAYy5jb20wggIiMAOGCSqGSIb3DQEBAQUAA4 ICDWAWGgIKAOICAQC6gXkN
wGLdzv3P5IApJIRePWAKd+2uab6ikZX+HfIsAdg8sMxw/VVgCiJ7eulzoeApZn2L
7J34tg4iHjyI9NOkTMrBlgHsoKPrvQZUMAKWs 8LLK5 JgE1hShNpidClmWWOkZtE+
61791g21j7V0BFo+pmx0cLNoOA/rTXhAJKbuKsLpyEnALDjgDXYpIHURKJOSps6C
6geik7jJ41z0G41xvRuudDiauUXLDKh2L/ga44STTAeahXWBkF0u43zkmrPFROCk
7vo3yQfOha/5K1/41Q000ULelrkmE5/ApNsQ90r8wpm961biog3GnRgOuEww20DIp
dPI5bJSqup8y+gsS0CilFCUDXgywRdt/DRTxJjiPX/YQiPvwS+rcxeDg/PglmtwA
uVhcGACEMRQYY08yPhIomDuGpVLOvuliNo3CDjYH/r5W2tAEPOLWx8nArJjsCkfC
7Z81d/BBdfHoh4X9xcfteLr48zxSohO0RgDIWC jkbF7NOm+313weARNOBKKWAIpPOFu
G60ceERm8rf6xDQdgBtLWRhfBPKNuS5Ljsb0m50eD/ 34 0KwGCKxMem7hUPCXLNxXC
XUhmszghppBhKymw0iw/£7th0XkBPuw4damX1gsi3tMgaK5DG17D105XDb4ssChzf
4iym5WzZ0Inxolg+27tQGnMgYePgG58YCMaHegQIDAQABOAAWDQYJKoZIhveNAQEL
BQADggIBAEEJKjsEak/ud/mFJrjz5GaedsnIxF1tXZDjQyqzH1HS7+TUuaHrQGOn
tYpVoiT60Js80516T0eAbXTnTh3mP9yHpHbRKBWpNNB1H/+FcSI9uSzrzJymyb8a
URLAJKcw0in6weVC/52F7DYeVTrEZfwHIFKaxS0033KEi+4fphPde+cHZsmB0aQG
Aa2jdn7zua¥Y6ZxE8YfZsvwRMkEwVu/ZGKRuBASX6RFokH50UAH1A6WG7 jaRFrcUf
3UAGaD3DFN5c5NsFItTX/5YaUjgFHDAKA8KOuXhw7i8sui0EBJAKVZIGTipJ2gFR
Um/VENDztwb7TsBkhbSSMuEBJwtst9czHCvz+YeJ3nACn8e4otNborgqYCLmKTnIr
WMW8Exe/QhWlmn6CFbUsve+C75TLLOEGfuSRalavE+BermdO0ougwcszsrZHXXd1N
IJXfwd6E9L140g3JQGu6/E8dIpUSuynOW3vyzqRbiNjw6yl/cwLRU56QDpPVNn53s
y3+211YS73mx1bLxAeGqYiGVIPsIUF780Ve6DDBlg0hTa7omhrhOup4QkdxOk+7R
rWw9qT74x531E+00SM1FfgmVHaONbe/VSSWZsVd+SXppF0u91XQ2gRLxnR2VD1lu2m
hopyrupUa¥8z7kjvgw+405Eiwxuny5SUWbbNPsLLe35N£f00Jdyyd

Step 2 Get FMC CSR request, client.csr, signed by CA server using the pxGrid customized template.

Step 3 Enter the IP address of the pxGrid node

Step 4 Upload the external root CA certificate for both the pxGrid Server CA and the MNT Server CA, in this
case, MSCARoot1

Step 5 Upload the FMC public certificate and private key, and enter the encryption password, Save

Add Known Internal Certificate
Name: | FMC14

Certificate Data or, choose a file: | Browse.. |

BQ!JHAW!MDAYKKWYBMGWODEDAWWEFMEMWSWDM@EMI
MMGCC&SS!WDQMWWMBGWHN WODBAICAIAWBWYFKwADAGCwCQYIKZI
hveNAwewRQYIKoZIhycl EL&QAQWEBAGSE&AQMIWSKWLEJ}J}YSHMDBESSW

PAVx/)0somzYaczXCRIOSKIT3BDZiluegEQjMwhelKmhax4ox2mQQsCCGiux1X
XPr/aGI0XIZIOR3XMGS DGEMBSNNZN5hIZ0/TUMINWIAWDGD1FGDFNK30+24Qu
fbk1zybpKBpQI40clzBOXcIbAaUOV7AcOHMITechUDDRYDQOKVKFACHQIWK3NZE
Wl‘) IbKHUMMAGMZRNI epXwixuYHmMOj35¢/QXcaXpTaKOVOIUnAKenQo

%&%E%MVWWWDDEWMNMHMW%W

Key or, choose a file: | Browse.. |

V+xonnmnummymobcws&/mwmummusoqwmwmmﬁsj|
aCDrQinan(TJF[kDLﬂCnNZDﬁCM QUX2DWh3acBirl 3zstM39b7LE
/3EwB4sCNEQWD+)ZiHNQI4XLVHDMS RwDRVmZLFYnWEIUQBM YU1QbkaHLd
memwxamnmwnmmnﬂmmbmwawmlﬁvnwm+Frll£
NKMYBHMMWRYJ&RFHQMMIWZ 5QuGieLWyX9Fdseliplds
A/mEyba3DafIKRNrxM/H ++F21jdxC/mxht7ZWSONXI/DhR3CAFaYF: dwyISE
LEJQK@)(EDJZHﬂx*BMxTalLﬁﬂlwaCcNBm+hJDCInﬂlhmGWSnf93‘!Q
9NF+thvUN5anabZBBAsNrmKnQTAudJa+Pk+kluGa:DugAZ§dwaaoal&oDln
~-END RSA PRIVATE KEY-----

™ Encrypted, and the password is: ‘.-..m..|

[ save J[ conca
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Note: You can also use “cat client.key” to copy/paste into the FMC private key window.

Step 6 You should see:

Status

i ISE connection status:
Primary host: Success

4 Additional Logs

Primary host:

test: ISE connection.

Preparing ISE Connection objects...

Captured Jabberwerx log: 2017-08-10T04:25:07 [  INFO]: pxgrid
connection init done successfully

Preparing subscription objects...

Connecting to ISE server...

Beginning to connect to ISE server...

Captured Jabberwerx log:2017-08-10T04:25:07 [  INFOJ:
_reconnection_thread starts

Captured Jabberwerx log:2017-08-10T04:25:07 [  INFO]:

[ ok

Testing pxGrid Integration with Java-based pxGrid Client

Most ecosystem security solution vendors will use the java keystore method instead of working with certificates
directly. In this example, pxGridclient.jks is the trusted file keystore and root3.jks is the trusted root keystore. For
more references please see: https://communities.cisco.com/docs/DOC-68285

We will create the trust file keystore filename pxGridClient.jks and trust root store filename root3.jks, password for
both Cisco123

If the ecosystem security solution does not support certificate encryption, the private key must be decrypted, below is
the procedure:

cp pxGridClient.key pxGridClient.key.org
openssl rsa -in pxGridClient.key.org -out pxGridClient.key

Step 1 Generate a private key

openssl genrsa —out pxGridClient.key 4096

Step 2 Generate a Certificate Signing Request (CSR)

openssl req —new —key pxGridClient.key out pxGridClient.csr

Step 3 Import CA root certificate into PKCS12 file
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openssl pkcsl2 —export —out pxGridClient.pl2 —inkey pxGridClient.key —in pxGridClient.cer —chain —CAfile
ca_root.cer

Step 4 Create the trusted file keystore

keytool —import —srckeystore pxGridClient.pl2 —destkeystore pxGridClient.jks —srcstoretype PKCS12

Step 5 Convert the .cer file to .der format

openssl x509 —outform der —in ca_oot.cer —out ca_root.der

Step 6 Import the CA root certificate into the trusted root keystore

keytool —import —alias isemnt —keystore root3.jks —file ca_root.der

Step 7 Import the client certificate into trusted root keystore

keytool —import —alias pxGridMAC —keystore pxGridCient.jks —file pxGridClient.cer

Step 8 Import root certificate into trusted root keystore

keytool —import —alias ca_rootl —keystore root3.jks —file ca_root.cer
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Deploying Cisco ISE 1.3/1.4 with External CA Certificates

This section discusses pxGrid deployment for ISE 1.3/1.4 in productional environments using and external Certificate
Authority (CA) for certificate deployment. A pxGrid certificate is required for the ISE Primary Admin, ISE
Secondary Admin, ISE Primary MNT, ISE Secondary, Primary and Secondary pxGrid nodes. The external CA server
requires a customized “pxGrid” template to services this request. This customized template must contain an EKU of
both client authentication and server authentication. If you are not familiar with creating this template, please see
Customized pxGrid Template under References section.

Generating CSR Requests for ISE nodes

Step 1 Generate the Certificate Signing Requests (CSR) for all the ISE nodes. Below is a sample for the ISE
admin node.
Select Administration->System->Certificates->Certificate Management->Certificate Signing
Requests

License Werning 1. | pe
ey Senileas 20 g 4 Home  Operations| ¥  Policy| Y  GuestAccess| Y  Administration | v Setup Assistant

«+: System SR Identity Management [ Network Resources [28] Device Portal Management (&) pxGrid Services [ Feed Service 28 pxGrid Identity Mapping
Deployment Licensing Logging Maintenance Backup & Restore Admin Access Settings

ISE Certificate Authority Certificates:

« ISE Root CA - This s not a signing request, but an ability to generate a brand new Root CA certificate for the ISE CA functionality.
« ISE Intermediate CA - This is an Intermediate CA Signing Request.

« Renew ISE OCSP Responder Certificates - This is not a signing request, but an ability to renew the OCSP responder certificate that is signed by the
System Certficates ISE Root CA/ISE Intermediate CA.

Overview

Endpoint Certificates Usage

Certificate(s) will be used for [admin

Trusted Certificates
Allow Wildcard Certificates [ i

OCSP Client Profile Node(s)

Generate CSR's for these Nodes:

Certificate Signing Requests
Node CSR Friendly Name
_ - sesastomn
Internal CA Settings Subject

N; i
Certificate Templates Common Name (CN) [ $FQDNS |

Organizational Unit (OU) | ]

External CA Settings

Organization (0) ‘ ‘

Step 2 Select Generate and Export, copy/paste the CSR request into CA authority Advanced Server request and
get the certificate signed by the CA using the “web server” template

Note: For admin and MNT nodes, you can use the “customized” pxGrid template, by default the ‘usage” for pxGrid will be enabled. If you have the
“web server” template” for the certificate, you will need to generate an additional certificate for pxGrid as demonstrated in the following steps
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Step 3
Step 4
Step 5
Step 6

Step 7

Microsoft Active Directory Certificate Services - lab10-WIN-N3OR1A7HOKL-CA

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-64-encoded Ch
Request box.

Saved Request:

QufWePBJFPPs677eP7LxeMQrKv+iXC0aRY6UFn97
S:;%g:go::: s(: M1lApTowrgkehKVuQCGKKNfLx3Ko0x1A/wOdRraA+K

Icgk7j7A36 ICgXtCNZhEQbkjOdgdg52zcCU4wH29X

(CMC or 5UikNnhXHUWMOGBhF j 8Bn886CVbe 4BFUT2VeQr4E
PKCS#100r  lyog+gD22fa2Kx87S0KoUV5QDXarMFHYXAS4TnBN
PKCS #7): |2 END CERTIFICATE REQUEST----- y
Certificate Template:

[ Web Server - ]

Additional Attributes:

Attributes: J

| Submit> |

Select Submit

Download the certificate in base 64 encoded format.
Also download the CA root certificate in based 64 encoded format.
Import the CA root certificate into the ISE trusted certificate store.
Select Administration->System->Certificates->Certificate Management->Trusted Certificates and
upload the root certificate

/) Home  Operations | ¥

Policy | ¥ Guest Access | ¥

=

Administration | ¥

SR Identity B Resources [28] Device Portal Management

Deployment Licensing Logging Maintenance Backup & Restore Admin Access

&) pxGrid Services

Settings

&) Feed Service

{8 pxGrid Identity !

Cetificate Management Import a new Certificate into the Certificate Store
= Certificate File | Browse... | root.cer
Overview -
Friendly Name |
System Certificates
Trusted For: i
Endpoint Certificates Trust for authentication within ISE

OCSP Client Profile

[ Validate Certificate Extensions

[C] Trust for authentication of Cisco Services

[ Trust for client authentication and Syslog

Certificate Signing Requests Description I

Certificate Authority

Select Submit, you should see:

Cancel |
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: /) Home  Operations | ¥  Policy| ¥  GuestAccess| ¥  Administration | ¥
52 Identity Management i Network Resources [22] Device Portal Management pXGrid Services Feed Service 24 pxGrid Ider
Deployment Licensing Logging Maintenance Backup & Restore Admin Access Settings

Certificate Management

Trusted Certificates
Overview J Edit  oeImport | @>Export | 3 Delete
O Friendly Name + | status Trusted For Serial Number
System Certificates [ Baitimore CyberTrust Root Enabled Cisco Services 02 00 00 B9
[ Certificate Services Endpoint Sub CA - ise14a#00001 Enabled ISR 47E7DAAESAB.. |
Endpoint Certificates Endpoints
[0 Certificate Services OCSP Responder - ise14a#00003 Enabled Infrastructure 389F4EE77340..
E ittt
) ) ! Endpoints
OCSP Client Profile O ciscoca Manufacturing @ Disabled Infr cture 6A6967B30000..
1 oo Roor CA 2048 . Endpoints
CicEs D [J Iab10-WIN-N3OR1A7HOIKL-CA#Iab10-WIN-N3OR1A7... @ Enabled Infrastructure 6F OF CE 54 74 62

_ Certificate Authority [ Verisign Class 3 Public Primary Certification Authority Enabled Cisco Services 18DAD19E267D... '
[ VeriSian Class 3 Secure Server CA - G3 Fnahled Cisen Services 6FE CC7AASA703...

Step 8 Bind the certificates to their associated Binding request.
Select Administration->System->Certificates->Certificate Management->Certificate Signing
Requests->edit the node->Bind Certificate

e Operations | ¥ Policy| ¥ Guest Access| ¥ Administration | ¥
5 Identity Management i Network Resources [22] Device Portal Management pxGrid Services Feed Service 248 pxGrid Identity Mapping

Deployment Licensing Logging Maintenance Backup & Restore Admin Access Settings

‘cisco’ 1de 4 Home

Certificate Management

Certificate Signing Requests

Overview Generate Certificate Signing Requests (CSR)

A Certificate Signing Requests (CSRs) must be sent to and signed by an external authority. Click "export” to download one or more CSRs so that they may be

System Certificates has been signed, click “bind" to bind the request to the signed certificate issued by that authority. Once a CSR is bound, it will be removed from this list.
Endpoint Certificates 4 View @Export ) Delete Bind Certificate

i []  Friendly Name ‘ Certificate Subject Key Length Portal group tag =~ Timestamp
T it ise14a#Admin CN=ise14a.lab10.com 2048 Thu, 10 Aug 2017

OCSP Client Profile

Step 9 Upload the ISE admin node certificate select Submit
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l

Lice

/) Home Operations| ¥  Policy| Y  GuestAccess| ¥  Administration | Y

-4~ System £ Identity Management BB Network Resources |28 Device Portal Management pxGrid Services Feed Servi
Deployment Licensing Logging Maintenance Backup & Restore Admin Access Settings

Certificate Management
Bind CA Signed Certificate
Overview
* Certificate File | Browse... | admin.cer

System Certificates

Friendly Name | i
ST Validate Certificate Extensions [ i
Trusted Certificates

Usage

OCSP Client Profile Admin: Use certificate to authenticate the ISE Admin Portal

Step 10 Select Submit
Step 11 You will see the following message

s [ET0

The certificate you are importing or generating matches an
existing certificate. (Both certificates have the same subject.)
If you proceed, the existing certificate will be replaced, and
the new certificate will be given the same roles and Portal
tag, if applicable, as the existing certificate EXCEPT for the
pxGrid role, since the certificate you are importing/binding
does not have clientAuth in the EKU. This means you MUST
create another certificate with the pxGrid role in order for the
pxGrid feature to work correctly!

Do you wish to replace the existing certificate?

v TN

Step 12 Select Yes
Step 13 System will restart

Step 14 Generate another certificate for pxGrid communication
Select Administration->System->Certificates>Certificate Management->Certificate Signing
Requests->Select “pxGrid” usage
Enter “Engineering” in the OU field or some other description. This must not match the OU field in the
admin certificate.
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License W

/) Home  Operations| ¥  Policy| ¥  GuestAccess| ¥  Administration | ¥

<+- System £ Identity Management | Network Resources [24] Device Portal Management &) pxGrid Services &3] Feed Service
Deployment Licensing Logging Maintenance Backup & Restore Admin Access Settings
Certificate Management * pxGrid - Ullent and Server Authentication
ISE Certificate Authority Certificates:
Overview  ISE Root CA - This is not a signing request, but an ability to generate a brand new Root CA certifici
* ISE Intermediate CA - This is an Intermediate CA Signing Request.
System Certificates * Renew ISE OCSP Responder Certificates - This is not a signing request, but an ability to renew the
ISE Root CA/ISE Intermediate CA.
Endpoint Certificates
Usage
Trusted Certificates Certificate(s) will be used for | pxGrid v
Node(s)

OCSP Client Profile

Generate CSR's for these Nodes:

Certiicate Signing Requests Node CSR Friendly Name

isel4a ise14a#pxGrid

Certificate Authority

Internal CA Settings

Certificate Templates

External CA Settings

Subject

Common Name (CN) | $FODNS$

Organizational Unit (OU) [ Engineerinal

|
|
Organization (0) | |
|

City (L) |

Step 15  Select Generate and Export
Step 16 Copy/Paste the CSR request into the Advanced user request and select the customized pxGrid template

Microsoft Active Directory Certificate Services - lab10-WIN-N3OR1A7HOKL-CA

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-64-encoded CMC or PKCS

Request box.

Saved Request:

Base-64-encoded
certificate request
(CMC or

PKCS #10 or
PKCS #7):

v1Aa9csle0LdEM1IREzpo+kkVI91AROCvZOeP0E24e
iB1Jk6PWD3NDcWhVQw822£6+2zEQENUNn2 jKgUeNr2
VQDecysFklLmtUIrfGzatVg5mCS3QogkHXb44 jGx
AIm3/A/p/HIXZDKIniXFfycasROT£663rn61DdYd
01goROcpWCIEfIXCOULiCWYr9Wz2ZRg2ihRm6bHEe0

7

Certificate Template:

| pxGrid_User &

Additional Attributes:

Attributes:

| Submit> |
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Step 17 Select Submit and download the certificate in base 64 encoded format

Step 18  Bind certificate to the CSR request
Select Administration->System->Certificates->Certificate Management->Certificate Signing
Requests (CSR)-edit node->Bind Certificate

***** y 4 Home  Operations| ¥  Policy| ¥  GuestAccess| ¥  Administration | ¥ Setup Assistant +

-4 System £ Identity Management [ Network Resources [28) Device Portal Management &) pxGrid Services Feed Service 2{8 pxGrid Identity Mapping z
Deployment Licensing logging  Maintenance  Backup &Restore  AdminAccess  Settings

Certificate Management

Certificate Signing Requests
Overview Generate Certificate Signing Requests (CSR)
A Certificate Signing Requests (CSRs) must be sent to and signed by an external authority. Click "export” to download one or more CSRs so that they may be signed by an external authority. After a request
System Certificates has been signed, click "bind" to bind the request to the signed certificate issued by that authority. Once a CSR is bound, it will be removed from this list.
Endpoint Certificates JView @Export 3¢ Delete [ Bind Certificate sow Al |3
[ Friendly Name Certificate Subject Key Length Portal group tag = Timestamp 4 Host
e ise14a#pxGrid CN=ise14a.lab10.com,0U=Engin... 2048 Thu, 10 Aug 2017 ise14a

Step 19 Upload the pxGrid certificate for the admin node

' E!J

T /2> Home Operations| ¥  Policy| ¥  GuestAccess| ¥  Administration | ¥
532 Identity Management BB Network Resources |28] Device Portal Management pxGrid Services Feed Service
Deployment Licensing Logging Maintenance Backup & Restore Admin Access Settings

Certificate Management
Bind CA Signed Certificate
Overview
* Certificate File | Browse... | adminpxGrid.cer
System Certificates
Friendly Name | i
Endpoint Certificates Validate Certificate Extensions [] i
Trusted Certificates

Usage

OCSP Client Profile

pxGrid: Use certificate for the pxGrid Controller

| cancel |

Step 20  Select submit
Step 21 Perform the steps 1-21 for all the ISE nodes.
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Registering ISE Nodes

Step 1 Register the desired ISE pxGrid node via the Primary Admin node and enable for pxGrid operation ONLY.
Select Administration->System->Deployment->Deployment Nodes->Register and enter the HOST
FQDN name of the ISE pxGrid node

e

/) Home  Operations| ¥  Policy| Y  GuestAccess| ¥  Administration | ¥
m £ Identity Management B Network Resources 2] Device Portal Management &) pxGrid Services [&5) Feed Service ]
Licensing Certificates Logging Maintenance Backup & Restore Admin Access Settings

Deployment Nodes List > Specify Hostname

Deployment
G vk {a}v Register ISE Node - Step 1: Specify Node Host FQDN (| name) and Cred
» 5% Deployment
2 .
%< PAN Failover * Host FQDN ise14pxgrid.lab10.com
* User Name admin
* Password -n-uu-l

e =N

Step 2 Select Next
Step 3 Enable pxGrid

LUcense g
7 Home Operations| ¥  Policy| ¥  GuestAccess| ¥  Administration | ¥

@S 2 identity Management i Network Resources [22] Device Portal Management &) pxGrid Services 5 Feed Service 24 pxGrid Identity Mapping
Licensing Certificates Logging Maintenance Backup & Restore Admin Access Settings

Deployment Nodes List > Configure Node

Deployment

— Register ISE Node - Step 2: Configure Node
Av|Er Lo General Settings
» % Deployment

oo PAN Failover
Hostname ise14pxgrid
FQDN ise14pxgrid.lab10.com
IP Address 192.168.1.141
Node Type Identity Services Engine (ISE)

Personas
[ Administration Role SECONDARY
[J Monitoring Role PRIMARY ¥ Other Monitoring Node
[ Policy Service
Enable Session Services i

Include Node in Node Group | None v G

Enable Profiling Service

pxGrid (i

Step 4 Select Save
Step 5 You should see that the dedicated pxGrid node sync process has begun
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Node was registered successfully. Data will be sync'ed to the
node, and then the server will be on the
node. This processing may take several minutes to complete.

After a couple of minutes you should see that the ISE pxGrid node has successfully synced

© Firefox has prevented the outdated plugin “Adobe Flash” from running on https://192.168.1.139.

ntity Servi : 4 Home  Operations | Y  Policy| Y  GuestAccess| Y  Administration | ¥
8 Identity Management [ Network Resources [£4] Device Portal Management [&5] pxGrid Services Feed Service (& pxGrid Identity Mapping
Licensing ~  Certificates  logging Maintenance ~  Backup&Restore  AdminAccess  Seftings

Deployment Deployment Nodes
av|E @v
» % Deployment / Edit  [GRegister v | &) Syncup | [ Deregister
+% PAN Failover [ Hostname + NodeType | Personas Role(s) Services | Node Status
O ise14a ISE Administration, Monitoring, Policy Service ~ PRI(A), SEC(M) Al
O ise14pmnt ISE Monitoring PRIMARY(M)
O ise14pxgrid ISE pxGrid

Register all the ISE nodes through the ISE Primary admin node

Verify the published ISE nodes appear and there is connectivity
Select Administration->pxGrid Services

= pel
) Home  Operations| ¥  Policy| Y  GuestAccess| Y  Administration | ¥

o2 System Z2 Identity Management [ Network Resources [28] Device Portal Management [® pxGrid Services [&5) Feed Service 248 pxGrid Identity Mapping

OEnable Auto-Registration Disable Auto-Ri

View By C
Live Log
JEnble  @Dissble  (@Approve @ Group Wi Decline @@ Delete v G Refresh | Total Pending Approval(0) 1-50f5 Show 25 v perpage Page[1 3| ¢
O | Client Name | Client Description | Capabilties Status Client Group Log
o » ise-admin-ise14pmnt Capabilities(0 Pub, 0 Sub) Online Administrator View
O » ise-mnt-ise14pmnt. Capabilities(2 Pub, 0 Sub) Online Administrator View
O » ise-admin-isel4a Capabilities(2 Pub, 1 Sub) Online Administrator View
O » ise-mnt-ise14a Capabilities(2 Pub, 0 Sub) Online Administrator View
O » fsmcagent-dc Cisco FireSIGHT Management Ce... ~ Capabilities(0 Pub, 0 Sub) Offiine EPS View
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Generating pxGrid Client Certificates

Step 1 Generate private key using —des3. The —des3 argument provides the encryption password.

openssl genrsa -des3 -out client.key 4096

Generating RSA private key, 4096 bit long modulus

e is 65537 (0x10001)

Enter pass phrase for client.key: Ciscol23

Verifying - Enter pass phrase for client.key: Ciscol23

Step 2 Generate CSR request

openssl req -new -key client.key -out client.csr

Enter pass phrase for client.key: Ciscol23

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.
Country Code []:US

State or Province Name []:Maryland

Locality Name [ ]:Germantown

Organization Name []:Cisco

Organizational Unit Name []:Engineering

Common Name []:fmc62.labl0.com

Email Address []:j@c.com

Testing using Cisco Firepower Management Center 6.1

In this example, Firepower Management Center 6.1 was used for testing. For other Cisco Security Solutions and
Ecosystem partner integrations, please see: https://communities.cisco.com/docs/DOC-
64012#/jive_content_id Cisco_Platform Exchange Grid pxGrid

Step 1 Copy CSR request into pxGrid template

cat client.csr

MIIEOzCCArsCAQAwgYO0xCzAJBgNVBAYTA1VTMREWDWYDVQQIEWhNYXJ5bGFuZDET
MBEGA1UEBxXMKR2VybWFudG93bjEOMAWGA1UEChMFQ212zY28xXxFDASBgNVBASTCOVu
Z21uZWVyaW5nMRgwFgYDVQQODEwWImMbWM2Mi5sYWIXMC5 jb20xF jAUBgkghkiG9w0B
CQEWB2pAYy5jb20wggIiMAOGCSqGSIb3DQEBAQUAA4 ICDWAWGgIKAOICAQC6gXkN
wGLdzv3P5IApJIRePWAKd+2uab6ikZX+HfIsAdg8sMxw/VVgCiJ7eulzoeApZn2L
7J34tg4iHjyI9NOkTMrBlgHsoKPrvQZUMAKWs 8LLK5 JgE1hShNpidClmWWOkZtE+
61791g21j7V0BFo+pmx0cLNoOA/rTXhAJKbuKsLpyEnALDjgDXYpIHURKJOSps6C
6geik7jJ41z0G41xvRuudDiauUXLDKh2L/ga44STTAeahXWBkF0u43zkmrPFROCk
7vo3yQfOha/5K1/41Q000ULelrkmE5/ApNsQ90r8wpm961biog3GnRgOuEww20DIp
dPI5bJSqup8y+gsS0CilFCUDXgywRdt/DRTxJjiPX/YQiPvwS+rcxeDg/PglmtwA
uVhcGACEMRQYY08yPhIomDuGpVLOvuliNo3CDjYH/r5W2tAEPOLWx8nArJjsCkfC
7Z81d/BBdfHoh4X9xcfteLr48zxSoh0RgDIWC jkbF7NOm+313weARNOBKKWAIpPOFu
G60ceERm8rf6xDQdgBtLWRhfBPKNuS5Ljsb0m50eD/ 34 0KwGCKxMem7hUPCXLNxXC
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XUhmszghppBhKymwO0iw/£7th0XkBPuw4amX1gsi3tMgak5DG17D105XDb4ssChZf
4iym5WzZ0Inxolg+27tQGnMgYePgG58YCMaHegQIDAQABOAAWDQYJK0oZIhveNAQEL
BQADggIBAEEJKjsEak/ud/mFJrjz5GaedsnIxF1tXzZDjQyqzH1HS7+TUuaHrQGOn
tYpVoiT60Js80516T0eAbXTnTh3mP9yHpHbRKBWpNNB1H/+FcSI9uSzrzJymyb8a
URLAJKcw0in6weVC/52F7DYeVTrEZfwHIFKaxS0033KEi+4fphPde+cHZsmB0aQG
Aa2jdn7zua¥Y6ZxE8YfZsvwRMkEwVu/ZGKRuBASX6RFokH50UAH1A6WG7 jaRFrcUf
3UAGaD3DFN5c5NsFItTX/5YaUjgFHDAKA8KOuXhw7i8sui0EBJAKVZIGTipJ2gFR
Um/VENDztwb7TsBkhbSSMuEBJwtst9czHCvz+YeJ3nACn8e4otNborgYCLmKTnIr
WMW8Exe/QhWlmn6CFbUsve+C75TLLOEGfuSRalavE+BermdO0ougwcszsrZHXXd1N
IJXfwd6E9L140g3JQGu6/E8dIpUSuynOW3vyzqRbiNjw6yl/cwLRU56QDpPVNn53s
y3+211YS73mx1bLxAeGqYiGVIPsIUF780Ve6DDBlg0hTa7omhrhOup4QkdxOk+7R
rWw9qT74x531E+00SM1FfgmVHaONbe/VSSWZsVd+SXppF0u91XQ02gRLxnR2VD1lu2m
hopyrupUa¥8z7kjvgw+405Eiwxuny5SUWbbNPsLLe35Nf00Jdyyd

Step 2 Get FMC CSR request, client.csr, signed by CA server using the pxGrid customized template.

Step 3 Enter the IP address of the pxGrid node

Step 4 Upload the external root CA certificate for both the pxGrid Server CA and the MNT Server CA, in this
case, MSCARoot1

Step 5 Upload the FMC public certificate and private key, and enter the encryption password, Save

Add Known Internal Certificate
Name: FMC14

Certificate Data or, choose a file: | _Browse.. |

BOUHAWOWDAYKKHYBBAGCNWoDBDAKBIG BIEF

PAVX/JDWYRWR!OSKHZBK\DA!
XDr/aGIO0XIZIORIXMGS 1D

fhk1zyb, wClZBmedQU.QVﬂMHMlT
fed3l4zXvgKibikHUM

----- END CERTIFICATE----

Key or, choose a file: | Browse.. |

“BQCDABEBgKahKIGIWOBCOBENZAL
MA4GCCaGSIb3DOMCAGIAGDAOBIaahkIGIWODBAICAIAWBWYEKWADAGCWCQYIKOZT
hveNAwWewDQYIKoZIhycNAQELBQADGIEBAGSEXAQMrnlisizwiFIhjYIHMpBESeLY

Kohax40x2mQOsCCGfi

MM)PJ uX1X

JIuMB.l\WtAWbSDAFQDmo*-Z“QU
bDRVPQOKVKFACHQIWK 37!

mxmmhmmamxa)mﬁmo:ummo»

7aamomvaomzm1mwmmnamzavwxummm<-

9CRrOwy4nmexXTIETKOLBCANZD +acySajbKint

LEjgKraVaDIZL +71x+RWIXTOILESIZWAVCCNBRUKO+
BNF+nwKV1).M5n bZBFUsNrktrknQTAUd3a+Pk+k/uGaiDUeAZ6:
--END RSA PRIVATE KEY-----

V+Y0h! hmemﬂtwﬁ%ﬁ/wmléMﬂE?ﬁYzWQQ%BZQJA?QXYﬁSJI

IX2DWh3acBirl.3zsHM3%h7LE

mmnavmztﬁmmuouvm YU1QbkaHLd
mbA61aAIGCMIGHNEUIGVIWIm +FriLE

IuDCTNA1hMGWSNf934Q
iwacinglAoQ/n

@ Encrypted, and the password is: l--..-u..|

Save

/| cancel |

Note: You can also use “cat client.key” to copy/paste into the FMC private key window.

Step 6 You should see:
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Status

i ISE connection status:
Primary host: Success

+ Additional Logs

Primary host:

test: ISE connection.

Preparing ISE Connection objects...

Captured Jabberwerx log: 2017-08-10T04:25:07 [  INFO]: pxgrid
connection init done successfully

Preparing subscription objects...

Connecting to ISE server...

Beginning to connect to ISE server...

Captured Jabberwerx log:2017-08-10T04:25:07 [  INFOJ:
_reconnection_thread starts

Captured Jabberwerx log:2017-08-10T04:25:07 [  INFO]:

oK

Step 7 Select Administration->pxGrid Services

4 Home Operations| ¥  Policy|Y  GuestAccess|¥  Administration | ¥

o System £ Identity Management | Network Resources [28) Device Portal Management [® pxGrid Services Feed Service {8 pxGrid Identity Mapping

©Enable Auto i i Disable Auto i i
View By Capabilitie
Live Log
JEnable  @Dissble  (QApprove @ Group W Decline @@ Delete v G Refresh | Total Pending Approval(0) v 1-60f6 Show 25 v perpage Page B of 1
O Client Name Client Description Capabilities Status Client Group Log
O » ise-mnt-ise14a calipbilities(2 Pub, 0 Sub) Online Administrator View
O » ise-mnt-ise14pmnt Capabilities(2 Pub, 0 Sub) Online Administrator View
0O » ise-admin-ise14a Capabilities(2 Pub, 1 Sub) Online Administrator View
O » ise-admin-ise14pmnt Capabilities(0 Pub, 0 Sub) Online Administrator View
O ¥ iseagent-firepowerlab10.com-22... Capabilities(0 Pub, 4 Sub) Online EPS View
pability Detail 1-40f4 Show |25 + perpage Page of 1
Capability Name Capability Version Messaging Role Message Filter
O EndpointProfileMetaData 1.0 Sub
O EndpointProtectionService 1.0 Sub
O sessionDirectory 1.0 Sub
O TrustSecMetaData 1.0 Sub

Testing pxGrid Integration with Java-based pxGrid Client

Most ecosystem security solution vendors will use the java keystore method instead of working with certificates
directly. In this example, pxGridclient.jks is the trusted file keystore and root3.jks is the trusted root keystore and the
password for both is Cisco123. For more references please see: https://communities.cisco.com/docs/DOC-68285

If the ecosystem security solution does not support certificate encryption, the private key must be decrypted, below is
the procedure:

cp firepower.lablO.com_00-0c-29-80-27-8a.key firepower.lablO.com_00-0c-29-80-27-8a.key.org
openssl rsa -in firepower.lablO.com_00-0c-29-80-27-8a.key.org -out firepower.lablO.com_00-0c-29-80-27-8a.key
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Step 1 Generate a private key

openssl genrsa —out pxGridClient.key 4096

Step 2 Generate a Certificate Signing Request (CSR)

openssl req —new —key pxGridClient.key out pxGridClient.csr

Step 3 Import CA root certificate into PKCS12 file

openssl pkcsl2 —export —out pxGridClient.pl2 —inkey pxGridClient.key —in pxGridClient.cer —chain —CAfile
ca_root.cer

Step 4 Create the trusted file keystore

keytool —import —srckeystore pxGridClient.pl2 —destkeystore pxGridClient.jks —srcstoretype PKCS12

Step 5 Convert the .cer file to .der format

openssl x509 —outform der —in ca_oot.cer —out ca_root.der

Step 6 Import the CA root certificate into the trusted root keystore

keytool —import —alias isemnt —keystore root3.jks —file ca_root.der

Step 7 Import the client certificate into trusted root keystore

keytool —import —alias pxGridMAC —keystore pxGridCient.jks —file pxGridClient.cer

Step 8 Import root certificate into trusted root keystore

keytool —import —alias ca_rootl —keystore root3.jks —file ca_root.cer
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Troubleshooting

ISE 1.3/14
Self-Signed Certificates

e For Proof of Concept (POV) environments, you can use self-signed certificates. For self-signed certificates
you would need to import the ISE Identity certificate into the ISE trusted system store.

Bulk-Download Active Hosts not working

e Promote the ISE-stand-alone to primary node. There was an issue with the Fully Qualified Domain Name
(FQDN). This was resolved in ISE 2.0+

e Ensure the CA root certificate is used for MNT certificate selection if this is applicable to the pxGrid client

¢ Ensure the CA root certificate is in the trusted root keystore if the JAVA keystores are used.

ISE 1.3/1.4/2.0/2.1/2.2+

pxGrid clients not connecting

e Can be stuck waiting for admin approval- Ensure Auto Registration is enabled and Client settings set for Auto
Approval.

e Ensure that the external root certificate is in the in the application’s trusted root keystore if java or in the
trusted Certificate Authority (CA) store if using certificates directly.

e Ensure that times are synced between the ecosystem or Cisco Security Solution and ISE pxGrid nodes or ISE
in general

e The pxGrid client and ISE should be Fully Qualified Domain Name (FQDN) name resolvable
e C(Certificate downloads should be in based 64 encoded format

e If using an external CA server directly, please make you are using the customized pxGrid template for ISE 1.3-
1SE 2.1 (if not using ISE internal CA)

e For pxGrid client certificate configuration settings in the pxGrid clients, if this is ISE 2.1 (internal ISE CA), or
ISE 2.2+, this should be set to the ISE root CA certificate, otherwise should be the external root CA.

e For bulk download settings or MNT configuration settings in the pxGrid clients, if this is ISE 2.1 (internal
CA), or ISE 2.2+, this should be set to the external CA root certificate.

Bulk Download or REST failures

e For bulk download settings or MNT configuration settings in the pxGrid clients, if this is ISE 2.1 (internal
CA), or ISE 2.2+, this should be set to the external CA root certificate.
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References

Using an External Certificate Authority (CA) Server

Using an external CA server to generate pxGrid certificate, a customized template with an EKU of both client and
server authentication must be configured. In this example, Microsoft 2008 Enterprise CA R2 Server was used.

Customized pxGrid Template

Step 1 Select Administrative Tools->Certificate Authority-> ““+”” dropdown next to CA server->Right-Click
on Certificate Templates->Manage

ff certsrv - [Certification Authority (Local)\lab7-WIN-LTE11SBAKTHM-CA\Certificate Templates]) =10l x|
* Q ] ZJ ] Q] |5 | Bl Certificate Templates Console
s Certification Authority (Local) Fle Action View Hep

B @i lab7-WINLTEL1SBAKTMC | i || e

|| Revoked Certificates

|| Issued Certificates | Minimum Supported CAs
|| Pending Requests Windows 2000
[ Failed Requests 5 Authenticated Session Windows 2000
| Certificate Templates ) Basic EFS Windows 2000
g CA Exchange Windows Server 2003 Ent..

Step 2 Right-Click and Duplicate User template->Select Windows 2003 Enterprise->OK

£ Recovery Agent Windows 2000 6.1

2 Envolment Agent Windows 2000 41
7] Ervolment Anent (Comes fter) Windows 2000 5.1
A <
6.1

You can create certificate templates with advanced properties. However, 7.1
not all Windows CAs support all certificate template properties. Select the 8.1
mmmwwmhnm 71
11¢

& Windows Server 2003 Enterprise 108
101

 Windows Server 2008 Enterprise 100
101

Learn more about Certificate Template Versions. 5.1
41

(o] o | |

1.

2 Subordnate Certificaton Authority Windows 2000 51
3 Trust List Signing Windows 2000 31
Buser Windows 2000 31
3 User Signature Only Windows 2000 41
3 web Server Windows 2000 41
3 Workstaton Authentcaton Windows Server 2003Ent... 101
v
< | 2l | DR
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Step 3 Enter name of certificate template, uncheck “Publish certificate in Active Directory”, and provide validity
period and renewal period.

File Action View Help
1510 5| B | et | Terer | et | sy | |
e : y B} | = —
Template display name 11C
JpxGad 6.1
41
Minimum Supported CAs:  Windows Server 2003 Enterprise 5.1
41
Template name: a1
JpxGad 7.1
8.1
7.1
Validty period: Renewal period: 110
[ 5|yeun ~ [ 52|~edu -] 108
101
100
™ Publish certfficate in Active Directory 101
™ Do not automatically reenroll if a dupficate certificate exists in Active s
Directory a1
6.1
For of card the 11
I £ new key cannot be created 5.1
3.1
31
4.1
41
101}
~
< | o oK Concel | romy | Hew || o
I

Step 4 Click Extensions->Add->Server Authentication->Ok->Apply

P Certificate Templates Console
o |ttty | somaen | e
] Certificate Templates (WIN-8G7GP(

To modfy an extension, select it, and then click Edit. Certificate Templa...

x|

Description of Application Policies:
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Step 5

Step 6

Click Subject Name, Enable Supply in the request

B Certificate Templates Console ———— 7 e ~101 %]
e x
e EEE RS : | Tavume_-l '||Seu.lly
] Certificate Templates (WINLTEL1S ]
' Supply in the request
Use subjectinformation from ezisting certificates for autoenroliment
renewal requests,
c is Active Directory i
Select this option to enforce consistency among subject names and to 4.1
simplfy certificate administration. 6.1
Subject name format: :i
[None | 74
I Include e-mai name in subject name: 110
<
Include thi rfomation in akemate subject name: o
I~ E-mail name 101
I™ | DNS name 5.1
I | Wser prinicipal name (UPN] 4.1
I™ Semwice principal name (SPN) 6.1
11.
5.1
3.1
3.1
4.1
4.1

[Si—— |

Click Extensions->Issuance Policies->Edit->All Issuance Policies

P Certificate Templates Console

Properties of New Template ]

Generl | RequestHanding | SubjectName | Server
& Templates (WIN-ATEL1S | ALenplaiee) | Secumy
To Mo an avtancinn calant # and than Ainl Ed#
5:
Edent  anissuance policy describes the conditions underwhich |
17‘ a certficate is issued.
Heec)
= =
Add. |  Ei. | Remove |
™ Make this extension critical
oK | coce | I7]
« | ] oK Cancel Apply Heb

Certificate Templa...

More Actions

Cncdl | ooy | Hb || 4
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Step 7

Step 9

Leave the defaults for request handling

[l Certificate Templates Console L =1k
T X
€9 [mE= [ ] ===
Q Certificate Templates (WIN-LTE115
Purpose:
|- Delete revoked or expired certificates [do not archive)
V' Include symmetric algorithms allowed by the subject
I~ Archive subject’s encryption private key
Minimum key size: |2048 vl

IV Alow private key to be exported

Do the following when the subject is enrolled and when the private key

associated with this certificate is used:

" Enroll subject without requiing any user input

" Prompt the user during enrollment

~ Prompt the user during enrollment and require user input when the
private key is used

To choose which cryptographic service providers CSPs.
(CSPs) should be used, click CSPs.

q T 0K|Camd|ﬁpp‘y|ueb]ﬂ;

Select New Template to issue and select pxGrid

H# certsrv - [Certification Authority (Local)\lab7-WIN-LTE11SBAKTIM-CA\Certificate Templates] =10( x|
File Acton View Help
&% o= H [y
L) Certification Authority (Local) | intended Purpose |
Hel Ia?7-WIN-LTE11$BAKTM-CA CEP Encryption Certificate Request Agent
_J Revoked Ce.rtiﬁcates &) Exchange Enrolment Agent (Offine req...  Certificate Request Agent
[ Issued Certificates & 1Psec (Ofﬁlne request) 1P security IKE intermediate

i —. . . e m el fa

|| Pending Requests

L] Cortcale TEmpinES | cstect an Catficals Tamplsts fo ensble o s Caiicallon Aol
Note: faoalﬁwe!mplaeﬂﬂwasrecsﬁyaeaed does not appear on this list, you may need to wait until
information about this template has been replicated to all domain cortrollers.
All of the certificate templates in the not
For more information, see 5!
Name Intended Purpose -
) Exchange User Secure Email
& IPSec IP security IKE intermediate
%] Kerberos Authentication Client Authentication, Server Authentication, Smart Card Logon, KDC Authent
@ Key Recovery Agent Key Recovery Agent
@ ocsp Response Signing OCSP Signing
] pxGrid Server Authertication, Secure Email, Encrypting File System, Client Authentic:
] RAS and IAS Server Client Authentication, Server Authentication
& Router (Offine request) ~ Client Authentication
) Smartcard Logon Client Authentication, Smart Card Logon
ﬁ] Smartcard User Secure Email. Cient Authentication. Smart Card Loaon : _"zl
oK | Cancel |
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Step 10

Fie | Action View Help

You should see the pxGrid template

f&3 certsrv - [Certification Authority (Local)\lab7-WIN-LTE11SBAKTM-CA\Certificate Templates]

=10Ix|

=% |g=H

ﬁ Certification Authority (Local)

El g lab7-WIN-LTE11SBAKTM-CA
|| Revoked Certificates
| Issued Certificates
[ Pending Requests
| ] Failed Requests
BRE Certificate Templates

E Directory Email Replication

') Domain Controller Authentication
.@ EFS Recovery Agent

& Basic EFS

& Domain Controller

) web Server

) subordinate Certification Authority
& Administrator

Name [ intended Purpose
E?xGrid Server Authentication, Secure Email, Encry...
.@ CEP Encryption Certificate Request Agent

E Exchange Enroliment Agent (Offline req... Certificate Request Agent

] 1Psec (Offiine request) IP security IKE intermediate

Directory Service Email Replication

Client Authentication, Server Authenticatio...

File Recovery

Encrypting File System

Client Authentication, Server Authentication
Server Authentication

Client Authentication, Server Authentication

Encrypting File System, Secure Email, Clien...

<All>

Microsoft Trust List Signing, Encrypting File...
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References

https://communities.cisco.com/docs/DOC-71927 Using ISE 2.1 Internal Certificate Authority (CA) to Deploy
Certificates to Cisco pxGrid clients (not using external CA Server)

https://communities.cisco.com/docs/DOC-71928 Using ISE 2.2 Internal Certificate Authority (CA) to Deploy
Certificates to Cisco pxGrid clients (not using external CA Server)

https://communities.cisco.com/docs/DOC-71926 Deploying Certificates with Cisco pxGrid- Using an external
Certificate Authority (CA) with updates to Cisco ISE 2.0/2.1/2.2

https://communities.cisco.com/docs/DOC-71925 Deploying Certificates with pxGrid- Using Self-Signed Certificates
Updates to Cisco ISE 2.0/2.1/2.2

https://communities.cisco.com/docs/DOC-68285 Using an External CA Server for ISE 1.3/1.4 Deployments

https://communities.cisco.com/docs/DOC-68286 Using Self Signed certificates for ISE 1.3/1.4 Deployments
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