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PerApp Overview

AnyConnect Per-Application VPN (PerApp VPN) solves the problem of providing BYOD VPN support to AnyConnect on
mobile devices where tunneling only applications defined by a policy to the corporate network is desired. PerApp not
only protects the targeted corporate data but also protects the user’s personal data and applications since only
applications explicitly permitted by the ASA administrator will be permitted access to VPN head-end and ultimately
the corporate network. This solution is essentially split-tunneling at Layer 7 without the inherent risks associated
with L3 split-tunneling.

This use case focuses on Apple iOS devices which are required to be managed by an MDM/EMM solution. MDM
servers such as Mobilelron are able to push PerApp VPN configurations when managing devices. When devices are
managed the AnyConnect VPN Client behaves as an application filter and performs validation of the application prior
to allowing the traffic to be tunneled. This validation is accomplished using a PerApp Policy applied to the ASA.
Applications not permitted by the PerApp policy will not have its packets forwarded to the ASA.

In this case the applications that are permitted to traverse the tunnel are defined and configured by Mobilelron. The
ASA will utilize a wildcard perapp policy in DAP to enforce, although this can also be done using an ASA group-policy.
The difference between Managed and Unmanaged which is only supported by Android devices is that in the case of
unmanaged the PerApp policy would configure and enforce. Since Mobilelron will specify the 2 apps permitted in
this example we can simply use the wildcard and put the onus on the Mobile Device Management to configure the

policy and the ASA using the PerApp policy created using the Cisco AnyConnect Enterprise Application Selector tool.
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Figure 1. PerApp flow
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Mobilelron Configuration

Create VPN Policy

We have defined a VPN Configuration in Mobilelron for the users accessing our ASA headend. This configuration

contains the FQDN of the ASA, AnyConnect as the connection type with PerApp enabled. To create this configuration

access ‘Policies & Configs’ > ‘Configurations’ > ‘VPN’ > Connection Type = AnyConnect

=
..... Pefeuration betad

Figure 2. New VPN Configuration
For additional Mobilelron VPN Configuration help please reference:

https://help.mobileiron.com/customer/apex/AwsHelp?topic=ProductGuides/AdminGuideCore71/appsettings/VPN setti

ngs.htm .

More Actions *  Add - aatwma i
Name = Setting Type | BandicPackage i Diescription #Phones  |ahels Watehlist  Quarain, | Contiguration Detaik E3
| ondemc-stemal Pasing . |VPR TME Diema wpnfema-evterns 3 o
- vpndemo-external PerApp VPN

TME Demo

* Usage
» Labels

» Modification Histony

Figure 3. Completed VPN Policies’ & Configuration



https://help.mobileiron.com/customer/apex/AwsHelp?topic=ProductGuides/AdminGuideCore71/appsettings/VPN_settings.htm
https://help.mobileiron.com/customer/apex/AwsHelp?topic=ProductGuides/AdminGuideCore71/appsettings/VPN_settings.htm
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Create a Label

Mobilelron provides labels to create a virtual grouping of objects found on the system. Labels are a key
component used to distribute a policy to a select subset of devices. A label must be created before it can be
applied. Labels are managed under ‘Users & Devices’. We have created a manual label named vpndemo-
external. Manual labels are manually applied to devices — the administrator must select the devices in the Users
& Devices tab and then apply the manual label to those devices in order to assign policies, settings, or apps to
those devices. Filter labels are dynamic and use specific criteria to specify a group of devices. Manual labels

have no criteria associated with them.

For additional help with using and creating labels with Mobilelron please reference:

https://help.mobileiron.com/customer/apex/AwsHelp?topic=ProductGuides/AdminGuideCore71/mgphones/Using
labels to establish groups.htm

All-Smanphones Add Label ® e =
Apdroid Marme I Giobal 2
B o~ APTest = Giobal o
Deseiptivn
Carcc-Android-Har-wan: Gloal 1
Cisca Demo e o
= Type vanca DO Finer
A, Cisto-Per-App-Tesing ype (IR Manual | Finer
Adi Labe| x
= |
Descrigton
L . B Tiltes
iy crierin
(
105-akisnas

oSPed

~, 105 hone

. l0SPodTouch

S 1080

. BEX

. PEATME-Tossing S —
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Figure 4. Manual Label linked to VPN configuration

Associate the apps that are permitted over VPN by specifying the VPN configuration for the app. It is necessary to
access the App Catalog and configure the Apps with a label, this ties the app to the VPN Configuration since the label
has also been tied to the VPN Configuration.

In the MobileIron Admin Portal,

Go to Apps > App Catalog.

Select iOS from the Platform list.

Select the app you want to work with.

Click Actions > Apply to Label.

Select the label that represents the iOS devices for which you want the selected app to be displayed.
Click Apply.

R N

s = e = ol AR To Labels x
APPLICATION N
49 apois)
= on
Acronis Access 208208
¥ Source
& w
Public Apolls Beowaor + Addors Hi sdblock, aham to FI) Goagles MG
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> i
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sy
e Gy - Easy Print 124388
Wineras Prane [
; Chioaii - weh hiowses by Google Pt 108, vendema-ertamal ] 0o 173 N8
e
E Cisco AnyConnact Public 05, vendemo-xiamal 15 oo 2172vE

Figure 5. Apply label to App(s)
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Figure 6. List of Apps assigned to label

Users & Devices

The Users and Devices pages enable you to manage enterprise devices. Use these pages to:

» Register/enroll a new device and associate it with a user

e Register/enroll devices in bulk mode

» Display a list of registered devices

* View and manage devices connected through ActiveSync

» Apply labels in order to group devices €«

* Create, edit, and delete labels

e Locate, Lock, Wipe or perform other administrative actions on a device.

For additional help with managing Devices & Users please reference:

https://help.mobileiron.com/customer/apex/AwsHelp?topic=ProductGuides/AdminGuideVSP70/mgphon
es/Overview of managing devices and users.htm

The next step is to associate an iPad with the label associated with the VPN Configuration to complete our Mobilelron
configuration for this use case. This is done by selecting the device, clicking on ‘Actions’ and then ‘Apply to Label’



https://help.mobileiron.com/customer/apex/AwsHelp?topic=ProductGuides/AdminGuideVSP70/mgphones/Overview_of_managing_devices_and_users.htm
https://help.mobileiron.com/customer/apex/AwsHelp?topic=ProductGuides/AdminGuideVSP70/mgphones/Overview_of_managing_devices_and_users.htm
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Cisco Enterprise Application Selector Tool

The Application Selector Tool is a standalone application that supports policy generation for both Android and Apple

iOS devices. Download the Cisco AnyConnect Enterprise Application Selector tool from the Cisco.com AnyConnect

Secure Mobility Client v4.x Software Center.

' | ] Cisco AmyConnect Enterprise Applicaion Selecior T - ot 0 i |
File Posgy '_‘0‘1 - sl - = —
= r 1
[lios I} |_Asaru | [ importiom Dist Jl
— S—— ——
Friwndy Name

Aop i
Maich Thumsprint

S =
Import 105 apps from Fike System ﬁ
- i
Rebuah | Found 08 sopls)
- o oiracda e wepiare
i e
Microsoft Remote Deskiop [i—
gl‘n_‘) s rosofLrot e ==
Werson: ALY
Citrix. Rmcabonr imgar
(0] ) e
il 17
Floku imgart
s s
Verser: 21181M4
Safety Mobibe Imgort
‘ Safety L
varmen: 1.1 v
(Y

Figure 8. Cisco Enterprise Application Selector Tool

The Per App VPN policy consists of a set of rules, where each rule identifies an app whose data flows over the tunnel.
We will use the Selector Tool to create the PerApp policy and then ultimately apply it to the ASA. This tool allows
you to import specific applications as shown above in Figure 8. In this use case and since our MDM solution is
configuring the permitted Apps for the device we will simply use a wildcard policy and the ASA will permit any

Application specified by the Mobilelron configuration
Configuration Options:

http://www.cisco.com/c/en/us/td/docs/security/vpn client/anyconnect/anyconnect40/administration/quide/b AnyConn
ect Administrator Guide 4-0/anyconnect-mobile-devices.html

e The APP ID field (a string in reverse-DNS format) is automatically filled in. For example, if choosing the
Chrome app for an Apple iOS policy, the APP ID field is set to com.google.chrome.ios. For Chrome on

Android, it would be set to com.android.chrome.

Cisco Systems © 2016 Page 10
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|4 | Cisco AmyConnect Enterprise Application Selector [
File Policy About.
\ios i | AdgRule | | impod trem Disk J

I3 WilgCarg
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Chiome - web browser by Google

App D com.googie.chrome.ios

Abatch Thumbpeint

Delele

Figure 9. App ID reverse-DNS format

o Alternatively, you may enter this app-specific information directly, an example would be to import from
your local iTunes directory.

Import 105 apps from File System ==

| & \parco\Music

Lapital Une Maotila Ienpent
som.cagitaions enterprisemebiebankig —_——
Verson: 410001

@ CBS Local Mgt

Chrome - web browser by Google
6 tom.poogie. chvome 08
Versors 30217150

| Citibank for Pad® [ oot | o
(o}l com cagroup. et cod =——

Verser: 14 ]

KFINITY Connect et
com, Comcant. ComcastOTT

Figure 10. Import IOS apps from File System

Specify reverse-DNS format using a wildcard, for example, specify com.cisco.* to tunnel all Cisco apps, instead of

listing each one in its own rule. The wildcard must be the last character in the APP ID entry.

When configuring Per App VPN in a managed environment, verify that the ASA policy allows the same apps to tunnel
as the MDM policy. Specifying *.* as the APP ID allows ALL apps to tunnel and ensures that the MDM policy is the
only arbiter of tunneled apps.

Cisco Systems © 2016 Page 11
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|£: | Cisco AnyConnect Enterprise Application Selectar E@ﬂw
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i0S |v] | AddRule | | Importfrom Disk |
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App ID: |
! Match Thumbprint: i
| i
| N
Calculate Thumbprint

Delete

Figure 11. iOS Wildcard

The content of the PerApp policy will first be compressed and then Base64 encoded. The PerApp policy will be
delivered as a custom attribute which is provided by the ASA as part of the Aggregate Authentication config message
which is an XML exchange used between the ASA and AnyConnect for several reasons not only specific to PerApp. If
the custom attribute for PerApp is received by AnyConnect then full tunneling is not allowed, if there is no PerApp

custom attribute received by AnyConnect then the client assumes full tunneling operation.

Once your policy is created click on ‘Policy’ and ‘View Policy’ and the compressed Base64 format will be revealed. It is

a good time to cut and paste to your clipboard since you will need this when configuring the ASA.

Cisco Systems © 2016 Page 12
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Cisco ASA Configuration

Configuring PerApp VPN is a relatively easy task and the following steps will help you enable your ASA to support the
solution.

Note: The following steps assume all other required configurations to support AnyConnect sessions are in place
including the AnyConnect Client Profile. The AnyConnect Client Profile is an XML file that allows the Administrator to
configure client features such as the server list which is a list of head ends (ASA’s) that the user will connect to and
receive a PerApp configuration.

Please see the following for more information regarding AnyConnect Client Profiles

http://www.cisco.com/c/en/us/td/docs/security/vpn _client/anyconnect/anyconnect30/administration/quide/anyconnectad
min30/ac02asaconfig.html#17671

Custom Attribute Configuration
Step 1:

In this step we will add the PerApp custom attribute Type. This is only defined once but used for each PerApp policy
the Admin creates.

¢ In ASDM navigate to Configuration > Remote Access VPN > Network (Client) Access > Advanced >
AnyConnect Custom Attributes
0 Select ‘Add’ and enter ‘perapp’ (must be all lowercase) in the box labeled ‘Type’ and enter anything
you would prefer in the ‘Description’ field
o0 Click ‘OK’, ‘Apply’ and ‘Save’

File View Tools Wizards Window Help Type topic to search S el

@) Home @, configuration| [ 2] Monitoring | (i) save Q¥ Refresh | Q) Back () Forward | D Help cisco

Device List | Bookmarks Configuration > Remote Access VPN > Hetwork (Client) Access > Advanced > AnyConnect Custom Attributes {m]
Device List a8 x|
% Add (i Delete & Connect

Find: Go & Addlm Edit {if Delete

-2 10.86.95.79

- 10.86.194.197 Type | Description
Elvpndemo external.cisco.com: 8443 perapp Used for all perapp policies

Declarations of custom attribute types and these attributes are enforced in AnvConnect group pelicy, AnyConnect dvnamic access palicy and AnyConnect custom attribute names

i
&
<
=
o
|

Introduction
Netwark (Client) Access
AnyConnect Connection Profiles

B AnyConnect Customization/Localization Type: perapp
B AnyConnect Client Profile .
+-[T@ AnyConnect Client Software 3
2 Dynamic Access Policies Description:
33 Group Policies
IPsec(IKEv1) Connection Profiles L
IPsec(IKEvZ) Connection Profiles
Secure Mobility Solution OK | [ cancel ]| Help
(-84 Address Assignment
(=B Advanced

&

B8 AnyConnect Custom Attribute Names

[+ 18 TPsac

B4 ACL Manager b

< 1n | »

&) Device Setup
% Firewall

Remote Access VPN
Site-to-Site VPN

@ Device Management

Used for all perapp policies

Edit Custom Attribute Type Wl

Running configuration successfully saved ta flash memory. pearco 15 =] (& [5/25/16 8:03:56 PM POT

Figure 13. AnyConnect Custom Attribute — PerApp
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Step 2:

In this step we create the actual PerApp policy that will apply to a Dynamic Access Policy later in this guide.

Using ASDM Navigate to:

Configuration > Remote Access VPN > Network (Client) Access > Advanced > AnyConnect Custom Attribute
Names

Click on ‘Add’, Ensure the Type is set to ‘perapp’, Name the policy and cut/paste the Base64 blob from the Cisco
AnyConnect Enterprise Application Selector Tool

Click Ok, Ok, Apply & Save and now we have a perapp policy we can either apply to the ASA Group-Policy or DAP.
We will use DAP in this guide.

File View Tools Wizards Window Help
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P velp cisco
S BT (e = ced > AnyTonnect Custom Attribute Fames a:
Declarations of custom atiritute nemes and these etiributes are enfurced in AmyConnet groun eolicy and AnvConnect dhnaenic scosss pobcy

# 2dd [ Delete & Conmect
Find; fic B W ede| ] Deletn
i - [ — =T
a Type  Name Valuas
=i perapp Recener ar FarbTmPLetDo
yaMELCghgE=
perapp NFETAC-FerApp ¥ P iy k 45! FLTELE i i InfbGSLINEY eeg
" 187 )
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Figure 14. Adding new PerApp Policy to ASA

The final result is that the PerApp policy is added to a list of available policies and can be referenced by a Group-policy or DAP

Cisco Systems © 2016 Page 15
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Figure 15. List of PerApp polices (Custom Attribute Names)

Group-Policy and Dynamic Access Policies

The PerApp Policy can be assigned to either an ASA Group-Policy or Dynamic Access Policy (DAP). Itis

important to understand the hierarchy in which the ASA uses to assign configuration attributes to a user. There
are multiple ways users can be assigned attributes but when working with PerApp only the Group-Policy and DAP

are possible. Keep in mind if you apply PerApp policy to a group-policy as well as DAP and the user is assigned to

both DAP will always win out and the user will receive the PerApp policy from DAP.

The ASA applies attributes in the following order:
1. Dynamic Access Policy attributes—Take precedence over all others.
2. User attributes—The AAA server returns these after successful user authentication or authorization.

3. Group policy attributes —These attributes come from the group policy associated with the user. You identify the user group policy
name in the local database by the vpn-group-policy attribute or from a RADIUS/LDAP server by the value of the RADIUS CLASS attribute
(25) in the OU=GroupName. The group policy provides any attributes that are missing from the DAP or user attributes.

4. Connection profile (tunnel group) default-group-policy attributes — These attributes come from the default group policy associated with

the connection profile. This group policy provides any attributes that are missing from the DAP, user or group policy.

5. System default attributes—System default attributes provide any values that are missing from the DAP, user, group policy, or connection

profile.

Policy Enforcement of Permissions and Attributes Hierarchy

Cisco Systems © 2016 Page 16
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Group-Policy PerApp Configuration

For a Group Policy navigate to: Configuration > Remote Access VPN > Network (Client) Access > Group Policies >

Add / Edit > Advanced > AnyConnect Client > Custom Attributes.

Here the Admin will be able configure the group-policy to apply a certain PerApp policy to users that are assigned to

this group-policy. It is possible to have multiple group-policies each with its own PerApp policy.

|| fie Wiew Tools Wigards Window Help

@b Home o8 configeaon| [ 7] smnitorng | (g save G raresn | ) exet () ot | P wep cisc
Do Lt | Bookmarks | Configuration = Remole Ao =
| [ — Maniage VP group pabesas. 4 VP group s @ cellaction of user-oriantsd autharization atribute/valla pairs that sy ba stased intarmady e tha device or sxtémaly an & RADMIS/LOAP server. Tha group poliy
| * add [ Delete  F Connect Infarmation is referenced by VPN connectan proffies and wser ACCoUnts.
il N - Ta enéorce authorization atfributes from an LDAF server you must wse an LRAF atiribute ma.

| & add ~ @ FA I Detste EH amngn

Connection Frofiies/Users.

tiama Tipe Tunealing Frotocsl AT
| scrr_cp Tntsrnal el el el senp
| Parapp-GP Intgrnal - Inkerited —
|
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5 & AnyCannect G Cetiand ALACE Intaenal Pree—— Cactiand =
Tl AnyConnact Cliesk Proéle B Edit Internal Group Policy: Perdpg GP =
T AnryConnect Cliert Software | |
e Dmamic stcess Polices Gevaral | Configuratian of custom poiicy senbutes.
BB INEVT Y Cornectan Profilel | | :md.-' il
B8] Psac(Dir2) Comnction Profile] e T # 2dd| W vt I Deletn
T Secura Mabilty Salution Fiinihlain ol
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Figure 16. Group-Policy PerApp Configuration

Dynamic Access Policy (DAP)

Dynamic access policies (DAP) on the ASA allows you to create an authorization policy based on AAA and Endpoint

criteria and then apply certain permissions to the devices matching the DAP Record.

Please reference the following document for more details regarding Dynamic Access Policies
http://www.cisco.com/c/en/us/td/docs/security/asa/asa9l/asdm71/vpn/asdm 71 vpn config/vpn asdm dap.html#155

25

Page 17
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To configure a Dynamic Access Policy navigate to:

lllllllll
CIsSCO.

Configuration > Remote Access VPN > Network (Client) Access > Dynamic Access Policies Add / Edit .

In the Access/Authorization Policy Attributes section (Fig 18) select the AnyConnect Custom Attributes tab and Add

the PerApp policy to the DAP record. Users that are assigned this DAP record will have this PerApp Policy applied to

the session. In the example below (Fig 17) the DAP record is configured to match any iOS device that is running iOS

9.3.1 and then apply the iOS_Wildcard_Policy. Note: there could also be AAA criteria as well as other Endpoint

criteria defined in this DAP record but for the sake of simplicity we have kept it at a minimum.

[B Edit Dynarmic Access Policy =
Policy Name: |PerApp VPH Users
Description: | DAP for PerApp VPN ACL Priority: |0
Selection Criteria
Define the Aas and endpoint attributes used to select this access policy. A policy is used when a user's authorization attributes match the AsA attnbute criteria
below and every endpoint attribute has been satisfied. These attributes can be created using the tables below and/or by expanding the Advanced option to specify
the logical exprassion text.
Usarr has ALL of the following AAA Attributes values... L, and the following endpoint attributes are satisfied.
Aas attribute Oparation/Valua Add ] Endpaint I} Nama/Oparation/value ‘ Add |
Cdit platform apple-ios Edit |
platformversion = 9.3.1
relete Delete |
£ |_togicalop. | |
Aﬂvnn4 B Edit Endpoint Altribute
Access/Aul
Configurs Endpoint Attribute Type: AnyConnect
aroup-pd | || [Client Version? = 5
are not s r
i 1 [¥] Platform: |= x| [Apple ios -
AN ] platform version: | = > 9.3
|| Device Type: = =|[iPhone 36 -
Action ! AP
|| Device Unique ID: =
Speciflll 7] Mac Address Pool: [=
User MK oK | [ cancel || Help ]
L
[ oK ][ canemt ]| Help

Figure 17. Dynamic Access Policy - Endpoint ID defined
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Figure 18. Dynamic Access Policy — PerApp Configuration
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I0S Device Configuration & Testing

In this section we will focus on an actual iOS device and the configuration required to allow PerApp to function
properly.

Test Setup:

Apple iPad Air MD789LL/A

iOS version 9.3.1

AnyConnect v4.0.05038

ASA 9.6.1(3)

ASDM 7.6(1)

Mobilelron Mobile@Work App v.7.2.0

Mobilelron Mobile@Work

The iPad being used for this test has been registered with Mobilelron using the Mobile@Work App that can be
downloaded from iTunes for iOS or Google Play for Android. Mobile@Work works in conjunction with Mobilelron
Core shown earlier in this guide. The Administrator of the Mobilelron Core solution will need to provide a

registration URL and credentials for the initial onboarding to users in order to become registered and compliant.

Mobile@Work

Connection Status

You are connected to ciscosandbox's Mobilelron server (m.mobileiron.net) as pcarco.
«" Connection established

«" Device in compliance

vanesen v | (@Y Mobslolon

i A8 B

Home

Figure 19. Mobile@Work iOS App
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Mobilelron Apps@Work

Apps@Work provides the tools for distributing and managing mobile apps. You can use Apps@Work tools to facilitate
installation of standard corporate apps, as well as to help regulate the apps that your users are bringing into the
enterprise. Apps@Work tools consist of: « App Catalog (previously called “app distribution library”) « App Control «

Installed Apps (previously called “device app inventory”)

Source: https://community.mobileiron.com/docs/DOC-4290

The Apps@Work container is pushed once the registration of the endpoint takes place and allows the user to
download apps from the Mobilelron Core App Catalog. This iPad matched both the Manual label we created earlier as
well as other dynamic labels which results in this list of applications. Note: Only Chrome and the Microsoft RDP are

allowed by the PerApp configuration.

Foaturod  Categories  Updates (0) ‘/\ Mobile oy A Q

Collaboration i
Acronis Access m Apullo Browser + .
Group Logic, Inc FREE FREE

Productivity

Uncategorized

f“' 3 Alomlc Web Brow... @ Chrome web bro..

FREE INSTALLED

Citrlx Receiver Dolphin Browser
Systems INSTALLED - MoboTap ir FREE
Dolphin Browser f... Downlaads Lite —
= MoboTap Inc INSTALLED g FREE
[ “] -
FTP Client Lite V‘ ) Google Maps
LessisMore Develor FREE B / | Google, Inc. FREE
lHeartFladlo Free .. - Mercury Web Bro...
@ Manage. I'REE 1Soft INSTALLED
Mlcmsuﬂ Remote .. Nslwurk Analyzer ..
INSTALLED 52 99
0 Opara Mlm web br.. @ Quickoffice Pro H...
mts o
Co

Spesdtest net Mo.. |WB UpToHTTP
FREE Thomas Géring FREE

Figure 20. Mobilelron Apps@Work
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AnyConnect
AnyConnect v4.0.x is the first release which is compatible with Apple iOS Per App VPN. This capability must be used

in conjunction with a MDM/EMM vendor and requires at a minimum ASA 9.3(2) or later licensed with AnyConnect Plus,
Apex or VPN Only license. The iOS device must be running iOS 8.3 or later. AnyConnect for Mobile devices is

downloadable from the respective stores depending on the OS i.e., iTunes for iOS.

AnyConnect
) VIRTUAL PRIVATE NETWORK
AnyConnect VPN C ﬁ-
Connections vpndemo-external Cisco AnyConnect™
Secure Mobility Client
Details Connected
Online User Gui
GENERAL o
Settings Copyright (c) 2004-2016 Cisco Systems, Inc.
All rights reserved. Cisco, the Cisco Logo, Cisco AnyConnect,
and the AnyConnect logo are registered trademarks or
Diagnostics trademarks of Cisco and/or ts affiliates in the United States and certain
other countries.
About End Usar License Agreement
Erivacy Policy and AnyConnect Supolamant
This product inciudes software developed by the OpenSSL Project for usa in the
OpenSSL Tookit (it iwww.openssl

o)
This product inchudes cryplographic sofwars wilten by Erc Yourg
{eay @crynisoll com!
This product inciudes software wriiten by Tim Hudson (thdcryptsoft com).
This product incorporates the lbcur! HTTP ibrary:
Capyright (c) 1996 - 2006, Daniel Sienbery. (danel@haxs el

Al nghts rosanved

lllllllll
cisco

Figure 21. AnyConnect for iOS
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The AnyConnect Connections section will show you all the profiles either received by an ASA, or from the
MDM. This iPad matched several labels defined on Mobilelron Core. The connections with PerApp enabled
are grouped together at the bottom. The vpndemo-external PerApp VPN was the VPN configuration defined
earlier (Figure 3.) and is currently active.

iPad = [

AnyConnect VPN Connections

@ VIRTUAL PRIVATE NETWORK
AnyConnect VPN () ASA7-OnDemand-MDM )

Connections vpndemo-external.., ASA7-URLStringProbe i)
Details Connected ASA8-OnDemand-MDM T

GENERAL PerApp-test-1 L

Settings VPN_Config_No_Per_App 1)

Diagnostics vpndemo-external.cisco.com ()

Ao Add VPN Connection...

|PI—N-!\PI-‘ VPN 1

r ASAS:F'erApp~gau1 m

Enabled
BXB-i0S-Cert-App-VPN (i)
BXB-i0S-IKEv2-Per-App-VPN 0

Enabled —

BXB-iOS-Per-App-URL-String-Probe

Enabled

IND-iOS-Per-App-VPN

Enabled e
i0S-7-Per-App-VPN (i)

TK3 300 Lab )

Enabled

v vpndemo-external PerApp VPN
Enabled

l'I'l'Ill
CiIsCO

Figure 22. AnyConnect Connections list

Cisco Systems © 2016 Page 23



atfran]e,
SECURE ACCESS HOW-TO GUIDES cISCO.

With a check next to the connection and by clicking on the information symbol to the right of the connection
name ‘vpndemo-external PerApp VPN will open up another window that will allow you to view the /Advanced’

settings and then click on ‘App Rules’ you notice the two apps we defined; Chrome and Microsoft RDP.

€ Advanced App Rules

com.microsoft.rdc.ios

com.google.chrome.ios

Figure 23. AnyConnect App Rules
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Testing/Demo

lllllllll
CIsSCO.

This is a simple test to demonstrate that configuration in place operates as expected. The PerApp
policy permits the two Apps Microsoft RDP and the Chrome browser. We will attempt to use an
RDP app other than the Microsoft RDP app which should fail. We will then use the MS RDP App
which should be able to traverse the tunnel.

AnyConnect

.ﬂ VIRTUAL PRIVATE NETWORK
AnyConnect VPN (_/
Connections vpndemo-external
Details Connected

GENERAL
Settings
Diagnostics
About
i
CIsSCO

10:13 PM

& VPN Details  Detailed Statistics

CONNECTION INFORMATION

State Connected
Mode (IPvd) Application Tunmnel
Made (IPvG) Drop All Traffic
Time Connected 00:00:21

ADDRESS INFORMATION

Client (IPv4) 192.168.100.93
Server 198135167
Client (IPvE) Mot Available
BYTES

Sent - 488
Received 4022
FRAMES

Sent 7
Received 2

CONTROL FRAMES

Sent 3

Received 1

TRANSPORT INFORMATION

Protocol DTLS

Cipher RSA_AES 128_SHA1

Note Sent Byte count.
No traffic has been sent
since tunnel was
established

Cisco Systems © 2016
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atfran]e,
CISCO.

it St Thinstuff

Remote Desktop Connection

/
|

Thinstuft RDC is a client capable of natively using Remote
Desklop Protocol (RDP) in order to remotely access your
Windows deskiop.

Version Information

RDC Version 1.1.0-betai+android5+ts1
Systerm Name  iPhone OS

System Version 9.3.1

Maodel iPad

Credits

ROC is based on FregBDP

License

This program is free software; you can redistribute it andfor
modify it under the terms of the Mozilla Public License, v.
2.0, You can obtain an online version of the License from

hilp.dmozilla.org/MPLI2.0/.

This program is distributed in the hope that it will be useful,
but WITHOUT ANY WARRANTY, without even the implied
warranty of MERCHANTABILITY or FITNESS FOR A
PARTICULAR PURPOSE.

A copy of the product’s source code can be obtained from
the FreeRDP GitHub repository at
hitps:/oithub.com/FreeRDP/FreeBDP.

TSX Connect is a proprietary feature of Thinstulf 5.r.0. and
source code is not available, For more details, please wvisit
httphwww. thinstuff. com.

aokinark Sattings Hel} Aboul

LR .

With the session established
to the ASA we attempt to use
another RDP application that
is not one of the permitted

apps

Cisco Systems © 2016
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Pad ¥ PR 1017 PM

Connections

DISCOVERED CONMNECTIONS (OFFLINE)

Login

MANUAL CONNECTIONS
Add Connection

Test Server
_testservice ifresrdp.com

73 30%E

Edit

Attempt to establish RDP session to host
on inside network.

AD
192.168.100.3

Cisco Systems © 2016
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RDP is attempting to connect.

NIl
CISCO
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iPad ¥ [FN

10:18 PM T4 NE

Connections Edit

DISCOVERED CONNECTIONS (OFFLINE)

Login

MANUAL CONNECTIONS
Add Connection

Test Server

testservice.ifreerdp.com b
AD

192.168.100.3

RDP attempt fails.

Bookmarks

i -1 -

Cisco Systems © 2016
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AnyConnect

10:20 PM

£ VPN Detalls  Detajled Statistics

atfran]e,
CISCO.

CONNECTION INFORMATION

State Connected
Mode (IPvd) Application Tunnel
Made (IPvE) Drop All Traffic
| Time Connected 00:06:38

ADDRESS INFORMATION

& VIRTUAL PRIVATE NETWORK .
AnyConnect VPN (/ I
Connections vpndemo-externa
Details Connected

GENERAL

Settings

Diagnostics

About | Client {IPva) 192.168.100.93
Server 198.135.1.67
Client (IPvE) Mot Available
b sent bytes have not increased.
Sent _~ 488
Received 4022
FRAMES
Sent 7
Received 2

aifoar],
CISCO

CONTROL FRAMES

Sent 61

Received 27

TRANSPORT INFORMATION

Protocol DTLS

Cipher RSA_AES 128 SHA1

Note that the Sent Bytes
has not increased.

Cisco Systems © 2016
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We will now test with the MS RDP
App which is permitted.

192.168.100.3

10:22 PM

Remote Desktop

/

This Microsoft RDP App is permitted by the PerApp
Palicy

lllllllll
CIsSCO.
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RDP Session is established immediately

Connect is successful - Traffic is flowing

Cancel Credentials

192.168.100.3

User Name

Password

Store user name and password

Cisco Systems © 2016 Page 32
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AnyConnect

10:25 PM

& VPN Detalls

Detailed Statistics

atfran]e,
CISCO.

8 VIRTUAL PRIVATE NETWORK |
AnyConnect VPN (,' | COMNNECTION IFORMATION
State Connected
Connections vpndemo-external
Mode (IPvd) Application Tunnel
Details Caonnected
Mode (IPvE) Drop All Traffic
GEMERAL |
: | Time Connected 00:12:21
Settings |
magncstics ADDRESS INFORMATION
Aboit Client (IPv4) 192.168.100.93
| server 198.135.1.67
| Client {IPw6) Mot Available
Traffic from MS RDP is
’ ; = aYTES Note that Sent Bytes have
Regujied SenlByles ==. 5 increased due to the MS
increased. S L . .
. o RDP App being permitted.
Received 4362
FRAMES
| sent 14
| Received 7
CONTROL FRAMES
| Sent 109
| Received 47
' l l l ' | l ' ' ‘ TRANSPORT INFORMATION
CISCO Protocol DTLS
Cipher RSA_AES_128_SHA1

Cisco Systems © 2016

Page 33



	PerApp Overview
	MobileIron Configuration
	Create VPN Policy
	Create a Label
	Users & Devices

	Cisco Enterprise Application Selector Tool
	Cisco ASA Configuration
	Custom Attribute Configuration
	o Click ‘Ok’ , ‘Apply’ and ‘Save’
	Group-Policy and Dynamic Access Policies
	Group-Policy PerApp Configuration
	Dynamic Access Policy (DAP)


	iOS Device Configuration & Testing
	MobileIron  Mobile@Work
	MobileIron Apps@Work
	AnyConnect

	Testing/Demo

