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What's in your Network?

. o, . : ISE builds context, controls access and shares context
Without a new approach, it's a daunting task to see who and what is on your net-
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the threat surface area Adding to this challenge is industry demand to deliver new .

digital experiences to the end users. :
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Cisco Identity Services Engine (ISE) is the market leading access and security poli- ™ . D D QQ ‘ QQ
cy management and enforcement platform that provides unparallel user and de- @ Sl
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vice visibility, intersecting it with cues from the network, applications and other
security defense systems.

ISE can provide protected connection to all users and devices coming onto network, provide reliable security regardless of connection type or location
and increase user productivity whether they are on-premises or remote. The automated profiling service in Cisco ISE identifies and collects signifi-
cant amount of attribute information about devices and users that connect to your network. The out of box profilers help gather rich contextual user
and device information that could centrally be monitored in ISE intuitive and customizable dashboard. This allows network and security teams to easi-
ly get deeper visibility, correlate security information from disparate tools, enforce policies, provide better threat containment and remediation. ISE
also has extensive AAA server capabilities for network device administration.
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ISE guest services can provide a streamlined experience for implementing and custom- ISE is best for guest access control
izing secure network access by creating a hotspot, self-service registered access, or

sponsored access easily. ISE portal allows you to easily view active endpoints and pro- oo ® @

vide accounting information for security, compliance, and guest auditing. Cisco ISE Por- Dyl —_— e

tal Builder is a web-based tool that helps create dynamic and professional-looking por- A S G secomtnetatonopens e foomsmmat e T
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communication requirements to intranet access portals. It can give guests hotspot ac- e @ o= @ W) @
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ees with a self-service bring-your-own-device (BYOD) portal. | feducriss  Sbeddovoes  Aemsseso

Mobility and cloud technologies have fueled the growth of BYOD in organizations. ISE

allows organizations to enable their employees to participate in BYOD securely. Once BYOD has never been so easy
on-boarded, ISE can tie in with MDM solution to further verify compliance and provide Self served, flexible, secure
controlled access, reducing the risk. ISE could also let users manage their own devices Devie Suppart pusL0
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sources move across domains. Further it helps IT to avoid VLAN sprawl and seg-
Context build, summarize and share ment the network without redesign. TrustSec policies could be easily propagated
across the network from a simple TrustSec matrix in the dashboard.
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Stealthwatch detects anomalous traffic, it can alert the admin the option to quaran-

tine the user via ISE.

Free, 90-day ISE Evaluations: http://cs.co/ise-eval
ISE Deployment Assistant: IDA

For more information on Cisco Security solutions and products, please contact ISE Public Community: http://cs.co/ise-community
your Cisco Account Manager ISE YouTube Channel: http://cs.co/ise-videos
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jobyj@cisco.com ] 0 0 ISE Design & Integration Guides: http://cs.co/ise-guides
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