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About This Document

This document is for Cisco System Engineers, IBM Engineers, Partners, and Customers deploying the
Cisco Identity Services Engine (ISE) Cisco Platform Exchange Grid (pxGrid) App v3.0+ for IBM the
QRadar SIEM.

The supported platforms are:

e IBM QRadar - As per recommendations for python 3 (python 2 is end of support), this is
supported on the following versions - 7.3.3 FP6, 7.4.1 FP2, and 7.4.2 or later.

e Cisco ISE 2.4 and higher with latest patch (check latest recommended release for newest code).

For this release, validation has been done with the following:

e The ISE internal CA was used for generating the pxGrid certificates for the Cisco ISE pxGrid
App.

e Various tests with 7.3.3 FP7, 7.4.1 FP2 and 7.4.2, and ISE Version 2.4, 2.7, 3.0 (with latest
patches).

e Standalone and hybrid distributed deployments.

It is also assumed that the reader is familiar with both IBM QRadar SIEM and Cisco ISE.

Note: As of July 2021, this guide is written using ISE 3.0 and 7.4.2 as a reference. If you’re looking for
older version of guide and screenshots, please use app version guide 2.x at http://cs.co/ise-
guides. The screens for ISE 3.x are slightly different but operationally the same.

This document provides the details of installing and configuring the Cisco ISE pxGrid App for the IBM
QRadar SIEM. The Cisco ISE pxGrid App provides Dashboards for Passed Authentications, Failed
Authentications, Devices, Compliances, TrustSec, Mobile Device Management (MDM), and Currently
Assigned ANC Policies.

Cisco Adaptive Network Control (ANC) mitigation actions can be taken directly from the Dashboards
to quarantine endpoints according to an organization’s security policy. These ANC mitigations can
also be enforced via IBM QRadar SIEM syslog events as long as the endpoint has been authenticated
through ISE.

The Cisco ISE pxGrid App contains an IBM QRadar pxGrid offense rule which is based on pxGrid
RADIUS failure topic events.

The contextual information can be obtained from the IP Address of syslog events as long as the
endpoint has been authenticated through IS.



https://www.ibm.com/support/pages/node/6356547
http://cs.co/ise-guides
http://cs.co/ise-guides
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Solution Overview

IBM® QRadar® SIEM detects anomalies, uncovers advanced threats, and removes false positives. It
consolidates log events and network flow data from thousands of devices, endpoints, and applications
distributed throughout a network. It then uses an advanced Sense Analytics engine to normalize and
correlate this data and identifies security offenses requiring investigation. As an option, it can
incorporate IBM X-Force® Threat Intelligence which supplies a list of potentially malicious IP addresses
including malware hosts, spam sources, and other threats. QRadar SIEM is available on premises and in
a cloud environment.

Cisco Identity Services Engine (ISE) is a security policy management and identity access management
solution. ISE provides centralized management by defining, issuing, or enforcing 802.1X authentications,
guest access management, policies, posture, client provisioning, and TrustSec policies. The ISE session
directory contains a wealth of information about the endpoint that is published by Cisco Platform
Exchange Grid (pxGrid).

ISE also simplifies access control and security compliance for wired, wireless, and VPN connectivity and
supports corporate security policy initiatives such as BYOD.

Cisco Platform Exchange Grid (pxGrid) enables multivendor, cross platform network system
collaboration among parts of the IT infrastructure such as security monitoring and system detection,
network policy platforms, asset and virtually configuration management identity and access management
platforms and other IT solutions. pxGrid uses a pub/sub model to publish the contextual information
received from ISE, and other security solutions will subscribe to this topic, providing more visibility into
security operations. Other security solutions can use pxGrid to enforce their security policies.
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Technical Details

The Cisco ISE pxGrid App installs on an IBM QRadar SEIM instance as an IBM signed app. Once the app
is installed, the Cisco ISE pxGrid App will be registered as a pxGrid client to the ISE pxGrid node and
subscribe to topics and consume contextual information to populate the Dashboards and take Adaptive
Network Control (ANC) mitigation actions.

The following image is a single standalone ISE 3.0:

e Go to Administration > pxGrid Services > Diagnostics > WebSocket.

Note: This system is using pxGrid 2.0 which is based on WebSockets. XMPP is for pxGrid 1.0 and is not
used and will be deprecated in ISE 3.1.

Summary Client Managemeant Diagnostics Settings
Clients Topics
Clients
R 1 5 wr 1

; Rofresh
Client Mame  Subscriptions Publications b.. S.. 5.. Dura

= Cliant Name Subscriptians Publications IP Add Saart ti Baratic
iga=Tanout-ise ftopic/wildcand 1 w0 F L
isa-mat-iss fropicfcom. cisco.ise.sassion.internal 'topicicom. cisco. ide_session_internal Vs ] F . i
Ise-admin-lise {topicfcom.cisco.endpoint. asset, ftopicfcom.cisco...  ftoplo/com.cisco.ise. pegrid.admin. kog, /toplc/com.cisco.ise.t... Vet = 2. 0.
g -bridge -k 1. LI 2. 0
8= Tanait-ise fropis fdisribiated fapie/distribised 1 & 2 0
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The following image is for a distributed deployment of PAN, MNT, and 2 PSN/pxGrid Nodes on ISE 2.7:

RowsPage 24 v 1 G 14 Total Rows
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-
o

Sont Name If Connact To Sassion i CantiScate Subscriptions Pubications P Addeass Status Stan tme Durat

The Cisco ISE pxGrid app pxGrid client subscribes to the Session Directory, RADIUS failure, MDM
endpoint, and ANC configuration Topics.

The Session Directory topics consist of user contextual information, such as username, MAC address, IP
Address, endpoint device, posture status and provides wired and wireless connection type information.
Wired connection type information includes the NAS Port ID, NAS IP Address, NAS Port Type, Location,
and Device Type attributes. Wireless connection type information includes WLAN, Calling Station ID,
Called Station ID, NAS IP, Device Type, Location, and NAS Identifier attributes.

The MDM topic consists of compliance and registration status and is dependent on having an external
MDM solution configured in Cisco ISE. In this document, the Cisco Meraki Solution was used as the
external MDM solution. The testing was done with ISE 2.4 initial release so only the compliance and
registration status attributes were available. In later releases of Cisco ISE after 2.4, the MDM attributes
are available as follows: Manufacturer, UDID, Serial Number, Encryption Status, Jail Broken Status, Pin
Lock Status.

The RADIUS failure topic includes failure reason attributes, such as "invalid password" and drill downs
based on location and wired/wireless connection types.

The Config ANC Status Topic provides the Cisco ISE pxGrid client app to perform ISE Adaptive Network
Control (ANC) mitigation actions on the endpoints.

The Cisco ISE pxGrid App uses pxGrid 2.0, which uses WebSocket, REST API, and STOMP messaging
protocol for pxGrid operation and thus supported since Cisco ISE 2.4.
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Cisco ISE pxGrid Installation

Make sure that you have installed Cisco Identity Services (ISE) 2.4 or higher and it is in a standalone
deployment (also supports other deployment methods). If this is a production ISE deployment, ensure
the Cisco ISE pxGrid node is on a dedicated node. See the pxGrid section of ISE Guides for more
information.

At minimum, it is recommended to have two standalone nodes for HA purposes. Both nodes would be
running all personas, including pxGrid. Depending on the number of clients and architecture
requirements, you may expand into other architecture designs. Please consult with your ISE integrator on
recommended deployment model.

Step 1 Go to Administration > System Deployment > Edit the ISE node > Enable pxGrid.

This image is for ISE 2.7. For ISE 3.0, the image doesn’t fit well on a screen. You would need to
scroll down to the bottom and enable pxGrid.

Hostname

FQDN

IP Adgress

Node Type Identity Services Engine (ISE)

Administration
v Monitoring
Role PRIMARY

Other Monitoring Node

v Policy Service
w Enable Session Services i
Inciude Node in Node Group None |
Enable Profiling Service ;
| Enable Threat Centric NAC Service ;
[J » Enabie SXP Service i
| Enable Device Admin Service

0O Enable Passive Identity Service ;

¥ pxGrid



https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/216120-ise-security-ecosystem-integration-guide.html#anc31

SECURE ACCESS HOW-TO GUIDES

atfran]s
CISCO.

Deploymant Licensing Canifcates Logging sa

L e

B ~ Enable

FilEnEnCE Ungrade Health Checks Backup
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Session Services

] Enabis Proliing Service

B trabia Thesat Caniric NAG Servica

B -~ Enable SXP Sarvice

B Enabis Devies

GigabitEthernet O wr
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Step 2 Select Save.

You should see the following (ISE 3.0):

Deployment Nodes

O Hostname ~ Personas

D i Adminisiration, Manitaring, Policy Serace, pxGrid

Recommended Distributed deployment example

Deployment Nodes

S it B regute D smop [ Ceegiter

[ Hostname a  Personas Fode{s)

O coscoisepdimm Adminestraton, Honitoing PREIA), PRE[M)
[ mcoasepnpn Palicy Service, polrd

[ c=ccisesecmn Adminetrabon, Honitonng SEC{A), SECIM)
O cemccisesacpsn Policy Sendice, peGrid

Role(s) Services

Selected 0 Total 1 25 &

Alll S

MNode Status

STAMNDALONE  TC-MAC SESSION PROFILER.SXPDEVICE

(ISE 2.4+):

Splacied D | Total & 11. .

Showe [ all
ServiLes
HOHRE
SESSION, PROFILER:
NORE
SESSION PROFILER

-1

HHEH;
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Step 3 Select Administration > pxGrid Services > Summary.

Verify that the published nodes appear. All nodes running pxGrid will have a fanout & pubsub.

Note: In ISE 3.0, you may see services not available. This is fixed in patch 3.

The screenshot below shows that 1 pxGrid client is connected (this is a current setup with
another vendor that we are showcasing with 5 pubsub connections (internally and to 1 client).

= Ciseo ISE Administration - peGrid Services
Summany Client Managameant Diagnosics Seings
ACTIVE CONMECTIONS LAST HOUR ACTIVITIES
Pubsuby comesctions Contrgl messages
TOTAL CLIENTS ERRORS |
Tatal Cliefis
| R
o dals found

® Approved T {1D0%)
Panding 0 (0%}

REST a#

15

Last Houd Activities

0

Last Occured

o @

Pubssub Treoughpe

0.14 .

Cisco Systems © 2021
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Step 4 Select Web Clients (Diagnostics > WebSockets in ISE 3.x) and verify that the published nodes
appear:
Note: This is validating pxGrid 2.0 connections. You should see that admin, mnt, and pxGrid

nodes have connections with each other. They should all be ON. This is from a 4-node
deployment.

entity Services Engine » Context Visibity

» Systam  » Gendly Management  » Network Resowrces » Device Portal Management  paGrid Serdces » Feod Service  » Theeat Contric NAC

x v v

Cisco Systems © 2021 Page 11
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Generating the Cisco ISE pxGrid App Certificate

A certificate for the Cisco ISE pxGrid App will be generated from the ISE internal CA so the App will
register and connect to the ISE pxGrid node. If you are using an external CA server for pxGrid
operation, please see pxGrid section of the ISE Guides.

For more information on certificates, please refer to this section under cs.co/ise-quides.

Note:  When deploying certificates to your ISE nodes, make sure that the root that is installed on the
pxGrid node is that of the certificate issued to your pxGrid nodes.

PKCS12 files are supported in version 3.0 of the QRadar App. Recommend using PEM with ISE
internal CA unless there is some reason you must use PKCS12 (not discussed in this guide).

Step 1 Select Administration > pxGrid Services > Certificates (ISE 2.4+) or Administration > pxGrid
Services > Client Management > Certificates (ISE 3.x).

You should see the following:

alwilis  Identity Services Engine v Administration

» System  » |dentity Management  » Network Resources  » Device Portal Managemen!  pxGrid Services  » Feed Service  » Threat Centric NAC

All Clients Web Clents Capabilites Live Log Settings Certficates Permissions

Generate pxGrid Certificates

Iwantto® _'J

Common Name (CN) *

Certificate Template PxGrid_Certficate Tempiate @

Subject Alternative Name (SAN) j
Certificate Downioad Format * - o
Certificate Password * 0
Confirm Password *

Connected to pxGnid !se24k.lab10.com

Step 2 Type the following:

It is recommended to use the full name of the server ex: gradar.securitydemo.net.

Cisco Systems © 2021 Page 12
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https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/216120-ise-security-ecosystem-integration-guide.html#anc52
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Note: This is the IP address and FQDN of your QRadar system. You are generating a
certificate here to install on QRadar app so it can present when communicating with ISE.

/ want to: Generate a single certificate (without a certificate signing request)
Common Name (FQDN): gradar.securitydemo.net

Description: QRadar

Certificate Template: Pxgrid_Certificate_ Template

Subject Alternative Name (IP Address): 10.1.100.27

Subject Alternative Name (FQDN): gradar.securitydemo.net

Certificate Download Format: Certificate in Privacy Enhanced Mail (PEM) format, key in PKCS8
PEM format including certificate chain

Certificate Password: XXXxXxxxxx

Confirm Password.: xxxxxx
Step 3 Select Create.
This will create a zipped file 1520701037382 _cert.zip.
Note: Make sure your browser pop-up blocker is disabled when generating certificates.

Step 4 Unzip the file, you will see the following files:

Note: Keep the original zip, we are exporting here to just look at the contents and discuss the
certificate. However, the QRadar App is able to import the zip package with its key as
well.

v | 1593541041500_cert

Home Share View

« v 4 > ThisPC > New Volume (E:) > 1593541041500_cert
Bl Desktop 4 Name S Date modified Type
‘ Downloads  # Lgl CertificateServicesEndpointSubCA-ise_ 6/30/2020 6:17 PM Secunty Certificate
% Documents —o CertificateServicesNodeCA-ise_ ' 2020 6:17PM  Security Certif
& Pictures v o CertificateServicesRootCA-ise_ ' 2020 6:17 PM
CESAPOVKit20m L qradar.securitydemo.net_gradar.securitydemo.net ; 2020 6&:17 PM
ek qradar.securitydemo.net_gradar.securnitydemo.net.key 6/30/2020 6:17 PM KEY File
=) SSL.comDVCA_
& This PC 3 USERTrustRSACertificationAuthority_ 6/30/2020 6:17 PM

-3 30 Objects

The QRadar identity certificate consists of the public private key-pair:

Cisco Systems © 2021 Page 13
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gradar.securitydemo.net_gradar.securitydemo.net.cer
gradar.securitydemo.net_gradar.securitydemo.net.key

The certificateServicesRootCA-ise .cer is the ISE internal Root CA certificate.

Depending on your setup, you may have certificates being used for different ISE personas in your
environment. If pxGrid is not assigned to the local Certificate services endpoint, as seen below, then
make sure that you export the root certificate chain that was used to sign it. For example, if you have ISE
signed up an external identity source.

Don’t assign pxGrid to the self-signed certificate of ISE. This is not the best practice. If it moves pxGrid
back to the Certificate Services Endpoint Sub CA as you can see in the image below. If for some reason
you need this, then you will need to manually export this certificate and upload as package with the
internal CA generated cert and key to QRadar and choose that as the root. The relevant certificates from
the internal CA won’t matter even though they are in the package.

In the following example, the pxGrid certificate is signed by the same ISE internal CA. When ISE
communicates to QRadar system, it will present this as part of the communication. When you generate
the certificate on ISE in the above steps, it gives you a package that includes the certificate chain from
ISE internal CA. When QRadar talks to ISE, its certificate is automatically accepted because ISE is aware
of the certificates it issues and the associated certificate chain.

« cC e 0 A% 9211189

* Carahcate Management System Certificates For 530000 1ecovery 13 1ecomeendad 13 exgort carsBcate and pavate key 3 1 3l svstem certicates

euBCate Soung Reguests
et Peredc Chack St

+ Corsicate Aathorty

Cisco Systems © 2021 Page 14
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Installing Cisco ISE pxGrid App

In this section, you will learn how to install the Cisco ISE pxGrid App.

To download the app, please visit the IBM App Exchange.
Note: It is assumed that you’re running recommended release of IBM QRadar (see notes at the beginning
of this document).

If user is upgrading the Cisco ISE pxGrid QRadar App, we recommend users to uninstall the old app and
install the latest version.
To uninstall the old app:

1. Go to Admin > System Config > Extensions Mgmt.
2. Select Cisco ISE pxGrid, and then click Uninstall.

Extensions Management Search by extension name
ALL ITEMS INSTALLED NOT INSTALLED
Hame

Fresssssss s s s s s s s s T T EEEEEEEEEEEEEEEEEEE ST EEEEEEEEEEEEEEEEEEEETEESEEEmEmEmEEEEEmEEEmE

x

Cisco ISE pxGrid

Thee Cisco ISE pxGrid App uses Cisco ldentity Sarvices Engine (ISE) 2.4 + and leverages Cisco Platform Exchangs
Grid (pxGrid) to orchestrate all communication and data interchangs § exchangs belween IBM GRadar and Cisco
ISE. This provides ISE contecxtual information from within the GRadar console. The App has dashboards that
provide key information such as Passed and Failsd suthentications, Device Summary, Compliance, TrustSec and
MO, B alzo allows the GR&adar admin to take right-chck Adaptive Network Control (ANC) mitigation actions for
Rapid Thraal Containment (RTC)

Uninstall
(More Detalds .. .)

L e e |

Cisco Systems © 2021 Page 15
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Step 1 Install the extension:

a. InIBM QRadar, select Admin > Extensions Management.

Log Activity Network Activity

Admin U Deploy Changes Acvanced ¥
v System Configuration [ J) There are no changes to deploy
g Reasons
» Data Sources
i .
Remote Networks and lg ,\:"., *
services Configuratic Routing Rules Domain Management Extensions ement Re
it

g Yo User Management

b. Click Add a New Extension, upload the signed Cisco ISE pxGrid App, and select the Install
Immediately checkbox.

Add a Mew Extension

| From posl slorsge

Captn 153 petlra W0 B_Seacd e [T

| o] e -----qE'w.

Cisco Systems © 2021 Page 16
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Note: If asked the following, select the Replace option to install new components, and click
Install at the very bottom.

Cisco ISE pxGrid

8y: Cisco

A, The exiension contains 3 items which are aready on the system and marked with REPLACE. You can replace these
Rems with the versions in the extension that you are about to install, or you can preserve existing items as-is and add
only now items. Application foms that are marked with REPLACE are upgraded but internal data and configuration is
preserved, Customizations to system Custom Rule Bems are preserved. Any other item types marked with REPLACE wil
be replaced and customizations will be lost, How would you ike 10 proceed?

@& Repl isting items. (A jon dala is preserved)
Preserve existing items, (Not recommended for appiications)

By nstalling this extension, the following changes will occur in the system:

Log Source Extensions (1)
Next you may see this: Click OK.

Cisco I1SE pxGrid
By it

Tha hies ban od successiully. Plaase review tho install sumemany:

This axingion CONLENS ONe of Mof apphcations. In oder for Bl N USer INMSriace Ghmants 1o apgsar and funciion oomesty,
b Micarisiiey 10 Pideich ponst B 11 iy ale D nocaiaery i chiar your Biowier cishe.

IIX5M Evenl Mappings ()

A0 IR ppF orPaling Liser Sissions ADD

4001 TIRssarkppFonfoGnd Aadus Falun ADD
Custam Applicatice (1)

Cigoo ESE peGrid BEETALL

c. After installation, you should see the following:

Note: This is showing an exclamation as we were testing with an unsigned copy before
posting to IBM app exchange.

Extension Mansgement pasil by e fae L+1 A Semarty App Enctargs |

AT PR PR—— =
hares S hatnor Agddad Da -
I Cinca ISE pelies + s Gy g, 2021

d. Clear the browser cache, close the browser, launch the app, and login again.

Step 2 Configure the logging IP address for the primary/secondary nodes:
a. On QRadar, in the upper-left corner, click the hamburger.

b. Navigate to Admin > Data Sources > Events > Log Sources.

Cisco Systems © 2021 Page 17
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IBM QRadar

Log Activity Network Activity Assets Reports

Admin ) Depioy Changes  Advanced ¥
» System Configurati [ A There are no changes to deploy
v Data Sources Data Sources
i Events
. vulnerabiit
T - & = “&

DSM Editor WinCollect Log Sources @

c. Change your log source identifiers QRadar 7.3 (see 7.4 below this section).

Choose Name > pxGrid_Primary/pxGrid_Secondary.

Edit and change the Log Source Identifier to corresponding ISE IP for Primary and
Secondary accordingly.

You may disable the secondary if you don’t need it.

E Log Sources - Google Chrome = O >
A Not secure  192.168.1.233/console/do/sem/maintainSensorDevice
Search For: | Group ~ | |All Log Source Groups Go [|Add [ Edit [%] Enable/Dissble (G} Delete  Bulk Actions ¥ e
i Extensions _f&. Parsing Order Eﬂ Assign
Log Source Log Source Target . -

Name Desc Status Protocol | G... Type Enabled Identifier s e Credibi Autodiscov
pxGrid_Primary Cisco ISE ...  Success | Syslog Clsco ISE pxGrid | True primary eventcolle... | 5 False
pxGrid_Secondary  Cisco ISE ... | Success | Syslog Clsco ISE pxGrid | True secondary eventcolle... | 5 False

Note:  You will see Status as Error since there are no logs coming in because we are still working on the

system configuration.

Sesch Far: | Hama _m | o Go add |F (] Buk Actions ¥ JeEdensions . Parsing Order L 0
Log
- Log Source Target
bl
Naime & Dese Statis Protacol Group ‘5$urca Enabled Y —— Destinatic
ype
Gnd Cisco ISE poiGnd Log Source for pn Errar Syslog Clsco IS Trus prImary avantcall
Svilon Clsco IS Trug econdary mventcall

sl Cisco ISE poGnd Log Source for s¢ Emar SyE0g

Note: If you double-click one of the items, you will see the error details.

Page 18

Cisco Systems © 2021



ST
SECURE ACCESS HOW-TO GUIDES cISCOo

Edit a log source

| i) Mote that the connection infarmation for this log sowce is shared amongst one or more other [0g sources.

€3 ERROR - Everts have not been received from this Log Source in over 720 minutes

Log Source Hame leGrid

Log Source Description ICISI:D ISE puGrid Log

d. Change your log source identifiers for QRadar 7.4.

e The app opens in a new window.
e Choose Log source type to filter on pxGrid.

IEM QRadar Log Source Managoemant

Filter

— =
Status (5) Clear
[] ox 0
= . Log Sources (2) LS oy
| 'Warning i
[ Erreer -
Mt Avmidable 0 [ m Mame- Log Source Typs  Creation Date Lat Evert Enablod
Dieaaksied 0
[0 282 pebrid Primary Clhaco I5E pwoGrid  Awg 12, 2020752 AM  Sep 1, 2020 5:48 AM [ &)
Enabled (2§
Yoa . L] 22 peGrid Secondary Clsco ISE puGirid  Feb 10, 20201053 P Aug 24, 202083300 D
Mo
Log Source Type (3)

20~ itEms per page 1-2 of 2 bams

1 af 1 pages i
B Cisco 155 puing

e Change the primary and secondary log source identifier.

¢ Click on the primary, edit, and then choose protocol. Change Primary to actual ISE pxGrid node
IP, and then click Save.

Note: Do the same for the secondary. If one is not used, then disable the toggle slider as in
the image above.
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Log Source Summary

pxGrid_Primary
Status: Erroe Last Updated 9 b ‘“‘v)v.

/\ Events have not been received from this Log Source in over 720 minutes,

Overview  Protocol

Log Source Identifier * I 10140023

Incomina Pavicad Encodina S o

e Close the edit window, and then the second browser tab.

Step 3 Configure the Authorized Services in QRadar:

a. Select Admin > System Configuration > User Mgmt > Authorized Services.

[ et e (g T ) Ly Aty et Actaaly Mormasin Reperts AT P g

Adrriin ﬂ Dwepdoy Thanges  Acvanoed T
w System Configuration | L) Thena afé no changes 1 daploy.
+ Lzer Mansgement
+ Ausets System Configuration
» Data Sources User Management
Remote Metworks and O {f A i i'
SCTVRDES LonTirguraticl .
Users User Fioles Security Profiles Aumentication @mzﬂ Senaces Tan

Try it out

* Apps

b. Add Authorized Service:

¢ In the Service name box, enter pxGridService.
e In the User Role and Security Profile dropdown lists, select Admin (default).
¢ Select the No Expiry checkbox.
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Svoe pXGridService
User Role: Admin _'J
Security ‘ B
Profile: Admin _J
Expiry Date: 2/13/2018 ~ /v No Expiry

c. Click Create Service.

d. Copy the authentication token into the notepad.

Add Authorized Service I Delete Authorized Service | Edit Authorized Service Mame Selecied Token c8342cic-ba6-48bd-ab83-012T54c56872
Service Name Authorized By Authentication Token User Role Sacurity Profile Created Expires

Apr 8, 2021, 80927 PM | Parmanen

Note: This is later used for Cisco ISE pxGrid App for pxGrid integration.
e. Close the Authorized Service browser window.

f. Make sure to deploy changes at this point.

) Deploy Changes  Advanced ¥

' i~ There are undeployed changes. Cick 'Deploy Changes' to deploy them, View Details
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Configuring pxGrid Integration on QRadar

Step 1 Setup pxGrid settings:
a. Select Admin > Apps > Cisco ISE pxGrid > pxGrid Settings.

yr Thirs die 1o chnpss 1o Saploy

Apsn
Chuco B et

imim
CISCO

slnd Semng

b. Copy and paste the authentication token into the QRadar Service Token Window.

ORadarSettings
GAadar service oken * cl3aclc-fbSi-48bd-aba3- G2 TE4c 56872
Time interval to imvake 1he scheduler in -]
minutes *
Chadar event collector * 1848.48.133.50

Clear Save & Continue

Note: When going through the setup, you will notice the following message at the bottom of
the app. This is due to the config not being completed. You won’t see it change to
green until all configuration is completed and polling is done via HealthAuditLog.

Note: If you continue to see this after putting all the settings in and ISE shows Enabled then
clear your browser cache to refresh.

Problem in connecting the ISE servers - ISE Settings are missing in the app.

Step 2 Enter the QRadar Event collector (EC) IP / QRadar Console IP (If EC is not available).
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Step 3 Select Save & Continue, this will move you to the ISESettings tab.
Step 4 Select Primary and type the IP address of the ISE pxGrid node.
Step 5 Leave 8910 as the default port.

Step 6 Enter the Client username (for example, QRadar App).

Note: This will be the unique registered pxGrid client name displayed on ISE.

Step 7 Select the certificate format type. You can choose between PEM or Pkcs12(.p12).

Step 8 You may upload the zip package you generated from ISE certificate services (ISE internal CA);
otherwise, if you’re using your own internal PKI, you can upload all (selecting all in the
browse windows at once) the Cisco ISE pxGrid App certificates in the PEM format under
Select and Upload Certificates (only PEM is supported) application settings page.

CertificaeServicesEndpointSubCA-ise24k_.cer
CertificateServicesNodeCA-is24k_.cer
CertificateServicesRootCA-ise24k_.cer
ise24k . TN - -

gradar.labl0.com_gradar.labl0.com.cer
gradar.labl0.com_gradar.labl0.com.key

Step 9 Choose the Cisco ISE pxGrid App Certificate file name:
qradar.lab10.com_qgradar.lab10.com.cer.

Step 10 Choose the Cisco ISE pxGrid App Certificate key file name:
qradar.lab10.com_qradar.lab10.com.key.

Step 11 Choose the Cisco ISE Internal Root Certificate Root CA certificate file name:
gradar.lab10.com_qradar.lab10.com.cer.
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Step 12 Enter the certificate pass phrase.

You will see the following if PEM format is selected:

tharfn,
CisCO

QRadarsettings SESettings Policies Healthauditlog
PxGrid Node 1 |P Address * 192.168.0.138
PxGrid Node 2 IP Address.
Port * 2910
Client user name * QATesting
Certificate format type = PEM format (Only zip or individual certificate files are supported.) :
Select & Upload certificates * Mo file chosen
Certificate file name * gradar124.aujas.com_192.168.1.124.cer s
Root CA certificate file name * CertificateServicesRootCA-ciscoiseprimnt_cer :
Certificate key file name * qradar124.aujas.com_192.168.1.124 . key ]

Certificate passphrase *

Clear Save & Continue

When working with certificates, you must understand where the certificate was issued for your pxGrid
nodes. Here are some criteria:

On any ISE deployment, you could have multiple certificates for different roles personas.

The admin node with an internal PKI certificate so that your admin machines with the root trust
them.

Portals for guest services would likely have a well-known certificate so that any client coming in
off the street can trust the portal.

Your pxGrid node will likely be side either by ISE internal CA or a well-known certificate root,
depending on how you certificate trust is set up. Carefully choose your Root in the setup
settings.

All nodes running pxGrid should have the same root.

See more about certificates at ISE Guides page for certificates and ISE 2.7 Certificate Section of
Admin Guide.

Note: If adding a secondary pxGrid node, provide the secondary pxGrid Server IP Address, the Client
username and identity certificate, and public private key-pair. The root certificate will remain the
same as in Primary.
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Step 13 At the bottom of the page, select Save and Continue.

You will be provided with a message to approve client connection. You can ignore if auto
approve is enabled. Steps to approve client connection in provided below.

Note: At this point you will see a screen to show pxGrid policies. It will be empty since ISE comes out of
box not accepting new account creations. For security, unless you’re adding a bunch of clients or
testing, you should probably leave these unchecked.

Administration > pxGrid Services > Settings (ISE 3.x)

Administration > pxGrid > Settings (ISE 2.4+)

Cleca

Bartings

Settings

Al Clhanis Wil Chenls Capabiliias Liviz Log Seflings
I

PxGrid Seltings

E Autornatically approve news ceificate-based accounts

l__ Allow password based acoound crealion

Lise Default m

Step 14 Let’s allow the connection manually:
Admin > pxGrid Services > Client Management (ISE 3.x), and click to Approve the qradarapp.
Admin > pxGrid Services > All Clients (ISE 2.4+), click Approve all.
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Clsca

Clienl Marsgarment

Clients

[T Esscription Cham Grosps Siarun

» Systern  » Identty Managermanrd  » Network Resources » Dewice Portal Management pGnd Servicos » Food Serice » Threat Centnic NAC
Chck hare 30 do visibilty setup Do not
Al Chents Web Chents Capabatie Lve Log Setting entAcates Permission
PEnat : g iprove @ Growo Docirn Deiete v BRefresh  Total Perding Aggrovall) « Tselectedem 1-80f8 Show 5 «
v -
Approve Al - - - .
Cenit Nane Description Stats Oent Group(s) Auth Method
Decire A)
» D ah " e at
» ¥ ¢ ¥
» t i y
B 5 it
— » it
J P gty PXGd App for Qrady adtes{0 Pt Sub) Pernding Cartficate
i 4 it
CRED ¢ Sut

Step 15 Navigate back to the QRadar ISE pxGrid app ui and refresh the policy list Ul. Either create or
select the policies you want to use in your environment. Click Save.

CAadarSettings SE Settings Palicies HealthauditLog
ooE

AMC - Des oy puGnAddRadarPortBounce
ANC=MulFromOriit prGnodRadarduaranting

AMC-Investigate o puGrigdRadarShutlown

Step 16 Validate the HealthAuditLog in the app. Notice it shows enabled as the last status. This may
take a bit to update the polling. Perhaps 1-2 min. There is Refresh and Poll now.

On clicking the refresh button, the latest status of the node will be read from the internal App Db and
updated on the table, by default the page refreshed every 5 min.

The Poll now button will send a request to the nodes to poll the status of the node.

You may now close the app window.
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Step 17 Validate the pxGrid client on ISE:

Note: In ISE 2.4+ On the All Clients tab, the Client Status can be Offline (XMPP). This is for
pxGrid 1.0 and doesn’t represent any value. ISE 3.0 shows XMPP and WebSockets

screens.

Step 18 Admin > pxGrid Services > Web Clients (2.4+).

Admin > pxGrid Services > Diagnostics > WebSocket (3.0) and see registered Cisco ISE
pxGrid QRadar app client.

Note: If you do not see the pxGrid registered client, ensure the ISE pxGrid QRadar app client is
using Fully Qualified Domain Name (FQDN).

(%]
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Step 19 You will see the client connected twice if there are two pxGrid (primary/secondary) nodes. Only
one entry for single pxGrid nodes.Assign the QRadar client to the ANC Group permissions:

a. Select All Clients (Admin > pxGrid Services > Client Management > Clients (ISE 3.x) > Check
the QRadar Client.

b. Go to Group > Add > ANC.

c. Click Save.

Client Group X
Name aradar
Groups ANC

m Cancel

Note: You should see the pxGrid client Group ANC assigned to the Cisco ISE pxGrid client,
the below image is of ISE 3.x (above is 2.x).

Client Management

aradiapd
Cliants

Edit Client
Germraapes

Cartilicales

Lanee m
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Following are the steps to Index CEPs in QRadar.
Step 1 Return to the IBM QRadar Web Console.
Step 2 Navigate to Admin tab, and then click Index Management.
System Configuration
Q@ € ! o ¥ o oy g
Auto Updae Backup and Recovery Global System Index Management Aggregated Day Network Heraechy System and License System Heamn
NotsScabors 1faragemert Maragement
& &% * ' L) W) %) ®
System Semngs Asset Profer Custom Offense Clove Store and Foewaed Reference Sat Centralzed Credentals  Forwardeg Destnations Routng Rules
Configuration Reasors Laoagemert
o @ o

Domain Management Exdensions Maragement Resource Restncbons

Step 3 To setup the Indexes for use with pxGRid:

a. Search for pxgrid indexes: in the upper-left corner, enter pxgrid into the search window, and
then search.

OEnable Index ﬂ Disable Index pagrid

b. Sort by Property:

Indexed Property -

[—

pooGrid_accessService (custom)
pooGrid_adHostDomainiame (custom)
poorid_adHosthetBiosMame (custom)
pocGrid_adHostResolvedDns (custom)
pooCrid_adHostResobvedidentities (custom)
poeGrid_adiormalizedUser (custom)

peoGrid_adUserDomainiarme (Custom)

c. To Index the CEPs Packaged with the app, right-click on the property name, and then Enable
Index.

Recommended CEPs to be indexed are the following:

e pxGrid_adNormalizedUser
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e pxGrid_auditSessionld
e pxGrid_EventName

e pxGrid_macAddress

e pxGrid_nasPortType

e pxGrid_src

d. Click Save.

Cisco Systems © 2021 Page 30



stfran]ns
SECURE ACCESS HOW-TO GUIDES cISCO

App installation on QROC

Cisco pxGrid QRadar App is certified ‘QRadar on cloud ready’ by IBM.

The following image shows data sources on your network that send information to your gateway

appliance. The gateway appliance then communicates with an instance of QRadar that is running in
the IBM cloud.

Clowd

—_—
intermet

Tunnetied
Comemunicat on

On-Pram

Oer

SE Mades
e @ . St NOSeZ
Data Sources

ISE Nodet

The pxGrid QRadar App installation on QROC is very similar to the QRadar enterprise .

NOTE: Use the QRadar® on Cloud Self Serve app to perform administrative tasks that are related to the

provisioning and configuration of your QRadar on Cloud instance. The Self Serve app is installed on all QRadar on
Cloud Consoles by default.

Log on to the QRadar console(QROC) from a web browser to install and access Cisco ISE pxGrid QRadar
App, just as you would with QRadar deployed on your premises.

Step 1: Follow all the steps under the section “Generating the Cisco ISE pxGrid App Certificate” to

download the certificates but ensure to use the Data Gateway IP and FQDN instead of QRadar
console details.

Step 2: Follow all the steps under the section “Installing Cisco ISE pxGrid App” to install the app on
QROC.
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A QRadar cloud user should ensure, that both the ISE Nodes IPs should be whitelist on data gateway.
This can be directly done in QROC Ul with the help of “Self-serve app” provided by default in QROC.

Allowlisting an IP address

Performing the below steps should whitelist ISE server and allow communication between ISE Server
and QROC.

Users can allowlist an IP address by adding the classless inter-domain routing (CIDR) value to the Allowlist
Management page. Here user should allowlist the ISE IP here.

1. Open the Admin settings and click QRadar on Cloud Self Serve.
Click Allowlist Management.

Click Add.

Enter the CIDR.

Click Save.

o a ~ «o N

Click Submit, and then click Confirm
Refer here for more details.

If the communication is still not ON, whitelist 8910 (pxGrid Service) port as well.
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Cisco ISE pxGrid App Dashboard Panels

The dashboards and panels are populated with contextual information from ISE via pxGrid. This

contextual information includes:

e Security or network admin visibility into who is connecting to the network and how they are

connecting

e Type of devices connecting to the network, how they are connecting, and the owners of

these devices

e Users’ compliance with the organization’s security policy

e Data on the incorporation of Bring Your Own Device (BYOD) security polices within the
organization and whether they include external Mobile Device Management (MDM) vendors

The dashboards and panels are designed or provide investigative insight across the entire organization
or by connection-type such as wired or wireless. These dashboards include: Passed Authentications,
Failed Authentications, Devices, Compliance, MDM, TrustSec, and Currently Assigned ANC policies.

The admin can also take ISE ANC mitigative actions on the endpoint through these all QRadar ISE
pxGrid App dashboards, except for TrustSec and Currently Assigned ANC Dashboards under ANC

Details.
Tab Name Description Search Criteria
User All Top ten users with passed Select by
auth pxGrid_adNormalizedUser
* pxGrid_EventName as User
5 Sessions
E Wired Top ten Wired users with Select by
= passed auth pxGrid_adNormalizedUser
2 pxGrid_EventName as User
5 Sessions
g pxGrid_nasPortType as Ethernet
(O]
§ Wireless Top ten Wireless users with Select by
o passed auth pxGrid_adNormalizedUser
pxGrid_EventName as User
Sessions
pxGrid_nasPortType as Wireless
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Tab Name Description Search Criteria
VPN Top ten VPN users with Select by
passed auth pxGrid_adNormalizedUser
pxGrid_EventName as User
Sessions
pxGrid_nasPortType as Virtual
WebAuth | Top ten WebAuth Select by pxGrid_username
(MAB+Guest) users with pxGrid_EventName as User
passed auth Sessions
pxGrid_radiusFlowType as
wiredMAB or wirelessMAB
pxGrid_username as a valid
name, not MAC ID
Device All Top ten endPointProfile Select by pxGrid_endPointProfile
pxGrid_EventName as User
Sessions
Wired Top ten Wired Select by pxGrid_endPointProfile
endPointProfile pxGrid_EventName as User
Sessions
pxGrid_nasPortType as Ethernet
Wired Top ten Wired Dot1x Select by pxGrid_endPointProfile
Dot1x endPointProfile pxGrid_EventName as User
Sessions
pxGrid_nasPortType as Ethernet
pxGrid_serviceType as Framed
Wired Top ten Wired MAB Select by pxGrid_endPointProfile
MAB endPointProfile pxGrid_EventName as User
Sessions
pxGrid_nasPortType as Ethernet
pxGrid_serviceType as Call
Check
Wireless Top ten Wireless Select by pxGrid_endPointProfile
endPointProfile pxGrid_EventName as User
Sessions
pxGrid_nasPortType as Wireless
Wireless Top ten Wireless Dot1x - Select by
Dot1x endPointProfile pxGrid_endPointProfile

pxGrid_EventName as User
Sessions

pxGrid_nasPortType as Wireless
pxGrid_serviceType as Framed
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Tab Name Description Search Criteria
Wireless Top ten Wireless MAB Select by pxGrid_endPointProfile
MAB endPointProfile pxGrid_EventName as User
Sessions
pxGrid_nasPortType as Wireless
pxGrid_serviceType as Call
Check
VPN Top ten VPN Select by pxGrid_endPointProfile
endPointProfile pxGrid_EventName as User
Sessions
pxGrid_nasPortType as Virtual
WebAuth | Top ten WebAuth Select by pxGrid_endPointProfile
(MAB+Guest) pxGrid_EventName as User
endPointProfile Sessions
pxGrid_radiusFlowType as
wiredMAB or wirelessMAB
pxGrid_username as a valid
name, not MAC ID
User All Top ten users with failed Select by pxGrid_username
auth pxGrid_EventName as Radius
Failure
Wired Top ten Wired users with Select by pxGrid_username
failed auth pxGrid_EventName as Radius
Failure
* pxGrid_nasPortType as Ethernet
5 Wireless Top ten Wireless users with Select by pxGrid_username
'}E failed auth pxGrid_EventName as Radius
= Failure
2 pxGrid_nasPortType as Wireless
3 VPN Top ten VPN users with Select by pxGrid_username
5 failed auth pxGrid_EventName as Radius
= Failure
L pxGrid_nasPortType as Virtual
WebAuth | Top ten WebAuth Select by pxGrid_username
(MAB+Guest) users with pxGrid_EventName as Radius
failed auth Failure
pxGrid_radiusFlowType as
wiredMAB or wirelessMAB
pxGrid_username as a valid
name, not MAC ID

Cisco Systems © 2021

Page 35




SECURE ACCESS HOW-TO GUIDES

stfran]e
CISCO

Tab Name Description Search Criteria
Failure All Top ten Failure reason with Select by pxGrid_failureReason
reasons failed auth pxGrid_EventName as Radius
Failure
Wired Top ten Failure Reason for Select by pxGrid_failureReason
wired user with failed auth pxGrid_EventName as Radius
Failure
pxGrid_nasPortType as Ethernet
Wireless Top ten Failure Reason for Select by pxGrid_failureReason
wireless user with failed pxGrid_EventName as Radius
auth Failure
pxGrid_nasPortType as Wireless
VPN Top ten Failure Reason for Select by pxGrid_failureReason
VPN users with failed auth pxGrid_EventName as Radius
Failure
pxGrid_nasPortType as Virtual
WebAuth | Top ten Failure Reason for Select by pxGrid_failureReason
WebAuth (MAB+Guest) with pxGrid_EventName as Radius
failed auth Failure
pxGrid_radiusFlowType as
wiredMAB or wirelessMAB
pxGrid_username as a valid
name, not MAC ID
Auth All Top ten deviceType by Select by pxGrid_deviceType
Type Failed Auth with failed auth pxGrid_EventName as Radius
Failure
Wired Top ten deviceType for Select by pxGrid_deviceType
Wired users with failed auth pxGrid_EventName as Radius
Failure
pxGrid_nasPortType as Ethernet
Wireless Top ten deviceType for Select by pxGrid_deviceType
Wireless users with failed pxGrid_EventName as Radius
auth Failure
pxGrid_nasPortType as Wireless
VPN Top ten deviceType for Select by pxGrid_deviceType
VPN users with failed auth pxGrid_EventName as Radius
Failure
pxGrid_nasPortType as Virtual
WebAuth | Top ten deviceType Select by pxGrid_deviceType

WebAuth (MAB+Guest)
users with failed auth

pxGrid_radiusFlowType as
wiredMAB or wirelessMAB

Cisco Systems © 2021

Page 36




SECURE ACCESS HOW-TO GUIDES cISco

Tab Name Description Search Criteria
= pxGrid_username as a valid
name, not MAC ID
Location | All Top ten locations with failed | = Select by pxGrid_location
auth = pxGrid_EventName as Radius
Failure
Wired Top ten locations of Wired = Select by pxGrid_location
users with failed auth = pxGrid_EventName as Radius
Failure
= pxGrid_nasPortType as Ethernet
Wireless Top ten locations of = Select by pxGrid_location
Wireless users with failed » pxGrid_EventName as Radius
auth Failure
=  pxGrid_nasPortType as Wireless
VPN Top ten locations of VPN = Select by pxGrid_location
users with failed auth = pxGrid_EventName as Radius
Failure
=  pxGrid_nasPortType as Virtual
WebAuth | Top ten location of = Select by pxGrid_location
WebAuth (MAB+Guest) = pxGrid_EventName as Radius
users with failed auth Failure
» pxGrid_radiusFlowType as
wiredMAB or wirelessMAB
= pxGrid_username as a valid
name, not MAC ID

All Top ten postureStatus = Select by pxGrid_postureStatus
Compliance
Wired Top ten postureStatus of = Select by pxGrid_postureStatus
Wired users » pxGrid_nasPortType as Ethernet
Wired Top ten postureStatus of = Select by pxGrid_postureStatus
MAB Wired MAB users =  pxGrid_nasPortType as Ethernet
= pxGrid_serviceType as Call
Check
Wireless Top ten postureStatus of = Select by pxGrid_postureStatus
Wireless users » pxGrid_nasPortType as Wireless
Wireless Top ten postureStatus of = Select by pxGrid_postureStatus
MAB Wireles MAB users = pxGrid_nasPortType as Wireless
= pxGrid_serviceType as Call
Check
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Tab Name Description Search Criteria
VPN Top ten postureStatus of Select by pxGrid_postureStatus
VPN users pxGrid_nasPortType as Virtual
Group All Top ten ctsSecurityGroup Select by
Tag pxGrid_ctsSecurityGroup
Wired Top ten ctsSecurityGroup Select by
of Wired users pxGrid_ctsSecurityGroup
pxGrid_nasPortType as Ethernet
Wired Top ten ctsSecurityGroup Select by
MAB of Wired MAB users pxGrid_ctsSecurityGroup
pxGrid_nasPortType as Ethernet
Wireless Top ten ctsSecurityGroup Select by
3 of Wireless users pxGrid_ctsSecurityGroup
% pxGrid_nasPortType as Wireless
=}
[ Wireless Top ten ctsSecurityGroup Select by
MAB of Wireles MAB users pxGrid_ctsSecurityGroup
pxGrid_nasPortType as Wireless
VPN Top ten ctsSecurityGroup Select by
of vpn users pxGrid_ctsSecurityGroup
pxGrid_nasPortType as Virtual
WebAuth | Top ten ctsSecurityGroup Select by
of WebAuth (MAB+Guest) pxGrid_ctsSecurityGroup
users pxGrid_radiusFlowType as
wiredMAB or wirelessMAB
pxGrid_username as a valid
name, not MAC ID
Compliance Top ten Select by
mdmComplianceStatus pxGrid_mdmComplianceStatus
pxGrid_EventName as User
E Sessions
= Registration Top ten Select by
mdmRegistrationStatus pxGrid_mdmRegistrationStatus
pxGrid_EventName as User
Sessions
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Search Functionality

The Search tab is the first tab on the page where user can enter the search details. While clicking on the
tab the search page should be displayed with a search box, dropdown to select the type of event
(Session, Radius, or both) to search, and a date-picker adjacent.

When the user enters text in the search box and clicks the Search’ button, the date field should be
populated with the existing date range from the application window by default. The end users should be
able to change its according to their needs. If the search returns more than 200 (TBD) records the user
should get an acknowledgement saying "This search returns too many records" and displaying the first
200 records. In such cases, the user should narrow down their search by using the event type filter and
the minimum time span.

In the search window, the user should be able to enter IP Address, MAC Address and Session ID. When
the user clicks the search button, the results should be displayed in a tabular format with pagination. The
result’s displayed format will be same as the current window displayed with details while clicking on the
existing graph in dashboard.

There should be an option (hyperlink) provided at the end of the table to view the raw event associated
with the selected event. The request data from the Ul should be validated for security and valid request
format.

Dashboard Offenses Log Activity Network Activity Assets Reparts Admin Pre-Validation Cisco ISE peGrid

2020-09-02 14:27 - 2020-09-03 14:27

Search Passed Authentications Failed Authentications Devices Compliance Trustsee MDM  ANC Details

aihe Session v September 2, 2020 14:27 - September 3, 2020 14:27 £8
Search Result: Search criteria return more records, The first 200 records are displayed. m
Dev Time * IP Address State MAC Address Username Calling Station ID Called StationlD NAS IP Address Raw Data
02-Sep-2020 09:12:19.597 GMT+5:30 192.168.1.254 STARTED 20:A6:CD:C9:D9:00 20:A6:CD:C9:D9:00 20:A6:CD:C9:D9:00 CO6T:AFABGETT 192.168.0.217 WView Raw Details
02-Sep-2020 09:12:26.564 GMT+5:30 182.168.1.128 STARTED 20:A6:CDiCO:09:00 20:AGCDICO:D9:00 20:A6:CDiCO:09:00 CO6T:AFABIGET 192,168.0.217 View Raw Details
02-5ep-2020 09:12:41,085 GMT+5:30 10.235.24.6 STARTED 02i8FAS:TESCI8A 02IBFASTEOCEA 02i8FAS:TEICI8A COI6T:AFABIGET 192.168.0.217 View Raw Details
02-Sep-2020 09:12:49.602 GMT+5:30 192.168.1.254 STARTED 20:A6:CDiCO:09:00 20:AG:CDiC9:D9:00 20:A6:CDiCO:09:00 COBT:AFABIGETT 192.168.0.217 WView Raw Details
02-5ep-2020 09:12:54.749 GMT+5:30 182.168.0.42 STARTED 02:8FASTESCEA 02IBFASTEOCBA 02:8FASTESCEA CO6T:AFABIGET 192.168.0.217 View Raw Details
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Event: Raw Data

Aug 25 17:12:39 192.168.0.227 LEEF:2.0|CISCO|QRadarAppForPxGrid|1.0|User Sessions|*|
srcMac=20:A6:CD:C3:D9:00 providers=[udaposNone&apos] naslpAddress=192.168.0.217
mdmCompliant=False src=192.168.1.254 radiusFlowType=WiredMAB identitySourcePortEnd=0
endpointCheckResult=none callingStationld=20:A6:CD:C9:09:00 ssid=C0-67-AF-A8-6E-11
endpointProfile=Unknown mdmPinLocked=False state=STARTED networkDeviceProfileName=Cisco

identitySourcePortFirst=0 mdmJailBroken=False nasPortType=Ethernet
adNormalizedUser=20:A6:CD:C9:D02:00 auditSessionld=C0A800D20000005301983784
calledStationld=C0:67:AF:A8:6E:11 serviceType=Framed nasPortld=GigabitEthernet1,+ devTime=2020-
08-25T17:12:04.457Z identitySourcePortStart=0 usrName=20:A6:CD:C%:D9:00 mdmRegistered=False
mdmDiskEncrypted=False

Accepted Search format:

IP Address XX XX
MAC Address  X:X:X:X
Session ID XXXX

Partial Search Criteria:
IP Address should begin with X.
Mac Address should begin with X:

Accepted Wildcard characters:

Wildcard Description Example

Character

* Matches a string of zero or more **F %1% 192.%,192.168.*.*,AE:BC:*
characters

? Matches any single character 192.?7?.?72.27?,192.168.??.124,DE:??:DF:*
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Passed Authentications

The Passed Authentications dashboard view provides visibility into successful machine and user
authentications across an organization and by wired and wireless connection type. This provides the
admin with a view of how employees are connecting to the network, are they connecting over Wired,
Wireless, VPN or Guest and where are they connecting from. This information is obtained from the
Cisco ISE pxGrid App pxGrid client subscribing to the Session Directory topic.

The admin drills down on the user or host and obtains the following contextual information: endpoint
device information, MAC Address, IP Address, posture status, NAS Port Type, NAS Port ID, NAS
Identifier, NAS IP Address, WLAN Information, Calling Station ID, Called Station ID, AD resolvable user
and host identities.

The AD resolvable user and host identities provide a consistent name format when different EAP
methods are used, for example, EAP Chaining.

For the WebAuth (guest & employee access) portion we show the credentialed authentication flow.
We don’t show Hotspot (basic MAB).

Note: Some fields for WebAuth may not apply as they’re using Guest users.

Step 1 Go to Cisco ISE pxGrid > Passed Authentications.

= IBMORada

All Wired
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Step 2 Select an end-user, this provides a tabular view of the following contextual information:

D For | ScalslierT

Faer |l
Calare) N1t 1D Called Wstasrill WS IF Aadieis MR Port 1D AR Port Typs AL WL Fustale Slata
a0 sdtmeratt T [ 4 -
" ] o Rt prrel” L i L =3

Showirg 1 1o 2 ol 2 emires

The Endpoint Profile, Endpoint Operating System, and the AD Normalized User Name provide
the endpoint information for the user.

Dats Far - SealelUser T

RO RNl e AL pisir Domsa Hare Al Pl MetRicd Hame AT PRAL EAt e VT AL vz Rbcasves DG AL A Doamaiel B

Show [ 10w ervinee
LTy Iinsp=ans Prosiis T Bt CE=amig Fpilfn Giceap i
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The AD user Resolved Identities and AD User Resolved DNS provide the consistent identities
of the end user.

AD User Dosain Nam e Al Laew Mot Blos Masse AD User Resolved ldentities AD User Resslved DNE
et Gige gor BLLOUD docter@ddoud.aigaom CMeDecter.Oll=Deme Utert DC sddioud DC=giiaDC=cem N
dhclioisd s oo oo DL oD docior@ddoud.crcn.com M = Doctor Ol e Demo Users, D0 = ddeud DC = osonDC = com ]
e s oo DL oD docior@ddoud.aidn som CN e Decter, OU) e Deme Uit D0 wddicnid DT v aicaDC wcam 4]
dhclod %o oo DL OUD doctor@ddoud.arco.com {N=Doctor 0L =Demo Users. B sddoud DC=osenDC=com N

The Is Machine Authentication attribute determines if this is machine authentication or user
authentication. If this attribute is set to "true", then this is machine authentication, if this is set
to "false", then this is user authentication.

Dratai For @ Scalelbeea?

-

D Wy Rruden]l DM Tt mmiral e wev Raeel 1D = bla bawe AaTheria dme Seivae Ppgr Twweed Frruse Civsap 10 Ridripad v WL AM IT1 Hrtwaih Dewar Frofie Hase Radar Fiom Prger wn AN P’y
= Hore = tare Hoe Caco e Sar =

- vora toe tars Hoe Caco S s
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Devices

The Devices Dashboard View provides the admin with visibility into the connected devices across the
organization or by wired and wireless connection types. An organization may have a security policy
about recommended or non-recommended devices for employees. The admin is able to drill down
and see the owners of these devices and their location. This information is obtained from the Cisco ISE
pxGrid App client subscribing to the Session Directory topic.

The admin drills down on the endpoint profile and obtains the following contextual information:
endpoint device information, MAC Address, IP Address, posture status, NAS Port Type, NAS Port ID,
NAS Identifier, NAS IP Address, WLAN Information, Calling Station ID, Called Station ID, AD resolvable
user and host identities.

The AD resolvable user and host identities provide a consistent name format when different EAP
methods are used, for example, EAP Chaining.

Step 1 Go to Cisco ISE pxGrid > Passed Authentications > Devices.

Step 2 Select EndProfile (All) > Microsoft-Workstation.

= 1B OF s

Cisco Systems © 2021 Page 45



SECURE ACCESS HOW-TO GUIDES ciISCO

irekess WPH

x sy D s Llirmd s . 5 «

The Username, IP address and MAC address attributes are associated with the device.

The NAS IP, NAS Port ID and NAS Port Type attributes contain the connection type information.

Cathrvg Statiem 1D Cabed SahieoD NAS I Asdrens NAS Pert 0 NAS Port Type NAS Merriter

The NAS Identifier attribute may contain more information about the device such as the MAC address.
The EndPoint Profile and Endpoint Operating System attributes provide the type of device and operating
system.
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Cata For : Microsoft-Waorkstation
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The AD Username/Host and AD Resolved Username/Host identity attributes provide a consistent way
of providing the username and hostname despite various EAP authentication types.

Data For : Microsoft-Workstation

Show entries
AD Host Resolved DNS AD User Domain Name
Nene None Nene
Nene None Nene
None None None
None None None
None None None

AD User Net Bios Name

AD User Resolved Identities

None

None

None

None

None

AD User Resolved DNS

None

None

None

None

None

Terminal Server Agent ID
Nene
Nene
None
None

None

Is Machine Authentication

None

None

None

None

None

®
Service Type Tunnel Pric
Framed Nene
Framed Nene
Framed None
Framed None
Framed None

The Is Machine Authentication attribute if set to "true" denotes that this is machine authentication. If it
is set to "false", it denotes user authentication.

Data For : Microsoft-Workstation

v | B0 we | et

o DS Termnal Sevwer Apest 1D h Machine Aulhoalivation

et ®
= ]
e o

Service Trpe

Tumnd Private Group 1D

Arcipacs WLAN 10

Rectwork Device Profile Rame

Bk Flowm Type

i
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Failed Authentications

The Failed Authentications dashboard view provides visibility into failed authentication attempts across
the organization and by wired and wireless connection types. This provides the admin with a view of
how these failed authentications occur with panel breakdowns by user, failure reason, device type,
and location. This information is obtained from the Cisco ISE pxGrid client App subscribing to the
RADIUS failure topic.

The user panel provides a breakdown by user and provides the following contextual information:
failure reason, device type, location, endpoint device information, MAC address, IP Address, posture
status, NAS IP address, NAS Port Type, NAS Port ID, WLAN information, NAS Identifier, Calling Station
ID, Called Station ID, access, identity store, and credit check.

The other panels provide a breakdown by failure reason, device type and location, and provide the
admin insight to how these failed authentications occur. The same contextual information from the
user panel is available in these panel breakdowns.

The AD resolvable user and host identities provide a consistent name format when different EAP
methods are used, for example, EAP Chaining.

User Panel

The user panel provides a breakdown by username.

Step 1 Go to Cisco ISE pxGrid > Failed Authentications.

Lhwewr Ladure Beanon

Step 2 Go to Cisco ISE pxGrid > Failed Authentications > User > ScaleUser7.

Step 3 The IP Address, Failure Reason, Username attributes provide information into failed
authentication attempts.
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Data For : ScalelUser7

al - Dwrw Thmee P Addreun Faduse Resaoes Lhapenuames Serwer Mame Authentication Protoood Diwewice Type Lacafion Calling Station 10

04 of 4 entries

The Server Name, Authentication Protocol, Device Type, Location, Calling Station ID, NAS IP Address,
NAS Port ID, NAS Port Type attributes provide more authentication details and location information of
failed authentication attempts.

Data For - Scaellser?

MAS IF Addrma NAS Poet 1D MAS Port Type MAL AdSrea Mewmage Code Lhar Type A Savvion Haemlity Shore Buthentxafon Method Service Type Credentisl Cheok AD Non

TR

aprETremen Etremen L 54 sk Cietgust METAr AICESE  bntem Lsers RAP_k5( “ne PaF_ASC

The Access Service attribute provide the ISE allowed protocol rules, the Identity Store attribute
provides the back-end credential database of the end-user in question.

The Authentication Method attribute provides the ISE authentication rule, and the Credit Check
attribute provides the EAP authentication method.

Data For : Scalelser?

A Hiast Domais Mame AD Host KetBior Mame AD Mot Resphvsd |dentities AD Hiat Reobved DS AD User Domain Mame A User Met Blot Mame AD Uper Resolved |dentities AD Uper Resohved DNS

w (B0 o | efvivie:

P P P P PeEetE L astet PeEetE
Nerd Hasteh

The AD Host/User Resolved Identities, AD Host/User Resolved DNS, AD User Domain, AD User Net
BIOS Name Host attributes in the screenshots provide additional context around the host and user
identities.
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Failure Reason Panel

The Failure Reason panel provides a breakdown by failure reason.

Step 1 Go to Cisco ISE pxGrid > Failed Authentications.

Step 2 Select Failure Reason > 24408 User authentication against Active Directory failed since user has
entered the wrong password.

e ey St

Faded fusthentcations

Ulser Falbare Reason

The IP Address, Calling Station ID, Username attributes provide basic information for end users
associated with failure reasons.

Data For - 22040 Wrong password or invalid shared secret
EX3

=] Dorw Tame 8 1P Addrrv Faduie Heanon Laernare Serwer Name Authenta stion Protocol Darwice Type Location Caling Yubon 10

The Server Name, Authentication Protocol, Device Type, Location, Calling Station ID, NAS IP Address,
NAS Port ID, NAS Port Type attributes provide more authentication details and location information of
failed authentication attempts.
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Data For : 22040 Wrong password or invalid shared secret X

[ oron |

Show entries

MAS IP Address MAS Port ID MNAS Port Type MAC Address Message Code User Type Access Service Identity Store Authentication Method Service Type Credential Check AD Norm
1.1.1.1 GigabitEthernet1 7] Ethernet MNone 3400 User Default Metwork Access nternal Users PAP_ASCII None PAP_ASCII None
1.1.1.1 GigabitEthernet1 7] Ethemnet MNone 3400 User Default Metwork Access nternal Users PAP_ASCII None PAP_ASCII None
1.1.1.1 GigabitEthernet1 7] Ethemnet MNone 3400 User Default Metwork Access nternal Users PAP_ASCII None PAP_ASCII None
1111 GigabitEthernet1, 7] Ethemnet MNone 3400 User Default Metwork Access nternal Users PAP_ASCII None PAP_ASCII None

The Access Service attribute provides the ISE allowed protocol rules, the Identity Store attribute
provides the back-end credential database of the needed end user.

The Authentication Method attribute provides the ISE authentication rule, and the Credit Check attribute
provides the EAP authentication method.

Data For : 22040 Wrong password or imvalid shared secret

w | erilrie
AD Howl Domais Name AD Howl RelBied Name AD Howl Rewsbndd enlities AD Hind Retalwed DS AD User Domain Mame AD User Med Biark Mame AD Ui Rewslved Idenlitie AD Ui Resolved DS
L L
e e e e e ] e

The AD Host/User Resolved Identities, AD Host/User Resolved DNS, AD User Domain, AD User Net
BIOS Name Host attributes in the images provide additional context around the host and user identities.

Auth Type Panel

The Auth Type attribute categorizes the NAD device for Network Device Groups that may distinguish

by different locations. For example, you may have Cisco Catalysts switches for the North America
locations.

To categorize device type:

Step 1 Go to Cisco ISE pxGrid > Failed Authentications.

Step 2 Select Device Type > All Device Types.

User Failure Reason

Al Wired Wireless VPN WebAuth Al Wired Wireless VPN WebAuth
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&5 Dawce Tpoan ()

The IP Address, Calling Station ID, and Username attributes provide basic information for end users
associated with failure reasons.

Data For : All Device Types

il B oew Turree 1P Addieis Fashure feanon Lheiname Devie Type Licatssn Lalng Slaten 10

The Server Name, Authentication Protocol, Device Type, Location, Calling Station ID, NAS IP Address,
NAS Port ID, and NAS Port Type attributes provide more authentication details and location information
of failed authentication attempts.

Data For : All Device Types =
Show entries
NAS IP Address NAS Port ID NAS Port Type MAC Address Message Code User Type Access Service Identity Store Authentication Method Service Type Credential Check AD Norm
1114 GigabitEthernet1, 7 Ethernet MNene 5400 User Default Network Access nternal Users PAP_ASCI None PAP_ASCI Nene
1.1.11 GigabitEthernet1.”J Ethernet MNene 5400 User Default Network Access nternal Users PAR_ASCI None PAP_ASCI Nene
1.1.11 GigabitEthemnet1.”J Ethemnet MNene 5400 User Default Network Access nternal Users PAR_ASCI None PAP_ASCI Nene

The Access Service attribute provides the ISE allowed protocol rules, the Identity Store attribute
provides the back-end credential database of the needed end user.

The Authentication Method attribute provides the ISE authentication rule, and the Credit Check
attribute provides the EAP authentication method.

Data For : All Device Types *

Show entries
AD Host Domain Name AD Host NetBios Name AD Host Resolved Identities AD Host Resolved DNS AD User Domain Name AD User Net Bios Name AD User Resolved Identities AD User Resolved DNS
Mone Mone Mone Mone None Mone None None
MNone MNone MNone MNone None MNone None None
Mone Mone Mone Mone Maone. Mone Aaone Mons.
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The AD Host/User Resolved Identities, AD Host/User Resolved DNS, AD User Domain, AD User Net
BIOS Name Host attributes in the screenshot provides additional context around the host and user

identities.
Locations Panel

The location panel provides insight into attempted by failures by NAD location type and provides a
drill-down based on Locations.

Step 1 Go to Cisco ISE pxGrid > Failed Authentications.

Step 2 Go to Location > All > All Location.

User Failure Reason

Al wired Wireless VPN WebAuth Al wired Wireless VPN WebaAuth

&) Daves Tpsan ()

The IP Address, Calling Station ID, Username attributes provide basic information for end users
associated with failure reasons.

Data For : All Locations

Show entries

D “ Dev Time IP Address Failure Reason Username Server Name Authentication Protocol Device Type Location

12-May-2021 04:12:45.480 GMT=+5:30  21.0.0.1 22040 Wrong password or invalid shared secret ScaleUser1 ciscoisepripsn PAP_ASCII All Device Types Al Locations

12-May-20. 2:45.505 GMT+5:30 21.0.0.2 22040 Wrong password or invalid shared secret ScaleUser2 ciscoisepripsn PAP_ASCII All Device Types ~ All Locations

1619632837049800 12-May-2021 04:12:45.529 GMT+5:30  21.0.0.3 22040 Wrong password or invalid shared secret ScaleUser3 ciscoisepripsn PAP_ASCH All Device Types ~ All Locations  95:70:2B:E4:00:02

The Server Name, Authentication Protocol, Device Type, Location, Calling Station ID, NAS IP Address,
NAS Port ID, NAS Port Type attributes provide more authentication details and location information of

failed authentication attempts.
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Data For : All Locations i
Show entries

NAS IP Address NAS Port ID NAS Port Type MAC Address Message Code User Type Access Service Identity Store Authentication Method Service Type Credential Check AD Norm;
1.1.11 GigabitEthemet1 7] Ethernet None 5400 User Default Network Access nternal Users PAP_ASCII None PAP_ASCII Nene
1114 GigabitEthemet1 7] Ethernet None 3400 User Default Network Access nternal Users PAP_ASCI None PAR_ASCI None
111 GigabitEthemnet1, 7] Ethernet None 5400 User Default Metwork Access nternal Users PAR_ASCI None PAP_ASCH Nene

The AD Host/User Resolved Identities, AD Host/User Resolved DNS, AD User Domain, and AD User Net
BIOS Name Host attributes in the following screenshots provide additional context around the host and
user identities.

Data For : All Locations x

Show entries
AD Host Domain Name AD Host NetBios Name AD Host Resolved Identities AD Host Resolved DNS AD User Domain Name AD User Net Bios Name AD User Resolved Identities AD User Resolved DNS
Nene MNene MNone None Nene None Nene None
Nene MNene MNone None Nene None Nene None
Mone Mone Mone Mone Mone None Mone Mone
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Compliance

The Compliance Dashboard provides the admin with ISE posture compliant or non-compliant devices
across the organization or by wired or wireless connection type. The organization may have security
policy for their employees such as ensuring that AV DAT files are up-to-date and AV services must be
running for compliance. If either of these are not the case, then the end user is deemed non-
compliance.

Step 1 Go to Cisco pxGrid > Compliance (All).

Step 2 Go to Compliant.

Cesnpliance (A1) Complisnce (Winsd)

L Iram

Compliance (Wirekeis) Compliance (VFM)

You will see a list of compliant end users along with the associated contextual information.

The IP address, MAC address, Username, Calling Station ID and Posture Status attributes provide the
basic user information. The NAS Port ID, NAS Port Type, NAS IP Address attributes contain the
location and connection-type information. The State attribute determines the Postured Status.
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Data For : Compliant X
Show 10 $ entries

Dev Time * 1P Address State MAC Address Username Calling Station ID Called StationiD NAS IP Address NAS Port ID NAS Po

18-Feb-2018 10:17-19.506 EST 192168118 POSTURED 0O:50-56:56:8813  pagridt 00:-50:56:06:88:13 S0:3DE8:C408:88 19276813 GigabitEthernett)Oy11  Ethernet

18-Feb-2018 1097-40.506 EST 192168135 POSTURED  0O:50c56:86:86:13  pxgriot 00:50:56:88:88:13 S50:30£5:C405:88 1926813 GigabitEthernet!/Oy11  Ethermet

18-Feb-2018 1x17:23 533 EST  192.168.1.15 STARTED 00:50:5686:8813  pugrial 00:50:56:86:83:13 50:3D£5:C40588 19216813 GigabitEthernetl/O/11  Ethernet

The Posture Status attribute contains the value of the posture status, compliant, non-compliance, and
pending.

The Endpoint Profile attribute is the device information of the end user along with the Endpoint
Operating System attribute.

NAS identifier Posture Status Endpoint Profile Endpoint Operating System Group ID AD Normalized User AD Host Domain Name
Compliant Windows7-Workstation  Windows 7 pxgridl
Compliant Microsoft-Workstation  Windows 7 Professional 64-bit pxgridl
Compliant Microsoft-Workstation Windows 7 Professional 64-bit pxgrid1

The AD Username/Host and AD Resolved Username/Host identity attributes provide a consistent way
of providing the username and hostname despite various EAP authentication types.

AD Host Resolved identities AD Host Resolved DNS AD User Domain Name AD User Net Bios Name AD User Resolved Identities

AD Host NetBles Name
WIN7-PC3S@labl0.com LABI0 pxGrigd1@abi0.com
WIN7-PC3S@ladb10.com LABIO pxGrid1@4abi0.com
WIN7-PC3$@labt0.com LABI0 pxGrid1@abi0.com

The Is Machine Authentication attribute if set to "true" denotes that this is machine authentication. If
set to "false" denotes user authentication.

AD User Resolved DNS Terminal Server Agent ID Is Machine Authentication Service Type Tunnel Private Group 1D Alrespace WLAN 1D
CN-o-G-'a!_CN~.Jwv\,L_ false Frarmea
folse Framod
false Framed
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TrustSec

The TrustSec dashboard contains the Security Group Tag (SGT) Information for assigned end users.
This provides the admin with visibility to see which end user is associated with a SGT. For example, a
SGT of Quarantined Systems, will provide a view of end users who have been assigned this label.

Step 1 Go to Cisco ISE pxGrid > Trustsec.

Step 2 Select Group Tag (All.)

Step 3 Select Quarantined Systems.

Group Tag (Al Gromup Tag (Wined)

Group Tag (Wirekss) Gaoup Tag (VPHY

This provides the end-user information associated with the SGT. Here we see the Username, IP
Address, and MAC Address attributes. We also see the NAS IP Address, NAS Port ID, and NAS Port
type attributes to determine the location and connection type.

Dev Time - P Address State MAC Address Username Calling Station 1D Called StationiD NAS IP Address NAS Port 1D
22-Feb-2078 04:42:41.022 EST  192.168.1.37 STARTED 000C:28:C178:2C LABWO\pogrid2 00:0C:20:C1-78:2C 80:30:E6:C40888 19216813 GigabitEthernet 1O/
22-Feb-2078 04:59:19.938 EST 192.168.1.37 DISCONNECTED O000C:28:C178:2C LABWO\pagrid2  00:0C:29:C178:2C 50:30E5:C4:0588 192.168.1.3 GigabitEthernet)JOM
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This also provides the Endpoint Profile, Endpoint Operating System and AD normalized user/host names
and AD user/host FQDN identities attributes.

NAS Port Type NAS identifier Posture Status Endpoint Profile Endpoint Operating System Group 1D AD Normalized User AD Host Domain Name
Ethernet Windows7-Workstati Windows 7 Professional prgrid2
Ethernet Windows7-Workstation  Windows 7 Professional pxgrid2

The AD Username/Host and AD Resolved Username/Host identity attributes provide a consistent way
of providing the username and hostname despite various EAP authentication types.

AD Host NetBios Name AD Host Resolved identities AD Host Resolved DNS AD User Domain Name AD User Net Blos Name AD User Resolved identities
PXGRID2-PCS

The Is Machine Authentication attribute if set to "true" denotes that this is machine authentication. If set
to "false" denotes user authentication.

Terminal Server Agent 1D Is Machine Authentication Service Type Tunnel Private Group ID Alrespace WLAN ID Network Device Profile Name
faise Framed Cisco
false Framed Cisco

Cisco Systems © 2020 Page 58



SECURE ACCESS HOW-TO GUIDES ciISCO

Mobile Device Management (MDM)

The MDM Dashboard provides the admin with the visibility to look into an organizations MDM security
policy. In the ISE 2.4 initial release, only the registration and compliance status are available.

Step 1 Go to Cisco ISE pxGrid > MDM.

Step 2 Select Compliance.

IBM QRadar Security Inteligence

Passed Authentications Faded Authentications Dewices Complance Trustsec MDM  ANC Details

Compliance Reglistration

The Username, MAC Address, IP Address and Registration and Compliance Status attribute are
available.

Note: It is assumed that MDM is already configured in ISE. In this example, Cisco Meraki is used.
Username * MAC Address 1P Address MDM MAC Address OS Version Reg Status C i Status Medel Manufacturer uDID Serial Nur
pogridl B8:.CBA7ED4AS0A 1927681M True True
poridl B8:CHB7ECA5:0A 1927684 M True True
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ANC Details

The ANC Details Dashboard View provides visibility into the ANC policies currently assigned to
endpoints MAC address.

Step 1 Go to Cisco ISE pxGrid > ANC Details.

IBM QRadar Security intelligence

LogActivity Network Activity Assets Reports  Acmin [IDTIC 32T

2018.02-16 21:50 - 2018.02.22 21:50

Passed Authentications Faled Authentications Devices Compliance Trustsec MDM  ANC Detads
Currently Assigned ANC policy
Show 10 § entries
Mac Address *  Policy Name
00:0C:26:C1:78:2C paGricQRadaQuarantine
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Configuring Cisco ISE Adaptive Network Control Policies

Cisco ISE Adaptive Network Control (ANC) Policies provide a means of enforcing an organization’s
security policy by issuing a quarantine, port-bounce, or port-shut on the endpoint. When an endpoint
is quarantined, this issues a Change of Authorization (CoA) and the endpoint is quarantined due to the
organization’s security policy. The security policy may be just to monitor the traffic and take no action.
In this case, a Security Group Tag (SGT) can be assigned. SGT are part of the Cisco TrustSec Solution
and is used here for assigning labels to an organization’s security policy. As an example, Quarantined
System SGT will be applied to an ANC quarantine policy to monitor and not enforce network access.

Port-bounce will bounce the port the endpoint is connected, and user will be re-authenticated.

Port-shut will issue a shutdown on the port the endpoint is connected. This is the most severe and
may be issued if the endpoint is infected with malware and the malware is in suspect of propagating
over file shares.

These ISE ANC policies will be used by the Cisco ISE pxGrid app to enforce mitigation actions on the
endpoints from either the Dashboard and Panels or through IBM QRadar system syslog events as long
as the endpoint has been authenticated through ISE.

The following Cisco ISE ANC policies will be created:

e pxGridQRadarQuarantine - issues a quarantine
¢ pxGridQRadarPortBounce - issues a port-bounce
¢ pxGridQRadarShutDown - issues a shut down

The Cisco ISE pxGrid app will read in the existing ISE ANC policies; however, these default ANC
policies need to be configured first. Also, the Cisco ISE pxGrid app pxGrid client will need to be added
to the pxGrid ANC Group. You will perform this exercise later, when configuring the Cisco ISE pxGrid
for pxGrid integration.
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Configuring Default ANC policies for Cisco ISE pxGrid App

Note:  When you setup the QRadar, pxGrid app will automatically create default ANC policies if they don’t
exist. These policies shown in the paragraph about are hard coded and cannot be edited. If you
have other policies, you will need to integrate them manually on ISE. These policies are populated
after you submit and test the pxGrid app settings in QRadar.

Step 1 Go to Operations > Adaptive Network Control > Policy List > Add > The following for the Policy
Name and Action:

pxGridQRadarQuarantine, QUARANTINE
pxGridQRadarPortBounce, PORT_BOUNCE
pxGridQRadatShutDown, SHUT_DOWN,

Step 2 Select Save.

After Policy Name and associated action, you should see the following:

'é',','c"o" Identity Services Engine

» RADIUS  Threat-Centric NAC Live Logs  » TACACS  » Troubleshoot = ~Adaptive Network C

Policy List  Endpoint Assignment

List

0 Selected

< Refresh < Add il Trash~

m

Policy Name ANC Actions
pxGridQRadarQuarantine QUARANTINE
pxGridQRadarPortBounce PORT_BOUNCE
pxGridQRadarShutDown SHUT_DOWN
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Adding ANC Policies to ISE Policy Sets

Step 1 Go to Policy > Policy Sets > Default > ">" > Authorization Policy > Global Exceptions > "+".
Step 2 Under Rule Name, type: ANC Quarantine.

Step 3 Under Conditions, select "+".

Step 4 To close the introductory screen, select "x".

Step 5 Under Dictionary, select Session > ANCPolicy > Equals > pxGridQRadarQuarantine.

Step 6 Select Use.

Step 7 Under Profiles, select Permit Access.

Step 8 Under Security Groups, select Quarantine_Systems.

Step 9 Select Save.

Step 10 Perform steps 1-9 for the Rule Name ANCShutDown and ANCPolicy pxGridQRadarShutDown.

Note: You can also click on the Gear and duplicate line below and add the rule name and
ANCPolicy.

Step 11 Perform steps 1-9 for the Rule Name ANCPortBounce and ANCPolicy pxGridQRadarPorBounce.

Note: You can also click the Gear icon and duplicate line below and add the rule name and
ANCPolicy.

You should see the following:

".!,’,'2;‘ Identity Secvices Enging orre » Contema Visitany » Operations - Poiicy » Agministeson + Work Centers < 1] Licenso Waming A .

Poilcy Sets  Profiing  Posture Clart Provsioning ¢ Policy Elements
Cick here 10 G0 wirsless seup and visbilty setup Do no|

plauk polcy set Defaut Nowork Accoss

> Authentication Policy (3)
¥ Authorization Policy - Local Exceptions
¥ Authorization Policy - Global Exceptions (3)

Results
-

Stats  Rule Name Conditions Profies Security Groups
| Sesson ANCPolcy EQUALS saGrolitaderQuaraning = ParmtAccess + Cuarantned_Systems xv 4
AN rou | Sesson ANCPolcy EQUALS soGraOftadarPoriiounce « ParmtAccess + Cuaranined_Systems v
® ANCS utDown b Sesson ANCPolcy BQUALS sxGroQRadarShutDown « PerTetAccess + CQuaranined_Sysoma v %
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Performing Cisco ISE ANC Mitigation Actions Through Cisco
ISE pxGrid App Dashboard Panel

This section steps the reader through performing ANC mitigation actions on the endpoint from the
dashboards and panels.

Step 1 User pxGrid1 authenticates in ISE.

ik Mentiy Services Engine Home + Conten Vietiity « Operatons + Pollcy » Asminisyaton + Work Conters Lcerss Waming &
SRADIVS  ThesatTenic NAC Uwe Logs » TACACS  » Tmsblestoot ¢ Adeptive Network Corol Raports

Clox here 19 20 witelons SERLD 03 Vst setp 0 1ot Show The A0us
Lvelogs  Uwe Sessions
Miscortgured Suppltcarcs O Niscontg ured Network Devicos O RADIUS Drops O Chent Ssopped Reaponaing O Repast Counter O
Refresh N Show  Latest 20 secords Wi

T Rotvesn  © Reset R Counts 2 EponToe YFiws O~
Tme Status Cetais Repeat Icently Enapont 10 Endpoint P Autnentication Policy Authorzation Policy Authorzatl
. o pagra o0 el 1) Moroson-w Dot »» Dot 1X Oefaett »» Basc Authertcat ParmtAcoes
Mar 29, B ~ ﬂ o pegrat SO 5 MESH 1) Morosot W Deafta >> Dot1X Defaunt >> Basc_Auherticot PermeAcces
2 a a Q050 S8 Re SR 1) Mestaoh- W Dwfsan »> Dot ixX Oefautt »> Sasie_Autwrscn erlicoes
w ] 4] o hostiwinT-pc) 00:50:50 86 00 1) Moronont-W Dttt »» Dot 1X Dufact! > Bavic_Authenticat Sermthcoes

Step 2 Go to Cisco ISE pxGrid > Passed Authentications.

Al Wired

. 3 i i
e e || I ey,
Witekes WP
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Step 3 Select an end user, ScaleUser7, and then see the following:

Data For : ScalelserT

Ciew Time 1P Addresy State MALC Addrest Userrare Calling Statiom 10X Called StationiD MNAS IF Addreas HAS Port 1D MNAS Poat Type HAS ldentifier Prtare Stah
£ = STAETED mel D2 BaE A0 Hone Gigaprfmernel] ™ | Ememet L Hore
il | Ehemet hegre Hore

Step 4 Right-click on the IP address, and then see the ANC policies:

Drata For : ScalelUser1d

T
(1] 5 Diew Time IF Agires Failgre Reason Username Sereer Mame Augthenscation Prodososd Dvice Type Locagion Calling Siaticn Il
SRR TR0 - = E- [; = o0 Helfel £l £ = Al Dot Types =
3 0 B use i Al Desioe Types
ry - 3 sy PS5O alid sy siret 1ese I U Device Types A1 Losiatiges
Eiansin. Tiareas e

Step 5 Select pxGridQRadarPortBounced.

Step 6 You should see a successful status message:

IBM QRadar 192.168.0.250 says

p Status : RUNNING
Operation Id : ciscoisepripsn.aujas-birlocakos

Offenses s Reports  Admin

Data For : ScaleUser7

Show [I0_w | entries
Dev Time . IP Address State MAC Address Username Calling Station ID Called StationlD NAS IP Address NAS Port ID NAS Port Type NAS Identifier Posture Statu
06-Jul-2021 09:46:19.274 GMT+5:30 = 21.0.0.15 STARTED B:E4:00:06 = ScaleUserT None 111 GigabitEthernet1, ] Ethernet None None
06-Jul-2021 09:46:19.274 GMT+5:30 = 21.0.0.15 STARTED = 95:70:2B:E4:00:06 = ScaleUserT 95:70:2B:E4:00:06 None 111 GigabitEthernet1, ] Ethernet None None
»

Previous Next

Showing 1to 2 of 2 entries

Step 7 Select OK.
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Step 8 To view in ISE, select Operations > RADIUS LivelLogs.

Based on the ANCQuarantine Policy, the endpoint has been quarantined:

b ety Services Engine rerre » Cortaxt Vigtiy DTS ReSSenS + Poicy » Adrmirsmtston \ ork Cacters Ucanse Waring A ¢ ©°
*RADIUS  Theset-Cacirc NAC Lve Logs  » TACACS  » Trovdieshootl  # Aceptve Network Cortd Riports
ChCh "0r0 10 00 wrniets 3000 90 vty setup » AOC MO
LiveLogs Lve Sessorn
M ontipared Sappicers O Miscortgured Netetrs Oevices O RADILS Oropn O Chent Stosped Maegansing O Regest Counter O
Refoedh  Narver ! Stow LatedtZ0records § WWthin Laar 3 houes
C Retern  © Raset Aepaat Cours 2 Ewon e Yo o~
Tew Ststig Colais Ropest ettty Exdpont © Esdoom P Auantication Pokey Authorization Pokcy Authorizati
M a 7 12 ) 1 x Ve ot
] Py v ) [¥ N - X Def » red
" 928 ) B a 50 6 06 55 13

Step 9 To view the quarantine details in the Cisco ISE pxGrid App ANC Dashboard, go to Cisco ISE
pxGrid > ANC Details.

See an example of the MAC Address of the quarantined endpoint:

= IBM QRadar

Dashboad  Offenses LogAcivity  MetworkAchvty  Asssis  Repors  Admin  Puse  UseCaseMenager  PreValdaion  CiscolSEpGrd

ANC Details 2021-07-06 16:47 - 2021-07-07 16:47

Currently Assigned ANC policy

Show entries
Mac Address “  Policy Name

88:B1:1L:EFFEI2 pxGridQRadarPortBounce
95:70:2B:E4:00:05 palicy_demajk-09
95:70:2B:E4:00:06 pxGridQRadarPortBounce
95:70:2B:E4:00:07 test_ui
95:70:2B:E4:00:08 testaddition
AG:BD:2T.C261:DC pxGridQRadarPortBounce
F8:87:F1:3C:58:9E pxGridQRadarPortBounce

Showing 1to 7 of 7 entries Previous E Next
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Step 10 To view the details in the Cisco ISE pxGrid App TrustSec Dashboard, go to Cisco ISE pxGrid >
Trusts.

1BM QRadar Security intelligence

Oushdbosrs  Ofcaen  Log Activity  NMetwork Activity Assets Reporis  fisle  Vuiseesbilites  Acmin JEHEESE DT

20180003 14:34 . 0180509 (4

Passed Authentications Falied Authentications Devices Complance Trustsec MDM  ANC Dotails

Group Tag (All) Group Tag (Wired)

Quaranened

Sams:

Step 11 To see the quarantined endpoints, select Quarantined_Systems:

IBM QRadar Security intelligence

Detdoard Oferses  Log AcEvty  Network Activity Assets Reports Nigks Wiinersblities Adedin E=1ECRUFEDE]

Data For : Quarantined_Systems X
Show 10 § entries
Dev Time + 1P Address State MAC Address Username Calling Station ID Called StationiO NAS IP Address NAS Port 1D
08-Mar-2008 02-20:20.662 EST 02168115 STARTED 00:60-56:56:58-13 pegridl 00-50:56:86:8813 S0:30E5:Ca05:88 15218813 GigabitEthernet1)001
08-Mar-2018 11:05:68.744 EST 192168115 STARTED 00:50-56:86:88:13 prgrdl 00-50:56:86:8813 S0:30:£5:C4:05:88 19216813 GigabitEthernet1 )0t
08-Mar-2018 10:24:20 597 €ST 192168157 DISCONNECTED B8:CBS7ED45SDA  8B:CEBB7ED4ASDA BECHBTEDLSDA 50:30E5:CA05:83 19216813 GigabitEthemet1 )03
08-M3r- 2018 10:24:20597 EST 192168157 DISCONNECTED B8:.CES7ED:45DA 8BCBBTEDMASDA 88CIETEDAEDA S50:30£5:C4:0583 19216813 GigabitEthernet1)0/=

Step 12 To un-quarantine or clear the endpoint either in the Dashboards or directly in ISE. The
endpoint will be un-quarantined from this view.

Step 13 Right-click on the MAC Address:
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IBM QRadar

Ofienses Repos  Admin  Puse  Use Case Manager

Data For : ScaleUser7 x

Show entries
Dev Time . IP Address State MAC Address Username Calling Station ID Called StationlD NAS IP Address NAS Port ID NAS Port Type MNAS Identifier Posture Statu
06-Jul-2021 09:46:19274 GMT+5:30 | 21.0.0.15 STARTED = §95:70:2B:E None 1114 GigabitEthernet1 7] Ethernet None None
06-Jul-2021 09:46:19.274 GMT+3:30 | 21.0.0.15 STARTED policy_demajic03 15:70:28: None 1111 GigabitEthernet1 77 | Ethemnet None None
pxGridQRadarPortBounce s
pxGridQRadarClear
showing 1 to 2 of 2 entries Previous

Step 14 Select pxGridQRadarClear.

Step 15 You should see successful status message:

IBM QRadar 192.168.0.250 says

Nestwork Activity Bosats Reports == p Status : SUCCE!
Operation Id : ciscoisepripsn.aujas-blr.locak96

Offenses  Log Actvity

Data For : ScaleUser7

Show entries

Dev Time o 1P Address State MAC Address Username Calling Station ID Called StationID NAS IP Address NAS Port ID NAS Port Type NAS Identifier Posture Statu
06-Jul-2021 09:46:19.274 GMT+5:30 = 21.0.0.15 STARTED ScaleUser? 95:70:2B:E4:00:06 None 1144 GigabitEthernet1, 7] Ethernet None None
06-Jul-2021 09:46:19.274 GMT+5:30 = 21.0.0.15 STARTED TO:2B:E4:00:06 = ScaleUser? None 111 GigabitEthernet1 7] Ethernet MNone None

»
showing 1to 2 of 2 entries Previous

Step 16 Select OK.

Step 17 To un-quarantine the endpoints and view the results in ISE, go to Operations > RADIUS > Live
Logs.

*RADUS  TwestCowre NACUVE Logs ¢ TACACS » Tooulednoot & ASaoties Network Contd  Repoms

Lve Loge  Lwe Besmors
Miscontigures Sippicarss O MisconNpured Metwors Covicas O RADRIS Oraps O Clem S3pped Responaing O Rapeat Counser O
Batresn  Nevo S Show LEWM 20 reoordt T Within L 3 houm s
T Retvesr © Rosat Regoat Courts 2 Egont e Yrowe 0«
Time Status Detass Repeat iCentty Endpoint 1D Endpont P Authentcation Policy Autncrzaton Polcy Authonzan.
x s
A\ 48 &) 550 PN 9 o - 4 Y ! e W o' ol | X y [0 At v Acron
». 5 ] [ #] o g o Moo v s Dofast »» Basc or ou
" : a8 o . A ml% W ' AT ACOOK
e 1 . (1145 Y P » i ‘e s o
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Step 18 Go to Cisco ISE pxGrid > ANC Details, you should see the endpoint is no longer assigned to the
ANC policy:

I1BM QRadar Security inteiligence

Osshbosrd Offenses  Log Activity Nefwork Activity Assets Reports  Rishs  VWinersh@ities Adein JTeEERRLT R

20180803 1452 - 0150000 14:52
Passed Authontications Falled Authentications Devices Compliance Trustsex MDM  ANC Deotads
Currently Assigned ANC policy
Show| 10 § entries
Mac Address * Policy Name

No data svoitablo in tabile

Showing 0 to C of 0 entries Pravicus Naxt

Note: To un-quarantine or clear in ISE: go to Operations > Adaptive Network Control > Endpoint
Assignment > Select the endpoint MAC address > Tras.
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Configuring IBM QRadar for Cisco ISE Syslog Events

The IBM Device Support Module (DSM) for Cisco Identity Service Engine (ISE) Syslog is installed by
default on QRadar. For more information on DSM (beyond the scope of this guide) visit the DSM quide.

Note:  Support of DSM comes from IBM Support, this information is added for your benefit but not
supported by the ISE QRadar App Team

Step 1 Configure log source on IBM QRadar.

Note: Configure both primary and secondary MNT log sources in an HA environment.

a. Open the IBM QRadar Console.

b. Go to Admin > Data Sources > Log Sources.

Admin
» System Configuration
v Data Sources

- ;:".I_-_ rlt_-

= Yulnerability
Remote Metworks and
Services Configuration
Try it out

Ethpr Changes Adwvanced ¥

AL There are no changes to deploy.

Data Souwrces
Events

C @ = "4

DS Editor WinCollect Log Sources

c. Add in a new log source for Cisco ISE Syslog.

Add a new log source > Single Source > Source Type: Identity Services Engine.

e Log Source Name and Description: Cisco_ISE

e Log Source Type Cisco Identity Services Engine

e Protocol Configuration: UDP Multiline Syslog

e Log Source Identifier: IP Address of your ISE MNT node(s)
e Listen port (leave default 517)

o Message ID Pattern: cIse_\s+ (\d{1e})

e Source Name Formatting String (researching)
Note: For version 7.3, there will be a single screen configuration.
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Log Source Summany

Ciaco_ISE
Cisco lentity Sarvices Engine
1881813327

Slatus: TR Las Upoakeo 3 months ago

Cisn_|SE
Desr iplion Cibeo, ISE

Log Sowrce Type GCisco Ioevtity Sarvices Engine -

Protocol Type ([ LIDF Mutine Sysiog -
v ©

Groups ©

- C

Note: For QRadar 7.4, this will open a new application window and will take you through a
guided configuration.

d. Select Save or Finish, close the new app window.

e. Select Deploy Changes > Deploy.
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Configuring Cisco ISE Syslog Events

Cisco ISE will be configured to send syslog information to the IBM QRadar instance. Please make sure
you have the QRadar ISE DSM installed. Future releases of the QRadar ISE DSM will include ISE syslog
events such as Framed IP Address, IP address, where you can take ANC mitigation actions on the

endpoint.

Step 1 Go to Administration > System > Logging > Remote Logging Targets.

Step 2 Add in a new Remote logging target - Host/IP address of IBM QRadar instance:

e Port - non-default 517 (QRadar UDP multiline listening port)
e Maximum length of 8192 (to see complete logs instead of those truncated)

e Include alarms for this Target (checked)

“Gues Identity Services Engine Home  » ContextVisibity  » Operations
~System  » Identity Management  » Network Resources  » Device Ponal Management

v ASministration » Work Conters

pxGrid Services  » Feed Service » Threat Centne NAC

Depioyment  Licensing » Certificates ~Logging » Maintenance Upgrade  » Backup & Restore » AOmin Access  » Settings

o
Local Lm 50“!‘99 Ramcte Logping Tamgets List > qradar
Logging Target
Remote Logging Targets
*Name  qradar
Logging Categores
Message Catalog Descrption |
Debug Log Configuration * Host / 1P Addross I_
Collection Fitars *pon [517

Target Typo  UDP Syslog

Saws ) Enadled v

] (valia Range 1 to 85535)

Facity Code [LOCALG

* Moaodmum Length ]1?92

Inckude Alarms For this Target [V

[ seve JECEC

Step 3 Select Submit/Save.
Step 4 Configure Logging Categories:

Choose AAA Audit element > Edit.

| (valic Range 200 © 8192)
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I‘cills.élc.:l ldentity s Engine Home » Conte; Sibility » Operations » Policy

v System » |dentity Management  » Network Resources  » Device Portal Management  pxGrid Servi

Deployment Licensing » Cedificates ~Logging » Maintenance  Upgrade » Backup & Restor

..}
(¢}
Log Settings Logging Categories
Remote Logging Targets
: ? Edit
Logging Categories e
P t Categor tegor

Message Catalog S Y o4 y

® AsA Audit AAA Audit
Nahin | nn Canfinuratinn ~

Step 5 Move QRadar from Targets Available into the Selected column.

Don’t worry about the local logging checkbox, leave it alone.

"c':;'é'o" Identity Services Engine Home » Context Visibility » Operations » Policy

~System  » identity Management  » Network Resources  » Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC

Deployment  Licensing » Certificates ~vLogging » Maintenance Upgrade » Backup & Restore  » Admin Access  » Setlings

L——rwneeaverem
(<]
Local Log Settings Logging Categories List > AAA Audit
Remote Logging Targets Logging Category
Logging Categories Name AAA Audit
Message Catalog Log Severity Level INFO
Dabug Log Configuration ( Log levai can not be changed. )
Collection Filters Local Logging
Targets
e Available: Selected:
ProfilerRadssProbe LogColiector
SecureSyslogCollecior qradar

»

«

Step 6 Select Save.
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Step 7 Perform previous steps for additional elements: Passed Authentications, Failed Attempts,
Accounting, RADIUS Accounting, Administration and Operational Audit, Posture and Client
Provisioning Audit, and Profile.

Step 8 When completed, you should see elements with QRadar listed in the Targets column where
appropriate.

‘dutl Jdentity Services Engine
~Sysiem  » ldentty Management  » Network Rescurces » Devica Ponal Management pxGrid Servicas » Feed Service » Theeat Centric NAC
Deployment Licensng » Certificates ~wloggng » Manienance Upprade » Sackup & Restore  » Admin Access » Setngs

—————
(<] J E Sn
Local Log Sewings Pacent Categoey Category Targets Severity Local Log L
Remots Logging Targets O A At AAA Audit LogColiectorgradar INFO erable
O Faiod Amermgts LogCotiector ProfilerRadhasProbe, gradar  INFO enable
Logging Categories Q Passed Autentcatons LogColiectorProfilerRadiusProbe gradar  INFO dsable
Message Catalog O AMA Diagnostics AAA Diagnostcs LogCotiector WARN erable
Debug Log Configuration O Admirisirator Authentication and Authonzation WARN enable
c Q Authentication Flow Dagnostcs WARN enable
P Q Icantiy Stones Diagnostics WARN enable
O Polcy Dlagnosscs WARN enable
O RADIUS Diagnostcs LogCotlector WARN enable
C Guest LogCotlactor INFO enable
O MyDevices LogCollector INFO enable
Q AD Connector LogCollector INFO enabie
O TACACS Diagnostics LogCollector WARN enable
O Accounting Ancounting LogCollectorgradar INFO enable
O RADIRIS Accounting LogCollector ProfilerRadiusProbe,aradar  INFO enable
(@, TACACS Accourting LogCollector INFO enable
O Adminstrative and Operational Aucit Admiristrative and Operational Aodt LogColiectorqradar INFO enable
O Extenal MOM Exoernal MOM LogCollector INFO enable
O passveld Pussveld LogColisctor INFO erable
O posture and Clent Provisioning Audt Postun and Clent Provaoning Auat LogCotlectoc ProfilerRadissProbe, gradar  INFO enable
O Posture ang Cient Provisioning Diagnostics Posture and Cient Provisioning Diagnastics  LogColiactor WARN enable
O Profier Profile LogCotisctocqmdar INFO erabis
O System Disgnostics System Dlagnostics LogCollector WARN erable
O Oistrdastod Management WARN enable
Q ntema Oparations Diagnostics WARN enable
O Licensing LogCollector INFO enable
O Threat Centric NAC LogCollector INFO enable
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Performing ISE ANC Mitigation Actions Through IBM QRadar
Syslog Events

The desired endpoints for performing ANC mitigation actions must have been authenticated through
ISE. In this example, we have Cisco ISE Passed Authentication syslog events sent over to IBM QRadar.
We have to create a custom FramedIPAddress field to provide the IP address of the endpoint.

Note: IBM will add this later to their DSM collector, so you will not have to add the custom
FramedIPAddress field. You may need to add additional fields. These have been included in the
Appendices section. This is still required in the version 7.4 of QRadar.

The FramedIPAddress field will be added to the available columns field in the Log Activity Search
created for ISE.

The FramedIPAddress field will now appear in ISE Log Activity searches.

Note: You will see a group already created for Cisco ISE pxGrid. This is strictly to use with pxGrid data
sources. The following group you’re making is for additional support of syslog messages that
provide more information than the pxGrid source. This helps you working with additional
functionality of QRadar that is beyond the scope of the pxGrid app.

Creating Custom Field for Framed IP Address ISE Syslog Event
Step 1 In IBM QRadar, go toLog Activity > Search > New Search > Manage Groups.

Create New Group > Cisco_ISE.

You should see the Cisco ISE group:
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@ Event Search Groups - Moznlla Firefox

@ & hitps//198,18.133 50/ console/do/oorefgenerictres
Maini Giaup r Eqit n
SRS Event Search Groups Hame User Desi
QJ Authentication, lden = Authentication, Iden...  admin Information about user authorizatic
J Clsco ISE prGrid C3 Clsco ISE puGrid admin
J Ciseo_ISE 3 Cisco_ISE admin Syslog ISE
J Compliance 3 Compliance admin Information related to a variety of oo
=J Log Sources 3 Lag Sources admin This group contains log source sp
= Antivins =) Metwiork Monitoring admin Inforrmation related to monitoring &
O ACS ) Security (Mabware, admin Infarrnation related to security of ne
120 Al Antivinus = Systern Moniboring | admin Information related to the health ar
J Endpaintprofe = Usage Monitoring admin Information around the usages of §
ILJ McAfesEpo i Other admin The group contains ungrouped el
O OMcescan
J SymaniecSys

= Applications Qg

Step 2 Close the Search groups page and select the newly created Cisco_ISE Group for Saved
Searches.

IBM QRadar Security Intelligence

LRG0 Network Activity Assets Reports

| Manage Search Results | ) Manage Custom Properties

Saved Searches Group:Cisco ISE [ " Manage Groups

Step 3 Keep the Search defaults.

IBM QRadar Security Intelligence

(LR L Notwork Activity Assets Roports Risks Vuinerabilities Admin  Clsco ISE pxGrid

Manage Search Resuts () Manage Custom Propecties

Search Mode
© Basic Search Advanced Search
Time Range:
© Real Time (streaming) Last interval (auto refresh) Recent Spocdic interval
Last 5 Minutes :] Stan Time | ot . Z
End Time ! v ! at " =
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Step 4 Keep the column defaults.

Column Definition

Display:  Default (Normaiized) _-_I

¥ Advanced View Definition
Type Column or Select from List

Available Columns

Source or Destination IP
Category
Destination Asset Name
Destination IP

Destination Port

Log Source

Log Source Group

Source Asset Name
Source IP

Event Name

Event Description

Domain
Anomaly Alert Value
Associated With Offense
Credibility

Custom Rule

Custiom Rule Partially Maiched
Custom Rule Partial or Full Matched
Destination MAC
Destination Network
Destination Network Group
Duplicate

Step 5 Under Search Parameters > Parameter > Quick Filters.

ST
CISCO.

Group By:

Columns
Event Name
Log Source
Event Count
Start Time
Category
Source IP
Source Port

Order By:
Start Time _vJ Desc ~

Results Limit
1,000 =

Go to Log Source (Indexed) > Equals > Log Source Filter > Cisco_ISE Add Filter.
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Search Parameters
Parameter: Operator: Value:
Log Source [Indexed] ~ | | Equals | ~ | og Source Filter: Type to Filter

Anomaly Detection Engine-2 :: qrada...
Asset Profiler-2 :: qradar2

Log Source: Cisco_ISE
Custom Rule Engine-8 :: gradar2
Health Metrics-2 :: qradar2

Add Fiter

Current Filters .
Log Source is Cisco_ISE

Remove Selected Fiters

Step 6 Click Search.

1BM QRadar Sacurity intelligence - By

(EER LA Netwark Acivity  Asssls  Raparts  Miada  VWinandiities Admin  Coo I8 palirid Sywiem T FAT PG
Seacn. ¢ Cuchfeanres v W asiFner [ faasmee B e feanm o Cone 4 Fam ot Ras ¥ Ao ¥ > 9
Quick Fier . Search

Viewing rodl teme overts (Pauted) View: Select AnOpton: + Deglay.  Defaut (Normalized) |+

Curreet Fittars:
Log Source is Csco_ISE  (Cear Fiter)
Lvent Name Log Seurce Evant Count Time v Low Leve! Categary Sourte @ Souwe  Oesnaticn @ ey

PRSSED AUTH Caco_15€ 1M 11,2018, TR MRS Lo Succinaed ey ) 1927881 147 1045
RADIUS ACCOUNTING LPOATE Cuoo_15€ T M 17, 2018, 4TS RADRS Session Suosk LA RF) [ 1921881147 °
FROFLER_ENDFONT_PROFLNG_EVENT Cuoe 55 1 M 11,2018, TATS. omeaton W2 a1 1845 1927641147 e
FROFLER_ENDPONTY PROFLNG EVENT Csco 52 1 Mar 11,2018, Fare. loraton RL-a0 _LF ) 1848 E- AL R ]
CeenSE Aarm Caco 5€ P M 11,2018, TS Wy RL-Rl L RR L 0 192 08 0 147 :
FALED AIN Oty Caoo 52 1M1 2010, TATS . Generil Authenndenon Faked 100 208 1 147 0 190081 147

FALED AIN CroY Caco_t58 1M 11,2018, TATS. Ganenid Autenncanon Faded 1020881 14 0 192,080 4. 147

FALED AN OrY Caco_15€ 1M 11,2018, 7412 Ceosedl Autwoncason Faded 281 ) 0 1920880147 ®
PROFILER_ENDFOINT_FROFLING EVENT Caco 158 1 M 11,2018, TAT2 . woraton w2813 1845 1920681147 )

Note: The following steps will work with a wired connection, however with a wireless connection you will
need to check RADIUS Accounting events.

Step 7 In the upper right corner, click Pause, and then double-click Passed Auth (wired) or
Radius_Acct (wireless).

Step 8 Click Extract Property and for New Property, then type: FramedIPAddress.
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Dashbeara Log Activity Metwork Actiity leports isks Vulerabities Aamin

Retumn to Event List [3 Offense .f'__. Map Event '\-. False Positive |7y Extract Property Q Frevious g} Heaxd _ Frint (g Obfuscation

Extract a custom property from the payload of this event

Event Infermation

Event Name PASSED_AUTH

Low Level Category Misc Login Succeeded

BEvent Description Lser authentication ended successfully
Step 9 For Field Type, type: IP.
Step 10 For Description, type: FramedIPAddress.

Step 11 For Extraction > RegEx > type: Framed-IP-Address=(\b\d{1,3\.\d{1,3\.\d{1,3}\.\d{1,3}\b).

Cisco Systems © 2021 Page 80



SECURE ACCESS HOW-TO GUIDES

CISCO.
You should see:
Property Definition
Existing Property:  Select a property... ;I
©New Property: FramedIPAddress
~Optimize parsing for rules, reports, and searches
Field Type: P ;]
Description: Fi.rams!.lfm.r.eﬁs
Property Expression Definition
Enabled:
Selection
Log Source Type: Cisco Identity Services Engine _'J
Log Source: Al N
©Event Name: PASSED_AUTH Browse
. High Level Category Authentication j
Category:
Low Level Category Misc Login Succeeded j
Extraction
RegEx: Framed-IP-Address=(\b\d{ 1,3} \d{1,3}\.\3{1,3)\.\d{1.3)\b) Capture Group: 1 Test

Step 12 Select Test.

You should see:
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Text matching your expression has been highlighted in the payload.

.

Step 13 Select OK.
Step 14 Select Save.

Step 15 Ensure the FramedIPAddress appeared:

IBM QRadar Security Intelligence

Dashboard Offenses EESFTI LA Network Activity Assets Reports Risks Vuinerabilities Admin  Clsco ISE pxGrid

[} Rotem 1o Evormt st [B Oence P MaoEvert \ Fake Postve | Extract Propety ) Previon INes  Shprt ) Ovdusceton v

Magnitude ————— Em—— (6) | Relevance |10

Username mﬂd‘

Start Time Mar 11, 2018, 7:47:42 PM Storage Time Mar 11, 2018, 7:47:42 PM
by | & X M e i ve zhis
FramediPAddress

o 192.168.1.15

Step 16 Select Return to Event List.
Step 17 Select Search > Edit Search > Saved Searches > Group: Cisco_lIS.

Step 18 Scroll down to Column Definition > Available Columns > FramedIPAddress(Custom) > Move to

columns by selecting ">".

Note:  You can search for the value instead of scrolling through list.

Cisco Systems © 2021 Page 82



SECURE ACCESS HOW-TO GUIDES ciISCO

IBM QRadar Security Intelligence

(LR LT Network Activity Assets Reports Risks  Vulnersbilities Admin  Cisco ISE pxGrid

Manage Search Results | ) Manage Custom Propertes

Display:  Custom _'J

Name: Save Column Layout

¥ Advanced View Definition
Type Column or Select from List

Avallable Columns. : Group By:
Dormant Offense Count (custom)
Duration_Hours (custom)
Duration_Minutes (custom) <
Duration_Seconds (custom)

Element (custom)
Event Summary (custom)

EventiD (cusiom) Columns

Events per Second Coalesced - Average 1 Min (custom) Source IP

Events per Second Coalesced - Peak 1 Sec (custom) I N VT o

Events per Second Raw - Average 1 Min (custom) Source Port

Events per Second Raw - Peak 1 Sec (custom)

External 1D (custom) > Destination IP T
Flle Hash (custom) o~ Destinaton Pon

Flie 1D (custom) -
Flie Path (custom) Usemame

Filename (custom) Magnaude

Flow Source (custom)

Flows per Second - Average 15 Min (custom)
Flows per Second - Peak 1 Min (custom)
Framed|PAddress (custom) Order By:

FramediPAddress (custom)

FramedIPAddress? (custom) > 5
Function code (custom) Start Time J Desc
Results Limit
1,000 |=

Step 19 Select Filter. Now, you should see the custom FramedIPAddress field:

1BM QRadar Security intelligence

Sewen. v Ouchleacres ¥ Yasrow teecne B icnen g tou Sreerise Raev Asmy » 0
haick Fiver = Search

Viawing res tme overss (Paused) View  Select AnOption: »  Display.  Custom

rrent Filters:
0g Soutoe & Claco_1ISE  (Cloar Fiter)

Low Level FrnrwaPAScress
Evert Neme Log towrce Evert Courn Start Time v Category Sowrce » Bowrce Port » Pont o tovttom)

FASSED AUTH Cace ISE T Mar 19, 2018, 8. Mese Lage Scee wEda s o I8 1147 184S sxgral —_— LA ST

PASSED AUTH Cace 1SE T Mar 11,2018, 8., Miae Logn Scee (A0 8% ] 0 RIEE114T 1848 pgdt — pL-S1 48EY
PASSED DYNAMIC AT2  Casee ISE T Mae 11,2018, 8 Gerversl Authert. RS ] 1920881147 NA —— oA
RADIUS ACCOUNTING. .. Ciseo ISE T Mae 11,2018 8 RACIUS Sesais Al AL R F | c NA e— oA
FALED_ATTEWT DY Caco_SE T Mae 11,2018, 8. Gerersl Authert 2 ea 3 0 NA — e fok
PASSED DYNAMC AT2  Caco ISE t Mare 11,2018, 8 Oerwrsl Autect ALAL AR ) o NA — - A
Claco_SE t e 11,2010, 8. Wy WER L4 0 NA —_— - ok
SE T Nes 1), 208 8 Admn Logn S s o arin — WA
s ISE T Nae ) 20188 Admn Logn Fal wearde o wessrLer o adnn — WA
ISE 1 Mar 1), 2018, ... RADIUS Sessid p AT %] 0 WL 0 NA —— A

Cisco Systems © 2021 Page 83



SECURE ACCESS HOW-TO GUIDES ciISCO

ANC Mitigation Syslog Event Example

Step 1 The user has been successfully authenticated through ISE.

‘Gt Mectity Services Engino Home  » CortmeViainy [IRSCTSSESSEN oy ) Acministon  » Work Canlers Ucanse Waming A « o
- RADIUS DveatContre NAC LveLogs » TACALS » Troutiesrodl ¢ Adeotve Networy Comred Fleports
ok hare 10 00 wrpless SenD and vislility 8000 T rof show Tug agan
Lveloge  Lve Sossorm
Misi 0 Rgred Suppiisnts O NI Loty red Netwons Cwvices O RADNIS Ovogs O Chent S100gaa Resgansing O Ragent Cosnter O
Rarvesh  Nover S Showm Laesi 0mecords ¢ Wihin (3= Jhours
T oo © Reset Hepat Courtt B Emort Sow Y ttare o~
Tre Seana Detais Ropost Identty Encpont 10 Erdport P Actrenticaton Polcy Authorization Poloy Authorizat
x
Mar 08 2048 104541 441 P . Py 4 pugna ! VR M0ES 1) CTomon W Dt »> Dotix Jelaunt »> Banc_Auberocst ParTieACCes
Mar 080 2012 106240488 PM a o Fxgrat 05058 26 88 13 Mucroacht -\ Defut »> DattX Oefztt > Bas Acterviest PartAcces

Step 2 In QRadar, select the syslog event, right-click FramedIPAddress, and then select More
Options.

In the following example, a Passed authentication (or RADIUS Accounting) syslog event was
received from ISE:

IBM QRadar Security Intslligence

Fotwork Activity  Assels  Ragorts Risks  Wnent@ithes Admin  Ceco IS8 pxGrid

Sewn. v Quistewren ¢ Y aiine e Cmen B fen e o Conn A et R Y A v (7]

Reocorss Malched Over Tene
3OnA S24 PM - 3018 SSs P 8

sqa™ s~ s S N~ s~ R $am™m SiENv s8N Qo™ Saew sS4 saawv ™~ "~ 41
Updste Oetads
e O
Cwotbame  LogSowse  EvemCoumt  SunTimew A A v Bowte Port - Pon w Frstedreten
Catagory 7 (cwatam)

AUTHEN PASS. . Cuco_ISE 1 Mar . 2018, 53 Adwa Lopn S 1R Mare 0 102508114 9 B —_— NA
PAOFLER EN.. Caco 156 1M S 2010, 54 Inkoenason 190 a ) 1eAS 1925681 147 1648 DOROSEASL01S  — - NA
PROFILER N Caco_I5E 1 M 2008, 54 momeson 1R ward 164 162108 1 1ar 1648 DOB0MBs00 Y 3 e NA
PROFILER EN. . Caco ISE 1 Mard 2018 54 Moemason ey 1644 268 1 18T 1848 OS0SB5T01S M— - NA
RADIUS ACCO .. Caco ISE 1 Mar§ 2018, 54 RADLS Sesso R at) 0 192568047 O A _— NA
PASSED_AJTH | Caco_ISE 1] Mar 9, 2018, 64 MscLogn Suce..| 121813 10 1029681167 | 14 - — T TR
AUTMEN PASS. Cisco ISE 1 Mard 2018, 54 A Logn Sv MRS O 1R Fiter on FramadiPACess (i s 192.%68.1.15
PROFILER _EX Caoco_ISE 1T M9 2018 54 oematon A{ AL SF} 1645 181 er of Fler on FramedPASess (Oustor) s not 192 %8 1,15
FALED ADY Cinco_ 158 | M3 2010, 54 Gerersl Adhont W MALMT 0 12081 0 Fiter 00 Sourte o Destnation B s 392 ¥8.1.15
Co0oSE Nem  Cuoo ISE 1 Mrd 018,54 Wanwy WMe L4 O 1208114 O
Cnconl Nawm  Caco 5t | M D 2018 54 Wy WAL O 1029041 147 @ Quca Fiter »
CmcoBE Mem  Cuco 156 1 WD 2010,52 . Wanwg MR O 1025681 147 O A, Fune Posiies
CucoiSE_Nem  Cuco, ISE | M B 2018, 52 Werwy WML 0 1R20081.047 O & \iw path from ¥52.168.1.3 % 452 368,147
Unirown Caco .. Caco_ISE 1 Mar 9 2018, 52 Unnoen sy 0 esearer o

View n D5M Eowr

Y O > -

Note: You can right-click the Source IP and Destination IP address. This will also work on
customized IP Fields.
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Step 3 Select More Options > Cisco pxGrid - ANC Quarantine.

IBM QRadar Security intelligence

[EVRTUEUE Wetwork Activity Assels  faports  Tisks  Vuloenbiities Admin  Clsoo ISE paGinid

b ¥ Cun Bewes ¥ A Pt [ e Gt (] Sove Mot o, o 4, Fotee Psive s ¥ Adtns ¥ [?)

Necoras Matched Over Time

IS 524 PV AT S5 P

24 Y26 S8 M W~ s m $.34 36 % ™ Y am S 44 86 M o 2% $52 ™

2% Crane
Cvent Name Log Sosrce Evomi Count  Start Time ~ Low Level Source Sowrce Port P O Port > """""“‘:""‘
AUTHEN PASS. & 1 Mard 2018 55 Aanin Logn By st o 1921681 ey © aFwn e - NA
PROPRII_IN ' 192.060.1.3 tedy 1921081 147 1645 DOSOSEAELOT) M- NA
PROFILER_EN 1 1226813 1S 192168 2 147 1645 005056850013 —_— - A
PROFLEN N 1 .l 1648 1929080 047 1043 O0sOstsEn 13 e A
RADIUS ACCK C 1 Mard 2018 5 2 A\ 192 0881 3 Navos — e
erdtesad
AUTHEN PASS.. C 1 Asmn Lo 102 168 1 138 v 2
PROFLEN_EN 1 riormaton 0236813
FALED AZN \ Gonoral Avtront 162.960.1. 147 R Forensics Recovery
= 1 Wang 102.168.1. 147 5 Y
: Youmirg S5 Nt 3T Rum Forermes Saarch
1 Warnnyg 102068 1147
J Wamnrg 102
1 . 2088 1 14y

190 15 0F 18 eena (Fmpand S 00000 S08

Step 4 You should see a successful status message:

IBM QRadar Security Intelligence 192.168.1.192 Says

UL Network Activity  Assets  Rep ANC action returned status: RUNNING

Search.. ¥ Quick Searches ¥ YMdr-Ner HSavoC'nenn £ Save Resuts o, Canct oK

Step 5 Select OK.

Step 6 To view in ISE, go to Operations > RADIUS > Live Logs.
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You should see the quarantined endpoint designated by the ANC Quarantine Policy:

s 1dentity Services Engive Home  » Costest Visinttry  [ERSESSEES

» Poley » Adminiarmten * Worx Corors
*RADS  "westCemre NAC UM Logs ¢« TACACS

Uconss Waming 4 “ o
¢ Troutvesnoot ¢ ASecties Nebwork Cosvd  Repoms

Clck hato 10 00 wrowmss seLD and visitaty sebip

Lo Loge  LUes Desnors

Niscanfgures Sgpicarss O Misconfigonss Metwors Devices O RADRSS Orops O Clem $205ped Responding O

0 0 0 5

Rapeat Coumar O

Ratremn  Mevey 3 Show Laewt 20 reoonie 3 WD Lt 3 ouey
T Retvsn © Resat Regoat Courts 2 Bgent o Yrowe O~
Time Status Oetais Repeat entty Endpoint 10 Endpont P. Authentcaton Polcy Aamncnzaton Polcy Authonzan.
*
-~ " [} Y E Moo o ot »» Dot i X s = MG mirm R
o ¥ 2N [+] o g Moroach W Dttt »> Dt Defast »» ANCOueradre Quarerdced
[0 S0 153 PN 2] o

Step 7 To view in Cisco ISE pxGrid ANC Details Dashboard, go to Cisco ISE pxGrid > ANC Details.

You should see the MAC address assigned to the ISE ANC policy name:

Cradiidly Aiisgivhd AR iy

Step 8 To un-quarantine or clear the endpoint:

Go to ISE > Operations > Adaptive Network Control > Endpoint Assignment.

b identity Services Engine »arma + Cortiaxt Visiity » Oparatons + Potoy

+ Agmirestretion + Work Cenfry
» RADIUS  Thesat-Cantrc NAC Lve Logs ¢ TACACS

Ucrme Waming & © o
b Troubleshoot  « Adaptve Network Convor — Reponts

Pobcy it Endport Assgnment

X have 10 90 wisiens S 490 vistity Mt

List

RowsPage 1 Go 1 Tors Rows
CResn 4 A0 B Tnshe £PS urngquannire Yrtrs O
MAC Asdress Polcy Name Policy Actions
NveeB)

2OACQ It Quararire QUANANTINE
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Step 9 Select the endpoint MAC address > Trash.

» RADIUS  Threat-Contic NAC Uve Logs  » TACACS  » Trowbleshoot v Adsptive Network Convol  Reports
Policy Ust  Endpoint Assgnment

Click here to do wireioss setup and vasibity sotu|

List
1 Solected RowsPage 1 H 1 "
CRetesh 4 Ae B Tmshey @St EPSunwuaranine

8 MAC Address Selocted ne Policy Actions

G 0005480 BBETY txGrioQRacarQuarantine IQUARANTINE|

Step 10 Select Selected, and then you should see:

Are you sure you want to delete selected [tem(s)?

«» €&

Step 11 Select Yes.
Step 12 In ISE, go to Operations > RADIUS-Live Logs.

You should see that the endpoint has been un-quarantined:

bl Mecty Services Ergine

*RADNUS  ThemetCaotrc NAC Uvelogh  » TACACS  » Troubieshool  # Adestve Neeor Conirtd  Regorts
CAOK P9 10 00 Whnhess Se0L0 400 VRRITY B0 D0 100 KM0w Tl apun

LUve Logs Lve Sessors
—

Mt orIgred S we O Netwerk Cevices O RADIUS Orops O Crert S1ozped Raaganting O Rugest Countee O
Satresh  Nervwr $ oW LAt 20 mcons ¢ WWIen | L 3 touns
T futwin  © Resetfipaat Coues 2 Egan e Yo o
Teew Sues Dotals Ropeat Identty Enspoen © Encpoen P Acemaatication Policy Authorization Pasicy Authorizat
x
Mar O 2098 119030 148 M [} ° o avgrat Qo098 80 86 13 Moromes W Dwtast »» D011 Outest == Baat_Astericst FarmieAccen:
Nar 08 2018 11102, %1 PM a pagrat Q09036 00 88 1 Vortat W Defaan >> Datix Cefan >> Dasc_Aseraca PamzAcces
Mar OF, 2098 1110030210 P a o 202058 B8 E513
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Hovering Over IBM QRadar Syslog IP Address for ISE
Contextual Information

Once the endpoint has been authenticated, you can hover the IP address fields and obtain additional
contextual information such as the User Name, Mac Address, Posture Status, and Endpoint Profile.

When you hover over the IP address field, the contextual information is displayed:

IBM QRadar Security intelligence

ODestboard  Ofenses JUNEISEIEFE Network Acthvly Assefts SHoports Admin  Cwco paGed

.......

NAS Port.
. S Oesination FramedPAddies:  NAS Port NASIPAY
S Tme v Low Level Category Sowce 9 Sowce Pont Desanason P Username  Mapaitude {Custom) tcust ) "":Dt A i«

192.1681)

<nds
Ned-10-172-192 Net_152_168_0_ 0

Uset Name NostteOna2-PC ao10som |0 ... o
RGO Session detaits: Mac Adsress  000C26C1782C )
Postue Sutus Nore
Endpoint Profie WisdomT-Wonataten
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IBM QRadar Cisco ISE pxGrid Offense Rule

IBM QRadar Custom Rules Engine (CRE) displays the rules and building blocks that are used by IBM
QRadar. The CRE provides information about how the rules are groups, the types of tests that the rules
perform, and the rule responses. A rule is a collection of tests that triggers an action when specific
actions are met.

Offenses are generated when events and flow data pass through the CRE. They are correlated against
the rules that are configured and an offense can be generated based on this correlation and viewed on
the Offenses tab.

The Cisco pxGrid offense rule gets triggered when an event occurs, the match Radius Failure session
or simply three events in the Cisco ISE pxGrid App Failed Authentication Dashboard from the same
source |IP address that occur within 10 minutes.

As a simple test, you can attempt to log in with an invalid password, and then login successfully. This
will trigger a failed event followed by a successful login. Repeat this step three or four times within 10
minutes, and this will trigger the IBM QRadar pxGrid Offense rule.

The following image is an example of ISE authentication failure report that confirms failed
authentications.

RADIUS Authentications ©
RADIUS Status: Fail

From 2018-03-10 00:00:00.0 to 2018-03-11 00:00:00.0
Generated At: 2018-03-10 02:09:37.37

Logged At RADIUS Status Detaiis Identity Endpoint ID

2018-03-10 00:58:37.408 ° o pxgrid2@iab10.com 00:0C:29:C1:78:2C
2018-03-10 00:55:37.687 (%] a pxgrid2@iab10.com 00:0C:29:.C1:78:2C
2018-03-10 00:53:10.377 (] Q pxgrid2@fab10.com 00:0C:29:C1:78:2C
2018-03-10 00:49:49.991 [«] o 00:0C:29:C1:7B:2C
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You can also view events in ISE.

e Wentty Services Engine

TRADIUS Tl Cerme NAC Lve Logs ¢ TACACS o Trutiesnoot ¢ ASApove Neteons Cortrs  Maports

O "ave 0 20 wisions MlO aNC vialily 8000 D0 "ot Whow Tes age
Lveloge Liwve Sessore
e

Mar 10, 2010 015227 202 AM S Y < c LA \Opagre ¢ mooHCITRI & rooen Oefutt »» Det1x Dufadt »> Rase_Autwencat
Mar 90, 2018 DY SR20.971 AM [#] < LAD WOgagnad OO 28 C1 PRaC o Ontnt »» Dt X Dttt »> Banc Autwetont
M 10 2070 01 2000 452 AM u G LAl "Ooegred UCC e oot Seman »» Dexte Owtiuit »> Sane Authertcal
Mot 30, 2010 01210004 AM 3 e 0 0WOONICRIC W ANooe Devoe Duttu st »» Ot 1X Defat »» Bane Autwetol
N 10, 2090 0127 15 180 AV a P NWOOHICEN N Noe Jevee St »» Dot Dt »» Basc Autwoton
N 90, 2098 01T AN . ) Voo CRICH WooALCeXC N Noe Dmeos Caran »> AR Oefait >» Sasa_Autwebionst
Mav 10, 2010 1200 44 823 AM <] a 1egraiQres ) Lo 00T INC X s et »> Dt Oelmt »> Baner_AUPwenon
N 10, OB 2R AL 480 AN <} e WO MCLIND

Mot 10, 2098 110817 408 AM <] Qe pagraiQrat - 000 29C1 M ettt »» Dex X Dutast

N 10, JO9R 1208 2 202 AM [#] e Semapened £ roes Dt »» D1 Dot > Band Aute o
Var 10, 20 740 220 AN [«] e rosT P Wroows et »> Dt 1X Detast »> Sase_Autwecoc
N 0 2008 1250 00 00 AN u Q teagraigral ' L oo WoC 2w C1 M raes Detat »» Dt tx Dwfan »» Besc Autwr oo
N %0, 32 AT 657 AN [~} ) PegreiiQret: ' (v 0OC 90 TN e e Dot X Ot asl
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Verify pxGrid offense rule via Log Activity

Step 13 Go to Log Activity > Add Filter > Parameter > Payload Contains > Operator > is any of > Value >
QRadarAppForPxgrid > "+".

1BM QRadar Security Intelligence

Osshboard Offoeses BT NN Network Activity Assets Reports Risks  Vainenablities Admin  Cleco ISE peGrid

PAY

Evert Name Log Source Event Coumt Time Low Level Categorcy Source P

Add Filter
Parameter Operator Vake
Payoad Comans - sawyol

Payoad Comans s QRadarAgcpFomaGnd

Remove Seiecred

ASS Fimer Carcel

Step 14 Select Add Filter.

Step 15 Select View Real Time Events > Last interval setting, for example, 45 minutes.
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IBM QRadar Security Intelligence

Deshbosrd  Ofenses EIETPTLILTE Metwork Activity Assets Reports Sisds Vinersbilites Admin  Chce 558 peOnd

e A A 0 LT L A i S Tl A o
AVTE T4 P SUTE &N PM ¢

A -

T5%4mn TN Tiame 100w o~ L0é NN LR, LR N LR LT, flamMNm finN LM s0mnm s Lismm slom Liamw L0~ fam~ AN LR LRl N,
Upcate Cetals
ow Tww
Evest Name Lo Source Evernt Count Tine » Low Level Categary Sowee P ':." Destimation s
Grd (narSessors patGird * Mar 9 2090 a9 07 Uner Actwey W2 e ] 192908 9 0 o
oGl UsevSestons paGrd 1 M 208 821 14 User Actvity LA SR 0 (LA SR 9
Prd UnerSootors paCird 1 M) 00 83100 Unor Actviy AL A AR 4 0o "L o
puCirsd UnarSensona patirg 1 M3 08 8008 User Actvey i AL BB - 0 s e 0
ol UserSessors pGrad 1 M8 2018 89500, User Actwity 152108102 0 1521080 082 0o
2 Ui Saniiand pating 1 Mar ), 2008 81407 Usir AZtWTy L AL SEY - ] wess e k]
palard UserSestons. paGra 1 M3 2018 7554, Usor Actvay 1RissR o s 2
Search BExscaed SM Auce? - raoa? T Mard 2018, 75007, SV User Acon 2raon o W68 o
[§ oG Radics Fadure 2alird 1 Mard, 2018 75833, User Actvity 12168 1.0 0 V2 168 1302 o
i UsacSassnes paGrd T M3, 2010, 75811 User Actvty 1221600 ' 0 192108 1 362 0o
Saarch Exstnnd BM Auoed - geoed 1 M9 2018 TA800... SIM User Ac00n a0 0 weies e 0
P UnrSentons pGra 1 Mws o rsrm Usar Actvey AL AL AR - 0 AL AR el
i Ui lattore pairad T MM 0N M Unaw Astaey AL SRS il 192188 1 000 )
) Rats Fabon g 1T Ml 08 T e Uner Actway R YR 0 AL SR a
saling LosrSensors palng 1 Mard 2018 7524, User Actwiy 19268 LY 0 V2081000 0
oG UnerSessons oGrd 1 Mard, 2018 754 48, User Acivity b AL RRE ] 0 152108106 0
palied LnarSesaors palnd T M9 08 TA812... User Alwey wmessaLe o wess e o
Step 16 Click the offense rule @.
You will see the following:
Offense 1 (All Categories)
Offense 1 [8)Summary Display ¥ V Events Connections Flows " View Attack Path Actions ¥ 53, Print o
| 1 T [ |
Magnitude Status‘ Relevance 5 s.wmy{ Kl [ Crodlbillty[ 2
Offense Type | pxGrid_src (custom)
Description  pxGrid Radius Failure
Event/Flow
3 events and Q flows in 1 categories
count
Source 192.168.1.1 Start Mar 8, 2018, 7:53:10 PM
IP(s)
Destination 192.168.1.1 Duration 5m27s
IP(s)
Network(s) Net-10-172-192 Net 182 168 0 0 Assigned to | Unassigned
Offense Source Summary
|
Custom property valuo’ 192.168.1.60
Offenses 1 Evenull’lomI 1
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Verify pxGrid offense rule via Offenses Dashboard

After select Offenses, you should see the pxGrid Radius Failure Offense rule:

IBM QRadar Security intelligence

Onsttosrd BE_TRTUN Log Activily  Metwork Activity  Asssls  Repirts  Niska  Winenbilites Admis  Osco B2 peOng

Offerses Sewth. ¥ |pd Sace Crorm  Actione ¥ ] e Foreen: 0000 M & @

AR Oftersns  View Ofarges: Select An Opton

AT Ofanes Current Search Parsmaters:
stoger Exchuce Mdden Ofenses  (Clear Fiser), Exchuce Closed Oternes  (Coar Fitwr)
3y boree P > L~ Oescription Oftense Type Ottonse Souxe Magnitude Source Ps Oeatnaticn Ps Users Lag Scurces
[ PeGnd Radua Fatun paGrd we 152108 1 50 VR.068.1 492 1920604 132 Na PG
Dest ¥
St

Taking ISE ANC mitigations from Offenses Dashboard

Step 1 Under the Offense Source, right-click the IP address, and then select the Cisco pxGrid - ANC
Quarantine mitigation action.

1BM QRadar Security intelligence

Deshboard S BTN Log Astviy Metwork Activity Assets Roports Ml Vinersbiities Admin Cises ISE pedod

Offeraes Bt @ Swa Gt Actora ¥ L P Lot Aot 000042 1 o @
"y Ofternes
Al Ofpres  View Ofscaen  Selsct An Opton
Al Oienaes Current Search Parameters !
» oger Factcte Hidders Ofsnsas  (Claar Fitor), Exchede Closed Ofanses  (Clawr Fler

By Souce b ) Descrgtion OFenas Type Oftense Sowrce Magrenuoe Sowce 1Py Destirains »y [T Log Beuro

8y Dettinatise ® e B L “m
iormanon .

By Notw

LR Run Fowraics Recovery

R Forermics Sesrh

Plgn cosons >
Cnco galGng - ANC Quaranion
Cutm palnd - ANC Shzoown

Cuco palng - ANC Port Bounce

Step 2 This will trigger the ANC Quarantine:

IBM QRadar Security Intelligence 192.168.1.192 Says

Deshboard BLLlZil gl Log Activity  Network Activity  Assets  Reporiiy Yol Y W E TPt EIE L LN N1 el

OK

Offenses Seach,.. ¥ HSan Criaria Actors ¥ () Prim

My Dffences

Step 3 Select OK.
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Step 4 In ISE, select Operations > RADIUS > Live Logs.

Note: The endpoint has been quarantined as designated by the ANC Quarantine
Authorization Policy.

CHADIUS  ThesstCarrcNAC Lve Logs  # TACACS  # Trobies®oot  » Adecties Network Contt Riaports.

CI0K R 10 00 WIOISS SO0 S Vabity S0 D0 20t show 148 8gan
Live Loge  Live Sessorn
C ey © Resst Ssoamt Courts B ot Tow Yiowe O~
Tere Suoa Detats Ropoat Kertty Endgont O Enxcoort P Autmantcation Polcy Authoezation Polcy Authorzatl
x o
Mar 10. 2008 C2 2000432 AM [c) o ¢ LAB DCega? (G0C29CI TS Wrasea” Defoust »> Dot 1X Detaut >> ANCOurtne Cuannined
Mar 10, 2098 02 5000 145 AM -] o S Oeagal GoC2eCrraxc Werdows?- Defaest »> DetiX Detaut >> ANCOrarartne Quararaned

Step 5 To un-quarantine or clear, go to Operations > Adaptive Network Control > Endpoint Assignment.

"aaes Identity Services Engine Homo  » ContextVisibity [RZe PSPl » Policy  » Administration  » Work Conters
» RADIUS Threat-Centric NAC Live Logs » TACACS  » Troubleshoot v Adaptive Nework Control ~ Repons

Poiicy List  Endpoint Assignment

List
< Refresh <+ Add il Trash~ 7 Edtt EPS unquarantine
MAC Address Policy Name Policy Actions
00:0C:29:C1:78:2C pxGridQRadarQuarantine [QUARANTINE)

Step 6 Select the endpoint > Trash.

"ducs’ Identity Services Engine Home  » ContextVisibilty [REeT T Bl * Policy  »Administaion  » Work Centers
» RADIUS  Threat-Centric NAC Live Logs » TACACS  » Troubleshoot =~ Adaptive Network Control =~ Reports

Policy List  Endpoint Assignment

List
1 Selected
< Refresh < Add T Trash~v (& Edit  EPS unquarantine

MAC Address Selected ne Policy Actions

00:0C:28:C1:7B:2C pxGridQRadarQuarantine [QUARANTINE]
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Step 7 Select > Selected.

¥ Are you sure you wank to delete selected Item(s)?

Step 8 Select Yes.

Step 9 InISE, you should see the endpoint has been un-quarantined:

Clck heto 15 30 wirslons 30 ot visibilty setup Do ndt show M sgan

—
Miscantigured Buznica~s O Mistomfigores Watwere Oevens O RADWS Dreps O Clrert S3o00ed Resperding O Repest Coumser O
Refresh  Neve 1 Sow Leat 20 reoort | Witin  Lawt ) Ny ]

C Refiny  © Rssot Regani Courts B ExentTaw Yitw- o~
Time Status Oetans Pt icantty Engpont I0 Endpom P Authertcaton Poscy Authonzaton Polcy Aumienzat

X :
N 30, 2018 G230 00 038 AM 9 a o LAB1Ogugna? 0OAC M C1 8T Wi T Oatacit > DotIX Cutast »> Bate,_Autwesom PerLACOOL
M 90, 208 023901704 AM a a MWIC2HCITHIC

Step 10 Select Dashboard

IBM QRadar Security intelligence

F0m DNOIT  Toest nd Baourty Moty ‘ ra ! Raarw © oven AN -V s e Il & @

Defacit-08 / IPS-AL: Top Aaem Signeeures [ 1 €3 My Offesnes 8 x| Now Biss B8 x]

NO rosus mene retumed for s dem

Uoat Savere Oforses (8 x|
Offemun Name Magnitude
Thete wih NS Trrm Saris Qa8 1or N0 SR Decinmmd. Ging Radus Fabee Thire wish 1O Trms Sonet S 5 BN S005C8 DeriinTis.
Moat Mlecost Ottenses & x]
Cffocea Nama Magntuce
i Radius Faboe
Top Services Oeniod th'ough Firewalls I x]
Ve Zam oy Vi i Neowork Activiy
Top Systerra Attacked (10SA0PAPS) S8 %] Top Categery Types (@ x|
Lsar Actieny 1
Obtest ot Cacted 0
Thate wiss 1o Time Seces de K 1N S0arh eknmed Bage Umiing 0
N2 e Limteg 0
O Cazed 0
Thate with 13 Trne Sares Qiek 10 e Seloh Siritomed
Yoo Sources 8 %]
Souce O*enses
]8!"!\3 1
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Step 11 Select pxGrid Radius Failure.

Step 12 Hover over the Offense Source IP Address.

IBM QRadar Security Intelligence

Dashbosrd Be_tloTil Log Activity Network Activity Assets Reports  fisks  Vulsensblities Admin  Cleco BSE pOeld

Offenses St P [ Seve Coee Actora ¥ L e G e 002 I & ©
Wy Offenses
Al Ofleraas  View Oforoen.  Select An Opton ¢
8 Obenses Current Search Paramesers:
By Category Extlude Haden Ofienses  (Cioar Fiter), Exciude Cosod Offenses  (Claar Flter)
By Source P 5 L Dwscnpton Oftenso Type Oftense Source Nagnrm.o0 Sowrce 1Py Destingtion iPs Users Log Sowrc
By Destination I* Network: Not-10-172-700 Net_192_ 168 0 0
By Necwors User Narro LABY

| pxGrid Session detadls: Mac Adtess.  CO.0C 29C1TEB2C
By Posise Suus None

| Rignt ok for mone inormanon on 142,968 1 60
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Addendums

Adding Log Activity Filter to View Session Information

In this section, a pxGrid app filter is created to view the incoming session information.

Step 1 Select Log Activity > Add Filter > Select the following:

IBM QRadar Security Intelligence

[ENP VI Network Activity Assels Reports  Admin Cisco ISE peG..,

Agvanced Soarch Search
L
roe
Event Nomy Add Filter - Destina
Parametor Operator Value
Log Source [Indexnd] - Equals " Log Source Fiter: Type 10 Filter

“SIM Generic Log DSW-7 - gradard
Search Results-2 :: gradard

Log Source: Systom Notfication 2 = gradar3

| TreoecomBbOiSenesSwitch & 12700

Add Fiter Cancol

Step 2 Add the following search criteria:

SELECT "pxGrid_adNormalizedUser" AS 'label' , COUNT("pxGrid_adNormalizedUser") AS 'value' FROM
events WHERE LOGSOURCENAME (logsourceid)="pxGrid' AND "pxGrid_EventName"='User Sessions' GROUP
BY "pxGrid_adNormalizedUser" ORDER BY value DESC LIMIT 10 LAST 1 DAYS

Step 3 Click Search.

Step 4 You should see the Cisco ISE pxGrid User Sessions.
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1BM QRadar Security Intelligence Sy

(PR LU Network Activity Assets Ruports  Admin Cisco ISE pxG. Systom Time. 623 MM
Search . ¥ Ouck Sewcres ¥ Y A Faw L Sove O [ Saen e P » Res ¥ Actons ¥ n e
Advanced Search = Ceic)-'pxgrid’ AND “pxGrid_Lventhome"«‘User Sessions’' GROUP BY “pxGrid_odNormalizedUser” ORDER BY volue DESC LIMIT 10 L @] Search

Viowing real ime overts View: Seloct AnOption: |+ Display. | Default (Noemakzed) =

Current Filters:
Log Source is pxGnd  (Clear Filter)

Event Name Log Source Svon Time Low Level Category Source IP SCUIS®  Destina
Cinco 1ISE pxGod User Sossons paCing 1 Ape 19, 2015, 62401 Usare Actvey 16925422 ] 169 254 |
Ciaco ISE peOnd Usor Sessons pxGnd 1 Apr 19, 2010, 6:23:3 User Activiy 10025422 -] 100 254
Cisco ISE peGrd Usor Sossons paGrid 1 Apr 18. 2018, 6:160 Usor Actviy 16925422 +] 168 254 |
Mormabion Messaoe Eystom Notficabion-2 & gead 1 Apr 19,2010, 8143 Infcemation 192681 240 -] 127009
Usaer Logout SIM Augn-2 : gracard 1 Apr 19, 2010, 8:14:3. SWM User Authenscason 16026422 *] 192 168

Using an External Certificate Authority

This section illustrates generating certificates for the IBM QRadar pxGrid App, using the ISE internal CA.
It is assumed that the ISE pxGrid node and the other ISE nodes are signed by an external CA server. In
this example, there are two ISE instances. The ISE26.1ab20.com node is the primary ISE instance, and
contains the Primary Admin, Primary MNT, Primary pxGrid node, and PSN personas.

The ISE26ca.lab10.com node is the secondary ISE instance, and contains the Secondary Admin,
Secondary MNT, Secondary pxGrid, and PSN personas.

Step 1 Verify that the ISE pxGrid, the ISE Admin and ISE MNT nodes are signed by the external CA
Server.

Go to Administration > System > Certificate > System > Certificates > System Certificates.

Note: The ISE pxGrid and ISE Primary Admin nodes are signed by an external CA Server.

ubali identity Services Engine

o il
Gsco

v System » identty Management  » Network Resources » Device Poriad Management puGrid Services » Feed Service » Treoat Contric NAC

Cick heto 10 do wirsiess sotup Do not show
Depioyment Licansing ~vCerificales » Loggng * Mantenance Upgrade ¢ Baciup & Restore  » Admin Access » Setangs
o
= Certificate Management System Certificates For dnaster rocovery 2 is recommended 19 export cartifcate and privine kay pars of & syster cortfcates
System Certficates S Eor e Generate Seif Signed Cortficate | wis Import | & Expot X Delete
Trusted Centficates Friendly Name Used Ry Poral group g Issuod To nsued By Valid From Eapira a'e
0%
OCSP Clent Profie V.
Coartificate Signing Requests Sy
= Cortficato Servioes | c v Mar 300
e ot o 2025 15010.c0m o emovas - 2. 5 Mar 2019 o, 0 Mar 2024
Certficate Penodic Check Sett _ WL
» Cartificate Authority Detast seff-axyed sam
server certificate - CN»S  SAML SAML jse28 lab10com SAML he26iladi0com  Wed, & Mer 2018 Thae, 5 Mar 2020
AML 820 Jab 10 com
Default Portal Certficate B Lt 10 coen abt "'.‘v'- NNIORTATHE st 23 Mar 2019 Tum. 223 Mar 202
CA
526 10010 com Cacicate Servioss Encp vy & Mar 2019 Tue, 6 Mar 2024

aint Sub CA - mo26

Cisco Systems © 2021 Page 99




SECURE ACCESS HOW-TO GUIDES CISCO.

Step 2 Verify the pxGrid and Admin certificates are signed by the external CA server.

Engine

+ Operatons

v Systerm  * kdentty Manages » R *» Device Portal Management  paGed Services » Fead Service » Thesat Cantic NAC
Cick here 10 o wirsless setup Do not show
Degicymont  Licersng ~Cotifcates » Loggng » Manderance  Upgrade » Dackup 8 Rostore » Admin Access  » Selngs
—————

o
~ Cartificate Management System Certificates |, For daaster socovery £ i recommended 10 expon cenficate 8¢ Drivite hy pars of all system cartfcates
System Cersficates J B e Genorate Seif Signed Cortificate | wfle tmport | & Expot X Dewto ) View
Trusted Certfcmes Fraandy Name Uned By Porsl gros g Iswund To lsauec By Vi From Expraton Date
OCSP Chont Profie ». e
¥ maldtcn
Dotautt sof-sigred sami )
Cenificate Penodic Cneck Sety secver cordficane « CN=S  SAML SAML_se20 anilcom  SANL seZSle0t0com  Wed, § Mar 2010 Th, 5 Mar 2020
AML 2026 s> 10 com
+ Certificate Authority Dol set-siyrnd sami e ok ® -
servut carsficae - CNS  Net In use ms Al SALNTERMYIG  ynd S8 00 Thu, 5 Mar 2020
AML se2tca lab10.com :
Adrn, Poral,
Chwino28ca lad1Ccoml  EAP .
WOI0-WINNIORTATHD  Authersication. o o CoMME o recn 10 com o TNNIORIATHE  \ec, & Mar 2019 Sat, 06 Mar 2021
KL-CASO000S o con ks
RADWS OTLS
OU>Conticate Servicos
Syviam Centficate Chx
4 20ca 010 comPCars! ; = Cartficase Sorvicas Enclp Tue, & Mar 2029
cate Sorvions Endport T 0 1802624 18010 com et S CA - inadice T 22 Mar 2019 we, 6 Ma
Sub CA + ne20caf0000
L
OUSISE Mesasgng Ser
vion, CN=isa2fca 10 ¢ =
WCarticate Servcen ¢ [IS0°0 e 26ca 1ab 10.com AT R pr, 22 Maer 2019 Tue, & Mar 2029
Endpoint Sub CA - et .
cas00004

Step 3 Ensure that the published pxGrid nodes appear and you have pxGrid node connectivity:
Go to Administration > pxGrid Services.

Now, you see the following:

Home Ci + Operators X n Ucerse Warming A

» Systom  » Mdertity Managoment  » Network Resowrces » Device Porfal Maragement  paGrid Services  » Feed Service  » Threat Centric RAC
Chick here 10 00 witoless setup Do not show il

Al Chents Web Clems Capobines Uve Log Settrgs Certifcanes Permissions

Ptk Q@Uuate QApoe @ 0mo @cdos e+  Refresn Tl Pencing Amrol0) - 1-180618  Show 25 - perpage Page |
’j Client Name Descrgtion m‘ Sanus Clent Group(s) Auth Method
O » sefanostise2s Capabiities(0 Pub, 0 Sub) Online (X04P) trternal Certificaee
O P semnt-sedica Capabilties(2 Pub, 1 Sub) Cnlice (XV9P) treernal Certificare
O » sepuosud-isedfca Capabities(0 b, 0 Sub) Oniine (XMPP) Irzernad Certificane
0 » beadminise2bca Capabiities( Pub, 1 Sub) Onlice (XMFP) Internal Certificate
[ P isefancs-lseics Capsbilties(0 Pub, 0 Sub) Onlice (XM9P) Irterns Certificate
0 P ise-bridge-se2s Capabilties(0 Pub, 4 Sub) Online (XN9P) Tresenal Certificato
O » scadminiseds Capabiities(4 Pub, 2 Sub) Online (X0WP) Internat Certificate
O > se-pubsud-se2t Capabiities{0 Pud, 0 Sub) Ol (XMPP) Internat Certificate
O » wsalblO.com start test 613 1SED Capaditties(0 A, 0 Subd) Ofing (XMPP) Cartificato
] » wsal.lablOcombl3 1SED Capabiities({0 Pub, 0 Sub) Offine (XMPP) Certificate
O > wsal labl0.comes? ISED Capabilties(0 Pub, 0 Sub) Ofine (XMPP) Certificate
O » wslbl0comess ISED Capabifties(0 Pub, 0 Sub) OfSng (XMPP) Certificate
[ » wsal.lsbl0.com315 1SED Capabiities{0 Pub, 0 Sub) Offine (XMPP) Certificate
O] fresighisetest-fanc63. lab 10.com- Capabilties{0 Pub, 0 Sib) Ofine (XMPP) Certificate
O » gadet PXGrid App for Qradar Capabilties( Aub, 0 Sub) Offing (XMPP) ANC Certificate
) P keaget-fmc)labl0.com- 28586 GCL for C sample Capablities(0 Pub, 0 Sub) Ofine (XMPP) Certificate

1 »  nmttest Manabibhact) Db 1 S ¥¥ina (YMDO\ Carificata

Cisco Systems © 2021 Page 100



stfren]e,
SECURE ACCESS HOW-TO GUIDES cISCO

Step 4 Ensure that there is pxGrid connectivity. If in the lower-left corner you see "no connectivity”,
there is a certificate issue with the ISE pxGrid node, the ISE admin and MNT nodes.

Generating IBM QRadar Certificate from ISE Internal CA

In this example, the certificate is generated for the IBM QRadar instance using the ISE Internal CA. You
can also use opens to create the private key, generate a Certificate Signing Request (CSR), and get this
signed by the same customized template that was used for the ISE pxGrid node. To summarize, the
customized template must have an EKU of both client and server authentication.

Step 1 Create and generate certificate for the IBM QRadar instance:

Go to Administration > pxGrid Services > Certificates.

“dissr Identty Services Engine Home » Contaxt Visibiity » Openations

* Systom b idecity Managemnent » Notwork Resouwrces » Device Portal Management pxGad Services » Fead Secvice » Throat Centric NAC
Cici here 10 do wircleas setup Do not sho

Al Clents Web Chents Capatintes Lve Log Settngs Centificates Parmissions
e e

Generate pxGrid Certificates

Iwantto "
Common Name (CN) *

Cartificate Tompiste  sGrid_Cartificate_Teerpistn O

Sutgect Alernatve Name (SAN)
Certificate Download Foemat * : 0
Certificate Password * [}

Confirm Password *

Conneciod vin XMPP 528 Iab10.com (standly: ised6cs)

Step 2 From the | want to list, select Generate a single certificate without a signing request.

Step 3 In the Common Name (CN) box, enter the Fully Qualified Domain Name (FQDN) of the QRadar
Instance.

Step 4 From the Subject Alternative Name (SAN) list, select the IP Address, and then enter the IP
address of the QRadar instance.

Step 5 Provide a description name.
Step 6 From the Certificate Download Format list, select the PEM format.

Step 7 In the Certificate Password box, enter the encryption password.
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Step 8 In the Confirm Password box, enter the password once again.

‘Geco dentity Services Engine Home » Contaxt Visibiizy » Operations » Policy v Admystraton Lcanse Weening A

» Systom  » identty Management  » Network Resources  » Dovice Portal Maragement  pxGrd Services  » Feed Service » Threat Centic NAC
o Click Pave 10 30 wiredess satup Do not show U

Al Chants Wed Clents  Capabiltien Live Log Setirgs Carificalos Pecmissions
————

Generate pxGrid Certificates

fwant o * Generate a single certificale (without a centiScate signing request) 5
Common Name (CN) * Crader3 ab10.com
Descrigbion Cradar Instance

Cerificate Temmplate  pxGrcd_Carsficale Terpinte ©

Subject Anernatve Name (SAN) IP adcress § 162.168.1 245

Certficats Downlosd Format * Certifcate in Privacy Enhanced Electronic Mal {PEM| format, key in PKCSS PEM format (inchuding certificate chain) ¢+ O
Corsficalo Password *  cieiene o
Confen Password ssenaned

Connected via XMPP 5028 fab10.com {standby. isa26oa)

Step 9 Select Create.

Step 10 Copy the zipped file into a folder and unzip the files:

L4 CertificateServicesEndpointSubCA-ise26_.cer
L_u CertificateServicesNodeCA-ise26_.cer
__u CertificateServicesRootCA-ise26_.cer
L. lab10-WIN-N3OR1A7HOKL-CA_cer
__J Qradar3.1ab10.com_192.168.1.249.cer
' Qradar3.lab10.com_192.168.1.249. key

Step 11 Unencrypt the QRadar private key:

Copy the original QRadar .key file to QRadar.key.org file:
cp QRadar3.labl@.com_192.168.1.249.key QRadar3.labl®.com_192.168.1.249.key.org

Then, run openness to remove the encryption password from the key.org file. You will get an
unencrypted file as defined by the -out parameter. The unencrypted key will be the .key file.

QRadar3.labl@.com_192.168.1.249.key.org -out QRadar3.labl@.com_192.168.1.249.key Enter pass
phrase for QRadar3.labl®.com_192.168.1.249.key.org: (enter passphrase used when generating
certificate) writing RSA key

Note: Open SSL is on most Linux and MAC operating systems.
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Step 12 To download the certificate root chain:

Go to Administration > pxGrid services > Certificates.

Ucense Wameng A

"ouce Mdentity Services Engine e » Context Visitdity v Oparatons

» System  » idertity Maragement  » Network Rosources  » Device Portal Management

pGrid Services  » Feed Service » Threat Cantric NAC
Click e 10 00 wirsiess setup Do not show|

Al Chonts Web Clerts Cagatsites Uve Log Sotirgs Corficatos Permisscors
e e

Generate pxGrid Certificates

fwantio* Dowrload Rool Certfcate Chan

Host Names *
Certificate Download Format * Cartficate in Privacy Enhancad Blctrone Mad (PEM) format, ey n PKCSS PEM format (induding carsficate chan) (4]
Conneciad via XMPP a3 lab 10 com (slandly: isadica)

Step 13 From the | want to list, select Download Root Certificate Chain.

Step 14 In the Host Names box, select the ISE PAN Nodes:

.x'-'-;n. Lcanss Waning 4

» Systom  » idontty Management  » Network Resources  » Dewice Portal Management

Identity Services Engine Home » Contaxt Visiaty » Operstions

paGnd Services  » Feed Service » Threat Centnic NAC
Click hore 10 4o wireless setup Do nol show 1|

Al Clants Web Cherts Capabiites Live Log Settings Cenificatos Pormssions

Generate pxGrid Certificates

Iwantio * Downicad Root Certifcate Chan

Host Names * “Wa26 ~ise26ca |
o

ConfSicate in Privacy Entncod Bloctronic Mal (PEM) formal, kay in PKCS8 PEM formst (incuding canificale chain)

hesss I cove )

Certficate Download Format *

Cormecind via XMPP ine28 Jab 10 com (siandly; ne2fca)

Step 15 From the Certificate Downloaded Format list, select PEM format.

Step 16 Select Create.

Step 17 Download the zipped file into the same folder where you downloaded the QRadar certificate
zipped files. Now, you see the following files:

| ise26.1ab10...68.1.133.cer
L_J Ise26ca.lab10.com_.cer
L lab10-WIN-...HOKL-CA_.cer

Step 18 Create a new folder, for example, QRadar_all_certs.
Then, copy the ISE identity certificates, for example, ise26.lab10.cer and ise26ca.lab10.com,
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the QRadar certificate key-pair files, the external root CA, and the ISE certificate files into this

new folder.
0 1555267694713 _cert » CertificateServicesEndpointSubCA-ise26_.cer
I 1555267694713 _cert.zip CertificateServicesNodeCA-ise26_.cer
0 1555269751612 _cert > CertificateServicesRootCA-ise26_.cer
I 1555269751612 _cert.zip ise26.1ab10.com_192.168.1.133.cer
ise26ca.lab10.com_.cer

lab10-WIN-N3OR1A7HOKL-CA_cer
Qradar3.lab10.com_192.168.1.249 cer
-~ Qradar3.lab10.com_192.168.1.249 key

Note: Please DO NOT copy the encrypted key.org file into the new folder.
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Troubleshooting

Cisco ISE pxGrid App pxGrid client not showing under ISE pxGrid Client View

If using an external CA server, upload the CA root certificate and include it in Root CA Certificate file
name.

Cisco ISE pxGrid App pxGrid client not showing under ISE pxGrid Web Client View
Ensure that both the IBM QRadar SIEM and the Cisco ISE pxGrid node are FQDN are resolvable.

Make sure the Forward and Reverse DNS for ISE is defined on the network, And FQDN is resolvable
completely from QRadar.

Troubleshoot inside QRadar:

1. Take an SSH to the PxGrid Docker Container on Qradar.
2. For QRadar versions 7.3.3 and above run the commands:

1> /opt/qradar/support/recon ps
2> /opt/qradar/support/recon connect <App ID>

Cisco ISE pxGrid Dashboards not populating with ISE Contextual Information

Ensure that the Cisco ISE pxGrid App appears under the ISE pxGrid Web Client View.

Using the IBM QRadar pxGrid App Logs for Troubleshooting

The QRadar app logs are used for troubleshooting the connection between the QRadar pxGrid App and
the ISE pxGrid node.

For example, if the QRadar pxGrid client does not appear under the ISE pxGrid Clients View, you can
view the QRadar app log to see if the secure web socket connection is established between the QRadar
app and the ISE pxGrid node.

Step 1 To see the QRadar apps, type the following:

[root@QRadar3 support]# /opt/qradar/support/recon ps

PORT  CONTAINER IMAGE STATUS appID NAME
32768 28ac62f3a3d8 2cabd65ea8554650b3990bbdd83159d8 RUNNING 1201 Cisco ISE
pxGrid

Step 2 Use Recon connect to retrieve the container contents:

[root@QRadar3 support]# /opt/qradar/support/recon connect <<appID>> bash-4.1# 1s
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App Dev home 1ib64 opt root selinux start_container.sh Sys Usr
Bin etc init media proc run.py src_deps start_flask.sh Tmp var
boot executeapp.bat 1lib mnt gpython sbin srv store upgradePath.sh

Note: For QRadar versions 7.3.2 and above, run the commands:
1> /opt/qradar/support/recon ps

2> /opt/qradar/support/recon connect <App ID>

Use tail to view the app.log: bash-4.1# tail -f store/log/app.log

Step 3 A successful connection will look like this:

2019-04-14 21:14:43,812 [abstract_gpylib.log] [Thread-1] [INFO] - 127.0.0.1
[APP_ID/1201][NOT:0000006000] Primary Server: ise26.labl@.com 2019-04-14 21:14:43,812
[abstract_gpylib.log] [Thread-1] [INFO] - 127.0.0.1

[APP_ID/1201][NOT:0000006000] Secondary Server: 192.168.1.138

2019-04-14 21:14:43,813 [abstract_qgpylib.log] [Thread-1] [INFO] - 127.0.0.1
[APP_ID/1201][NOT:0000006000] Current Active Server: primary

2019-04-14 21:14:48,933 [abstract_qgpylib.log] [Thread-1] [INFO] - 127.0.0.1
[APP_ID/1201][NOT:0000006000] Account Activation Status: 200

2019-04-14 21:14:48,933 [abstract_gpylib.log] [Thread-1] [INFO] - 127.0.0.1
[APP_ID/1201][NOT:0000006000] Performing service lookup for:com.cisco.ise.pubsub
19-04-14 21:14:49,280 [abstract_gpylib.log] [Thread-1] [INFO] - 127.0.0.1
[APP_ID/1201][NOT:0000006000] Creating WebSocketClient....

2019-04-14 21:14:49,282 [abstract_qgpylib.log] [Thread-1] [INFO] - 127.0.0.1
[APP_ID/1201][NOT : 0000006000 ]

Connecting to websocket

2019-04-14 21:14:49,321 [abstract_qgpylib.log] [Thread-1] [INFO] - 127.0.0.1
[APP_ID/1201][NOT:0000006000] Connected and about to running for ever....

2019-04-14 21:14:49,322 [abstract_gpylib.log] [WebSocketClient] [INFO] - 127.0.0.1
[APP_ID/1201][NOT:0000006000] Subscribe request sent to websocket for
/topic/com.cisco.ise.session

2019-04-14 21:14:49,322 [abstract_qgpylib.log] [WebSocketClient] [INFO]
[APP_ID/1201][NOT:0000006000] Subscribe request sent to websocket for
/topic/com.cisco.ise.radius.failure

2019-04-14 21:14:49,323 [abstract_qgpylib.log] [WebSocketClient] [INFO] - 127.0.0.1
[APP_ID/1201][NOT:0000006000] Subscribe request sent to websocket for
/topic/com.cisco.ise.config.anc.status

2019-04-14 21:14:49,324 [abstract_gpylib.log] [WebSocketClient] [INFO] - 127.0.0.1
[APP_ID/1201][NOT:0000006000] Subscribe request sent to websocket for
/topic/com.cisco.ise.mdm.endpoint

127.0.0.1

Note: You should see a successful connection to the primary server connection and an
activation status. You should also see a subscription to the pxGrid topic over a secure
Websockets connection. Please disregard the *crypto messages and the unauthorized
messages.

Step 4 If you do not see a successful connection where there is no Primary server response, or the
connection keeps switching between the primary and secondary pxGrid nodes, this can be an
indication that some of the services have not started or may be in an inconsistent state.
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2019-04-14 20:20:57,799 [abstract_gpylib.log] [Thread-100] [INFO] - 127.0.0.1

[APP_ID/1201][NOT:0000006000] Primary Server Response: None

2019-04-14 20:22:08,369 [abstract_gpylib.log] [Thread-103] [INFO] - 127.0.0.1

[APP_ID/1201][NOT:0000006000] Received request to test primary files

2019-04-14 20:22:08,374 [abstract_qgpylib.log] [Thread-103] [INFO] - 127.0.0.1

[APP_ID/1201][NOT:0000006000] Trying http connection .................. 2019-04-14 20:22:13,380

[abstract_gpylib.log] [Thread-103] [INFO] - 127.0.0.1 [APP_ID/1201][NOT:0000006000] Wraping SSL

(oY el 4=]

You can stop or restart your app by using the IBM QRadar GUI Application Framework REST API
endpoints. As a reference, see this page.

Step 5 Stop the pxGrid App:
POST /api/gui_app_framework/applications/{app_id}?status="STOPPED"

Step 6 Start or restart the pxGrid app:

a. Start the app: POST /api/gui_app_framework/applications/{app_id}?status="RUNNING"

b. Restart the app:

Copy the PxGrid app ID: ssh to QRadar >> /opt/qradar/support/recon ps.

In the GUI, open the QRadar Menu bar.

Click the Interactive API for Developer.

Click the drop button of the latest version >>gui_app_ framework>>applications>>application_id.
Under POST, enter the application_id.

Update the status to STOPPED, then RUNNING, to stop and start the app.

@ o wuN =

Step 7 Review the QRadar app log again or check to see if the pxGrid client appears under Web Clients
on the ISE pxGrid node view.

Step 8 If you are stuck in the loading page, click Reset and change the date, to reflect a day before and
a day after. There should be real-time authentications in ISE, so the session information can be
seen in the IBM QRadar App.

Here are some more log issues with connectivity:
pxGrid app pending state in the logs due to ISE pxGrid client not being approved.

This is showing the QRadar ISE pxGrid app as pending. You can see this under admin > pxGrid > All
Clients. You should not see the app listed under Web Clients as it hasn’t been approved. You can
manually approve it in the All clients page (this was noted in the setup section of the guide).

Note: In order to automatically approve, for future connections you can allow under pxGrid > Settings >
check the box to automatically approve certificate based connections. This is entirely up to the
administrator choice depending on security concerns. Someone would have to create a certificate
that ISE trusts either through external or internal PKI.
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2021-02-02 17:35:00,088 [abstract_qgpylib
- 127.0.0.1[APP_ID/1102][NOT:0000006000 ]

2021-02-02 17:35:00,088 [abstract_qgpylib.

- 127.0.0.1[APP_ID/1102][NOT: 0000006000 ]

2021-02-02 17:35:00,088 [abstract_gpylib.

- 127.0.0.1[APP_ID/1102][NOT: 0000006000 ]

{"accountState":"PENDING",

n,n

version":

After its connected.

2021-02-02 20:40:00,097 [abstract_gpylib.

- 127.0.0.1[APP_ID/1102][NOT: 0000006000 ]

{"accountState":"ENABLED", "version":"

200

2.0.

.log] [Thread-740] [INFO]

Checking response got from primary server
log] [Thread-740] [INFO]

Checking status from primary server: 200
log] [Thread-740] [INFO]

Checking response from primary server:
3.14"}

log] [Thread-1193] [INFO]
Checking response from primary server:
3.14"}

Not able to connect to ISE node from QRadar ISE pxGrid app.

These logs were seen when pointing Qradar ISE pxGrid app to the admin node of ISE (should be

pointing to a pxGrid node).

2021-02-02 17:20:04,148 [abstract_qgpylib.

- 127.0.0.1[APP_ID/1102][NOT: 0000006000 ]

2021-02-02 17:20:04,148 [abstract_gpylib.

- 127.0.0.1[APP_ID/1102][NOT: 0000006000 ]

2021-02-02 17:20:04,148 [abstract_gpylib.

- 127.0.0.1[APP_ID/1102][NOT: 0000006000 ]

2021-02-02 17:20:04,191 [abstract_gpylib.

- 127.0.0.1[APP_ID/1102][NOT:0000003000 ]
'exceptions.ValueError'>

2021-02-02 17:20:04,191 [abstract_gpylib.

- 127.0.0.1[APP_ID/1102][NOT:0000003000 ]
object could be decoded

2021-02-02 17:20:04,191 [abstract_gpylib.

- 127.0.0.1[APP_ID/1102][NOT:0000003000 ]
"exceptions.ValueError'>

2021-02-02 17:20:04,192 [abstract_gpylib.

- 127.0.0.1[APP_ID/1102][NOT:0000003000 ]
object could be decoded

2021-02-02 17:25:00,032 [abstract_gpylib.

- 127.0.0.1[APP_ID/1102][NOT: 0000006000 ]

2021-02-02 17:25:00,036 [abstract_gpylib.

- 127.0.0.1[APP_ID/1102][NOT: 0000006000 ]

log] [Thread-707] [INFO]

Client Name Jabe©2022021

log] [Thread-707] [INFO]

URL /pxgrid/control/ServicelLookup

log] [Thread-707] [INFO]

Service Name com.cisco.ise.pubsub

log] [Thread-707] [ERROR]

Exception reported from invoke_cisco_ws_api method: <type

log] [Thread-707] [ERROR]
Exception reported from invoke_cisco_ws_api method: No JSON

log] [Thread-707] [ERROR]
Exception reported from subscribefromwebsocket method: <type

log] [Thread-707] [ERROR]
Exception reported from subscribefromwebsocket method: No JSON

log] [Thread-718] [INFO]

Checking http connection with primary server

log] [Thread-718] [INFO]

Checking connection with primary server using PROTOCOL_SSLv23
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TCP Dump to Analysis Failed Certificate Exchange in ISE

In this section, we are going to see how we can download .pcap file for analysis from ISE, in case the
certificate exchange fails, or the Client is not subscribing to topics.

Step 1 Navigate to Operation > Troubleshoot > Diagnostic Tools > TCP Dump.

Step 2 From the Format drop-down list, select the Raw Packet Data, and then click Start.

ol Identity Services Engine

v Operations » Policy » Administration » Work Centers
» RADIUS Threat-Centric NAC Live Logs  » TACACS  ~Troubleshoot | » Adaptive Network Control  Reports

~ Diagnostic Tools Downioad Logs

(<]
« General Tools TCP Dump
RADIUS Authentication Troublesh Monitor the packet headers on the network and cave to a file (up 1o 5 Minutes)
Execute Network Device Comman status [ Stopped
Evaluate Configuration Validator
Host Name ciscoisenew? v
Posture Troubleshooting
EndPoint Debug Network Interface = GigabitEthemet 0 v
TCP Dump
Promiscuous Mode ® On Off
Session Trace Tests
» TrustSec Tools Fiter = S

Example: 'ip host helios and not iceburg

Format Raw Packet Data v

Step 3  While you keep the TCP Dump running, log in to QRadar and reconfigure the App settings page.
Step 4 Stop the dump collection and download the .pcap file.

Step 5 Analyze the .pcap file using Wireshark and observe if there are any packets being dropped,
Certificate exchange failing, or Unknown CA alert.
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TCP Dump to Check if pxGrid Logs are Available in QRadar

In this section, we are going to run few tcpdump commands in QRadar, to verify if pxGrid Logs are
available in QRadar database, if the pxGrid Dashboard is not loading with data, or the Log Activity
search does not show the pxGrid Events.

Step 1 Take SSH to QRadar console.

Step 2 Find the PxGrid docker IP:
/opt/qradar/support/recon ps
/opt/qradar/support/recon connect <<App ID>>

ifconfig (Ip associates with the inet addr)

Step 3 Run this command > tcpdump -nnAse -i any host <<PxGrid Docker Ip Address>> and port 514. Wait
for few minutes if the Events are available on your ISE for the subscribed topic, then you should
see events showing up in LEEF Format.

Uploading Logs with the case

Upload the following logs with the case can help our engineers assist you further:

e (Qradar.error
e startup.log
e app.log
1. To get gradar.error logs, first we need to SSH to QRadar Console.
QRadar error logs are available in this location: /var/log/qradar.error
2. To get startup.log and app.log, first we need to get inside pxGrid App docker:

1. Login to QRadar console (putty/terminal).
2. Get the pxGrid APP ID execute this command: /opt/qradar/support/recon ps.

3. The startup.log and app.log are available in this location: /store/docker/volumes/qapp-<<App
ID>>/log.

Replace App ID with pxGrid App ID from Step 2.
5. For example: /store/docker/volumes/qapp-110.
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