Step 1: Define the Radius server that will be used to forward the authentication requests.
Network Resources / External Radius Server
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Step 2: Create a custom condition that will verify the information contained on the

username during the authentication request. You will have to define the dictionary
“Radius IETF” with the attribute user-name.

You create the custom condition under “Policy Elements / Session Condition / Custom
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Step 3: Create an access service that will use the Radius Proxy service that will be used to
forward the authentication request to the external server

-Go into Access Policy / Access Service and hit under Create

-Define a name for the rule and move the Radius server that was created under Step 1 to
the right box using the right arrow bottom

-Hit under the Advanced option and select strip option that better applies to your setup.

For this example we are using the format “user@cisco.com” so we are selecting the
option strip end of subject name and defined the separator “@”
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Access Policies > Access Services = Edit: "TEST"
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Step 4: The final step is to create a Service Selection Rule that will match with the
custom condition we created previously.

Under the main screen hit the option “Customize” and add the custom condition

“proxycondition” so it can used when defining the rule.
w o & Cisco Secure ACS | | R - B - @ - |shPage - (G Tooks - 7

acsadmin ACS-5-C (Primary) LogOut About Help

» € MyWaorkspace Access Policies » Access Services » Service Selection Rules

» 1) Netwark Resources © Single result selection @ Rule based result selection
» @8 Users and Identity Stores ‘ Service ion Policy

) -- Webpage Dialog [ <]
> S Policy Elements Filter: [Status ] Match if. [Equals 5 =
= |& | https:{{192.168.250,53{acsadmin/PolicyInputAction.do vl I Certificate Error
v E

v Access Semices [T status  Name B »
Protocol Customize Conditions

EERSenvice Selection Rule Available: Selected:

¥ © Default Device Admin M ©®  Rues3 mathRadius ACE Host Name Frotocol
Identity r ) Rule-1  match Radius Compound Condition proxycondition
-

Authorization 5 i Devce Fiter
v e Default Network Access = mateh Tacacs sz:gz F'ortFi:z;?S
Identity End Station Filter
Authorization NDG:Device Type
[ TEST NDG:Location
- o Time And Date
» ) Monitoring and Reports UseCase

» ¥ System Administration

OK| Cancel

\https:HlQZ.168.250.53IacsadmianquylnputAction.du F‘ Internet g 551
= [°  Default Ifno rules defined OT IO EITNTEY TOTE TITATCIES. U

Creale.ulvl Duplicate... | 'lEmll Deletel | Move to. | I Customize Hit Count

Save Changes Discard Changes

Step 5: Create the rule and select the condition protocol for Radius and under the custom
condition “proxycondition”, use the option “contains” and the domain information that
want to strip from the username information.
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Step 6: Make sure to move the rule created to the top of the list in order to match the
condition in case that you have default rule created just for the Radius protocol for the
other devices.
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