
Step 1: Define the Radius server that will be used to forward the authentication requests. 
Network Resources / External Radius Server 
 

 
Step 2:  Create a custom condition that will verify the information contained on the 
username during the authentication request. You will have to define the dictionary 
“Radius IETF” with the attribute user-name. 
 
You create the custom condition under “Policy Elements / Session Condition / Custom 
 

 



 
Step 3: Create an access service that will use the Radius Proxy service that will be used to 
forward the authentication request to the external server 
 
-Go into Access Policy / Access Service and hit under Create 
-Define a name for the rule and move the Radius server that was created under Step 1 to 
the right box using the right arrow bottom 
-Hit under the Advanced option and select strip option that better applies to your setup. 
 
For this example we are using the format “user@cisco.com” so we are selecting the 
option strip end of subject name and defined the separator “@” 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



Step 4:  The final step is to create a Service Selection Rule that will match with the 
custom condition we created previously. 
 
Under the main screen hit the option “Customize” and add the custom condition 
“proxycondition” so it can used when defining the rule. 

 
Step 5: Create the rule and select the condition protocol for Radius and under the custom 
condition “proxycondition”, use the option “contains” and the domain information that 
want to strip from the username information. 
 

 



Step 6: Make sure to move the rule created to the top of the list in order to match the 
condition in case that you have default rule created just for the Radius protocol for the 
other devices. 
 

 
 


