MSE HA Configuration — Prime Infrastructure 2.0

The document below is a brief description on how to configure MSE settings but is mainly
focused on adding the MSE into NCS/Prime Infrastructure and forming an HA.

1. Complete the installation for MSE and verify that all network settings are met.

File View VM
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to complete.

Preparing to install.

xtracting the JRE from the installer archive...

npacking the JRE

xtracting the installation resources from the installer archive. ..
onf iguring the installer for this system’s environment...

aunching installer...

Preparing SILENT Mode Installation...
isco Mobility Services Engine (created with

InstallAnywhere by Macrowvision)

ommand .run(): process completed before monitors could start.

Installing

se login: root
assword:
ast login: Mon Feb 13 17:31:37 on ttyl

nter whether you would like to set up the initial
arameters manually or via the setup wizard.

etu arameters via Setup Wizard (yes/no) luyesl:

3. Enter the required entries (host name, domain, etc.). Enter YES at the step to Configure
High Availability.



namec-=
onf igure hostname? (Y)es/(S)kips(U)se default [Yes]:

host name should be a unique name that can identify
device on the network. The hostname should start with
letter, end with a letter or number, and contain only
etters, numbers, and dashes.

nter a host name [msel: msel

urrent domain=[]
onf igure domain name? (Yles/(S)kips(U)se default [Yesl: s

urrent role=[Primary

4. Enter the following:
a. Select Role —[1 for Primary].
b. Health Monitor interface — [ethO]*

Enter a host name [msel: msel

urrent domain=I[]
onf igure domain name? (S)kips(U)se default [Yes]:

urrent role=[Primaryl
Conf igure High Availability? (Y)es/(S)kips(U)se default [Yes]:

ligh availability role for this MSE (PrimarysSecondary)

Select role [1 for Primary, 2 for Secondaryl] [11]:

fcalth monitor interface holds physical IP addre of this MSE server.

This IP address is used by Secondary, Primary MSE servers and WCS to communicate

among themselves

select Health Monitor Interface l[ethBrsethl) [eth8):

5. Select direct connect interface - [none].

ifealth monitor interface holds physical IP address of this MSE
his IP address is used by Secondary, Primary MSE servers and CS to communicate

among themselves

Select Health Monitor Interface [ethB8,ethl] [ethB]:

ct connect configuration facilitates use of a direct cable connection betuwee
primary and secondary M SErvers.
his can help reduce latencies in heartbeat response times, data replication and
failure detection times.
P lease choose a network interface that you wish to use for direct connect. You

jhould appropriately configure the respective interfaces.
“none\" implies you do not wish to use direct connect configuration.

select direct connect interface [ethB/ethi/nonel] [nonel:



6. Enter the following:
a. Virtual IP address —[10.10.10.11]
b. Network Mask —[255.255.255.0]
c. Start MSE in recovery mode — [No]

select direct connect interface [ethBsethi/nonel]l [nonel:

Enter a Virtual IP address for first this primary MSE server

nter Virtual IP address [1.1.1.1]):
Enter the network mask for IP address 18.18.18.11.
Enter network mask [1.1.1.1]1: 255.255.255.8

Choose to start the server in recovery mode.

You should choose yes only if this primary was paired earlier and you have now 1
)yst the configuration from this box.

Aind, now you want to restore the configuration from Secondary via NCS

Do you wish to start this MSE in HA recovery mode 7: (yes/no)d): no_

7. Enter the following:
a. Configure EthO - [Yes]
b. Enter EthO IP address—[10.10.10.12]
c. Network Mask — [255.255.255.0]
d. Default Gateway —[10.10.10.1]

urrent IP address=[01.1.1.18]
Current ethB netmask=[255.255.255.81]
Current gateway address=[1.1.1.1]
.onf igure eth8 interface parameters? (Yles/(S)kips(U)se default [Yes
Enter an IP address for first ethernet interface of this machine.
Enter ethd IP address [(1.1.1.18): 18.18.18.12
cnter the network mask for IP address 18.18.18.12.
network mask [255.255.255.8]):

an default gateway address for this machine.

that the default gateway must be reachable from
"irst ethernet interface.

default gateway address [(1.1.1.1]:
8. The second Ethernet interface (Eth1) is not used.

Configure ethl interface - [skip]

F'he second ethernet interface is currently disabled for this machine.

onfigure ethl interface parameters? (Yles/(S)kips(U)se default [Yes):




9. Continue through the Setup Wizard.
a. Itis critical to enable the NTP server in order to synchronize the clock.
b. The preferred time zone is UTC.

Name Service (DNS) Setup
currently enabled.
servers currently def ined
Conf igure DNS related parameters? (Yles/(S)kips(U)se default [Yes]:

Current timezone=[America/New_York]l
Conf igure timezone? (Yles/(S)kips/(U)se default [Yes]:

‘nter the current date and time.

’lease identify a location so that time zone rules can be set correctly.
¢ select a continent or ocean.
1) Africa
Z) Americas
3) Antarctica
4) Arctic Ocean
5) Asia
Atlantic Ocean
Australia
Europe
Indian Ocean
Pacific Ocean
UTC [ want to use Coordinated Universal Time.
Return to previous setup step (7).
11

etwork Time Protocol (NTP) Setup.

If you choose to enable NTP, the system time will be
conf igured from NTP servers that you select. Otherwise,
ou will be prompted to enter the current date and time.

TP is currently disabled.
Conf igure NTP related parameters? (Yles/(S)kips/(U)se default [Yes]:

Enter whether or not you would like to set up the
etwork Time Protocol (NTP) for this machine.

If you choose to enable NTP, the system time will be
onf igured from NTP servers that you select. Otherwise,
jou will be prompted to enter the current date and time.

IEnable NTP (yes/no) [nol: yes
‘nter NTP server name or address: ntp.network.local

This summarizes the MSE Virtual Appliance Primary setup:

Role=1, Health Monitor Interface=ethO, Direct connect
interface=none

Virtual IP Address=10.10.10.11, Virtual IP
Netmask=255.255.255.0

EthO IP address=10.10.10.12, EthO network mask=255.0.0.0



Default Gateway=10.10.10.1

10. Enter [YES] to confirm that all setup information is correct.

Please verify the following setup information.

BEGIN

Host name=msel
Role=1, Health Monitor Interface=eth8, Direct connect interfa
Uirtual IP Address=18.18.18.11, Virtual IP Netmask=255.255.255.
Eth8 IP address=18.18.18.12, EthB network mask=255.255.255.8
ault gateway=18.18.18.1
Time zone=UT
Enable NTP=yes, NTP servers=18.18.18.18

none

You may enter "yes"” to proceed with configuration, "no" to make
more changes, or """ to go back to the previous step.

Conf iguration Changed
Is the above information correct (yes,

11. A reboot is recommended after set up.

[root@msel " 1# reboot
btopping MSE Platform

12. After a reboot, start the MSE services with the /init.d/msed start command.

[root@Pmsel " 1# getserverinfo

ealth Monitor is not running
[rootBmsel " 1I# setcs/init.d/msed start
Starting MSE Platform

ip_tables: (C) 2888-2886 Netfilter Core Team

ctfilter messages via NETLINK v8.38.

ip_conntrack version 2.4 (8192 buckets, 65536 max) 384 bytes per
Starting Health Monitor, Waiting to check the status.

Starting Health Monitor, Waiting to check the status.

lealth Monitor successfully started

Starting Admin proces
Started Admin pro
Starting databas
Database started

conntrack

fully. Starting framework and services
Framework and servic successfully started

13. After all services have started, confirm MSE services are working properly with the
getserverinfo command.



Operation status must show Up.

Elements(Wireless Clients, Rogue APs, Rogue Clients, Interferers, Wired (
Tags) Limit: 188
sions: 8
ss Clients Not Tracked due to the limiting:
Not Tracked due to the limiting: 8
logue APs Not Tracked due to the limiting: 8
logue Clients Not Tracked due to the limiting: 8
nterferers Not Tracked due to the limiting: 8
ired Clients Not Tracked due to the limiting: 8
fotal Elements(Wirel s Clients, Rogue APs, Rogue Clients, Interferers, Wired Cl
ents) Not Tracked due to the limiting: 8

ontext Aware Sub Service:

subservice Name: Aeroscout Tag Engine
idmin Status: Disabled
Jperation Status: Down

subservice Name: Cisco Tag Engine
idmin Status: Enabled

Jperation Status: Up

root@msel 1}

These steps are part of the setup for the secondary MSE VA:

1. After new install, the initial login starts the Setup Wizard. Enter the following:
a. Configure High Availability — [Yes]
b. Select role — [2] which indicates Secondary
c. Health Monitor Interface — [ethO] same as Primary

aurrent hostname=[mse )
onf igure hostname? (Y)es/(S)kips(U)se default [Yes): yes

'he host name should be a unique name that can identify
he device on the network. The hostname should start with
» letter, end with a letter or number, and contain only
etters, numbers, and dashes.

nter a host name [msel: msel

urrent domain=[]
;onf igure domain name? (Yles/(S)kips(U)se default [Yes]:

urrent role=[Primaryl
onf igure High Availability? (Y)es/(S)kips(U)se default [Yes]:

ligh availability role for this MSE (PrimarysSecondary)

yelect role [1 for Primary, 2 for Secondaryl) [1):

lealth monitor interface holds physical IP address of this MSE server.
‘his IP address is used by Secondary, Primary MSE servers and WCS to communicate
among themselves

2. Enter the following:



Direct Connection — [None]

IP address ethO —[10.10.10.13]
Network mask — [255.255.255.0]
Default Gateway — [10.10.10.1]

aoc o

Select direct connect interface [ethBrsethl/nonel [nhonel:

Current IP address=[01.1.1.18]

Current ethB netmask=[255.255.255.81

Current gateway address=[1.1.1.1]

Conf igure eth8 interface parameters? (Y) ‘(S)kips/(U)se default [Yesl]:

an IP address for first ethernet interface of this machine.
ethd IP address [1.1.1.18]1: 18.18.18.13

the network mask for IP addr » 18.18.18.13.

network mask [255.255.255.81]:

an default gateway address for this machine.

that the default gateway must be reachable from
first ethernet interface.

default gateway address [1.1.1.

Conf igure ethB interface parameters? (Yles/(S)kips(U)se default [Yesl:
an IP address for first ethernet interface of this machine.
'r eth8 IP address [(1.1.1.18]: 18.16.18.13
>r the network mask for IP address 18.18.18.13.
r network mask [255.255.255.81]1:
r an default gateway address for this machine

that the default gateway must be reachable from
first ethernet interface.

:r default s .1.1.1): 18.18.18..1

second ethernet interface is currently disabled for this machine.
Conf igure ethl interface parameters? (Yles/(S)kips(U)se default [Yes]:

4. Set the Time Zone - [UTC]



5.

urrent timezone=[AmericasNew Yorkl
conf igure timezone? (Yles/(S)kips(U)se default [Yes]:

nter the current date and time.

'lease identify a location so that time zone rules can be set correctly.
'lease select a continent or ocean.
1) Africa
Z2) Americas
3) Antarctica
4) Arctic Ocean
5) Asia
6) Atlantic Ocean
?7) Australia
Europe
Indian Ocean
Pacific Ocean
UTC I want to use Coordinated Universal Time.
Return to previous setup step (7).

Enable NTP server.

etwork Time Protocol (NTP) Setup.

If you choose to enable NTP, the system time will be
onf igured from NTP servers that you select. Otherwise,
jjou will be prompted to enter the current date and time.

TP is currently disabled.
Configure NTP related parameters? (Yles/(S)kips(U)se default [Yes]:

Enter whether or not you would like to set up the
etwork Time Protocol (NTP) for this machine.

If you choose to enable NTP, the system time will be
conf igured from NTP servers that you select. Otherwise,
jou will be prompted to enter the current date and time.

Enable NTP (yes/no) [nol: yes
lIEnter NTP server name or address: ntp.network. local

Complete the remaining steps of the Setup Wizard and confirm the setup information in
order to save the configuration.



IPlease verify the following setup information.
BEGIN

Host name=ms

Role , Health Monitor Interface=eth8, Direct

Eth8 IP address=18.18.18.13, Eth8
Default gateway=18.16.16.1

Time zone=UTC

Enable NTP=yes, NTP servers=18.18.18.18

network mask=255.255.255.98

~-END --

You may enter "ye to proceed with configuration, "no"” to make

more changes, or " to go back to the previous step.

.onf iguration Changed
Is the above information correct (yes,

no, or
Reboot and start the services the same as the previous steps for the Primary MSE.

[rootPmseZ “ I8 setcrsinit.d/msed start
Starting MSE Platform

ip_tables: (C) Netfilter Core Team
etfilter me ges via NETLINK vB.38.

ip_conntrack we on 2.4 (8192 buckets, 65536 max)
Starting Health Monitor, Waiting to check the status.
Starting Health Monitor, Waiting to check the
lealth Monitor successfully started

Starting Admin pro
started Admin process.
Starting database ..

Database started succ

384 bytes per conntrack

status.

fully. Starting framework and services
Framework and services successfully started

[rootBPmseZ "1

Perform the normal process of adding an MSE to the NCS/Prime Infrastructure Application.

1. From the Prime Infrastructure Ul (Classic Theme View), go to Systems > Mobility
Services and choose Mobility Services Engines.

connect interface=nonc
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From the pull-down, choose Add Mobility Services Engine. Then, click Go.
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™ Device Name Device Type 1P Address Version Reachability Status Secondary Server
Name Delete Service(s)

WIPS Synchronize Services
Mobile Concierge Service Synchronization History
HTTP Proxy Service Edit Configuration

™ robjo-vMSE-7-5-102-101-Pri Cisco Mobility Services Engine - Virtual Appliance 102.168.169.215 7.5.102.0 Reachable Nf& (Click here to configure) Context Aware Service Enabled Up
CMX Analytics Disabled Down
CMX Browser Engage Disabled Down
Context Aware Service Enabled Up
WIPS Disabled Down

™ robjo-vMSE-7-4-110-0-1 Cisco Mobility Services Engine - Virtual Appliance 192.168.169.214 7.4.110.0 Reachable robjo-vMSE-7-4-110-0-2 Mobile Concierge Service Disabled Down
Location Analytics Service Disabled Down
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Follow the configuration wizard for MSE. In this document's scenario, the values are:

a.

b.
c.
d.

Enter Device Name

IP address — [This must be the Virtual IP address]
Username and Password (per initial setup)

Click Next.
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Add Mobility Services Engine

Add MSE Configuration
= Device Name j0-yMSE-7-6-100-0-P)
Select Service 1P Address [192.168.169.220
Tracking
Contact Name I
Assign Maps
Mobile App Enablement Username’? ["admin
password'?
HTTR(? ™ Enable

Delete synchronized service assignments ¥ (Network designs, controllers, wired switches and event definitions)

O Selecting Delete hronized service assit Iy removes all service assignments from the MSE.
Existing location history data is retained, however you must use manual service assignments to do any future location
calculations.

© Starting version 7.2.x of the MSE, Virtual IP (VIP) address support has been added for High Availability. IF you wish to use High Availability and have configured a VIP, add the MSE
using the YIP and not the health monitor IP.

4. Add all available licenses, click Next.
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MSE License Summary

52 0 @i L it O Permanent licenses include installed license counts and in-built license counts.
U Service | Platform Limit by AP Type Installed Limit by AP | License Type
Select Service robjo-vMSE-7-6-100-0-Pri Not Activated ( AIR-MSE-VA-K9:V01:robjo-vyMSE-7-6-100-0-Pri_56e9d466-a3ce-11e3-a450-005056a115f1)
T %) CAS 200 CAS Elements 100 Evaluation { 119 days left)

WIPS 2000 wIPS Monitor Mode APs 10 Evaluation { 120 days left)
Assign Maps wIPS Local Mode &Ps 10 Evaluation ( 120 days left)
Mable App Ena nt MC 200 Mobllg Conaerge 10 Evaluat!on ( 120 days left)

ANA 200 Location Analytics 10 Evaluation { 120 days left)

[ add Licerse | [ Remove License |

5. Select MSE services, click Next.
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Select Mobility Service

Edit MSE Configuration
Licensing
12 Context Aware Service
Select Service
Tracking r WIPS
Assign Maps r IMobile Concierge Service
Mobile App Enablement
= r CMX Analytics
r CMX Browser Engage
r HTTP Proxy Service

6. Enable tracking parameters, click Next.

.

Cisco Prime Infrastructure - Configurati...

(€)? ['..L 192.168.169.2!]1'https:ff192.168.169.201fwebacs/welcomeActiun‘do?commandType:abvidged hell#pageld onfigurationWizardactior 77 .|c] [.;'- Google P] |

Select Tracking & History Parameters.

Edit MSE Configuration

Licensing Tracking History

Select Service ™ wired Clients I™ wired Stations
Tracking V' wireless Clients I Client Stations
BeeignIMaps ™ Rogue AccessPoints I™ Rogue Access Paints
Mohile App Enablemnent I Exclude Adhoc Rogue APs ™ Rogue Clients

™ Rogue Clients
™ Interferers
Active RFID Tags

I Interferers
™ asset Tags

7. It is optional to assign maps and synchronize MSE services. Click Done to complete

adding the MSE to the NCS/Prime Infrastructure.
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‘Your MSE Settings have been saved.

The next screenshot shows that the Primary MSE VA has been added. Now, complete these steps
in order to add the Secondary MSE VA:

1.

Locate the Secondary Server column, and click the link to configure.
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Mobility Services Engines
Services > Mobility Services Engines - Select a command - - @

i i - [ Mobilty Service
™ Device Name Device Type IP Address Version Reachability Status Secondary Server
| Name | Admin Status | Service Status

WIPS Disabled Down
Mabile Concierge Service: Disabled Down
HTTP Proxy Service Disabled Down

™ robjo-vMSE-7-5-102-101-Pri Cisco Mobiity Services Engine - Virtual Appliance 192.168.169.215 7.5.102.0 Reachable 1/ (Click here to configure) Context Aware Service Enabled Up
CMX Analytics Disabled Down
CMX Browser Engage Disabled Down
Context Aware Service Enabled Up
WIPS Disabled Down

™ robjo-vMSE-7-4-110-0-1 Cisco Mobility Services Engine - Virtual Appliance 192.168.169.214 7.4.110.0 Reachable robjo-vMSE-7-4-110-0-2 Mobile Concierge Service Disabled Down
Location Analytics Service Disabled Down
Context Aware Service Enabled Up
WIPS Disabled Down
Mobile Concierge Service Disabled Down

I™ robjo-vMSE-7-6-100-0-Pri Cisco Mobility Services Engine - Virtual Appliance 192.168.169.220 7.6.100.0 Reachable N/ (Click here to configure) CMX Analytics Disabled Down
(CMX Browser Engage Disabled Down
HTTP Proxy Service Disabled Down
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2. Add the Secondary MSE VA using the configuration in this scenario:
Secondary Device Name

Secondary IP Address

Secondary Password* — [default or from setup script]
Failover Type* — [Automatic, or Manual]

Fallback Type*

Long Failover Wait*

Click Save.

hOo QAo o

ua

*Click the information icon or refer to MSE documentation if required.
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Services » Mobility Services Engines » System » Services High Avaiability = Configure High Availability Parameters
& General Properties
& active Sessions

Configure High Availability

& Trap Destinations Primary Health Maritor P 192.168.169.218
i advanced Parameters Secondary Device Name “Objo-vMSE-7-6-100-0-58C
Dl Secondary 1P Adcress [wsimas
¥ Services High Availabiity
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(5 s Failback Type 02 Automatic ~
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¥ Status
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3. Click OK when the prompts to pair up the two MSE:s.

+

Are you sure you want to pair up these two servers?

Cancel

The NCS/Prime Infrastructure takes a few seconds to create the configuration.



Please Wait. High Availability configuration is being created at the Pnimary and Secondary servers. This will take a few
seconds

The NCS/Prime Infrastructure will prompt if the Secondary MSE VA requires an
activation license (L-MSE-7.0-K9).

The page at https://10.10.10.20 says:

@ Secondary MSE needs to be activated with a Virtual Appliance license. Add a license and save the

OK

4. Click OK and locate the License File to activate Secondary.

“"‘- isco Prime Infrastructure - Mobility Ser... | + 5[ x]
( =

2166169201 | https://192.168.16.201 0.124,0&hasC ¥ P ﬁv\e]@v Google IR

Secondary MSE needs to be activated with a Virtual
Appliance license. Add a license and save the config.

5. Once the Secondary MSE VA has been activated, click OK to complete the
configuration.
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HA Configuration : robjo-vMSE-7-6-100-0-Pri

Services » Mobilly Services Engines > System » Services High Avalabiity > Current High Availability Status

Reports ¥ Administration | ¥

General Properties i .
‘ ARG Current High Availability Status
& Trap Destinations Status Primary and secondary server synchronization in progress  (64% complete)
& Advanced Parameters Heartheats Up
& Logs Data Replication Setting up
¥ Services High Avalabiity Mean Heartbeat Response Time 55 millsec
& Ha configuration
& Ha status
v Accounts Events Log
i Users Event Description Generated By Timestamp Remarks
& Groups Heartbeats have been setup successfuly Primary 2014-Mar-28, 14:30:53 EDT -
v Status Primary and secondary server synchronization in progress  Primary. 2014-Mar-28, 14:30:49 EDT -
& server Events Configuration successfuly created Priary 2014-Mar-28, 14:30:48 EDT -
i pudt Logs
i Nes Alarms
& Nes Events
d NP Connection Status
¥ Maintenance
i Backup
i Restore
5 Download Software
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