UCS Director 5.4 — Windows/Linux CSV Workflow Deployment

The purpose of this document is to illustrate the steps to implement the CSV Workflow that can be used for Windows or
Linux VM deployments. The CSV File can contain a single VM or Multiple VMs.

This CSV VM Deployment workflow is a modification to the ‘VM Deployment with USER IP INPUT” which can be found
here: https://communities.cisco.com/docs/DOC-56868 . The original workflow was built on UCSD 5.2.0.1 this new
workflow addresses some script changes to address going to UCSD 5.4. Other additional features include cleaning
up/deleting the CSV file from ‘/opt/infra/uploads/’ when the workflow is complete, added vDC Template Input for the
CSV Inputs, removed the second future workflow input and rearranged the CSV Inputs in the CSV File. For details on
how and why this workflow works including the script itself can be found at the link above.

Also included in this document are the steps to create a vDC and vDC Template and all of the policies needed to create
them.

Assumptions/Requirements

e You have a Single or Multi-Node Deployment of UCS Director 5.4.
e You have access to vCenter where your UCS Director has been deployed.
e You have existing Windows and Linux Templates in your vCenter and have been tested for Guest Customization.

Useful Documents

Cisco UCS Director Administration Guide, Release 5.4

Software/OS levels

Listed below are the software and OS versions that were used for the testing and building this document.

e UCS Director 5.4

e VMware5.1

e VMWare Windows Server 2008 R2 Enterprise Template
e VMware RHEL 6.2 Template


https://communities.cisco.com/docs/DOC-56868
http://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/ucs-director/administration-guide/5-4/b_Cisco_UCSD_Admin_Guide_54.html
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1. Perquisites - Create Virtual/Hypervisor Policies

Before Importing the Windows/Linux CSV workflow, we configure the following prerequisites.

1.1. Add VMware Network Policy

Create a VMware Network Policy. From UCSD GUI, Navigate to Policies -> Virtual Hypervisor Policies -> Network ->
VMware Network Policy -> select ‘Add’. You will notice a Default policy with errors. This policy was automatically
created when we added the vCenter Virtual Account. We will delete this policy after we create the new one.

il Cisco UCS Director

cisco

Converged HyperConverged w Virtual = Physical w Organizations

Network ‘ ’

VMware Network Policy H Network Provisioning Policy H Static IP Pool Policy H IP Subnet Pool Pt

& Refresh | Favorite & Add

%

Policy Name Policy Descrif Cloud Name Status

MGMT-VCENTER Default policy - i MGMT-VCENTER Error(s):
No NIC configuration found.

VMware Network Policy

Enter a Policy Name, Policy Description, drop down and select a Cloud Name(vCenter Virtual Account) and select ‘+’ for
VM Networks.
Network Policy Information

Policy Name | MGMT_80_Network_Policy | "

Policy Description |Manageme nt 80 Network Poll‘cy|

Cloud Name [ MGMT VCENTER |~ ] aae.

[] Allow end user to select optional NICs

VM Networks \\i/ @ lEf—J ]

NIC Alias { Mandatory Allow end us¢ ‘Show policy | Copy from T¢ ‘Al




Enter a Name for the NIC Alias, select ‘Show policy level portgroups’ check box, select ‘Allow end user to override IP

Address’ check box, drop down and select ‘VMXNET3’, click ‘+’ to add Port Groups.
Edit VM Networks Entry

NIC Alias  |MGMT_80_Network |

v| Mandatory

[C] Allow end user to choose portgroups
*E Show policy level portgroups
[] copy Adapter Type from Template

*E Allow end user to override IP Address

Adapter Type | VMXNET 3 | ] &
Port Grou}[ij M IEJ el
Port Group ‘ IP Address ‘ IP Address ‘ IPv6 ‘ IPv6 Addre IPv6 Addre

Click ‘Select’ for Port Group Name.
Add Entry to Port Groups

Port Group Name '

IPv4 Configuration

Select IP Address Type | DHCP aae

IPv6 Configuration

[]1pve

[ Submit ][ Close

Enter your Port Group name in the filter on the right to narrow down the results. Select one of your Port Groups from

the list and then click ‘Select’. Note: This Port Group name is specifically named to work with the Windows/Linux CSV
Workflow from the UCSD Communities Site.

Select
&/ [g]Production 192.168.40] ]
* Cloud Name Host Node Switch Name Port Group Name VLAN ID Promiscuous | Port Group Type
[¥] MGMT-VCENTER 172.17.80.69 vSwitchO Production 192.168.40.C 40 Disabled Virtual Machine Portgroup
[J MGMT-VCENTER 172.17.80.70 vSwitchO Production 192.168.40.0 40 Disabled Virtual Machine Portgroup




Drop down and select ‘Static’ for IP Address Type, drop down and select ‘Inline IP Pool’ for IP Address Source, enter any
IP Address for Static IP Pool, Enter a Subnet Mask, enter a Gateway IP Address for that subnet and click ‘Submit’. Note:
The IP Address can literally be any IP Address because this will get overwritten by the workflow but you have to have
something in these field as they are mandatory.

Add Entry
Port Group Name Production 192.168.40.0 #
IPv4 Configuration 5

Select IP Address Type - |4

Select IP Address Source j Inline IP Pool \ -

Static IP Pool \1.1.1.1\ ‘*
Subnet Mask | 255.255.255.0] | #
Gateway IP Address 11.1.1.254 |

IPv6 Configuration

[]1pve

*[ Submit ][ Close

Click ‘OK’.
Submit Result

Added entry successfully

> ok



Review and Click ‘Submit’.

Add Entry
[ Mandatory
[] Allow end user to choose portgroups
[¥] show policy level portgroups
[] copy Adapter Type from Template
[] Allow end user to override IP Address
Adapter Type | VMXNET 3 | +]
Port Groups &J @ l@
Port Group {IP Address ‘IP Address ‘ IPv6 ‘IPVG Addre IPv6 Addre
MGMT-VCENT Static Inline IP Pool No Static

Click ‘OK’.

Total 1 items

Submit Result

Added entry successfully

> o« |

I»l

[«

*[ Submit ][ Close




Review and click ‘Submit’.
Network Policy Information

Policy Name ‘ MGMT_80_Network_Policy

Cloud Name [ MGMT-VCENTER |~ ]+

VM Networks lij@

#*
Policy Description ‘ Management 80 Network Policy
[] Allow end user to select optional NICs
NIC Alias { Mandatory Allow end use {Show policy b Copy from Te {Al
MGMT_80_Netw( Yes No Yes No N
<] I »
Total 1 items

Click ‘OK’.
Submit Result

Added successfully

g TN

*I Submit ] [ Close




Delete the original Default Policy. Policies -> Virtual/Hypervisor Policies -> Network -> VMware Network Policy -> select
the Default Policy -> click ‘Delete’.

il Cisco UCS Director

CIsCO

Converged HyperConverged w Virtual w Physical w Organizations w

Network * ’

VMware Network Policy H Network Provisioning Policy H Static IP Poel Policy H IP Subnet Pool P«

& Refresh [l Favorite s Add =] View Edit 3£ Delete [l Clone

VMware Network Policy ‘

Policy Name Policy Descri} Cloud Name Status

MGMT-VCENTER Default policy - ¢ MGMT-VCENTER Error(s):
No NIC configuration found.

MGMT_80_ Netwt Management 80 MGMT-VCENTER OK

Click ‘Delete’.

Delete network resource allocation policy

Are you sure you want to delete the selected network resource allocation policy?

*[ Delete ][ Close ]

Click ‘OK’.
Submit Result

Network resource allocation policy deleted
successfully.

-> o]



1.2. Add VMware Storage Policy

Add Virtual Storage Policy. From UCSD GUI, Navigate to Policies -> Virtual Hypervisor Policies -> Storage -> VMware
Storage Policy -> select ‘Add’.

mbali cisco UCS Director

Cisco

Converged HyperConverged Virtual w Physical Organizations A

Storageﬁ ‘

Virtual Storage Catalog || VMware Storage Policy || Storage Network Scheme H RHEV KVM Storag

@. Refresh u‘ Favorite iii Add

VMware Storage Policy ‘

Policy Name Policy Descr |C10ud Name Status
MGMT-VCENTER - Default ¢ Default policy - MGMT-VCENTEl OK

Enter a Policy Name, Policy Description, drop down and select your Cloud Name/vCenter, select ‘Use Shared Data Store
only’, deselect ‘Use Local Storage’, deselect ‘Use NFS’, select ‘Allow Resizing of Disk’, leave everything else default and
click ‘Next’.

Add Storage Resource Allocation Policy

System Disk Policy Storage Policy - System Disk Policy

Additional Disk Policies

Policy Name | MGMT-VCENTER-Storage-Policy | *

Policy Description |Management vCenter Storage Pol\'cy|

Cloud Name MGMI-VCENTER |~ |+

System Disk Scope

[J use Linked Clone
Linked or Full Clone will depend on Linked Clone selection in the Storage Policy

Data Stores/Datastore Clusters Scope [AH |V]

*E Use Shared Data Store only

Storage Options

*D Use Local Storage
=[] Use nrs

[ Use SAN
Filter Conditions [[] Datastore Capacity (GB) I less than or equals Iv] |
|:| Datastore Provisioned Space (GB) [ less than or equals |V] |
|:| Datastore Provisicned Space (%) [ less than or equals |v] |
|:| Datastore Free Space (GB) I less than or equals |v] |
[] Datastore Free Space (%) I less than or equals Iv] |
[] Disk Usage (KBps, Week Avg) [ less than or equals | V] |

[] override Template

Resizing Options for VM lifecycle

*E Allow Resizing of Disk

Permitted Values for Disk in GB [5,10,50,100,500,1024,5120,10240

[ Allow user to select datastores from sco pe

b I [»]




On the Additional Disk Policies section, leave everything default and click ‘Submit’.
Add Storage Resource Allocation Policy

" System Disk Policy Storage Policy - Additional Disk Policies

Additional Disk Palicies

Disk Policies |§E—J
Disk Type Same As Syst Use Linked ClI {Selected Data Selected Data
Data Yes false
Database Yes false
Log Yes false
Swap Yes false

Click ‘OK’.
Submit Result

Added successfully

> [ ok |

Delete the Default Storage Policy. Navigate to Policies -> Virtual Hypervisor Policies -> Storage -> VMware Storage Policy
-> select the Default Storage Policy -> select ‘Delete’.

Hhiili - Cisco UCS Director

CIsco

Converged HyperConverged w Virtual = Physical = Organizations Admini

Storage *

Virtual Storage Catalog | VMware Storage Policy || Storage Network Scheme || RHEV kvM Storage Poli

& Refresh | Favorite gp Add [l View Edit 3 Delete L& Clone

VMware Storage Policy

Policy Name Policy Desc ‘Cloud Nam | Status ‘
MGMT-VVCENTER ~| Default Storage Polic'| Default policy MGMT-VCENTI OK
MT-VCENTER-Storage-Policy Managementy MGMT-VCENT! OK

Click ‘Delete’.

Delete storage resource allocation policy

Are you sure you want to delete the selected storage resource allocation policy?

#[ Delete ][ Close ]

Click ‘OK’.
Submit Result

Storage resource allocation policy deleted
successfully.

“» ok |



1.3. Add Virtual Storage Catalog

Add Virtual Storage Catalog. From UCSD GUI, Navigate to Policies -> Virtual Hypervisor Policies -> Storage -> Virtual
Storage Catalog -> select ‘Add’.

il Cisco UCS Director

CIsco

Converged HyperConverged w Virtual = Physical Organizations w Ac

Storage* l

Virtual Storage Catalog H VMware Storage Policy H Storage Network Scheme H RHEV KVM Storage

& Refresh ] Favorite g Add

Virtual Storage Catalog i

Virtual Storac Description

Enter a Catalog Name, optional Catalog Description, drop down and select your vCenter/Cloud Name and click ‘Next’.
Virtual Storage Catalog

Add Catalog Add Catalog

Add Entries

Catalog Name MGMT-VCENTER-Storage-Catalog ]#

Catalog Description |Management vCenter Virtual Storage Catalog‘

Cloud Name | MGMT-VCENTER |v’

Select No of Entries E)




Enter a name for the ‘Storage Entry Name’, select the Storage Policy we created in the previous section and click
‘Submit’.
Virtual Storage Catalog

« Add Catalog Add Entries

Add Entries
Storage Entry#1

Storage Entry Name | MGMT-VCENTER-Storage-Catalog-Entry | ‘#
Storage Policy | MGMT-VCENTER Storage-Policy |~ |+
Click ‘OK’.
Submit Result

Storage Catalog saved successfully

- 00



1.4. Add VMware Computing Policy

Add VMware Computing Policy. From UCSD GUI, Navigate to Policies -> Virtual Hypervisor Policies -> Computing ->
VMware Computing Policy -> select ‘Add’.

il Cisco UCS Director

cisco

Converged HyperConverged w Virtual w Physical w Organizations w Ac

Computing ’ ’

VMware Computing Policy H RHEV KVM Computing Policy H HyperV Computing Policy H XenDesktc

& Refresh | Favorite & Add

VMware Computing Policy ~
Policy Name Policy Des Cloud Nan Resource |
MGMT-VCENTER - Default Computing Policy Default policy MGMT-VCENI

Enter a Policy Name, Policy Description, select your Cloud Name/vCenter Account, drop down and select ‘Include
Selected Clusters’ for Host Node/Cluster Scope and click ‘Select’ for Selected Clusters.
Add Computing Policy

Policy Name | MGMT-VCENTER-Computing-Policy | | *
Policy Description | Management vCenter Computing Poll'cy|
Cloud Name [ MGMT-VCENTER |~]%

Host Node/Cluster Scope [ Include Selected Clusters I - |

Selected Clusters !.

Select the cluster(s) you want to deploy VMs to and click ‘Select’.

Select Items

Check items below to make a selection. | Check All ] [ Check None

™ culpeperl*
M culpeper2 ‘

[] Richardson




Leave everything else default and click ‘Submit’.

Add Computing Policy

Policy Name

Policy Description

Cloud Name

Host Node/Cluster Scope

Selected Clusters

Resource Pool

ESX Type

ESX Version

Filter Conditions

Deployment Options

Resizing Options

Permitted Values for vCPUs

| MGMT-VCENTER-Computing-Policy

| Management vCenter Computing Policy

MGMT-VCENTER *

[ Include Selected Clusters l v]

culpeperl, culpeper? %

[] Map VM Affinity Rules

Any ESX/ESXi |~ |

Any [~]

[ Total VMs in the Host Node [ less than or equals [~ ]| | 14
[] Active VMs in the Host Node [ less than or equals [~ ]| |

[] Number of CPU Cores in the Host Node [ less than or equals |~ | | i
[] CPU Speed Per Core (GHz) [ less than or equals [~ ]| |

[] Total Memory (GB) Host Node [ less than or equals [~ ]| |

[] VCPUs Ratio - Provisioned/Total [ less than or equals | v] | | E

[] override Template

M Allow Resizing of VM

\ 1,2,3,4 \

Permitted Values for Memory in MB ‘512,768,1024,1536,2048,3072,40#

Deploy to Folder

Click ‘OK’.
Submit Result

Policy added successfully.

> o« |

*l Submit ]l Close




Delete the Default Computing Policy. Navigate to Policies -> Virtual Hypervisor Policies -> Computing -> VMware
Computing Policy -> select the Default Computing Policy -> select ‘Delete’.

il Cisco UCS Director

Cisco

Converged HyperConverged w Virtual = Physical Organizations Ad

Computing f ’
VMware Computing Policy H RHEV KVM Computing Policy H HyperV Computing Policy H XenDeskto

& Refresh |l Favorite & Add [E] View Edit 3 Delete & Clone

VMware Computing Policy

Policy Name 1 Al Policy Des Cloud Nan Resource |
MGMT-VCENTER ~| Default Computing Policy Default policy MGMT-VCENT
MG‘VC ENTER-Computing-Policy Management MGMT-VCENI

Click ‘Delete’.
Delete computing policy ‘

Are you sure you want to delete the selected computing policy?

*[ Delete | [ Close ]‘

Click ‘OK’.
Submit Result

Computing policy deleted successfully.

- ok |



1.5. Add VMware System Policy

Add VMware System Policy. From UCSD GUI, Navigate to Policies -> Virtual Hypervisor Policies -> Service Delivery ->
VMware System Policy -> select ‘Add’.

Hluilv Cisco UCS Director

cisco

Converged Virtual w Physical Organizations v Administration w CloudSense™

Service Delivery « ’

VMware System Policy H Amazon Deployment Policy H Rackspace Deployment Policy H Cost Model H Pubili

& Refresh || Favorite & Add =] Report Metadata

VMware System Policy ~

Policy Name |P01Icy Descrij |Host Name T DNS Domain DNS Suffix Li DN

Enter a Policy Name, Policy Description, ‘S{VMNAME} for VM Name Template, select ‘End User VM Name or VM
Prefix’, enter ‘S{VMNAME} for Host Name Template, select the timezone where this vCenter resides, enter your
domain name, drop down and select ‘Windows and Linux’ for VM Image Type. Continued on next Page...

System Policy Information

Policy Name [MGMT-VCENTER-System-Policy| |+
Policy Description |Management vCenter System Pol\'cy|
VM Name Template [ ${VMNAME} |

If empty, name provided by end user is taken as VM Name.

VM Name Validation Policy |:|Ei

* E End User VM Name or VM Prefix

[ Power On after deploy

Host Name Template [ ${VMNAME} | =

Windows has a 15 character name limitation

Host Name Validation Policy :Iz]

Linux Time Zone [ uUs/Central | v] #*
Linux VM Max Boot Wait Time [ 10 Mins [« | #
DNS Domain Igspfr5.c\0udIab.cisco.con{ l#

DNS Suffix List | |

DNS Server List | |

VM Image Type [ Windows and Linux I v]’




Enter your Windows Product ID, License Owner Name, Organization, select ‘Create a unique SID’, enter the
Administrator Password, select your timezone, select Workgroup and enter a Workgroup name and click ‘Submit’.

Windows Parameters (applicable only for Windows)

Product ID lDFJMN—\-’.’;-‘.-?.?_— oL E«’.?—?Q\q
Please make sure to provide the value in OS License Pool or enter the id here.
License Owner Name [Cl’sco Systems Inc. | laie
Organization “Cl’sco Systems Inc. | la!e
License Mode *
Number of License Users [5 ]

Primary WINS [ ]

Secondary WINS [ ]

Windows VM Max Boot Wait Time n *®
*E Create a unique SID

E Auto Logon

Auto Logon Count [5 ]

Administrator Password [******** | 1*

Windows Time Zone [ Central Time | - !

Domain/Workgroup Workgroup *

Workgroup | WORKGROUP | |+

[[] Define VM Annotation

| *i Submit Ii Close

Click ‘OK’.
Submit Result

Added successfully

> [ o |



1.6. Add End User Self-Service Policy for VMware

Add an End User Self-Service Policy. From UCSD GUI, Navigate to Policies -> Virtual Hypervisor Policies -> Service
Delivery -> End User Self-Service Policy -> select ‘Add’.

hlie Cisco UCS Director

CIsco

Converged HyperConverged w Virtual w Physical w Organizations £

Service Delivery « ‘

4 [y Collection ” Guest 05 ISO Image Mapping Policy H End User Self-Service Policy || Name Va

& Refresh | Favorite g Add

End User Self-Service Policy k

Policy Name Policy Descrif

Drop down and select ‘VMware’ for Account type.

Add End User Policy

Account Type _

Select Cloud Type
AWS-EC2
RackSpace-Cloud
Tier3-Cloud

T

Hyper-\V

Click ‘Submit’.

Add End User Policy

Account Type [ VMware l - ] #*

#[ Submit ] [ Close ]




Enter a Policy Name, Policy Description, select all options and click ‘Submit’.

End User Policy

Policy Name |VMware All Eluttons‘

Policy Description |VMware All Buttons ‘

End User Self-Service Options VM Power Management
E Power ON
Power OFF
Suspend
Standby
Reset
Reboot
Shutdown Guest
IZI VM Resizing
iZI Resize VM
IE VM Snapshot Management
iZI Create Snapshot
iZI Revert Snapshot
iZI Mark Golden Snapshot
iZI Delete Snapshot
iZI Delete All Snapshots
*E VM Deletion Management
[¥] Delete VM
[¥] vM Disk Management
[¥] create vM Disk
[¥] vM Disk Resize
[¥] Delete VM Disk
E VM Network Management
[¥] Add vNICs
[V] Delete vNICs
E VM Resync
iz‘ VM Lease Expiry
E Configure Lease Time
iz‘ VM Console Management
[¥] Launch VM Client
E Configure VNC
[V] Test vNC

NEHEHEE

¥ clone

[¥] Clone VM as Image

m Convert VM as Image

[¥] Move VM To VDC

[¥] Assign VMs To VDC
[v] vM 1SO Management

M Mount ISO Image As CD/DVD Drive

[¥] Enable/Disable VMRC Console

* IE VM Clone and Template Management

I«

|v]

Click ‘OK’.
Submit Result

End User Self-Service Policy saved successfully

> (o]

‘[ Submit ][ Close ]



1.7. Add Virtual Data Center

Add a Virtual Data Center. From UCSD GUI, Navigate to Policies -> Virtual Hypervisor Policies -> Virtual Data Centers ->
vDC -> select ‘Add’.

leilv Cisco UCS Director

CIsco

Converged HyperConverged v Virtual = Physical w Organizations = Administration v

Virtual Data Centers for All User Groups h

|Q'T=,| ‘ vDC H vDC Service Profiles }
¥ Q}I All User Groups Refresh || Favorite iii Add ﬁ vDC Creation Wizard
% Default Group
vDC
% Domain Users
vDC Name | Type |VDC Descript | Cloud Group

% NSS-Admins@gsp-r5.cl

Drop down and select ‘VMware’ for Account Type.

Add vDC
Account Type #*
Select Cloud Type
AWS-EC2
lose
-
RackSpace-Cloud r
Tier3-Cloud |
Hyper-V v
Click ‘Submit’.
Add vDC
Account Ty pe [ VMware I v]a&

* [ Submit ] [ Close ]




Enter a vDC Name, vDC Description, drop down and select the Cloud Name/vCenter and click ‘Select’ for Group.

Add vDC
N
General Information B
vDC Name |RichardsoanDC | |#
D vDC Locked
vDC Description |Richardson vDC ‘ |
BT
Cloud Name [ MGMT-VCENTER [~ |#
Find and select the Group Name you want and click ‘Select’.
Select
B (&lnss | |
MGroup Name Host Domain Group Code Group Descri Source | Cost Center | Group Contac Group Contg

||2[ NSS-Admins@gs 172.17.80.104 gsp-r5.cloudlab. External |



Select all the Policies we created in the previous sections, including ‘VMware All Buttons’ and click ‘Add’.

Add vDC

General Information

vDC Name

vDC Description

Group

Cloud Name

Approvers and Contacts

First Level Approver(s)

Second Level Approver(s)

| Richardson-VDC | #

[l vDC Locked

|R|'chardson vDC |

NSS-Admins@gsp-r5.cloudlab.cisco.com |55 #

[ MGMT-VCENTER [~ ]+

[] Approval required from all the users

Number of Approval Request Reminders | 0] | #

Reminder Intervals (Hours)

Provider Support Email Address

Copy Notifications to Email Address

Policies

System Policy

Computing Policy
MNetwork Policy

Storage Policy

IS0 Image Mapping Policy

Cost Model

User Action Policy
VM Management Policy

End User Self-Service policy

Click ‘OK’.
Submit Result

vDC added successfully.

Set number of reminders to 0 if the reminder email should be sent
at specified interval till the request is approved/rejected.

|24 |«
| |
| |

»

[MGMT—VCENTER—System—Poucy |v] B+

| MGMT-VCENTER-Computing-Policy |+ [ g #

[ MGMT_80_Network_Policy |+ | s/ +

| MGMT-VCENTER-Storage-Policy |~ EIE

[ Default Cost Model | v}‘

[] pisable displaying cost in the SR summary and email page

L I
L I

[ VMware All Buttons I 7,

4]

[«]

I | Close

o [ Add




1.8. Add vDC Service Profile

Add vDC Service Profile. From UCSD GUI, Navigate to Policies -> Virtual Hypervisor Policies -> Virtual Data Centers ->
vDC Service Profiles -> select ‘Add’.

halie - Cisco UCS Director

Cisco

Converged HyperConverged w Virtual w Physical v Organizations ¥ Administratic

Virtual Data Centers for All User Groups *

=
v m All User Groups @ Refresh L|=| Favorite iﬂi Add
m Default Group

vDC H vDC Service Profiles

vDC Service Profiles k

m Domain Users
vDC Name |VDC Descript | Cloud | Group Approv

m NSS-Admins@gsp-r5.cl

Enter a vDC Profile Name, vDC Description, drop down and select the Cloud Name/vCenter and click ‘Select’ for Group.

Add vDC Service Profile

General Information =
vDC Profile Name |Richardson—VDC—Service—Proﬂ'Ie| |#-
D vDC Locked

vDC Description |R|‘chardson VDC Service Proﬂ'le| |

Group e

Cloud Name [ MGMT-VCENTER I"'*/
Find and select the Group Name you want and click ‘Select’.

Select
B [alss | 3|

MGroup Name Host Domain Group Code Group Descri Source | Cost Center | Group Contac Group Contﬁ

|]§[ NSS-Admins@gs 172.17.80.104 gsp-r5.cloudlab, External



Add vDC Service Profile

General Information

vDC Profile Name

vDC Description

Group

Cloud Name

Approvers and Contacts

First Level Approver(s)

Second Level Approver(s)

‘ Richardson-VDC-Service-Profile | #

[] vDC Locked

‘Rl‘chardson VDC Service Profile |

NSS-Admins@gsp-r5.cloudlab.cisco.com |G

[ MGMT-VCENTER [~ ]+

[] Approval required from all the users

Number of Approval Request Reminders ‘ 0 | #

Reminder Intervals (Hours)

Provider Support Email Address

Copy Notifications to Email Address

Policies

System Policy

Computing Policy

Network Policy

Storage Policy

IS0 Image Mapping Policy

Cost Model

User Action Policy

VM Management Policy

End User Self-Service policy

Click ‘OK'’.

Submit Result

vDC added successfully.

Set number of reminders to 0 if the reminder email should be sent
at specified interval till the request is approved/rejected.

\24 |#
| |
| |

[ MGMT-VCENTER-System-Policy |'] @J

[ MGMT-VCENTER-Computing-Policy |~ | EIE

[ MGMT_80_Network_Policy M% #

[ MGMT-VCENTER-Storage-Policy |~ 1%

L[]

[ Default Cost Model | v]

#

&

D Disable displaying cost in the SR summary and email page

L [

[VMware All Buttons |7#

Select all the Policies we created in the previous sections, including ‘VMware All Buttons’ and click ‘Add’.

A

[«]

- o |

Close




2. Create Standard Catalog item for Windows 2012

Add Windows 2012 R2 Standard Catalog item. From UCSD GUI, Navigate to Policies -> Catalogs -> All User Groups
(Should be selected by default) -> select ‘Add’. This standard catalog is used to select the VMware Windows 2012 R2
Template that will be used/cloned to create the Windows 2012 R2 VMs. This template must be created and available in
vCenter.

il Cisco UCS Director

CISCO

Converged HyperConverged v Virtual w Physical Organizations w Adminis

Catalogs for All User Groups «

¥ Ql All User Groups % Refresh |4 Favorite iﬂi Add 4@ Manage Folder

ﬂ Default Group ‘

Catalog
m Domain Users

Catalog ‘

Catalog Namu Catalog Desc Cloud Groups

m NSS-Admins@gsp-r5.cl

Drop down and select ‘Standard’ for Catalog Type.
Add Catalog

Catalog Type

Select Catalog Type

=N il
(=]
w
18]

Standard
Advanced

Service Container

VDI
Click ‘Submit’.
Add Catalog
Catalog Type [ Standard I v]#

*[ Submit ] [ Close ]




Enter a name for the Catalog Name, enter a description for Catalog Description, drop down and select an icon for

Catalog Icon and click ‘Select’ for Selected Groups.
Add Catalog

Basic Information Specify whether this catalog item shall be available to all user groups or te specific groups. When requesting a new service, user will br
asked to select the vDC within the Cloud specified here.

Application Details

User credentials Catalog Name H Richardson Windows 2012 Rz‘ J#
Customization Catalog Description | Richardson Windows 2012 R2 Image ‘
VM Access
Summary
Catalog Type | Standard v %
Catalog Tcon EVM: Windows Image 2 I vi & N
(] Applied to all groups
Selected Groups &

Enter your group name in the filter on the right and then select your group then click ‘Select’.
Select

Z| [esiinsd]
Group Name | Host ‘ Domain | Group Code | Group Descri Source | Cost Center | Group Contac Group Contg

NSS-Admins@gs 172.17.80.104  gsp-r5.cloudlab. External

Deselect ‘Publish to end users’ and click ‘Select’ for Image.
Selected Groups NSS-Admins@gsp-r5.cloudlab.cisco.com #
* 1 publish to end users

D Provision new vm using ISO Image

tage !

[ provision all disks in single datastore

Select Folder Standard H ‘?q;‘ *

Enter your Windows 2012 Template name in the filter on the right, select the template check box and click ‘Select’.
| Select

Z [[winz012R2] |

Cloud Name | Datacenter Name | Parent Host ‘ Image
MGMT-VCENTER GSP_MGMT 172.17.80.69 WIN2012R2_Standard-Template




Review and click ‘Next’.
Add Catalog

Basic Information Specify whether this catalog item shall be available to all user groups or to specific groups. When requesting a new service, user will b
asked to select the vDC within the Cloud specified here.

Application Details

User credentials Catalog Name Richardson Windows 2012 R2 #
Customization Catalog Description  |Richardson Windows 2012 R2 Image
VM Access
Summary
Catalog Type | Standard - ‘*
Catalog Icon [ VM: Windows Image 2 |v] ﬂ_'

(| Applied to all groups

Selected Groups NSS-Admins@gsp-r5.cloudlab.cisco.com

EI Publish to end users

Cloud Name MGMT-VCENTER |~ |

] provision new vm using ISO Image

Image WIN2012R2_Standard-Template #

|| Use Linked Clone
Linked or Full Clone will depend on Linked Clone selection in the Storage Policy

Windows License Pool :B

¥ provision all disks in single datastore

Select Folder Standard n (=

#[ Next I[ Close

Accept all the defaults and click ‘Next’.
Add Catalog

« Basic Information The application category determines which policies will be used by the vDC where the service is provided.
Application categories and their associations with various policies are managed in vDC Management.

Application Details

User credentials Category Generic VM #

Customization [ override

End user can override category
VM Access

Support Contact Email Address ‘ ‘

Summary

Specify 0S5 [ Windows Server 2012 |v]

Specify Other 0S ‘ ‘

Specify Applications

Specify Other Applications ‘ ‘

Application Code ‘ ‘

Above is an application code that may be used in the VM name.
If specified,value can be between 1-4 chars




Leave default and click ‘Next’.

Add Catalog

+«" Basic Information
+«" Application Details

User credentials

Specify VM user credential access options. User credential for the VM in the template can be shared with users or it can be reset before
sharing. If shared, user can retrieve credentials for the active VM.

Credential Options | Do not share |vl

Leave default and click ‘Next’.

Add Catalog

+" Basic Information
" Application Details
+ User credentials
Customization
VM Access

Summary

Specify customization options and custom actions. The custom actions are execute

Automatic Guest Customization

E Enable

Post Provisioning Custom Actions
D Enable

Virtual Storage Catalog

[] Enable

Cost Computation

Charge Duration n ¥

Active VM Application Cost USD  [0.0 ‘

Inactive VM Application Cost USD [0.0 |

Lease Configuration

D Lease Time

Leave default and click ‘Next’.

Add Catalog

" Basic Information

+«" Application Details

+ Usercredentials

" Customization
VM Access

Summary

VM Access
Specify whether end users will have access to the VM via a web interface or other remote interfaces.

Web Access Configuration
D Enable

Remote Desktop Access Configuration
E Enable

VMRC Console Configuration

D Enable



Review and click ‘Submit’.
Add Catalog

+«" Basic Information summary

+ Application Details
Catal

User credentials arlog
Catalog Description
Customization
Cloud

‘SRR

VM Access
Image

Summary Groups

Category Name
Support Email

0S

Other 0S
Applications
Other Applications
Template User
Web Access URL

Web Access Label

Richardson Windows 2012 R2
Richardson Windows 2012 R2 Image
MGMT-VCENTER
WIN2012R2_Standard-Template
NSS-Admins@gsp-r5.cloudlab.cisco.com

Generic VM

Windows Server 2012

Remote Desktop Server
Remote Desktop Port

Remote Desktop Label

VMRC Enabled Disabled
Charge Duration Hourly
Active VM Application Cost 0.0
Inactive VM Application Cost 0.0
Workflow Name
Workflow Description
Application Code
Duration Hours

Click ‘OK’.

Submit Result

Catalog submitted successfully

s

Review the information below. Click Back to make further changes to the catalog. Click Submit to medify the catalog.

\

Back

| [ submic |




3. Create Standard Catalog item for Linux

Add a Linux Standard Catalog item. From UCSD GUI, Navigate to Policies -> Catalogs -> All User Groups (Should be
selected by default) -> select ‘Add’. This standard catalog is used to select the VMware Linux Template that will be
used/cloned to create the Linux VMs. This template must be created and available in vCenter.

il Cisco UCS Director

CIsco

Converged HyperConverged v Virtual w Physical Organizations = Adminis

Catalogs for All User Groups «

&

¥ % All User Groups '@. Refresh |4 Favorite iﬂi Add 4@ Manage Folder

% Default Group ‘

Catalog
m Domain Users

Catalog ‘

Catalog N | Catalog D | Cloud | ©
&, NSS-Admins@gsp-r5.cl Sl efe L elin! atalog Desc ou roups

Drop down and select ‘Standard’ for Catalog Type.

Add Catalog
Catalog Type
Select Catalog Type
Standard
lose
Advanced
Service Container r
VDI
Click ‘Submit’.
Add Catalog
Catalog Type [ Standard I v]#

’[ Submit ] [ Close ]



Enter a name for the Catalog Name, enter a description for Catalog Description, drop down and select an icon for
Catalog Icon and click ‘Select’ for Selected Groups.

Add Catalog
Basic Information Specify whether this catalog item shall be available to all user groups or to specific groups. When requesting a new service, user will b
asked to select the vDC within the Cloud specified here.
Application Details
User credentials Catalog Name Richardson RHEL 6.2 ‘ ‘#
Customization Catalog Description |Richardson RHEL 6.2 Image|
VM Access
Summary
Catalog Type Standard v %
Catalog I VM: Li
atalog Icon [ inux Ivr .-[_} ¥
[ Applied to all groups
Selected Groups w

Enter your group name in the filter on the right and then select your group then click ‘Select’.

Select

Group Name | Host ‘ Domain | Group Code |Gr0up Descri

Group Contyg

Selected Groups

Cloud Name

Image

Select Folder

Enter your Linux Template name in the filter on the right, select the template check box and click ‘Select’.

Select

E NSS-Admins@gs 172.17.80.104 gsp-r5.cloudlab.

ubli u i .
Deselect ‘Publish to end users’ and click ‘Select’ for Image
NSS-Admins@gsp-r5.cloudlab.cisco.com #
* [] publish to end users

MGMT-VCENTER #

D Provision new vm using ISO Image

»
.

[ provision all disks in single datastore

@

~| Cloud Name

Datacenter Name

||2'[ MGMT-VCENTER GSP_MGMT

172.17.80.66 REHL62v2ForSam



Review and click ‘Next’.
Add Catalog

Basic Information Specify whether this catalog item shall be available to all user groups or to specific groups. When requesting a new service, user will b
asked to select the vDC within the Cloud specified here.

Application Details

User credentials Catalog Name Richardson RHEL 6.2 &

Customization Catalog Description |Richardson RHEL 6.2 Image
VM Access

Summary

Catalog Type Standard v %
Catalog Icon [VM: Linux I vi .Q_'

[] Applied to all groups

Selected Groups NSS-Admins@gsp-r5.cloudlab.cisco.com

[[] publish to end users

Cloud Name MGMT-VCENTER ||+

[[] provision new vm using ISO Image

Image REHL62v2ForSam #

L_| Use Linked Clone
Linked or Full Clone will depend on Linked Clone selection in the Storage Policy

[ provision all disks in single datastore

Select Folder Standard n [ -

ﬁ Close

Drop down and select Linus OS, accept all other defaults and click ‘Next’.
Add Catalog

« Basic Information The application category determines which policies will be used by the vDC where the service is provided.
Application categories and their associations with various policies are managed in vDC Management.

Application Details

User credentials Category Generic VM #

Customization ] override
End user can override category
VM Access
Support Contact Email Address |
summary

Specify 05 [ Linux - Redhat | -

Specify Other 0S | |

Specify Applications

Specify Other Applications | |

Application Code | |

Above is an application code that may be used in the VM name.
If specified,value can be between 1-4 chars




Leave default and click ‘Next’.

Add Catalog

+«" Basic Information
+«" Application Details

User credentials

Specify VM user credential access options. User credential for the VM in the template can be shared with users or it can be reset before
sharing. If shared, user can retrieve credentials for the active VM.

Credential Options | Do not share |vl

Leave default and click ‘Next’.

Add Catalog

+" Basic Information
" Application Details
+ User credentials
Customization
VM Access

Summary

Specify customization options and custom actions. The custom actions are execute

Automatic Guest Customization

E Enable

Post Provisioning Custom Actions
D Enable

Virtual Storage Catalog

[] Enable

Cost Computation

Charge Duration n ¥

Active VM Application Cost USD  [0.0 ‘

Inactive VM Application Cost USD [0.0 |

Lease Configuration

D Lease Time

Leave default and click ‘Next’.

Add Catalog

" Basic Information

+«" Application Details

+ Usercredentials

" Customization
VM Access

Summary

VM Access
Specify whether end users will have access to the VM via a web interface or other remote interfaces.

Web Access Configuration
D Enable

Remote Desktop Access Configuration
E Enable

VMRC Console Configuration

D Enable



Review and click ‘Submit’.

Add Catalog

+ Basic Information Summary

w" Application Details
Catalo

«" User credentials 9
Catalog Description

+ Customization
Cloud

w VM Access
Image

Summary Groups

Category Name
Support Email
0Ss
Qther 0S
Applications
Other Applications
Template User
Web Access URL
Web Access Label

Richardson RHEL 6.2

Richardson RHEL 6.2 Image
MGMT-VCENTER

REHLG62vZ2ForSam
NSS-Admins@gsp-r5.cloudlab.cisco.com

Generic VM

Linux - Redhat

Remote Desktop Server
Remote Desktop Port

Remote Desktop Label

VMRC Enabled Disabled
Charge Duration Hourly
Active VM Application Cost 0.0
Inactive VM Application Cost 0.0
Workflow Name
Workflow Description
Application Code
Duration Hours

Click ‘OK’.

Submit Result

Catalog submitted successfully

e

Review the information below. Click Back to make further changes to the catalog. Click Submit to modify the catalog.

Back

| [ submit |




4. Setup File Browser

In order to use the CSV File Upload, you will need to setup UCS Director to be able to browse for the CSV file on your
local PC.

4.1. Download File Browser files and extract to local PC

Download fileupload.zip and FileUpload.wfx.zip from the Cisco UCS Director Community site. Link to communities site:
https://communities.cisco.com/docs/DOC-60370

Download both “fileupload.zip’ and ‘FileUpload.wfx.zip’ to your local PC.

https://communities.cisco.com/docs/DOC-60370

A" FileUpload.widx.zip ’

49K
No security policy violations found.
The file was last scanned 3 months ago.

(]  fileupload.zip «

140K
No security policy violations found.
The file was last scanned 3 months ago.

141 Views Categories: UCS Director Workflows [, Tags: workflows, ucsd

Extract ‘FileUpload.wfdx.zip’ to your local PC.

{. FileUpload.wfdx.zip

{ fileupload.zip Open

{ NOOBS_v1 4 2zip
| SDFarmattend 7in Extract A"---«

Extract ‘fileupload.zip’ to your local PC.

Open in new window

i, fileupload.zip

{ NOOBS_v1 4.2z
i

i

Open

Open in new window
SDFormattervd.z

Set UCS SP Des Extract All... ﬁ



https://communities.cisco.com/docs/DOC-60370

4.2. Upload fileupload.jar to UCS Director Primary Node

Using WinSCP, upload the ‘“fileupload.jar’ to ‘/opt/infra/inframgr’ on the UCSD Primary Node as root user account.
b fileupload - root@172.17.80.119 - WinSCP ‘ = | O j» X |

Local Mark Files Commands Session Options Remote Help

@D - 2B WP |BR IF - | 2 Defaul - §-
§CBOO-@ &~ - [H G4 [2 e Jinfram¢ + @ -2 - E @[ T
C:A\Users\safonten.CISCO\D ownloads'fileupload Joptdinfra/inframgr

Name Ext Sizi' | Name Ext . =
i\

| aws-java-sdk-1.4.3 jar

. —
i«|fileupload.jar | axis,jar L4

Copy N

Copy file| fileupload jar'fto remote directory:

-
Transfer settings
Default transfer settings

< | New and updated file(s) only [] Do not show this dialog box again
0Bof 1 1.il [ | Transfer on background (add to transfer queue) Transfer each file individually
— = = &:07:45

SSH to the Primary Node to verify the ‘fileupload.jar’ is in the ‘/opt/infra/inframgr’ directory.

e enter the following command: ‘Is -IR /opt/infra/inframgr | grep fileupload’

[Froot®-UCsD-P-5_4_ 0 0 ~]J# 1s -Tr JoptAnfrasAnframgr | grep Fileupload |
—W—F - —— 1 root root 11960 Febh 18 2015 [fileupload.jar |
[Foot@CUCSD-P-5_4_0_0 ~]#




4.3. Add fileupload.jar to run.sh file to load during boot up

SSH to the Primary Node using the root account.

e Use vito edit ‘run.sh’ to include ‘fileupload.jar’: ‘vi fopt/infra/inframgr/run.sh’
e Enter ‘i’ for insert and cursor to the ‘i’ in ‘inframgr.jar’ and type ‘fileupload.jar:’
e Press ‘esc’, then enter “:wq!’ to write the changes and quit vi editor

e verify the changes have been saved: ‘cat fopt/infra/inframgr/run.sh’
[Foot@cucsp-r-5_4_0_0 ~]#[cat Jopt/infra/inframgr/run.sh |

Jjava -xms M — m —D%ava.secur1ty.manager —D]ava.security.p01icy=securit{.pu1icy -bpreinitschema=true -wverbose
tge —cp . 3fiTeupTload. jar(in ramgr.jar:gDDg1e—gsun.jar:ruby—gems—l.l.jar:java—xm builder-0. 6. jar ivmguest. jarivim2i-wsd
T.jar:vijavaoOcompat, Jar:vijavadih201l30927, jarssoclient-wsdl. jarisrm. jar :pbm-wsd]. jar:jaxen-1.1-heta-6. Jar :domdj-1. 6

.1.jar:ve10city—1.6.2?jar:ve10city—1.6.2—dep.jar:jc10uds—vc10ud—l.O—beta—?.jar:jc10uds—terremark—1.0—beta—?.'ar:]c10u
ds-scripthuilder-1.0-SMAPSHOT. jar:jclouds-lo 4j—1.0—beta—?.jar:jc10uds—jsch—1.0—beta—?.jar:jc10uds—cure—1.0—%eta—?—ja
r—with-dependencies. jar:jclouds-compute-1.0-beta-7. jar:vcloud-java-sdk-1.5.0.jarrest-api-schemas-1.5. 0. jar isyslogd]-
0.9.43—bin.jar:maver1ck—a11.jar:pd_ipc_server.jar:nesWa—l.l.jar:1ibthrift—0.9.1.jar:jruEy—cum Jete-1.7.9.jar:javax.ws
Lrs-—api-2.0.1.jar:javax.inject-2.3.0-b10. jar:javax. annotation-api-1. 2. jar:gch_client. jar:aopalliance-repackaged-2.3.0
—blO.jar:xa1an—2.?.O.jar:trustp001.jar:quart2—2.l.?.jar:gch_server.jar:bcprov—jdklﬁun—lﬁl.jar:bcpkix—jdEiSDn—lSl.jar:
s1f4j-Togdjlz-1.7. 6. jar:s1f4j-api-1.7.6.Jar:ss_css2, Jar :pddml. jar:ojdbcld. jar:classeslz. jar:manageontap-5.3.1. jar mys
qW—connectDr—java—S.l.24—bin.jar:mongn—java—driver—2.11.3.jar:%0g4j—1.2.15.jar:jx1.jar:junit—4.9%2.jar:jsnn—1i Ljart]
ackson—a11—1.9.5.jar:jsch—0.1.45.jar:qfreechart—l.0.13.jar:jc0mm0n—1.0.16.qar:smtﬁ.]ar:mai1api.jar:]avassist.jar:jssc
.jar:guava—lS.O.jar:goog1e—gson.jar:F eme.gar:vendDF_info.]ar:EccpressoA1 Ljar:e cache—core—z.6.6.]ar:aws—qava—sdk—1
-4.3.Jarijdo2-api-2. 3-eb. jar:datanucleus-rdbms—4.1.0-release. jar:datanucleus-core-4.1. 0-release, jar:datanucleus-cache
-4, 0.4, jarrdatanucleus-api-jdo-4.1. 0-release. jar:asm-5.0.4. jarucsd-rest-api-sdk-v2. jar:cuic-client. jarhonecp-0. 8. 0.
RELEASE. jar:servlet—-api.jar:commons—validator-1.4.0,jar :commons-pool-1.6.jar:commons-pool-1.3. jar:commons-net-3.1.jar
:communs—WDgging—l.l.jar:commnns—1ang3—3.1.jar:commons—1an?—2.S.jar:communs—iu—z.0.1.jar:cummons—dbcE—l.a.jar:commnns
—configuration-1.3.jar:commons-compress-1.9. jar :commons-collections-3. 2. jar:commons-Togging-1.1. jar:httpmime-4.2.2.3a
r:httpcore—4.2.2.jar:httchient—a.2.2.jar:commnns—httpc1ient—3.l.jar:communs—codec—l.9.1ar:wsd14%—1.5.1.jar:saaj.jar:
jaxrpc.jar:commons-logging-1.0.4. jar :commons-discovery. jar:commons-discovery-0.2.jar:axis. jar:xmlschema-1.4.3. jar:xal
an.jar:seriaWizer.jar:cummons—Wogging.jar:commnns—httpc%ient—E.0.1.jar:stax—api—l.o.jar:jaxb—api—z.o.jar: eronimo-jta
_1.0.1B_spec-1.0.1.jar:geronimo-jms_1.1_spec-1.1.1.jar:geronimo-j2ee-management_1.0_spec-1.0.jar :commons-Togging-1.1.
jar:iactivemg-jaas-5.2. 0. jarractivemg-care-5.2. 0. jarractivation-1. 1. jarvision-api-z.5.3. 0. Jarticontrol. jar: cam. cToup
Ja.service. cIM. inframgr.Inframgrmain $*%

[root@cucsp-pP-5_4_0 0 ~]#

Reboot the Primary Node to load the ‘fileupload.jar’ file.
(root@®CUCsD-P-5_4_0_0 ~]#] reboot |

Broadcast message from root@CUCSD-P-5_4_0_0
(/dev/pts00 at 11:48

The system 45 going down for reboot Mow!
(Foot@cUCsD-P-5_4_0_0 ~J#

During system startup, you should see a screen similar to the one below.




When the system is completely up, you will see the login screen as seen below.

Cisco UCS Director

Username: || |

Password: | |

© 2016, Cisco Systems, Inc. All rights reserved. Cisco, the Cisco logo, and Cisco Systems are || el Il
registered trademarks or trademarks of Cisco Systems, Inc. and/or its affiliates in the United ' ! !
States and certain other countries. cisco




4.4. Import File Browser

Log into the UCS Director GUI and Navigate to Policies -> Orchestration -> Workflows -> Click ‘Import’.

il Cisco UCS Director

Cisco

Converged Virtual = Physical = Organizations Administration w

Orchestration h

Workflows H Triggers H Activities H Context Workflow Mapping H User VM Action Policy ‘m

Refresh [Jl] Favorite iii Add Workflow @ Export Import | L] Task Library

Workflows k

Workflow Name Workflow Description Valic
Click ‘Upload’.
Import
File Upload/Vvalidation Upload and validate file is importable

Import Policies

Select ‘Click and select a file from your computer’.

File Upload X

Click and select a file from your computer

Browse to the ‘FileUpload.wfdx’ workflow and select ‘Open’.

(2 Choose File to Upload g
%v‘ | <« Documents » UCS Director » FileUpload.wfdx V“,H Search FileUpload... R |
Organize ~ New folder - d @

S .
. Favorites —
‘ Documents Ilbrary Arrange by: Folder ~

I Desktop FileUpload.wfdx
/# Downloads

1

. Name
< Recent Places

& iCloud Photos | FileUpload.wfdx P




You will see a status of the upload and then once complete you will see the following ‘File Ready for use.’. Click the ‘¥’
to close the window.

File Upload

Click and select a file from your computer

FileUpload.wfdx - Upload completed 13,827 bytes
File ready for use.

You should see the following screen, click ‘Next’.

Import
File Upload/Validation Upload and validate file is importable
Import Policies
Upload... | Uploaded File| FileUpload.wfdx #
Z &
Type ! Name
WORKFLOWS FileUploadTask
WORKFLOWS RegisterFileUploadInputType

Here you could leave everything default but | decided to create a new folder, ‘File Browser’, to place these workflows in
and then click ‘Import’.
Import

« File Upload/Validation If asset already exists, use following policy

Import Policies

Workflows Replace

Custom Tasks | Replace

Script Modules | Replace

Activities Replace

*E Import Workflows to Folder ,

Select Folder [ [New Folder..] I :] *

New Folder [Fl’le Browser l*

Click ‘OK’ for complete status.
| Submit Result

Import Completed



4.5. Execute File Browser Workflow

You should see the following workflows under the ‘File Browser’ workflow folder.

wlilv Gisco UCS Director

cisco

Converged Virtual = Physical = QOrganizations Administration w CloudSense™ w Favorites

Orchestration h

Workflows || Triggers H Activities || Context Workflow Mapping H User VM Action Policy || Workflow Templates H Workflow Schedule

Refresh [ U4 Favorite ﬂi Add Workflow B Export Import [ ] Task Library

Workflows

t Workflow Name I Workflow Description |Va¥it | Last Validated | Co I
¥ [y File Browser
| FileUploadTask OK 43 seconds ago No 0
| RegisterFileUploadInputType OK 42 seconds ago No 0

Execute the custom-workflow ‘RegisterFileUploadinputType’. It will register the new input type ‘file upload’. You can
then use this type for file uploading. Right Click on the workflow and select ‘Execute now’.

il Cisco UCS Director

CiIsco

Converged Virtual w Physical w Organizations w» Policies w Administration =

OrchestratTon«

Workflows H Triggers H Activities H Context Workflow Mapping H User VM Action Policy ‘W

Refresh L|=| Favorite iii Add Workflow E Export Import | L] Task Library

Workflows
Workflow Name Workflow Description Valic
v = File Browser
) FileUploadTask oK
& * RegisterFileUploadInputTyna oK
Edit Workflow

» (] Default
Validate Workflow
» 1 APIC Usecases

Clone Workflow

> (I VNX Storage Use Delete Workflow

> (] Debug Workflows Execute now P

Select ‘Submit’.

Executing Workflow: RegisterFileUploadInputType

Workflow Version:

0 (default version) | - | #

>

l Submit ]l Close




Click ‘Show Detail Status’.
Service Request Submit Status

Service request is submitted successfully ID 165

Show Detail Status | | Close

Wait until you see a ‘Complete’ status then click ‘Close’.
I Workflow Status | Log | Objects Created and Modified | Input/Output |

Service Request

Status

¥ Overview Current status for the service request.

Request ID 165 @ Initiated by admin
HgUEET I pe aaalvorkiow (:) Execute Cloupia Script (ReadFile)
Workflow Name RegisterFileUploadInputType Completed action

Workflow Version Label 0 Complete
Completed successfully.

@: Refresh

09/24/2015 10:54:08
09/24/2015 10:54:14

09/24/2015 10:54:20




4.6. Verify/Test File Browser is working

Execute the workflow ‘FileUploadTask’. Right Click on the ‘FileUploadTask’ workflow and select ‘Execute now’.

il Cisco UCS Director

Cisco

Converged Virtual = Physical = Organizations w Administration w

Orchestration«

Workflows H Triggers H Activities H Context Workflow Mapping H User VM Action Policy H Wo

Refresh  [Jf] Favorite iﬂi Add Workflow @ Export Import | L] Task Library

Workflows
Workflow Name Workflow Description Valic

¥ [ File Browser

u * FileUploadTask I - |

. ) Edit Workflow

) RegisterFileUploadInputTy Validate Workflow ]
» (1 Default Clone Workflow
> 1 APIC Usecases Delete Workflow

» 1 VNX Storage Use Execute now

R waa o —_

If you get the following screen, then you have successfully implemented the file browser workflow.

Executing Workflow: FileUploadTask

Workflow Version:

[ 0 (default version) | v] *

File upload Select a file for upload:

l H Browse... ll Upload I

[ Submit ][ Close ]

Note: If your File Browser quits working, you may have to re-execute the custom-workflow
‘RegisterFileUploadinputType’.



5. Deploy CSV Workflow

5.1. Download CSV Workflow

Download ‘CSV VM (Windows — Linux) Deployment.zip’ file from the UCS Director Communities Site to your local PC.
The file can be found here: https://communities.cisco.com/docs/DOC-63855

@ | https://communities.cisco.com/docs/DOC-63855

|.1 ¢ CSV VM (Windows - Linux) Deployment.zip
23.0K

No security policy violations found.
The file was last scanned 3 minutes ago.

Extract the ‘CSV VM (Windows — Linux) Deployment.zip’ file.
CSV VM (Windows - Linux) Dewment.zi

fileupload.zip Open

Open in new window
FileUpload.wfdx.zip

MUEA ~ranint nAf Extract All... *

4 e Al


https://communities.cisco.com/docs/DOC-63855

5.2. Import CSV Workflow

Log into the UCS Director GUI and Navigate to Policies -> Orchestration -> Workflows -> Click ‘Import’.

hiilie - Cisco UCS Director

CISCO

Virtual w

Converged HyperConverged w

Orchestratio é

n
Workflows ms H Activities H Context Workflow Mapping H User VM Action Policy H Workflov

% Refresh L|=| Favorite iﬂi Add I} Export Import |[L] Task Library

Workflows *

Physical v Organizations Policies ¥

Workflow Name |W0rkﬂ0w L Validation !
Click ‘Upload’.
Import
File Upload/Vvalidation Upload and validate file is importable

Import Policies ’
.

Select ‘Click and select a file from your computer’.

File Upload x

Click and select a file from your computer

Submit

Browse and select ‘CSV VM (Windows — Linux) Deployment.wfdx’ then click ‘Open’.

L Name Date modified Type
| €SV VM (Windows - Linux) Deploymentz.. 11/12/2015 8:06 ... CompreE
| CSV VM (Windows - Linux) Deployment.... 2/2015 806 .. WFDXF
| fileupload.zip 11/12/2015 10:34... Compre
! FileUpload.wfdx.zip 11/12/2015 10:34..  Compre
= MyEAccount.pdf 11/6/2015 7:09 AM  Adobe
= "L CheckOutReport.pdf 11/2/20157:34 PM  Adobe.
i NQOBS vl 4 2.zip 11/1/2015 5:35 PM  Compre
]‘ SDFormatterv4.zip 11/1/2015 5:18 PM  Compre
ﬁ LWAPlugin64Bitinstaller32.msi 10/26/2015 10:30... Windov
i UCSPMFEAT201503091212474590.zip 10/21/2015 6:23 ...  Compre
4 | e | r
name: CSV VM (Windows - Linux) Deployment ¥ IAII Files (*.%) A ]
*| Open |V| l Cancel l




Wait until you see ‘File ready for use.’ then click the ‘X’ in the top right corner to close the window.

File Upload

Click and select a file from your computer

CSV VM (Windows - Linux) Deployment.wfdx - Upload completed 131,557 bytes
| File ready for use.|

Review and click ‘Next’.

Import
File Upload/Validation Upload and validate file is importable
Import Policies
Uploaded File: CSV VM (Windows - Linux) Deployment.wfdx #*
%/ =
Type Name

WORKFLOWS CSV VM Deployment v5
CUSTOM_TASKS Change_User

Optional — Select ‘Import Workflows to Folder’, enter a new folder name and click ‘Import’.
Import

« File Upload/Validation If asset already exists, use following policy

Import Policies

Workflows Replace

Custom Tasks | Replace

Script Modules | Replace

Activities Replace

* [ Import Workflows to Folder

Select Folder [ [New Folder..] I v]#

New Folder

‘Sam Workﬂows‘ H

Click ‘OK’.
Submit Result

Import Completed

> [ o« |



5.3. Configure CSV Workflow

Gather Rest API Access Key. Click on ‘admin’ to open admin properties.

il Cisco UCS Director

cisco

Converged HyperConverged w Virtual = Physical Organizations w Administration w CloudSense™ w Favorites

Orchestration

Click ‘Advanced’ and then select ‘Copy Key Value’. Close the window by pressing the ‘x’.
i %

Profile H Access Profiles H Password H Dashboard H Advanced F

REST API Access Key
21DE749E90E147D19A07CDO0OA23E9F229

[ Copy Key Value [ Regenerate Key ]

Developer Options

D Enable Developer Menu (requires re-login)

Navigate to Policies -> Orchestration -> Workflows -> expand ‘Sam Workflows’ -> select ‘CSV VM Deployment v5’ -> right

click and select ‘Workflow Designer’.
¥ [=7Sam Workflows

{ ‘ CSV VM Deployment v R
Edit

Validate

» ] File Browser Clone
Execute now

View

Workflow Designer *

Click ‘Edit Workflow Properties’.
Workflow Designer - CSV VM Deployment v5 (118)

Available Tasks [ Edit Workflow Properties I [ Create New Version I [ Validate Workflow I [ Execute Now

@ | ¥ Auto L t [ compact View Mode

‘ » (] APIC Tasks ‘

= N —

Review and click ‘Next’.
Edit Workflow - CSV VM Deployment v5 (118)

Edit Workflow Details Workflow Details
Edit User Inputs

Workflow Name CSV VM Deploymentv5 #*
Edit User Outputs

Version 0

MAccrintan |A.—|.—|nr| VT Tarmnlabta Trmaok



Select ‘vdc’ Input Label and then select the pencil to edit it.
Edit Workflow

" Edit Workflow Details Workflow User Inputs
Edit User Inputs
] Associate to Activity
Edit User Outputs If selected,existing workflow's user input(s) will be overridden by selected activities user input(s).
#lz)(z)(e) @] =
Input Label ‘ Input Description Mandatory Type ‘Admin Input Value

vic * k% CHANGE** Yes vDC 2 4]
D 1D for UCSD Yes gen_text input admin
Password *FRCHANGE*** Pass Yes password BRI SRS
Key FFRXCHANGE*** API Yes gen_text input 84D 3655480EA4134:
UcsD_IP Localhost Yes gen_text input 127.0.0.1
Catalog FFRCHANG E*** Yes catalog 8
VM_IP Yes gen_text input 1.1.1.1 —
VM_Mask Yes V1_IP_Mask_Selecto 255.255.255.0
VM_GW Yes gen_text input 1.1.1.1
VM_Owner FFXCHANGE*** Valic Yes gen_text_input operator
VM_Name Yes gen_text input Dummy
VM_Comment Yes gen_text_input dummy
VM_Memory Yes Orf-Ram-Selectorl_£ 1024 | |
VM_CPU Yes vCPU_subset 0 10 1 A
Total 28 items

Choose any VDC from the Drop down. The CSV file will overwrite this so it isn’t important but a valid one needs to be
chosen. Click ‘Submit’.
Edit Entry

Input Label vdc

Input Description [ K C HANG EH ok

O Qptional

Tnput Type vDC

Value Restrictions

E Admin Input

Admin Input Value I Richardson-VDC ivl#

*’ Submit ]I Close

Click ‘OK’.
Submit Result

Entry updated successfully

- ok |

Select ‘Password’ Input Label and then the pencil to edit the UCSD Password.

Hlzl=le)e =

I t Label ‘ Input Description Mandatory Type ‘Admrn Input Value
vdc KAEXCHANGE*** Yes vDC 2
D ID for UCSD Yes gen_text input admin

Password ‘ **¥*¥CHANGE*** Pasc Yes password IR RIRES



Enter the UCSD Admin GUI password and click ‘Submit’.

Edit Entry

Input Label Password

Input Description l***CHANGE*** Password for UCSD admin

D Optional

Input Type password

Value Restrictions

E Admin Input

Admin Input Value |"‘"""""""""”"""C ]#

*[ Submit II Close

Click ‘OK’.
Submit Result

Entry updated successfully

> ok |

Select ‘Key’ Input Label and then the pencil to edit the UCSD Password.

#)lo)[5](#](8] =

Ift Label ‘ Input Description Mandatory Type ‘Admin Input Value
vdc KEXCHANGE* ** Yes vDC 2

1D ID for UCSD Yes gen_text input admin

Password **ECHANGE*** Pasc Yes password SRR EEE IS

Key b *RRCHANGE*** API Yes gen_text input 84D 3655480EA4134

Paste the ‘Key’ we copied earlier from the admin properties and click ‘Submit’.
Edit Entry

Input Label Key

Input Description l***CHANGE*** API ke\,{

O Optional

Input Ty pe gen_text input

Value Restrictions

E Admin Input

Admin Input Value I21DE749E90E147D19A07CDOA23E9F229 ‘ laie

*[ Submit I’ Close




Click ‘OK’.
Submit Result

Entry updated successfully

> o« |

Choose ‘Catalog’ and select the pencil to edit it.

DIFEIEES &

I Label ‘ Input Description Mandatory Type ‘Admin Input Value
Key ¥XxCHANGE*** API Yes gen_text input 21DE749E90E147D 144
UCsD_1IP Localhost Yes gen_text input 127.0.0.1
Catalog e **CHANGE**x Yes catalog 8

Select any valid Catalog and click ‘Submit’. The CSV input value will override this value.

Edit Entry

Input Label Catalog

Input Description [***c HANG E*

] Optional

Input Type catalog

Value Restrictions

[V Admin Input

Admin Input Value i Richardson Windows 2012 R2 i - |

*I Submit ]’ Close

Click ‘OK’.
Submit Result

Entry updated successfully

> ok |

Select ‘VM_Owner’ and select the pencil to edit it.

#]s][5][&]9] &

I Label ‘ Input Description Mandatory Type ‘Admin Input Valug
VM_GW Yes gen_text input 1.1.1.1 A
VM_Owner * *FFFXCHANGE*** Valic Yes gen_text input operator




Select any valid VM Owner and click ‘Submit’. The CSV input value will override this value.

Edit Entry

Input Label VM_Owner

Input Description l***CHANGE*** Valid user in system

[ 1 optional

Input Type gen_text input

Value Restrictions

¥ Admin Input

Admin Input Value "0perat0r| ]#

‘I Submit ]’ Close

Click ‘OK’.
Submit Result

Entry updated successfully

> o« |

Select ‘VDC_Template’ and select the pencil to edit it.

#2)(B]|%)|®) <

t Label ‘ Input Description Mandatory Type ‘ Admin Input Value
DiskSizel Yes V1 _Disk Sizes 2 20 4
BackupNetwork Flag in Code Yes V1 Backup Network 0
VMB_IP No gen_text input 1.1.1.2
VMB_GW In the code this gets No gen_text input 127.0.0.1
BackupNetworkAdap Yes gen_text input BackupNetwork1
NetWorkAdapterType Yes adapterType VmxNet3
VMB_Mask Yes V1 _IP_Mask_Selecto 255.255.255.0
VDC_Template ‘**** CHANGE *#**¥ Yeg vDCProfile 4 m

Select any valid vDC Template and click ‘Submit’. The CSV input value will override this value.
Edit Entry

Input Label VDC_Template

Input Description [**** CHANGE ###x

D Optional

Input Type vDC Profile

Value Restrictions

¥ Admin Input

Admin Input Value I Richardson-VDC-Service-Profile ‘v #*

*I Submit l’ Close




Click ‘OK’.
Submit Result

Entry updated successfully

[ o |

Select ‘rpassword’ and select the pencil to edit it.

#l7])=]e](e] =

Enter the UCSD Root password and click ‘Submit’.
Edit Entry

Input Label rpassword

Input Description l**** CHANGE **** UCSD root password

O Optional

Input Type password

Value Restrictions

E Admin Input

Admin Input Value H********| l#

*I Submit l[ Close

Click ‘OK’.
Submit Result

Entry updated successfully

] TN

In Label ‘ Input Description Mandatory Type ‘Admin Input Value
PROVISION_QTY Yes gen_text input 1 :
DiskSizel Yes V1 Disk Sizes 2 20
BackupNetwork Flag in Code Yes V1_Backup_ Network 0
VMB_IP No gen_text input 1.1.1.2
VMB_GW In the code this gets No gen_text input 127.0.0.1
BackupNetworkAdap Yes gen_text input BackupNetworki1
NetWorkAdapterType Yes adapterType VmxNet3
VMB_Mask Yes V1 IP Mask_ Selecto 255.255.255.0 1
VDC_Template kK CHANGE **** | Yesg vDCProfile 3
CSV_FILE _FLAG 1 =CSV file 0 = usel Yes gen_text input 1
CSV_FILE_PATH Yes gen_text input Jopt/infra/uploads/
CSV_FILE Yes File_upload
rpassword * kK CHANGE **** | Yes password WSS 1

v




J

Review and click ‘Next’.
Edit Workflow

«" Edit Workflow Details Workflow User Inputs

Edit User Inputs
D Associate to Activity

Edit User Outputs

If selected,existing workflow's user input(s) will be overridden by selected activities user input(s).

/2] |%]|%)|®) =
Input Label | Input Description Mandatory Type |Admin Input Value
DiskSizel Yes V1_Disk Sizes 2 20 A |
BackupNetwork Flag in Code Yes V1_Backup_Network 0
VMB_TIP No gen_text input 1.1.1.2
VMB_GW In the code this gets No gen_text_input 127.0.0.1
BackupNetworkAdap Yes gen_text_input BackupNetwork1
NetWorkAdapterType Yes adapterType VmxNet3
VMB_Mask Yes V1_1P_Mask_Selecto 255.255.255.0
VDC_Template Fakk CHANGE **** | Yas vDCProfile 3 [ |
CSV_FILE_FLAG 1 =CSVfile 0 =use Yes gen_text_input 1
CSV_FILE_PATH Yes gen_text input Jopt/finfra/uploads/
CSV_FILE Yes File_upload
rpassword *FAXK CHANGE **** | Yes password R
checkExitCode checkExitCode Yes gen_text input no [ |
v
Total 28 items
Back I I &xt
Leave default and click ‘Submit’.
Edit Workflow
+ Edit Workflow Details Workflow User Outputs
«" Edit User Inputs
Edit User Outputs lij @ [9‘4
Output Label Qutput Description Mandatory ‘ Type

Click ‘OK’.
Submit Result

Updated successfully

g TSN

Click ‘Validate Workflow’.
Workflow Designer - CSV VM Deployment v5 (118)

Available Tasks

[ Edit Workflow Properties ] [ Create New Version ] [ Validate Workflow ] [ Execute Now

|§;_J | E Auto Layout D Compact View Mode

» [ APIC Tasks
» (] Cloupia Tasks

t




Click ‘OK’.
Valid Workflow

This workflow is valid.

> o]



5.4. Create CSV File

Open a new txt document and populate with the following fields:
VM Name, Comment about VM, CPU, Memory, DiskSize, vDC, vDC Template, Catalog,
IP,Netmask,Gateway,SecondaryNetwork(0,1),SecondarylP,SecNetmask,SecGateway,VMOwner

VM Name: Name of VM (Hostname)

Comment: Comments

CPUs: Number of CPUs

Memory: Memory Size

Disk Size: Disk Size in GB

VDC: vDC Name

VDC Template: vDC Template

Catalog: Name of the “Standard” Catalog (Defines the OS)

IP: IP address

Netmas : Netmask

Gatewa: Default Gateway

Secondary Network FLAG: Either 0 if no 2nd Network, 1 to add 2nd NIC
Secondary IP: IP address of 2nd NIC

SecNetmask: Netmask of 2nd NIC

2nd Default Gateway: Default Gateway of 2nd nic (if real address is used, will override default gateway in Linux)
normally use 127.0.0.1

VM Owner: Valid UCSD user

Example contents of CSV file (One line per VM):

vmName6,Comment6,2,2048,20,0perations-VDC2,VDC-
Template2,RHEL6,192.168.40.75,255.255.255.0,192.168.40.1,0,0.0.0.0,255.255.255.0,127.0.0.1,0perator

vmName7,Comment7,2,2048,20,0perations-VDC2,VDC-
Template2,RHEL6,192.168.40.76,255.255.255.0,192.168.40.1,0,0.0.0.0,255.255.255.0,127.0.0.1, operator

Save the file as “.txt’.

| saved mine as ‘samCSVSingleVMv4.txt’ as you will see in the next section.



6. Execute Workflow

Navigate to Policies -> Orchestration -> Workflows -> expand ‘Sam Workflows’ -> select ‘CSV VM Deployment v5’ -> right
click and select ‘Execute now.

v 7 Sam Workflows
] * CSV VM Deployment v5 Added CSV vDC OK
Edit
Validate
Clone
» (] File Browser Execute now *

Click ‘Browse’.
Executing Workflow: CSV VM Deployment v5

Workflow Version:

10 (default version) ‘vl#

Added CSV vDC Template Input

Removed future Workflow Input

New CSV layout inclues vDC Template
Cleanup/Delete CSV from fopt/infra/inframgr/uploads

CSV_FILE Select a file for upload: /

H Browse... I Upload #

Select the CSV File and then click ‘Open’.

f

4

| samCSVSingleVMv4.txt Sl
samCSVSingleVMv3.txt

Delete Server User Label.zip

Delete Server Name.zip

Set Server Name and-or User Label zip
Delete Server User Label.wfdx

Delete Server Name.wfdx

Set Server Name and-or User Labelwfdx
Unbind vNIC from vNIC Template.zip
Bind vNIC to vNIC Template.zip

Unbind vNIC from vNIC Template.wfdx
Bind vNIC to vNIC Template.wfdx

Provision Blade from Server Pool for VMware ESXi.zip

[ Submit ][ Close ]

11/12/2015 7:34 PM
11/3/2015 2:18 PM
11/2/2015 3:32 PM
11/2/2015 3:32 PM
11/2/2015 3:32 PM
11/2/2015 3:32 PM
11/2/2015 3:31 PM
11/2/2015 3:30 PM
11/2/2015 2:50 PM
11/2/2015 2:50 PM
11/2/2015 2:50 PM
11/2/2015 2:49 PM
11/2/2015 1:56 PM

| 1

m

File name: samCSVSingleVMv4 ixt

>

Open




Click ‘Upload’.

Executing Workflow: CSV VM Deployment v5

Workflow Version:

[ 0 (default version) I - l#

Added CSV vDC Template Input

Removed future Workflow Input

New CSV layout inclues vDC Template
Cleanup/Delete CSV from Jopt/infra/inframgr/uploads

CSV_FILE Select a file for upload:

samCSVSingleVMv4. txt “ Browse... “

Upload

Click ‘OK’.
File Upload

File upload is completed.

> o« |

Click ‘Submit’.
Executing Workflow: CSV VM Deployment v5

[ Submit ][ Close ]

Workflow Version:

[ 0 (default version) I v]aae

Added CSV vDC Template Input

Removed future Workflow Input

New CSV layout inclues vDC Template
Cleanup/Delete CSV from Jopt/infra/inframgr/uploads

CSV_FILE Select a file for upload:

samCSVSingleVMv4 .txt H Browse... H Upload ]

#

[ Submit [ Close ]




Click ‘Show Detail Status’.
Service Request Submit Status

Service request is submitted successfully ID 22

| Show Detail Status | [ Close |

Click the ‘Log’ tab and the click ‘Refresh’. This will bring you to the end of the log. Once you see ‘Waiting for Child
Workflow to Finish’, you can open a new tab to director and Navigate to the Child workflow service request to monitor

the VM Build.
| Workflow Status I Log l Objects Created and Modified L Input/Output ‘ |'

operationStatus>< fesponse ><VDC ConfigResponse ><VDC_ ID>8</VDC_ID ><VDC_CLOUD_NAME>MGMT-VC ENTER</ (4]

VDC_CLOUD_NAME><VDC_SYSTEM_POLICY >Richardson-VDC22_Systern Policy</VDC_SYSTEM_POL

Nov 13, 2015 12:51:01 CST retl0 = <?xml version="1.0' encoding="UTF-8' standalone="yes'? ><cuicOperationResponse ><Log><Messages>4</

Messages><Message ><TimeStamp>2015-11-13 12:51:01.274</TimeStamp><Severity > INFO</Severity><Text>Cloning The vDC Profile Richardson-

VDC-Service-Profile</Text></Message ><Message><TimeStamp=>2015-11-13 12:51:01.384</TimeStamp> <Severity >INFO </Severity ><Text>The vDC

Richardson-VDC 22 created successfully with id 8</Text></Message><Message><TimeStamp>2015-11-13 12:51:01.384</

TimeStamp> <Severity > INFO </Severity ><Text>The computation policy host scope list are: 172.17.80.69@MGMT-VCENTER,172.17.80.70@MGMT-

VCENTER</Text></Message ><Message><TimeStamp>2015-11-13 12:51:01.384 </TimeStamp> <Severity >INFO </Severity > <Text>The computation

policy cluster scope list are: culpeperl@MGMT-VCENTER,culpeper2@MGMT-VCENTER</Text></Message ></Log><operationStatus>0</

operationStatus><response ><VDC ConfigResponse ><VDC_ID>8</VDC_ID ><VDC_CLOUD_NAME>MGMT-VC ENTER</

VDC_CLOUD_NAME><VDC_SYSTEM_POLICY>Richardson-VDC22_System Policy</VDC_SYSTEM_POLICY

Nov 13, 2015 12:51:01 CST New VDC Id : 8

Nowv 13, 2015 12:51:01 CST Afger NewVDCIDFromClLone8

Nowv 13, 2015 12:51:01 CST After Function call ..... NewVDCIDFromClone = 8

Nov 13, 2015 12:51:01 CST ———-——-——————-Temp VDC info

Nov 13, 2015 12:51:01 CST VDC Template Number Clone = 8

Nov 13, 2015 12:51:01 CST VDC Template Name Clone = Richardson-VDC22

Nov 13, 2015 12:51:01 CST VDC Template vdcTempNetworkPolicyName Name Clone = Richardson-VDC22_Network Policy

Nov 13, 2015 12:51:01 CST VDC Template vdcTempComputingPolicyName Name Clone= Richardson-VDC22_Computing Policy

Nov 13, 2015 12:51:01 CST VDC Template vdcTempStoragePolicyName Name Clone = Richardson-VDC22_ Storage Policy

Nov 13, 2015 12:51:01 CST VDC Template vdcTempPrimaryDeployPolicyName Name Clone = Richardson-vDC22_System Policy

Nov 13, 2015 12:51:01 CST ---------—-----—---Clone VDC from Template Done

Nov 13, 2015 12:51:01 CST What is my new VDC number = 8

Nowv 13, 2015 12:51:01 CST What is my Origional VDC number = Richardson-VDC

Nov 13, 2015 12:51:01 CST What is my new VDC name = Richardson-VDC22

Nov 13, 2015 12:51:01 CST ----—---—-—--—-——-Provsion VM

Nowv 13, 2015 12:51:02 CST childSrid= 23 —

Nov 13, 2015 12:51:02 CST -------------------Provsion VM Executing in Child Workflow

Nov 13, 2015 12:51:02 CST —---——-—-————-Waiting for Child Workflow to Finish ||
v

# [ Refresh J [ Close J




On a new tab in your browser, Navigate to Organizations -> Service Requests -> Service Requests -> click ‘Refresh’ ->
double click on the Service Request ‘Create VM’ to see the details and status.

i Cisco UCS Director admin @ | Log Out | Cisco

Cisco

Converged HyperConverged = Virtual = Physical = Policies w Administration w CloudSense™ w Favorites

Service Requests for All User Groups « ’

E | Service Requests || Archived Service Requests H Current Month Budget Availability H Payment Information H Service Request Statistics ‘F
v 4} All User Groups '@ Refresh || Favorite {3 Create Request &} Search and Replace
4} Default Group *
Service Requests

4} Domain Users
41 NSS-Admins@gsp-r5.cl Service Reqgt | Request Type |In\'tiat\'ng Use | Group Catalog/Work Initiator Com Request Time Request Stat

*23 Create VM admin NSS-Admins@gs Richardson RHEI Commentt 11/13/2015 12:% In Progress

22 Admin Workflow admin CSV VM Deployt 11/13/2015 12:% In Progress

Similarly to the Admin Workflow, you can select the ‘Log’ tab and monitor the status or stay on the ‘Workflow Status’
and wait until you see the status change to ‘Complete’, then click ‘Close’. Go back to the ‘Admin Workflow’ Service
Request to see its status.

| Workflow Status | Log | Objects Created and Modified | Input/Output | v
Service Request
Status
@ Refresh
o GwERiET Current status for the service request.
Request ID 23 @ Initiated by admin 11/13/2015 12:51:08
Request Type Create VM @ VM Provision Inputs 11/13/2015 12:51:15
Workflow Name Provision VMware VM
Workflow Version Label UCSD 5.4.0.0 Budget Allocation 11/13/2015 12:51:17
Budget watch is not requested by the group.
vDC
Resource Limit 11/13/2015 12:51:24
Image REHL62v2ForSam No resource limits are set for the group.
Request Time 11/13/2015 12:51:14 GMT-0600 @ VMware Resource Allocation 11/13/2015 12:51:33
Request Status Complete
Approval 11/13/2015 12:51:37
Comments Comment6 No user approval set.
¥ Ownership Approval 11/13/2015 12:51:40
. . No user approval set.
Group NSS-Admins@gsp-r5.cloudlab.cisco.com
- . VMware VM Provision 11/13/2015 12:56:23
Initiating User admin
Duration Hours Guest Password Reset 11/13/2015 12:56:26
Scheduled Time Catalog does not require guest password reset.
¥ Catalog Information Notification 11/13/2015 12:56:33
Completed action
vDC Owner Email
Complete 11/13/2015 12:56:36
First Approvers ompleted successfully.
Second Approvers
Catalog Name Richardson RHEL 6.2
Catalog Description Richardson RHEL 6.2 Image
—




Wait until you see the ‘Complete’ Status and then click ‘Close’.
Workflow Status | Log | Objects Created and Modified | Input/output | E

Service Request

Status

@ Refresh

¥ Overview Current status for the service request.

Request TD 22 @ Initiated by admin 11/13/2015 12:50:46

REIEEE TP S kil @ Change_User 11/13/2015 12:50:53

Workflow Name CSV VM Deployment v5

Workflow Version Label 0 VM(s) with IP and Port Group auto selec... 11/13/2015 12:57:27

Completed action
Request Time 11/13/2015 12:50:43 GMT-0600
-Complete 11/13/2015 12:57:30

Request Status Complete omrpteted successfully.

Comments
¥ Ownership

Initiating User admin

Verify your VM was created in vCenter.

5 (57 radnSr44vc0801.gsp-r5.cio. » [
B [ GSP_MGMT i

= @ culpeperl =L ELY Resource Allocation ' Performance ' Tasks & Events
@ 172.17.80.69 — i
B —
= culpeper2 Guest 05: Red Hat Enterprise Linux 6 (64-bit)
@ 172.17.80.70 VM Version: 8
= [l Richardson CPU: 2 vCPU
E’ 172.17.80.61 |= Memory: 2048 MB
B 172.17.80.62 Memory Overhead: 38.36 MB
|3 172.17.80.65 .
B 172.17.80.66 VMware Tools: /. Running (Out-of-date)
I: 172.17.80.67 IP Addresses: 192.168.40.75 View all
B 172.17.80.68
@ ADS1.TRAINING DNS Name: vmName6
@ APIC 5 EVC Mode: N/A
E' APIC Simulator » State: Powered On
G) APIC Splunk Host: 172.17.80.69
@ Eﬂgg:h‘:éi Active Tasks:
-BM-5.2.(
% CUCSD-I-5.3.2. vSphere HA Protection: @ Nja &2

Verify the CSV file ‘samCSVSingleVMv4.txt’ has been deleted from /opt/infra/uploads on the Primary Node.
[Foot@winZk8-solarwin ~]#[1s Aopt/infra/uploads /|

dirl446835545242 dirl446835700081 dirld447212956351 dirld447351222857 external
dirld46835632541 dirl447112825738 dirld447212973071 dirl447382515733 multipart
[root@winZk8-solarwin ~]#




To delete/cleanup this test VM, Rollback both the ‘Create VM’ request.

Service Requests H Archived Service Requests H Current Month Budget Availability H Payment Information H

'@. Refresh M4 Favorite {4 Create Request &} Search and Replace @ Cancel Request &% Resubr

Service Requests

Catalog/Work |In|'t|'at0r Com | Request
ﬁ Create VM admin NSS-Admins@gs Richardson RHEI Commento 11/13/2
22 Admin Workflow admin
21  Undo Workflow admin
20 Undo Workflow admin

Service Requ | Request Type |In|'t|'at|'ng Use | Group

Copy Cell Value

Cancel Request
Resubmit Request

19 Create VM admin NSS-Admins .
Archive
18 Admin Workflow admin Add Notes
17  Undo Workflow admin Rollback Request *

To delete/cleanup this test VM, Rollback both the ‘Admin Workflow’ request.
Service Requests H Archived Service Requests H Current Month Budget Availability H Payment Infc

'@. Refresh |_|=| Favorite {D Create Request ﬂ Search and Replace [ View Details @

Service Requests

Service Requ | Request Typel A| Initiating Use | Group Catalog/Work Initiator Com
24  Undo Workflow admin Rollback Provisit
23 Create VM admin NSS-Admins@gs Richardson RHElI Commenté

* Admin Workflow admin CSV M Danlown

21  Undo Workflow admin Copy Cell Value

20 Undo Workflow —admin View Details

19 Create VM admin NS Cancel Request

18 Admin Workflow admin Resubmit Request

17 Undo Workflow = admin Archive

16 Undo Workflow admin Add Notes

R T Rollback Request h



7. Create Advanced Catalog item for CSV Workflow

Create an Advanced Catalog Item to call the ‘CSV VM Deployment’ workflow. Navigate to Policies -> Catalogs -> Catalogs
-> click ‘Add’.

vl Cisco UCS Director

CIsco

Converged HyperConverged w Virtual = Physical = Organizations Policies

Catalogs for All User Groups«
‘QT_;J ‘ Catalog ‘
v % All User Groups '@ Refresh || Favorite iii Add & Manage Folder

% Default Group
Catalog
% Domain Users

% NSS-Admins@gsp-r5.cl

Standard

Select ‘Advanced’.

Add Catalog

Catalog Type |

Select Catalog Type
Standard

Select ‘Submit’.
Add Catalog

Catalog Type [Advanced | v]aie

* [ Submit ] [ Close ]




Enter a Catalog Name, Catalog Description, select a Catalog Icon, click ‘Select’ for Selected Groups.
Add Catalog

Basic Information Specify whether this catalog item shall be available to all user groups or
asked to select the vDC within the Cloud specified here.

vApp Workflow

Summary Catalog Name C5V VM Depolyment All DCs| lﬂe

Catalog Description |CSV VM (Windows/Linux) Deployment
for all Data Centers.

Catalog Type l Advanced

Dl
Catalog Icon [ Workflow Icon I ']ﬁ

[ ] Applied to all groups

Selected Groups Select... @

Select the Group you want to see this item when they log into the portal. Click ‘Select’.
Select

3 [3inss |
E oup Name | Host | Domain Group Code | Group Descri ‘ Source | Cost Center ‘ Group Contac Group Cont
[¥] NSS-Admins@gs 172.17.80.104 gsp-r5.cloudlab. External

Click ‘+’ to add a Folder.

E Publish to end users

Select Folder n B *

Enter a Folder Name and click ‘Add’.
Add New Folder

Folder Name |A|I Data Centersl |#-

Folder Icon [ Default Folder Icon i vl i &

o Add | [ cClose |




Click ‘OK’.
Submit Result

New Folder Added Successfully

> [ o |

Verify details and click ‘Next’.

Add Catalog

_ Specify whether this catalog item shall be available to all user groups or to specific groups. When requesting a new service
asked to select the vDC within the Cloud specified here.

vApp Workflow

Summary Catalog Name |CSV VM Depolyment All DCs | &

Catalog Description | CSV VM (Windows/Linux) Deployment
for all Data Centers.

S—— .
Catalog Icon I Workflow Icon |vI .1

(] Applied to all groups

Selected Groups NSS-Admins@gsp-r5.cloudlab.cisco.com #

IZ[ Publish to end users

Select Folder All Data Centers n %

Click ‘Select’ to select a Workflow.
Add Catalog

«" Basic Information vApp Workflow

Workflow

Summary

To narrow the results, enter ‘CSV’ in the Filter on the right. Select the ‘CSV VM Deployment’ workflow and click ‘Select’.
Select

@ Eicsw 2|

Workflow Id Name Description ‘ Folder Name ‘




Verify and click ‘Next’.
Add Catalog

+«" Basic Information vApp Workflow

Workflow CSV VM Deployment v5 #

Selected Workflow has 2 tasks (ExecuteCloupiaScript, custom_Change_User)

vApp Workflow

Summary

Verify details and click ‘Submit’.

Add Catalog
+« Basic Information Summary
Review the information below. Click Back to make further changes to the catalog. Click Submit to modify the catalog.
«" VApp Workflow
su - Catalog CSV VM Depolyment All DCs
Catalog Description CSV VM (Windows/Linux) Deployment
for all Data Centers.
Groups NSS-Admins@gsp-r5.cloudlab.cisco.com
Workflow Name CSV VM Deployment v5
Workflow Description Added CSV vDC Template Input
Removed future Workflow Input
New CSV layout inclues vDC Template
Cleanup/Delete CSV from fopt/infra/inframgr/uploads
Duration Hours
Click ‘OK’.
Submit Result

Catalog submitted successfully

-» o]

Verify Folders.
il Cisco UCS Director

CIsco

Converged HyperConverged w Virtual = Physical Organizations v

Catalogs for All User Groups

&

v £ All User Groups & Refresh | Favorite & Add & Manage Folder
% Default Group

Catalog ‘

Catalog
% Domain Users

% NSS-Admins@gsp-r5.cl

Standard All Data Centers




8. Test CSV Workflow

Use a different browser and log into UCS Director with a user in the NSS-Admin group. My ‘ucsduser’ is in that group so |
will use this account for the test. Double click ‘All Data Centers’ folder to open it.

ahalv - ciseo UCS Director

cisco

&@%ﬁ%“

Catalog Services Approvals Organization Virtual Resources Physical Resources Accounting CloudSense™

Catalog

Catalog
@ Refresh

Catalog

All Data Centers

Double click the ‘CSV VM Deployment All DCs’ workflow to create a request (execute the workflow).
il Ciseo UCS Director

Cisco

—— -
=
& @ %l & e S
Catalog Services Approvals Organization Virtual Resources Physical Resources Accounting CloudSense™
Catalog

Catalog

& Refresh {3 Create Request =] view

Catalog

Top = All Data Centers

5V WM Depalyment All DCs

Review and click ‘Next’.
Create Service Request

Catalog Selection Catalog Selection
Select catalog to be deployed

Custom Workflow

Summary Catalog Type | Advanced Mk

Select Catalog | CSV VM Depolyment All DCs | ML

CSW WM (Windows/Linux) Deployment
for all Data Centers.




Click ‘Browse’ to browse for the CSV file.

Create Service Request

+" Catalog Selection
Custom Workflow

Summary

Custom Workflow Inputs
If applicable, specify workflow input values

Added CSW vDC Template Input
Remowved future Worlkflow Input
New CSV layout inclues wDC Template

Cleanup/Delete CSV from fopt/infra/inframgr/uploads ’
CSV_FILE Select a file for upload:

| |[ Browse... | Upload
Browse and select the file then click ‘Open’.
|| samCSVSingleVMv4.oc i
samCSVSingleVMv3.txt
| Delete Server User Label zip
l Dialatn Canear Monan in
< e | »
ime: samCSVSingleVMv4 it ~ | All Files (*.% v
*‘ Open V‘ ‘ Cancel ‘
Click ‘Upload’.

Create Service Request

+ Catalog Selection
Custom Workflow

Summary

Custom Workflow Inputs
If applicable, specify workflow input values

Added C5V vDC Template Input

Removed future Workflow Input

New TSV layout inclues vD'C Template
Cleanup/Delete CSV from Joptfinfra/inframgr/uploads

CSW_FILE Select a file for upload:

samCsSVSingleVMy4.txt

Click ‘OK’ then click ‘Next’.

File Upload

File upload is completed.

P o |

Review and click ‘Submit’.

Create Service Request

+" Catalog Selection
" Custom Workflow

Summary

Click ‘OK’.

Submit Result

Summary
Review information below and click Submit to initiate the service request

Group MN55-Admins@gsp-r5.cloudlab.cisco.com

Catalog C3\V WM Depolyment All DCs

Catalog Description CSV WM (Windows/Linux) Deployment
for all Data Centers.

Port Groups

WM Metworks

Service Request 26 submitted successfully

& o]

|[ Browse... ” Upload |




Click the ‘Services’ icon. You will see both the ‘Admin Workflow’ and the ‘Create VM’ In Progress.
sl Cisco UCS Director

cisco

B0 @%fé%’%“;

Accounting CloudSense™

Catalog Services Approvals Organization Virtual Resources Physical Resources

Services

Service Requests | User F Management

@ Refresh (D Create Request

Service Requests

Service Requ |Request Type Initiating Use Group Catalog/Work Initiator Com Reguest Time Request Stat
27  Create VM admin NSS-Admins@gs Richardzon RHEL Commentt 11/13/2015 13:£ In Progress
26  Advanced admin NSS-Admins@gs CSWV WM Depolyr 11/13/2015 13:< In Progress

Double click on both workflows to monitor the status. You will notice the information is much less verbose than the
admin sees. You can go back to the other browser where you are logged in as admin to see the details.

Create VM Status.

Service Request

Status
@ Refresh
¥ Overview [a | Current status for the service request.
Request 1D 37 B @ Initiated by admin 11/13/2015 13:46:44
(=R = = U @ VM Provision Inputs 11/13/2015 13:46:48
Workflow Name Provision VMware WM
Waorkflow Version Label UCSD 5.4.0.0 Budget Allocation 11/12/2015 12:46:54
Budget watch is not requested by the group.
vDC Richardson-vDC26 .
Resource Limit 11/13/2015 13:47:00
Image REHLE2w2ForSam Mo resource limits are set for the group.
Regquest Time 11/13/2015 13:46:47 GMT-0600 @ VMware Resource Allocation 11/13/2015 13:47:09
Request Status In Progress
Approval 11/13/2015 13:47:10
Comments Comments No user approval set.
¥ Ownership Approval 11/13/2015 13:47:16
. . No user approval set.
Group NSS-Admins@gsp-r5.cloudlab.cisco.com
Initiating User 2dmin VMware VM Provision 11/13/2015 13:53:00
Duration Hours Guest Password Reset 11/13/2015 13:53:06
Scheduled Time Catalog does not require guest password reset.
¥ Catalog Information Natification 11/13/2015 13:53:09
Completed action
vDC Owner Email
@ 11/13/2015 13:53:15
First Approvers o d successfully.
Second Approvers
Catalog Name Richardson RHEL 6.2
Catalog Description Richardson RHEL 6.2 Image [
a0 Cack (2 Manthe) nerm nn l




Admin Workflow Status.

Service Request

Status

¥ Overview
Request ID
Request Type
Workflow Name
Workflow Version Label
Request Time
Request Status
Comments

¥ Ownership
Group
Initiating User

¥ Catalog Information
Catalog Name

Catalog Description

26

Advanced

CSW WM Deployment v5

a

11/13/2015 13:46:22 GMT-0600
Complete

NS5-Admins@gsp-r5.cloudlab.cisco.com
admin

CSW WM Depolyment All DCs
CSV WM (Windows/Linux) Deployment

Current status for the service request.

@ Initiated by ucsduser@gsp-rs...

@ Change_User

VM(s) with IP and Port Group auto selec...

Completed action

Complete
omple successfully.

@ Refrash

11/13/2015 13:46:22
11/13/2015 13:46:26
11/13/2015 13:54:03

11/13/2015 13:54:04




To delete/cleanup this test VM, Rollback ‘Admin Workflow’ request.

Service Requests ” User OVF Management |

& refresh 9 Create Request [E] view Details @) Cancel Request &} Resubmit Request [ Archive g Add Notes &} Rollback Request

Service Requests ‘
Service ReqL |Request Type Initiating Use | Group |Catalog.-"W0r|- |Initiat0r Com |Request Time |Request Statu |
36 Create WM admin MN5S-Admins@gs Richardson RHEL Comments 11/13/2015 16:% Complete
‘ 35 Advanced admin NSS-Admins@gs CSV VM Depalyr 11/13/2015 16:2 Complete

Select ‘Skip user approval who initiated the Service Request’ and click ‘Submit’.
Rollback Service Request

Are you sure you want to rollback the selected service request?

Approval is required from the user who initiated this Service Request.

Select Tasks |E| |

|2]| Task Name Task Description Azzet Description | Rollback Status

e ExecuteCloupiaScript_70€ Cloupia Script executed s Asset ID: Cloupia Script
Asset not found

Total 1 items

i) Skip user approval who initiated this Service Request. [

*‘ Submit |[ Close |

Click ‘OK'’.

Submit Result

The Rollback Workflow submitted successfully
with service request id 37

® o



To delete/cleanup this test VM, Rollback ‘Create VM’ request.

Service Requests ” User OWF Management |

& Refresh {9 Create Request [E] View Details @) Cancel Request &} Resubmit Request [ Archive & Add Notes &} Rollback Request

Service Requests

Service Reql |Request Type Initiating Use | Group |Catalog.-"W0r|- |Initiat0r Com |Request Time Request Stat |
37  Undo Workflow = ucsduser@gsp-r! NS5-Admins@gs Rollback CSV W 11/13/2015 16:% Complete

* 36 Create WM admin NSS5-Admins@gs Richardson RHEL Commentg 11/13/2015 16:I Complete

Select ‘Skip user approval who initiated the Service Request’ and click ‘Submit’.

Rollback Service Request

Are you sure you want to rollback the selected service request?

Approval is required from the user who initiated this Service Request.

Select Tasks IEI @

E| Task Name Task Description Asset Description | Rollback Status

VMProvisionEngineConfig_ WM vmNamet& provisionec Account Name: MGMT-VC
Host Name: 172.17.80.69
WM Name: vmNamet

T ResourcesllocationConfig, IP to be released for SR:Z Asset ID: 36
Asset not found

Total 2 items

‘E Skip user approval who initiated this Service Request. [

- ‘I Submit |[ Close i

Click ‘OK’.
Submit Result

The Rollback Workflow submitted successfully
with service request id 38

L g



