UCS Director Multi-Node Deployment on VMware

The purpose of this document is to illustrate the steps to install UCS Director 5.4 in a Multi-Node deployment. Instead of
a single standalone UCS Director Appliance, we will build a Primary Node, Inventory Database Node, Monitoring
Database Node and one or more Service Nodes. A multi-node setup is used to increase scalability by offloading some of
the system tasks such as inventory data collection tasks from the primary node to one or more service nodes.

Besides the basic Multi-Node installation, this document also provides steps for configuring other, optional but
recommended, management options such as License Installation, Mail Setup, Self Service Policy, NTP, enable root
access, change root password, change shelladmin password, change hostname, update hosts file, and changing the time
zone. This document should take you to the point where you are ready to start configuring workflows.

Recommendations/Requirements

Best practices recommends to place the service nodes close to the physical and virtual infrastructure and associate the
relevant system tasks to those service nodes to offload the work locally to the remote site. However, through testing on
a real Nationwide deployment with real latencies, we discovered the performance was horrible in this
architecture/design. At a minimum, it took twice the time to run system tasks such as Inventory data collection, than
running the system task locally on the primary node or a service node that is local to the primary node. | suggest placing
all of your service nodes in the same physical location as the Primary Node, Inventory Database Node, and Monitoring
Database Nodes.

The Inventory and Monitoring Database Nodes require 50MB/s writes at 4k block size to the datastore in which these
VMs will be installed on. The Primary and Service Nodes require 25MB/s writes at 4k block size to the datastore in
which these VMs will reside on. The command to test these performance requirements are documented in the
troubleshooting section of this document. At a minimum, you will need some high performance local SSDs to achieve
these requirement.

Useful Documents

Cisco UCS Director Multi-Node Installation and Configuration Guide, Release 5.4

Cisco UCS Director Installation on VMware vSphere, Release 5.4

Cisco UCS Director Administration Guide, Release 5.4

Cisco UCS Director Compatibility Matrix, Release 5.4

Cisco UCS Director Release Notes, Release 5.4



http://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/ucs-director/multinode-install-guide/5-4/b_UCS_Director_Multi-Node_Install_Config_Guide_54.html
http://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/ucs-director/vsphere-install-guide/5-4/b_Installing_UCSDirector_on_vSphere_5_4.html
http://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/ucs-director/administration-guide/5-4/b_Cisco_UCSD_Admin_Guide_54.html
http://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/ucs-director/compatibility-matrix/5-4/UCS-Director-Compatibility-Matrix-54.html
http://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/ucs-director/release-notes/5-4/b_Cisco_UCS_Director_Release_Notes_54.html
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1. Download UCS Director 5.4 software from Cisco.com

Go to Cisco.com Downloads and navigate to UCS Director 5.4.
Down|oad Soﬂware ¥ Download Cart (Oitems) 1+ Feedback Help

Downloads Home > Products > Servers - Unified Computing > UCS Director > UCS Director 5.4 > UCS Director Virtual Appliance Software-5

UCS Director 5.4

B Add Device

[® Release5 £\ Add Notification

Expand All | Collapse All

Cisco UCS Director 5.4.0.0 Cloupia Script Code Samples
¥ Latest

E File Information Release Date ~ Size
~ All Releases ‘ ' A
»5 Cisco UCS Director 5.4 (VMWare vSphere OVF Appliance. MD5 Checksum - 5543 05-NOV-2015 4407 23 MB ‘ Download ‘ «

01a744551be95205c65004c81973 )
————— | Addtocart |

| Publish |

Login using your CCO account.

Log In and Service Contract Required X

° To Download this software, you must Log In and have a valid service contract associated to your Cisco.com profile.

If you do not have a service contract you can get one through:
Your Cisco Account Team if you have a direct purchase agreement with Cisco
Your Cisco Partner or Reseller

Once you have the service contract you must associate your service contract to your Cisco.com user ID with Profile Manager

Login || Cancel

Accept the license agreement.
End User License Agreement X

In order to download software, please indicate that you have read and
agree to be bound by the Cisco End User License Agreement

Accept License Agreement } | Cancel |




2. Create the Inventory Database Node

2.1. Create Inventory Database VM

Note: The default windows or winzip may have an issue extracting the file and you may need to use a different
extraction tool. | used 7-Zip to extract mine and can be found here: http://7-zip.org/download.html

Log into vCenter and Select File -> ‘Deploy OVF Template’.

Hrcdds

14wc0801.gsp-r5.cloudlab.cisd

‘iew Inventory Administratior

Tew 12 "

| Deploy OYF Template. ..
Expart 3
Report 3

Browse to the “CiscoUCSDirector_OVF10.ovf”, select it for deployment then click ‘Next’.
|J-_-T,J Deploy O¥F Template IS [=] B3

Source
Select the source location.

Source

OYF Template Details

Mame and Location
Host | Cluster

Resource Pool

Disk Format Deploy From a file or URL
Ready to Complete
! " IC:'l,Users'l,administrator.GSP-RS'!,DUwnloads'l,CUCSD_S_‘l_D_D. - Browse, ..
Friter & 1IR1 Fn dnwnlnad and inskall the OYF nackane from the Tikernet. nr
[ Open
Organize v Mew folder §= » Ol I@I
- . =
+r Favorites =1 Mame | Date modified | Tywpe
M Deskkop
4 Downloads
1= Recent Places f
- Libraries
3 Documents
J‘- Music
=/ Pictures
E Yideos
1M Computer
PR [ [T | 0

File name: ICiscoUCSDirector_O\u"FlD.ovf j IOVF packages (*.ouf*.ova) j

Help
—_— Open I Cancel |



http://7-zip.org/download.html

Verify details and click ‘Next’.

@ Deploy O¥F Template =]
0O¥F Template Details
verify OWF template details,
Source
O¥F Template Details
End User License Agreemant Product: e AL
Mame and Location Version: 400
Host | Clusker
Resource Fool Yendaor: Cisco Systems
Diisk Formak
Properties Publisher: Mo certificate present
Ready to Complete
Dowrload size: 4.3 GB
Size on disk: 7.6 GB (thin provisioned)
100.0 GE (thick provisioned)
Description: Cisco UCS Director 5.4.0.0 (Emerald Bay)
Mote: It is mandatory to reserve wCPU and Memory as
recommended by Installation and Deployment guide.
H H ‘ ’
Accept the license agreement and click ‘Next’.
@ Deploy O¥F Template [_ (O]

End User License Agreement

Accept the end user license agreements.,

Source

OVE Template Details

End User License Agreeme
Mamne and Location

Skorage

Disk. Format

Metwork, Mapping

Properties

Ready to Complete

| | @

IMPORTAMNT: PLEASE READ THIS EMD LISER LICENSE AGREEMENT CAREFULLY, IT IS WERY
IMPORTAMT THAT YOU CHECK THAT YOL ARE PURCHASING CISCO SOFTWARE OR EQUIFPMENT
FROM AN APPROYED SOURCE AMD THAT ¥OLU, OR THE ENTITY YOU REPRESENT (COLLECTIVELY,
THE "CUSTOMER") HAVE EEEM REGISTERED AS THE END UISER FOR THE PLURPOSES OF THIS CISCO
EMD LISER: LICEMNSE AGREEMENT. IF %OU ARE NOT REGISTERED A5 THE EMD LISER YOL HAVE MO
LICEMNSE T UISE THE SOFTWARE AMD THE LIMITED WARRANTY IN THIS EMD LISER LICENSE
AGREEMEMT DOES MOT APPLY . ASSUMIMNG YOU HAYE PURCHASED FROM AN APPROVED SOURCE,
DOWNLOADING, INSTALLIMNG OR LUISING CISCO OR CISCO-SUPPLIED SOFTWARE CONSTITUTES
ACCEPTANCE OF THIS AGREEMENT.

CISCO SYSTEMS, IMC, OR ITS AFFILIATE LICENSING THE SOFTWARE ("CISCO") IS WILLING TO
LICENSE THIS SOFTWARE TO YO ONLY LUPON THE CONDITION THAT ¥OU PURCHASED THE
SOFTWARE FROM AN APPROYED SOURCE AMD THAT YOU ACCERT ALL OF THE TERMS
CONTAINED IN THIS EMD USER LICEMSE AGREEMENT PLUS ANY ADDITIONAL LIMITATIONS ON
THE LICENSE SET FORTH IM & SUPPLEMENTAL LICEMSE AGREEMENT ACCOMPAMNYING THE
PRODUCT, MADE AVAILABLE AT THE TIME OF YOUR ORDER, OR POSTED ON THE CISCO WEESITE
AT v, cisco,comfgofberms (COLLECTIVELY THE "AGREEMENT"), TS THE EXTENT OF ANY
COMFLICT BET'WEEM THE TERMS OF THIS END LISER. LICENSE AGREEMEMT AMND ANY
SUPPLEMENTAL LICEMNSE AGREEMENT, THE SUPPLEMENTAL LICEMSE AGREEMENT SHALL APPLY, BY
DOWNLOADING, INSTALLING, OR ISING THE SOFTWARE, YOU ARE REPRESEMTING THAT %0OLI
PURCHASED THE SOFTW@RE FROM AN APPROVED SOURCE AMD BINDIMG YOURSELF TO THE
AGREEMEMT. IF YU DO NOT AGREE TO ALL OF THE TERMS OF THE AGREEMEMNT, THEM CISCO IS
UMMWILLING T LICEMSE THE SOFTWARE TO YOU AMD (4] YO MAY MOT DOWHLOAD, INSTALL OR
USE THE SOFTWARE, AND (B) YOU MAY RETURN THE SOFTWARE (INCLUDING ANY UNOPENED CO
PACKAGE AND ANY WRITTEN MATERIALS) FOR & FULL REFUND, OR, IF THE SOFT'WARE AND
WRITTEN MATERIALS ARE SUPPLIED A5 PART OF ANOTHER PRODUCT, ¥OU MAY RETURMN THE
ENTIRE PRODUCT FOR A& FULL REFUIND, ¥OUR RIGHT TO RETURM AND REFUMD EXPIRES 30 DAYS
AFTER PURCHASE FROM AN APPROVED SOURCE, AMD APPLIES OMLY IF ¥OU ARE THE ORIGINAL
AND REGISTERED EMD LISER PURCHASER, FOR THE PURPOSES OF THIS END LISER LICENSE
AGREEMENT, AN "APPROVED SOURCE" MEAMS (A) CISCO; OR (B) A DISTRIBEUTOR OR SYSTEMS
INTEGRATOR AUTHORIZED BY CISCO T DISTRIBUTE f SELL CISCO EQUIPMENT, SOFTWARE AND
SERVICES WITHIN ¥QUR TERRITORY T EMD USERS; OR (C) A RESELLER ALUTHORIZED BY ANY
SUCH DISTRIBLIT R SYSTEMS INTEGRATOR IM ACCORDANCE WITH THE TERMS OF THE
DISTRIBUTOR EEMENT WITH CISCO TO DISTRIBUTE [ SELL THE CISCO EQUIPMEMNT,

Accept

]

Help |

< Back Mexk = | Caneel |

A




Name the VM and click ‘Next’.

Deploy O¥F Template

Name and Location

Specify a name and location For the deployed template

(00}

Source

OYF Template Details

End User License Aqresment
Name and Location

Host | Cluster

Resource Pool

Disk. Format

Properties

Ready ko Complete

The name can contain up to 80 characters and it must be unique within the inventory Folder,

Invenkory Location:

= g rcdnSr44vc0801.gsp-r5. cloudlab. cisco.com

& [ [G5PmGHT
[} Discovered virtual machine

Select Cluster/Host to deploy this VM on and click ‘Next’.

Host / Cluster

On which host or cluster do you wank to run the deployed template?

Source
OWF Template Details
End User License Agreement
Mame and Location
E Host / Cluster
Specific Host

|J-_T,J Deploy O¥F Template

Specify a Specific Host

2 [ GsP_mamT
i culpeperl
[l culpeperz

M=l 3

On which host within the cluster should the deploved template ron?

Source
OVF Template Details
End User License Agresment
Mame and Location
Host | Cluster
Specific Host
Diisk. Format
Properties
Ready to Complate

Choose a specific hosk within the cluster,

On clusters that are configured with wSphere HA or Manual mode vSphere DRS, each virtual machine must

be assigned to a specific host, even when powered off,

Select a host from the list below:

Haost Mame

Hi7za7

172178061
@ 172.17.80.65
@ 172.17.80.62
172178066

Select a storage location to install the VM and click ‘Next’.

Deploy D¥F Template [_ Ol =]
Storage
Wwhere do you want to store the virtual machine files?
Source Select a destination storage For the virtual machine Files:
OWF Template Details ) A
, -
End User License Agreement ¥M Starage Frofile: I J
Hame and Location Marne | Drive Type | Capacity | Provisioned | Free | Type | Thin Prose
Host | Cluster —
::“ Cluster B datastorel (3)  Mon-S3D 5.00GE 726.00 MB 4,29 GE WYMFSS Supparte
orage =
Dk Formot * B MGMT-5AN1 Nor-550 3.907B 3.95 1B 1.99TE VMFS5 Supparte
Rletinek Manminn

Leave the default settings for the Disk Format and click ‘Next’.

Deploy DYF Template

Disk Format

IH[=] B3

In which Format do you want ko stare the virkual disks?

Source

OVF Template Details

End User License Agresment
Name and Location

Huost ' Clusher

Skorage

Disk Format

Metwark Mapping

Propetties

Ready to Complete

Datastare:

IMGMT*SANI
I 2035.5

Available space {GE):

% Thick Provision Lazy Zeroed
' Thick Provision Eager Zeroed

" Thin Provision




Select the Network to put this VM on and click ‘Next’.

|J-_-T,J Deploy O¥F Template =]

Network Mapping
What networks should the deploved template use?

Source
CVF Template Details Map the networks used in this OYF template ko networks in vour inventory

End User License Agreement

Mame and Location Source Metworks ination Metwarks
Host | Cluster TR | mGMT_50
Storage

Enter a password for Root and Shelladmin Accounts, Management IP Address, Subnet Mask, Gateway and click ‘Next’.

Properties
Customize the software solution For this deployment.

Source
CVE Template Details
End User License &gresment

Application
Mame and Location pp
Host { Clusker Root Password
Shorage Raoot Password

Disk. Farrnat Enter password I********

Metwork Mapping

Properties Confirm password I********

Ready to Complete

Shelladmin Password
Shelladmin Password

Enter password LIM
Canfirm passward [ |

Management IP Address
Enter Management IP Address for ethd, Set 0.0.0.0 to use DHCP
172 17 &0 | 1Z0

Management IP Subnet Mask
Enter Management IP Subnet Mask for eth, Set 0,0.0.0 to use DHCP
255,855 255 . 0

Gateway IP Address
Gakeway IP Address

172,17 . &0 , 1

Help | < Back | Mext = I Cancel




Select Power on after deployment and click ‘Finish’.
Deploy O¥F Template =]

Ready to Complete
Are these the options yau want to use?

Eﬁmplate Details When you click Finish, the deplovment task will be started.
End User License Agreement Deplovment settings:
Mame and Location OVF file: Cr\Usersladministrator GSP-RS\Downloads\CUCSD_5_4_...
Host / Cluster Diowrload size: 4.3GB
%I:iﬁmat Size on disk: 100.0 GB
Metwork Mappin Marne: CUCS0-1-5.4.0.0
Properties Falder: GSP_MGEMT
Ready to Complete Host/Cluster: Richardson
Specific Host: 172,17.80.67
Datastore: MEMT-S4M1
Disk pravisioning: Thick Pravision Lazy Zeroed
Metwork Mapping: "Metwork 1" to "MGMT_g0"
1P allocation: Fixed, IPv4
Property: ucsd_mgmt_ip_eth0 = 172,17.80.120
Property: ucsd_mgmt_subnet_eth0 = 255,255,255.0
Property: ucsd_mgmt_gateway _eth0 = 172,17.80.1

¥ Pawer on after deployment

Help | < Back. | Finish I Cancel

After deployment click ‘Close’.

Deployment Completed Successfully 1 =]

Deploying CUCSD-1-5.4.0.0

Completed SuccessFully

o o= ]

Select the Inventory VM and select ‘Open Console’.

g —m e oemenm ey g i
) CUCSD-BM-5.2.0.0 workstation environmen
3 CUCSD-I5.3.2.0 consolidate server appli
s [COcso15.4.0.0

s CUCSD-M-5.3.2. Pawier vE
G CUCSD-P-5.3.2. e !

3 CUCSD-51-5.3.2

{3 DC1-AD-PODI St3p=Tod i
s DC1-AD-PODZ [ open console

L et e meea




Monitor the console until the installation is complete and you will see a screen similar to the one below. The installation

will take several minutes to complete so be patient.

@ CUCSD-I-5.4.0.0 on 172.17.80.67

File Wiew WM

mi> oo G R PR
UCSD-5.4.8.8 - 5.4.8.0-Emerald Bay

o0 manage this UM browse to https:/s172.17.88.120:443/

Use Arrow Keys to navigate
and <ENTER> to select your choice.

|
Set Timezone (Current:UTC)




2.2. Install/Update VMWare tools & VM Version

Navigate to the Inventory Database VM and select ‘Shut Down Guest’'.

% CLICSD-BM-5.2.0.0 Memory Overhead: 106,95 MEB

[ CUCSD-I-5.3.2.0 YMware Tools; /@y Running {Out-of-date)
CICSD-1-5.4.0, - %

) CUCSD-M-5.3.2.| Povier 4 | Fawer On Ctrl+E

@ CUCSD-P-5,3.2, Guest L4 Power Off Chrl+E

i CUCsD-51-5.3.2 Snapshot ’ Suspend Ctrlvz

% gg:ig:sgg; ¥ open Console Reset Chr+T

s DCIvC-PODL | (3% Edit Settings... Shut Down Guest  Chrl4D
EB DCL-v¥C-POD2 E‘Q Migrate... Restart Guest Chrl+R

e De1-YSM-PONT

Select ‘Yes'.

Confirm Shutdown

Shut down the guest operating system of the virtual machine
l % 'CUCSD-I-5.4.0.07

» . =

Wait for the VM to completely shut down then right click on the VM and select ‘Upgrade Virtual Hardware’.

s cucsD-5.3.1.2 rENrY: Lecon
E} CIUCSD-BM-5.2.0.0 Memory Overhead: 4901

3 CUCSD-1-5.3.2.0 YWMware Tools: AN
* G [COCED-15.4.0.0 1P Adrressas:

3 CUCSD-ME.3.2, Pawer »

f CUCSD-P-5.3.2, e » bR

3 CUCSD-51-5.3.2

& DC1-AD-PODI Snapshot i’

3 DC1-AD-PODZ & Open Console e
YO 1

% gg_:i_gggé G#  Edi Settings...

{3 DCL-YSM-PODL B migrate... M

3 DC1-¥SM-POD2 | Uparade Yirtual Hardware L}:

H nenenrer11a |

Select ‘Yes'.

Confirm ¥irtual Machine Upgrade

This operation will cause the virtual hardware vour guest
l % operating system runs on to change, It is an irreversible operation
~ that will make vour virtual machine incompatible with earlisr
wersions of YMware software products, It is strongly
recommended that vou make a backup copy of wour disks before
proceeding,

Are you sure you want to upgrade vour configuration?

Right click on the VM and Select ‘Edit Settings’.

3 CUCSD-5.3.1.2 PRI Leen
E} CUCSD-BM-5.2.0.0 Memory Overbead: 490
{p CUCSD-1-5.3.2.0 WMware Taals: Ay
{5 [CUCSDT5.4.0, 10 s

3 CUCSD-M-5.3.2, Power »
3 CucsD-P-E.3.2. Guest » oy

s CUCSD-51-5.3.2
{f3 DC1-AD-PODL
E} DC1-AD-PODZ @ Open Console

O DCIYC-POD! BB eg Sottings: é
[y DC1-YC-PODZ2

[EE]

Sniapshot 3




Click ‘Add’.

|J-j CUCSD-I-5.4.0.0 - ¥irtual Machine Properties

Hardware IOptions I Resources I Profiles I WSErViCES |

I~ Shaw &l Devices * add... | Remmye |

Hardware | Summary |
T BT T

O s D
(3 video card Video card

= VYMCI device Reskricked

@ 551 controller 0 LI Logic Parallel

& Harddisk1 Wirkual Disk.

EB Metwork adapter 1 MGEMT_80

Select ‘CD/DVD Drive’ and click ‘Next’.

J-j Add Hardware

Device Type
‘ehat sort of device do wou wish to add to your virtual machine?

Device Type Choose the bype of device you wish to add,

Seleck COIDVD Media

Select Drive _ (i) Serial Port Infarmation

Advanced Options

Ready o Complete @ Paralel Port This device can be added to this Virtual Machine.

Floppy Drive
D D Drrive
&) USE Contraller

Leave default ‘Use physical drive’ and click ‘Next’.
Add Hardware >

CD/D¥D Media Type
What media should the virtual drive access?

Device Type Select the type of media that the virtual drive will access,
Select CD/DYD Media

Select Drive [ CDfDvD

Advanced Optians

Ready to Complete % Use physical drive

Choose this option to give the guest operating system access ko a
CD{DYD drive on the client or host,

' Use IS0 image

Choose this option o use an IS0 image file as the DYD or CO-ROM
media,

Leave default and click ‘Next’.

Add Hardware

Select CD/DYD Drive
Wwhat physical COJDYD drive do you want to use?

Device Tvpe ) Device Location

Select COJIVD Media Ir Location & Client € Host ‘
Select Drive

Adv;nced Optiolns Conneckion

Ready to Complete Dirive: I j

¥ Pass through {recommended)
 ATAPI Emulation

Device Status

= Conmect at POESR G



Leave default and click ‘Next’.
%) Add Hardware

These advanced options do not usually need to be changed.
Specify Advanced Options

Device Type Wirtual Device Node
Seleck COYDVD Media ’7

Select Drive
Advanced Options

Review and click ‘Finish’.
%) Add Hardware

Ready to Complete
Review the selected options and click Finish to add the hardware,

Device Type Options:
Select COYDVD Media
Seleck Drive Hardware type: CDDND Drive
Advanced Options Drive connection:  Use physical drive
Ready to Complete Det\u'lce Location: C!lent

Drive Access: Direct Access

Wirkual Device Mode:  IDE {0:0)

Review and click ‘OK’.
|1,J CUCSD-I- 0 - ¥irtual Machine Properties

Hardware IOptigns | Resources | Profiles | wServices | wirtual Machine Yersion: vmx-09
—Device Status
™ show &l Devices Add... Remove | I~ Connected
Hardware | Surnmary | I~ | Commect &t POEr an
lul 12288 MB
M Memory —Device Tvpe
i crus 4
I;l Video card Video card " Cient: Device
K ) Mote: To connect this device, wou must power on the
= WMCI device Restricted wirtual machine and then click the Connect COyDVD
3 st controller 0 LSI Lagic Parallel button in the toclbar,
= Hard disk 1 Wirkual Disk.
Ef Metwork adapter 1 MGEMT_50 C Host Device
% T FEr - . I |
-

Right click on the VM and select ‘Power On’.

5 CUCSD'S 3 1 2 IRy Ll £00 1Mo

3 CUCSD-EM5 2.0.0 Memory Overhead: 430,19 MB

{3 CUCSD-15.3.2.0 YMware Toals: A4 Mot running (Qut-of-date)

G [C0CS0-1-6.4.0.0 10 A

G CUCED-M5.3.2. Power b& Power On e |
5 CHCSD-P-5.R.7. - . - == T 1

Open the VM Console to watch the VM Boot. Right click on the VM and select ‘Open Console’.

% CUCSO-EM-5. 2.0.0 Memory Overhead: 106
s CUCSD-I5.3.2.0 YMware Tools: iy
{3 [CUCSD-I5.4.10. 10 Addrassas:

[ CUCsD-M-5.3.2 Power 4

3 CUCsD-P5.3.2,
CUCS0-51-5.3.2
Sniapshiot 3

B
DCL-AD-PODL
3 DCL-AD-PQDZ [&  openconscle *

Guest 3




Once the VM is completely up, you should see the login screen similar to below.

@ CUCSD-I-5.4.0.0 on 172.17.80.67
File Wigw M

il W@‘@J @ ﬁﬁﬂ‘[# & B

UCSD-5.4.8.8 - 5.4.8.8-Emerald Bay

o manage this UM browse to https:/-172.17.88.120:443/

Sogin ] Use Arrow Keys to navigate
Set Timezone (Current:UTC) and <ENTER> to select your choice.

From the console, select ‘Install/Upgrade VMware Tools’.

@ CUCSD-I-5.4.0.0 on 172.17.80.67

File Wiew |¥M

il Power 4 |
_— Guest 4 Answer Question. ..

UCcsSD-5 i

Snapshot 4 Send Ctri+alt+del
0 mana R e Install{Upgrade YMware Taols
E‘.’] Migrate. ..

{* Interactive Tools Upgrade
Use this option to change the installed VMware tools component.

¢ Automatic Tools Upgrade

vCenter will upgrade VMware tools without interacting with the guest OS.
The virtual machine will automatically reboot after the upgrade, if needed.

Advanced Options: |

Upgrade behaviour can be adjusted using advanced options. Consult the
vCenter documentation about using these options.

Help ' OK Cancel




SSH to the Inventory Database Node and login using the root account.

Make a dir for cdrom: ‘mkdir /mnt/cdrom’

Mount the cdrom: ‘mount /dev/cdrom /mnt/cdrom’

Copy vmware install to /tmp: ‘cp /mnt/cdrom/VMwareTools-5.0.0-<xxxx>.tar.gz /tmp/’ Note: tab out the VMware
tools part so you don’t have to figure out the correct name.

Unzip the files in /tmp: ‘tar zxf /tmp/VMwareTools-5.0.0-<xxxx>.tar.gz’ Note: tab out the VMware tools part so
you don’t have to figure out the correct name.

Change directory: ‘cd vmware-tools-distrib’

Run the install: ‘./vmware-install.pl’

Accept all the defaults by Pressing Enter for all the options.

Note: You will probably get the following message.

VMware Tools cannot be installed, since they have already been installed using a package-based mechanism (rpm or
deb) on this system. If you wish to continue, you must first remove the currently installed VMware Tools using the
appropriate packaged-based mechanism, and then restart this installer

Execution aborted.

Found VMware Tools CDOROM mounted at /mnt/cdrom. Ejecting device /dev/cdrom ... No eject (or equivilant)
command could be located. Eject Failed: If possible manually eject the Tools installer from the guest cdrom
mounted at /mnt/cdrom before canceling tools install on the host.

If you get this message, we need to Delete the VMware tools directory: ‘rm -rf /usr/lib/vmware-tools/’

Change directory: ‘cd vmware-tools-distrib/’

Re-Run the install: ‘./vmware-install.pl’

Enter ‘Yes’ to the ‘Would you like to remove the install DB?’ You will probably get a Failure and Execution aborted.
Re-Run the install: ‘./vmware-install.pl’

Accept all the defaults by Pressing Enter for all the options.

From the console, select ‘Install/Upgrade VMware Tools’.
@EUCSD—I—S.-‘LD.D on 172.17.80.67

File Wigw | ¥M

i Power 3

. |
_— Guest 4 Answer Question. ..
UCsSD-5 | | B
Snapshat L4 Send Chri+-Alk+del
ERLEREY 5 Edit Settings... | Install{Upgrade YMware Taols

Select ‘Automatic Tools Upgrade’ and click ‘OK’.

@ Install /Upgrade Tools =

" Interactive Tools Upgrade

Use this option ta change the installed WMware tools component.

% Automatic Toals Upgrade

wiZenter will upgrade WiMware tools without interacting with the guest 03,
The virtual machine will automatically reboot after the upgrade, if needed.

Advanced Options: ||

Upgrade behaviour can be adjusted using advanced options. Consult the
wienter documentation about using these options,

Help | * oK Cancel




Verify Tools have been installed and ‘Running (Current)’ as shown below.

e
|='9 172.17.80.66 Product: CUCE0-5.4.000
Q 172.17.80.67 Wersion: 5.4.0.0 (5.4.0.0-Emerald Bay)
g 1721780068 Yendar: Cisco Systems
@ ADS1 TRAINING LAE .
G APIC Guest O5: CentOs 45067 (64-bit)
1 APIC Simulator vi0ie M Version: w03
G APIC Splurk CPL: 4 wePu
E; CUCSD-6.3.1.2 Memary: 12288 MB
E; CUCSD-EM-5.2.0.0 Memory Overbead: 106,95 ME
(3 CUCSD-I-5.3.2.0 WMware Tools:
*El; IP Addresses: 172.17.80.120 vigw all
3 CUCSD-M-5.3.2.0
f CUCSDP-5.3.2.0 DMS Mame: localhost.lacaldom
s CUCSD-51-5.3.2.0 EVC Mode: i
{3 DC1-AD-FODL
({2 DC1-AD-PODZ Skate: Powered On
E; D 1-YC-POD1 Hosk: 172,17.80067
{3 DC1-ve-PoDZ Active Tasks:
(3 DC1-¥SM-PODL waphere HA Protection: (3 Mja &7

[P

Power off the VM, ‘Power Off’.

3 CUCSD5.3.1.2 Memory: 12285 MB

@ CUCSD-BM-5. 2.0.0 Memory Overhead: 106,95 ME

3 CUCSD-I-5.3.2.0 YMware Tools: & Running {Current)

{3 [CUCSD-1-5.4.0, 10 addrecses: 177 .17.80.120 |
fy CUCSD-M-5.3.2) Pawer r Pawer On Chrl+E

p CUCSD-P5.3.2. Guest 4 | Power OFF E |
3 CUCS0-51-5.3.3

Select ‘Yes'.

Confirm Power OFF

Ensure that wou have shut down your guest operating system
% before powering off.
Power off the selected virtual machine 'CUCSD-1-5.4,0.0'7

Right click on the VM and select ‘Edit Settings’.

D} R L | B ] ) bt PR R
3 CUCsD-I5.3.2.0 | YMware Tools: & M
{5 [CUCSD-15.4.0. 10 add
s CUCSD-M-5.3.2 Power »
3 CUCSD-P-5.3.2. Guest bl
3 CUCSD-51-5.3.
S hot )
@ DC1-aDPODD | ML
E} DC1-A0-POD2 L' (Open Console e
3 DC1-YC-PODL — 1
Edit Settings. .. ‘
55 DC1-MC-POD2 |§ |

Select ‘CD/DVD drive 1/, click ‘Remove’ and then click ‘OK’.

|J-_T,J CUCSD-I-5.4.0.0 - ¥irtual Machine Properties

Hardware | Cptions I Resources I Profiles | wServices | Wirbual Machine Yersion: wimx-09
Device Status
" Show &I Devices Add... | Remave I~ Connected
Hardware | Summary | [ Connect at pOwWeEr on
Mernar 12253 MB
. Y — Device Type
i crus 4
£ videa card Wideo card £ Clirt Device
) ) Mote: To conneck this device, you must power on the
= ¥MCI device Restricted wirtual machine and then click the Connect CO/DVD
© scslcontroler 0 LSI Lagic Parallel button in the toalbar,
& Harddisk1 Wirkual Disk.
BB Metwork adapter 1 MEMT_80 TR
L CDJDND drive 1 * [1 fust/libfvmwarefisai. . | | I
-

Right click on the VM and Select ‘Power On’.

(BT Ty
3 CUCSD-1-5.3.2.0 | WMware Tools: & Mok running {Current)
) [C0CS015.4.0.0 IF Addresses:

(B CUcso-m-s.3.2) Pawer |l Power On ‘trHB |

& mrenoe 2 2|



Wait for the VM to completely boot up and then verify Tools have been installed and ‘Running (Current)’.

E 172.17.80.66 Produck: CIC50-5.4.0.0

E 172.17.80.67 Wersion: 5.4.0.0 {5.4.0.0-Emerald Bay)

E 172.17.80.68 ‘Wendor: Cisco Systems

E} ADS1, TRAINING LAE .

B APIC Guest 05: CentOs 4567 (64-bit)

G APIC Simulator v101e ¥M Versian: vm-03

EI APIC Spiunk CPL: 4 wiZPU

5 CUCSD-5.3.1.2 [Memary: 122585 MB

E} CUCSD-EM-5, 2.0.0 Memory Overhead: 106,95 ME

B CUCSD-I-5.3.2.0 YMware Tools:
*ﬁ; IP Addresses: 172.17.80.120 wienn 3l

3 CUCSD-M5.3.2.0

p CUCSD-P-5.3.2.0 DMS Mame: localhost. localdom

B CUCSD-51-5.3.2.0 Eve Mode: NIA

3 DCL-AD-FODL

{3 DCL-AD-PODZ State: Powered On

E} DC1-YC-PODL Host: 172.17.80.67

s DClvC-PODZ Active Tasks:

3 DC1-YSM-PODL wSphere HA Protection: (3 Mfa &1




2.3. Configure Inventory Database

SSH to the Inventory Database Node using the shelladmin account.

Configure NTP Server. From the Menu select 9 ‘Time Sync’. Replace the NTP IP Address with your NTP Server.

SELECT>[ 9]

Time Sync......
System time is Fri mWov & 02:19:24 UTC 2015
Hardware time s Fri 06 Moy 2015 02:19:25 AM UTC -0.6956583 seconds
DO you want To sync Sﬁstemt’lme [yjn]?
System time reset to hardware cloc
DO you want To sync tao WMTP [w/nl7
Enter NTP server To sync Time with: L7327 .7c2.254 |
mtpd Cpid 18687 dis running. .
shutting down ntpd: [ oK
& Now 02:19:42 ntpdate[3631]: adjust time server 173.77..02.25%4 offset 0.001981 sec
synchronized time with WNTP server '173.3I7..22.254°
added NTP serwver '173.27.7°52.254" to fetc/ntp.conf
starting ntpd: [ OK
synchronised to NTP server (173,23 ..002.2540 at stratum 6§

time correct to within 7940 ms

polling server every 64 =
Press return to continue

From the menu, choose (24) ‘Configure Multi Node Setup (Advanced Deployment)’ and press Enter.

e Enter ‘1’ to configure the current node.

e Enter ‘y’ when asked if you want to configure multi node setup.

e Enter ‘c’ to Configure the node as Inventory DB.

e Enter ‘y’ when asked if you asked if you want to configure this node as an Inventory Database.

e Enter ‘y’ when asked about re-initializing the database.

e When prg_rpg’g_e_d to logout, enter ‘y’ and press enter. Log back in as shelladmin by entering ‘su shelladmin’

SELECT>

BT R R T T T T T R T R R LR TR TR TR LR TR PRI R R T Ry

This wizard helps to do multi node setup
Rl R R R T Rl R R R R R R R R R TR
configuration options :
current node --» Select '1l’
remote Node --» Select '2°
exit --» Select '3’

Please anter an option:

R T T T TR TR R T T TR TR RO OO OO

Cisco UCS Director Multi Node Setup reguires multiple dnstances of uZs Director OvF deployed with differen
t configurations. Following are the required configurations:

¥ UCs Director Primary Mode €1 Instance) . This node also acts as a fromt end UI node

¥ UCS Director Serwvice Node (1 or more instances ). Service node can be reconfigured as Primary node when
Necessary.

¥ UCS Director Inventory DE Mode (1 Instance)

¥ UCS Director Monitoring DE Mode (1 Instance)

refer to UCS Director documentation for additional details on mMulti Mode Setup.
W RO OO OO TR TR O OO T TR RO RO OO OO

This is a standalone Node
Do you want to configure multi node setup [y,/n]?
select a option from the menu below

a) cConfigure as Primary Node
b) cConfigure as Service Node
c) Configure as Inventory DB
d) cConfigure as Monitoring DE
x) Exit

Enter: [a‘h/c/d/x]7?

Do you want to conf'&;re this node as Inventory Database [y,/n]?

configuring Inventory DB

This will reinitialize database and you will Tose all your data. Do you stil1 want to continue? [y,/n]
user selected 'y' reinitialize database

Checking OB Status

Database (127.0.0.1)

status: UP
Client: Tocalhost Connections: 19

Stopping Services

Disabling UCS Director services at startup

Enabling remote Database access to Primary Mode and service wode
removing infra start/stopsstatus scripts

rRe-initializing Database

Confi gured Inventory Datahbase Successfully

In order for changes to take effect Togout and Togin hack

DO you want to Jogout [y,/n]



Verify the services for the inventory database are up and running, choose (2) ‘Display Service Status’ and press Enter.
You should see the lines in the red box below. Note: After you return to the shelladmin, the menu options change to

those available for an inventory database node.
Cisco UCS Director sheTT Menu

Inventory Database
select a number from the menu below

1% cChange shelladmin Password

2) Display services Status

3) Stop Database

471  Start Database

5) Backup Database

61 Restore Datahase

7)) Time sync

81 Ping Hosthame/IP address

9) Configure Metwork Interface

10) pisplay wetwork Details

113 EnaE1e patabase for Cisco UCs Director Baremetal Agent
12) add Cisco UCS Director Baremetal Agent Hostname/IP
13) shutdown Appliance

14) Rehoot Appqiance

15) Manage ROOT ACCEss

16) Login as Root

17) appTly Patch

18) quit
SELECT: 2 |
Inventory database (127.0.0.1)
status:
Press return to continue ...[H

Edit the /etc/hosts file to update the name and IP address of the host. SSH to the Inventory Database Node using the
root account.

e Edit the hosts file: ‘vi /etc/hosts’

e Go to the end of the line: ‘shift + a’

e Create a new line: press return

e enter your host details: example shown below
e when done: press ‘esc’

e enter “wql

e Verify the hosts file has been saved: ‘cat /etc/hosts’
[root@localhost ~]#[cat Jetc/hosts |

127.0.0.1 Tocalhost.localdom Tocalhost localhost

172.17.80.120 CUCsDp-I-5_4_0_0

172.17.80.121 CUCSD-M-5

172.17.80.122 CUCsD-3-5

1?2 17.80.11% CUCsSD-P-5_- _
11 Tocalhost. Tocaldom 1

[ruot@10ca1host ~1# 11

A
N
L

DDD

_0
_0
0
[a}

calhost Tocalhost ipé-Tocalhost ip6-Toopback

Edit the /etc/resolv.conf to update the DNS servers.

e Edit the resolv.conf file: ‘vi /etc/resolv.conf’

e press ‘i’ forinsert

e enter ‘search localhost your domain name’, Note: Sometime search localhost is already there

e enter dns server ip address after nameserver, Note: if you have multiple DNS servers, enter on separate lines
e when done: press ‘esc’

e enter “wqV

e Example:

nameserver 177.17. 80,104 |
nameszerver 8.8.8.8
nameserver B.8.4.4

e _ Verify the changes: ‘cat /etc/resolv.conf’

[FDDt@1DCa1hDSt ~]# cat letcireson cont

; generated by Jshin/dhclient- scr1pt
search Tocalhost gsp-rs.cloudlab. cisco. com
nameserver 172.17.80.104

nameserver 8.8.8.8

nameserver 3.8.4.4

[root@localhost ~]#




Edit the hostname in /etc/sysconfig/network

e Edit the network config: ‘vi /etc/sysconfig/network’

e Move cursor to the beginning of localhost where it is on the | and enter ‘cw’ (change word)
e Enter the Host name for the Inventory Database Node

e Enter your domain name

e when done: press ‘esc’

e enter “wql

e _Verify changes were saved: ‘cat [etc/sysconfig/network’

[r‘oot@cthSD—I—g_él_O_O ~]# cat Jetc/sysconfig/network
NETWORKING=y&s

HMETWORKING_IFPWVE=yes

HOSTHAMESCUCSD-1-5 4 0 O

DOMATIMMAME -

[root@-ucsp-I-5_4_0 0 ~]# B

Change the hostname.
[root@localhost ~]# hostname CUCSD-I-5_4_0_0

[root@localhost ~]# hostname
CUCsSD-I-5_4_0_0

[root@localhost ~]#

Log out and log back into the Inventory Database and you will see the new hostname.
[rootecicso-1-5.4 0.0 ~1# Il

Verify NTP servers for Monitoring Database Node are configured and synced. SSH into Monitoring Database Node using
root account.

e Create ntp user: ‘useradd ntp’ Note: If the ntp user already exist, the system will let you know.
Restart the nptd services: ‘service ntpd restart’

Verify configured NPT servers: ‘ntpq -p’

e The “*’ next to the NTP server IP address indicates the Inventory Node is synced to the NTP server.

[root@CUCSD-I-5_4_0_0 al]#
useradd: user 'ntp' alreacy exists
[root@®CUCsD-I-5_4_0_0 ~]#[service ntpd restart |

shutting down ntpd: [ OK
starting ntpd: [ oK

]
[FoOOT&COCSD-I-5_4_0_0 ~]#
remote refid st © when poll reach delay offset Jjitter

?3.:.‘.;;2.254 LoCAaL(1) oou k] 04 1 1.508 10.454 0,000
FOOT@BCUCSD-I-5_4_0_0 ~]#




Optional: If you need to configure multiple NTP servers, you can do so by editing the ntp.conf file.

e Edit the ntp.conf file: ‘vi /etc/ntp.conf’

e cursor down to the ‘server’ line

e press ‘shit + a’ for insert and go to the end of the line

e press return to create a new line

e enter ‘server your ip address’ of your NTP server IP address
e press ‘esc’, then enter :wq!’ to quit and write the info

e Verify the config changes: ‘cat /etc/ntp.conf’

[root®CUCSD-I-5_4_0_0 ~]# cat fetc/ntp.conf
# For more information about this file, see the man pages
# ntp.conf(5), ntp_acc(5), ntp_auth(5), ntp_clock(5), ntp_misc(5), ntp_mon(5).

driftfile Svar/1ib/ntpdrift

# Permit time synchronization with our time source, but do not

# permit the source to guery or modify the service on this system.
restrict default kod namadi¥y notrap nopesr noguery

restrict -6 default kod nomodify notrap nopeer noguery

# Permit all access owver the Toopback interface. This could
# hbe tightened as well, but to do so would effect some of

# the administrative functions.

restrict 127.0.0.1

restrict -6 ::1

# Hosts on Jocal network are Tess restricted.
#restrict 192.168.1.0 mask 255.255.255.0 nomodify notrap

broadcast server
broadcast client
multicast serwver
multicast client
manycast server
manycast <lient

#hroadcast 1%2.168.1.255 autokey #
#hroadcastclient #
#hroadcast 224.0.1.1 autokey #
#multicastclient 224.0.1.1 #
#manycastserver 239.2535.234,254 #
#manycastclient 239.255.254.254 autokey #
# Enable public key cryptography.

#Crypto

includefile Jetc/ntps/crypto pw

# Key file containing the keys and key identifiers used when operating
# with symmetric key cryptography.

keys Jetc/ntpskeys

# Specif{ the key didentifiers which are trusted.
#trustedkey 4 8 42

# Spec1f¥ the key didentifier to use with the ntpdc utility.
#requesthey

# Spec1f¥ the key ddentifier to use with the ntpg utility.
#controlkey

# Enable writing of statistics records.
#statistics clockstats cryptostats loopstats peerstats

Eerver 173.%...252.254 |
[root@®CUCsSD-I-5_4_0_0 -]+ |

If you edited the ntp.conf file, you must restart the nptd service and check the NTP synchronization. It may take a while
but when the clock is synced with the NTP server there will be a “*’ to the left of the IP address.
e Restart the ntpd services: ‘service ntpd restart’

e View the configured ntp servers and check for synchronization: ‘ntpq -p’

[root@cucso-1-5_4_0_0 ~J# service ntpd restart |
shutting down ntpd: [ OK
starting ntpd: [ OK

[root@clcsD-I-5_4_0_0 ~]#[%:E§::E]
remote refi st t when poll reach delay offset Jitter

3 . LOCAL (1) 5u 50 &4 1 1.484 3,461 0.000
DOT@CUCSD-I-5_4_0_0 ~1% I




Change the time zone to the local timezone where the Primary Node, Inventory Database Service Nodes and the

Monitoring Database reside. This will ensure the logs will match everywhere.

e Determine the current timezone: ‘Is -l /etc/localtime’
e Determine your timezone if your in America: ‘Is fusr/share/zoneinfo/America/’
e This deployment is in Dallas so | will choose ‘Chicago’ for Central Standard Time.

_4_0_0 ~1# 1s -1 fetc/Tocaltime
oot root 2 | -+ Jfusr//share/zoneinfo/Erc/UTC
400 ~]# 1=

[root@c0csD-I-5
Trwxrwxrwx, 1 r
[root@CUCsSD-I-5
Adak

anchorage
Anguilla
Antigua
Araguaina
Argentina
Aruba
Asuncion
Atikokan
Atka

Bahia
Bahia_Banderas
Barbados
Belem

Belize
Blanc-sablon
Boa_vista
Bogota

Boise
Buenos_Aires
Cambridge_Eay
[root@c0csD-I-5

usr/shares/zoneinfo america

Campo_Grande
cancun
caracas
Catamarca
Cayenne

Cayman
IFEEEE!E!
-Thuahua

Coral_Harbour
Cordoba
Costa_Rica
Creston
cuiaba
curacao
parmarkshavn
Dawson
Dawson_Creek
Denver
Detroit
pominica
Edmonton
_4_0_0 ~1# 1l

Eirunepe
El_salvador
Ensenada
Fortaleza
FOrt_wayne
Glace_Bay
Godthab
Goose_Bay
Grand_Turk
Grenada
Guadeloupe
Guatemala
Guayaquil
GUyana
Ha'lifax
Havana
Hermosillo
Indiana
Indianapolis
Inuvik
Igaluit

Jamaica
Jujuy
Juneau
Kentucky
Knox_IN
Kralendijk
La_Paz
Lima
Los_angeles
Louisville
Lower_Princes
Macaio
Managua
Manaus
Marigot
Martinique
Matamoros
Mazatlan
Mendoza
Menominee
Merida

Metlakatla
Mexico City
Miquelon
Moncton
Monterr
Montevideo
Montreal
Montserrat
Nassau
New_York
Nipigon
Nome
Noronha
North_bakota
ojinaga
Panama
Pangnirtung
Paramaribo
Phoenix
Port-au-Prince
POrto_Acre

Port_of_Spain
Porto_velho
Puerto_Rico
Ra‘iny_River
Rankin_Inlet
Recife

Regina
Resolute
Rio_Branco
ROsario
santa_Isabel
Santarem
santiago
Santo_pomingo
Sao_Paulo
Scnresb{sund
ShiEruc

Sitka
St_Barthelemy
st_Johns
St_Kitts

St_lucia
st_Thomas
st_wincent
swift_Current
Tegucigalpa
Thule
Thunder_Bay
Tijuana
Toronto
Tortola
vancouver
virgin
whitehorse
winmipeg
yakutat
yellowknife

Change the timezone and verify. | have chosen the Central Time Zone for my location.

e Copy the localtime to new file named old.timezone: ‘cp /etc/localtime /root/old.timezone’

e Remove the localtime file: ‘rm /etc/localtime’

e When asked ‘rm: remove symbolic link ‘/etc/localtime’?’: enter ‘y’ for yes

e (Create the new localtime file: ‘In -s fusr/share/zoneinfo/America/Chicago /etc/localtime’

e Verify the timzone is what you set it to: ‘date’

e Verify the link: ‘Is -1 /etc/localtime’

[root@clcsn-1-5
[root@&cuCsD-I-5

[root@CuCsD-I-5_4_0_0 ~]#[In -5

rm: remove symbo1?c Tink °
_ date

[root@&CuCso-I-5

Thu Mow 5 21:4

_4_0_0 ~]# cp

etc/ocaltime

root fold. timezone]

_4_0_0 ~]#_rm

etc/localtime
etc/Tocaltime' 7|y

usr/share/zoneinfo america/Chicago

et/ Tocaltime |

_4_ 0 0 ~]
9:37 CST

[root@CUCSD-I-5_4_0_0 ~]#[ 1s -1 Jetc/Tocaltime]|
5 24w Jetc/Tocaltime -> Jusr/share/zoneinfo/america/Chicago

Trwxrwxrwx 1 root root 35

[root@CuCsD-I-5

oo -1# 1

o



3. Create the Monitoring Database Node

3.1. Create Monitoring Database VM

Log into vCenter and Select File -> ‘Deploy OVF Template’.

|J-_-T,J redy S

l4wc0801.gsp-r5.cloudlab.cisd

Yiew Inventory Administratior

Mew 3 "

| Deploy OYF Template. ..
Export ]
Report 3

Browse to the “CiscoUCSDirector_OVF10.ovf”, select it for deployment then click ‘Next’.

|J--_-T,J Deploy O¥F Template =10l ]

Source
Select the source location,

Source

OVF Template Details

Mame and Location
Haost | Cluster

Resource Pool

Disk Format Deploy From a File or URL

Ready ko Complzte

Organize ¥ Mew folder EECR E;l .@.

- N .
¢ Favorites =1 Mame | Date modified | Type

Bl Deskhop
4 Downloads

= Recent Places

4 Libraries
3 Documents
J’ Music

=/ Pictures

B8 videos

M Computer

P =l | i

File name: ICiscoUCSDirector_O\u’FlD.ovF j IOVF packages (*ovf*ova)

Help
_— Open I Cancel |

L




Verify details and click ‘Next’.

@ Deploy O¥F Template =]
0O¥F Template Details
verify OWF template details,
Source
O¥F Template Details
End User License Agreemant Product: e AL
Mame and Location Version: 400
Host | Clusker
Resource Fool Yendaor: Cisco Systems
Diisk Formak
Properties Publisher: Mo certificate present
Ready to Complete
Dowrload size: 4.3 GB
Size on disk: 7.6 GB (thin provisioned)
100.0 GE (thick provisioned)
Description: Cisco UCS Director 5.4.0.0 (Emerald Bay)
Mote: It is mandatory to reserve wCPU and Memory as
recommended by Installation and Deployment guide.
H H ‘ ’
Accept the license agreement and click ‘Next’.
@ Deploy O¥F Template [_ (O]

End User License Agreement

Accept the end user license agreements.,

Source

OVE Template Details

End User License Agreeme
Mamne and Location

Skorage

Disk. Format

Metwork, Mapping

Properties

Ready to Complete

| | @

IMPORTAMNT: PLEASE READ THIS EMD LISER LICENSE AGREEMENT CAREFULLY, IT IS WERY
IMPORTAMT THAT YOU CHECK THAT YOL ARE PURCHASING CISCO SOFTWARE OR EQUIFPMENT
FROM AN APPROYED SOURCE AMD THAT ¥OLU, OR THE ENTITY YOU REPRESENT (COLLECTIVELY,
THE "CUSTOMER") HAVE EEEM REGISTERED AS THE END UISER FOR THE PLURPOSES OF THIS CISCO
EMD LISER: LICEMNSE AGREEMENT. IF %OU ARE NOT REGISTERED A5 THE EMD LISER YOL HAVE MO
LICEMNSE T UISE THE SOFTWARE AMD THE LIMITED WARRANTY IN THIS EMD LISER LICENSE
AGREEMEMT DOES MOT APPLY . ASSUMIMNG YOU HAYE PURCHASED FROM AN APPROVED SOURCE,
DOWNLOADING, INSTALLIMNG OR LUISING CISCO OR CISCO-SUPPLIED SOFTWARE CONSTITUTES
ACCEPTANCE OF THIS AGREEMENT.

CISCO SYSTEMS, IMC, OR ITS AFFILIATE LICENSING THE SOFTWARE ("CISCO") IS WILLING TO
LICENSE THIS SOFTWARE TO YO ONLY LUPON THE CONDITION THAT ¥OU PURCHASED THE
SOFTWARE FROM AN APPROYED SOURCE AMD THAT YOU ACCERT ALL OF THE TERMS
CONTAINED IN THIS EMD USER LICEMSE AGREEMENT PLUS ANY ADDITIONAL LIMITATIONS ON
THE LICENSE SET FORTH IM & SUPPLEMENTAL LICEMSE AGREEMENT ACCOMPAMNYING THE
PRODUCT, MADE AVAILABLE AT THE TIME OF YOUR ORDER, OR POSTED ON THE CISCO WEESITE
AT v, cisco,comfgofberms (COLLECTIVELY THE "AGREEMENT"), TS THE EXTENT OF ANY
COMFLICT BET'WEEM THE TERMS OF THIS END LISER. LICENSE AGREEMEMT AMND ANY
SUPPLEMENTAL LICEMNSE AGREEMENT, THE SUPPLEMENTAL LICEMSE AGREEMENT SHALL APPLY, BY
DOWNLOADING, INSTALLING, OR ISING THE SOFTWARE, YOU ARE REPRESEMTING THAT %0OLI
PURCHASED THE SOFTW@RE FROM AN APPROVED SOURCE AMD BINDIMG YOURSELF TO THE
AGREEMEMT. IF YU DO NOT AGREE TO ALL OF THE TERMS OF THE AGREEMEMNT, THEM CISCO IS
UMMWILLING T LICEMSE THE SOFTWARE TO YOU AMD (4] YO MAY MOT DOWHLOAD, INSTALL OR
USE THE SOFTWARE, AND (B) YOU MAY RETURN THE SOFTWARE (INCLUDING ANY UNOPENED CO
PACKAGE AND ANY WRITTEN MATERIALS) FOR & FULL REFUND, OR, IF THE SOFT'WARE AND
WRITTEN MATERIALS ARE SUPPLIED A5 PART OF ANOTHER PRODUCT, ¥OU MAY RETURMN THE
ENTIRE PRODUCT FOR A& FULL REFUIND, ¥OUR RIGHT TO RETURM AND REFUMD EXPIRES 30 DAYS
AFTER PURCHASE FROM AN APPROVED SOURCE, AMD APPLIES OMLY IF ¥OU ARE THE ORIGINAL
AND REGISTERED EMD LISER PURCHASER, FOR THE PURPOSES OF THIS END LISER LICENSE
AGREEMENT, AN "APPROVED SOURCE" MEAMS (A) CISCO; OR (B) A DISTRIBEUTOR OR SYSTEMS
INTEGRATOR AUTHORIZED BY CISCO T DISTRIBUTE f SELL CISCO EQUIPMENT, SOFTWARE AND
SERVICES WITHIN ¥QUR TERRITORY T EMD USERS; OR (C) A RESELLER ALUTHORIZED BY ANY
SUCH DISTRIBLIT R SYSTEMS INTEGRATOR IM ACCORDANCE WITH THE TERMS OF THE
DISTRIBUTOR EEMENT WITH CISCO TO DISTRIBUTE [ SELL THE CISCO EQUIPMEMNT,

Accept

]

Help |

< Back Mexk = | Caneel |

A




Name the VM and click ‘Next’.

Deploy O¥F Template H[=] 3

Name and Location
Specify a name and location For the deployed template

Source

OWF Template Details

End User License Agreement
Name and Location

Host | Cluster

Resource Pocl Inventory Location:
Disk Farmat g :

Properties B [ rednSra4vc0anl.asp-rS.cloudiab, cisco.com

L
Ready to Complete B [Eg [E5R-MGHIT
[} Discovered virtual machine

The name can contain up o 80 characters and it must be unique within the inventory Folder,

]

Select Cluster/Host to deploy this VM on and click ‘Next’.

Host / Cluster
On which host or cluster do you wank to run the deployed template?

Source
OWF Template Details
End User License Agreement
Mamne and Location
E Host / Cluster
Specific Host
S

|J-_T,J Deploy O¥F Template I[=1 B3

Specify a Specific Host
On which host within the cluster should the deploved template ron?

2 [ GsP_mamT
i culpeperl
i culpeper2

SOurCe Choose a specific host within the cluster,

OV Tem, Ifate Detals 0On clusters that are configured with vSphere H& or Manual mode vSphere DRS, each virtual maching musk
End User License Agresment | g assigned to a specific host, even when powered off,

Mame and Location

B Haost { Clusker Select a host from the list below:
Specific Host Host Mame I
Disk. Formnat E 172.17.80.68
Properties

Ready to Complate E 17217.80.61

[ 172178085
@ 17z.17.80.62
& 172.17.80.68

Select a storage location to install the VM and click ‘Next’.
|J:7J Deploy D¥F Template =]

Storage
Where do vou want to store the virtual machine files?

Source Select a destination storage for the virtual machine Files:
OWF Template Details ) /A
. -
End User License Agreement YM Storage Profile: I J
Hame and Location Marne | Drive Type | Capacity | Provisioned | Free | Type | Thin Prav
Host f Cluster =
::St Cluster B datastorel (9 Mon-SSD 5.00GE 726.00 MB 4.29GE WMFSS Supporte
orage =
Dk Formot * B MGMT-5ANL Nor-550 3.907B 3.95 1B 1.99TE VMFS5 Supparte

Rlebnrk Manninn

Leave the default settings for the Disk Format and click ‘Next’.

eploy DYF Template =] B3

Disk Format
In which Format do you want ko stare the virkual disks?

Source

Datastore: IMGMT-SANI
OVF Template Details
End User License Agresment

Avallable space (GE): I 2035.5
Name and Location pace (GE)

Host ' Cluster
Skorage
Disk Format
Metwork Mapping
Properties " Thick Provision Eager Zeroed

Ready to Complete " Thin Pravision

% Thick Provision Lazy Zeroed




Select the Network to put this VM on and click ‘Next’.

|J-_T,J Deploy O¥F Template =]

Network Mapping
What networks should the deploved template use?

Source
CVF Template Details Map the networks used in this OYF template ko networks in vour inventory

End User License Agreement

Mame and Location Source Mebworks ination, Mebworks
Host { Cluster = T
T = N o

Enter a password for Root and Shelladmin Accounts, Management IP Address, Subnet Mask, Gateway and click ‘Next’.

|J-_T,J Deploy O¥F Template H=1

Properties
Customize the saftware solution For this deployment.

Source
CWF Template Details
End User License dgreement

Application
Mame and Location pp
Host | Clusker Root Password
Storage Root Password
Disk. Farrnat
e Enter password i
Metwork Mapping P |—|
Properties Confirm password |********

Ready to Complete

shelladmin Password
Shelladrin Password

Enter password M‘
Confirm password [ |

Management IP Address
Enter Managerment IP Address For eth0, Set 0.0.0.0 ko use DHCP
172 17 &0 | 121

Management IP Subnet Mask
Enter Management IP Subnet Mask For eth, Set 0.0.0.0 to use DHCP
255,855,255 , 0

Gateway IP Address
Gakeway IP Address

172 .17 .80 , 1

Help | < Back. | Mext = I Cancel

L%



Select Power on after deployment and click ‘Finish’.

Deploy O¥F Template

Ready to Complete

Are these the options you want to use?

I[=] S

Source
CVE Template Details
End User License &gresment
Mame and Location
Host { Clusker
Storage
Disk. Farrnat
Metwork Mapping
Properties
Ready to Complete

‘when yvou click Finish, the deplovment task will be started.

Deployment settings:

OVF file:
Dowrload size:
Size on disk:
Marme:

Folder:
Host/Cluster:
Specific Host:
Datastore:

Disk provisioning:
Metwork Mapping:
1P Allocation:
Properby:
Properkby:
Properby:

x

¥ Power on after deployment

i\Users\administrator . G3P-RS\DownloadsCUCSD 5 4.,
+.3 GB

100.0 GB

CUCSD-M-5.4.0.0

G5P_MGMT

Richardson

172.17.80.67

MGEMT-54M1

Thick Pravision Lazy Zeroed

"Metwork 1" to "MGMT_g0"

Fixed, IPv4

ucsd_mgmt_ip_sth0 = 172,17.80.121
ucsd_mgmt_subnet_ethd = 255,255,255.0
ucsd_mgmt_gateway _eth0 = 172,17.80,1

Help |

After deployment click ‘Close’.

|J-_j Deployment Completed Successfully

Deployving CUCSD-M-5.4.0.0

Completed Successfully

o oo |

IS E3

< Back Finish Cancel

Select the Monitoring VM and select ‘Open Console’.

£ CUCsD-1-5.4.0.0
3 CUCSD-ME3.2.0

(s [CUCSDME.4.0.0

B CUCSD-P-5.3.2.0
{3 CUCSD-51-5.3.2,
3 DC1-AD-PODL

3 DC1-AD-POD2
o

DC1-YC-PODL

In vCenter Server, virtuz
clusters. The same host

Power
Guest

Snapshot

»
3
4

@ Open Console *



Monitor the console until the installation is complete and you will see a screen similar to the one below. The installation

will take several minutes to complete so be patient.

[ CUCSD-M-5.4.0.0 on 172.17.80.67 =
File ‘igw WM

DDW@‘@ @) ﬁgﬁ‘[ﬁ’ P B

UcsDp-5.4.8.8 - 5.4.8.0-Emerald Bay

0 manage this UM browse to https:/r172.17.808.121:443~

=] Use Arrow Keys to navigate
Set Timezone (Current:UTC) and <ENTER> to select your choice.




3.2. Install/Update VMWare tools & VM Version

Navigate to the Monitoring Database VM and select ‘Shut Down Guest’.

L =uTur e WU RS STIVIEUTITISTIL, a> SNy Sovinunrmesiis, o
{fy CUCSD-15.3.2.0 consolidate server applications.
3 CUCSD-I-5.4.0.0
I CUCSD-ME.3.2.0 In vCenter Server, virtual machines run on hosts or
{3 [CUCSD-M-5.4.0.0 clusters. The same host can run many virtual machines
% CUCSI}F"S'S'Z'D| Powier 4 | Pawer On ChH+E
CUCSD-51-5.3.2,
Guesk »
{3 DC1-AD-PODI Power OFF Chr+E
) DCL-AD-PODZ Snapshat 4 Suspend Chrl+zZ
{3 DC1-vC-PODL & open Consale Reset Chel4T
3 DC1-vC-POD2
Edit Settings. ..
{3 DC1-¥aM-POD1 @ It Settings Shut Down Guest  Chrl+D
s DC1-vsM-POD2 Bl migrats. . Restart Guest  ChrH+R
’ 7
Select ‘Yes’.
Confirm Shutdown

Shut down the guest operating systern of the virtual machine
l % 'CUCSD-M-5.4.0.0%7

Wait for the VM to completely shut down then right click on the VM and select ‘Upgrade Virtual Hardware’.

(3 CUCSD-EM-S.2.0.0 workstation environment
iy CUCSD-15.3.2.0 consolidate server applis
5 CUCSD-1-5.4.0.0

s CUCSD-M-5.3.2.0 In vCenter Server, virtuz
[5h [CUCSDME.4.0.0 clusters. The same host
[ CUCSD-P-5.3.2.0 Pawer b
s cuCsD-51-5.3.2. e .
3 DC1-AD-PODL

3 DC1-AD-POD2 Snapshot 4
& ocrve-popt | open Console |
% ES_EMP_SEEI (%  Edi Settings...

3 DC1-vSM-POD2 B migrate.., |
B gsp-ucsc-131a | Upagrade Virtual Hardware M

Select ‘Yes'.

Confirm Yirtual Machine Upgrade %]

This operation will cause the virtual hardware your guest
I % operating system runs on to change, It is an irreversible operation
~ that will make vour virtual maching incompatible with earlisr
wersions of WMware software products, It is strongly
recommended that yvou make a backup copy of wour disks before
proceeding,

Are you sure vou want to upgrade vour configuration?

- _ - =]

Right click on the VM and Select ‘Edit Settings’.
[ PR AT B AT Whware Tools: M
3 CUCSD-I-5.4.0.0 IP Addresses:
B CUCSD-M-5.3.2.0
{1 [CUCSD-M-5.4.0.0 -
s CUCSD-P-5.3.2.0 Pawer 4
£ CUCSD-51-5.3.2, Guest b
s DCL-AD-PODL F
s DCL-AD-PODZ Snapshot g
s DC1-vC-PODL B Open Cansale
2

DC1-¥C-POD2
[T T . Nl | |$

Edit Settings. ..




Click ‘Add’.

|J-j CUCSD-I-5.4.0.0 - ¥irtual Machine Properties

Hardware IOptions I Resources I Profiles I WSErViCES |

I~ Shaw &l Devices * add... | Remmye |

Hardware | Summary |
T BT T

O s D
(3 video card Video card

= VYMCI device Reskricked

@ 551 controller 0 LI Logic Parallel

& Harddisk1 Wirkual Disk.

EB Metwork adapter 1 MGEMT_80

Select ‘CD/DVD Drive’ and click ‘Next’.

J-j Add Hardware

Device Type
‘ehat sort of device do wou wish to add to your virtual machine?

Device Type Choose the bype of device you wish to add,

Seleck COIDVD Media

Select Drive _ (i) Serial Port Infarmation

Advanced Options

Ready o Complete @ Paralel Port This device can be added to this Virtual Machine.

Floppy Drive
D D Drrive
&) USE Contraller

Leave default ‘Use physical drive’ and click ‘Next’.
Add Hardware >

CD/D¥D Media Type
What media should the virtual drive access?

Device Type Select the type of media that the virtual drive will access,
Select CD/DYD Media

Select Drive [ CDfDvD

Advanced Optians

Ready to Complete % Use physical drive

Choose this option to give the guest operating system access ko a
CD{DYD drive on the client or host,

' Use IS0 image

Choose this option o use an IS0 image file as the DYD or CO-ROM
media,

Leave default and click ‘Next’.

Add Hardware

Select CD/DYD Drive
Wwhat physical COJDYD drive do you want to use?

Device Tvpe ) Device Location

Select COJIVD Media Ir Location & Client € Host ‘
Select Drive

Adv;nced Optiolns Conneckion

Ready to Complete Dirive: I j

¥ Pass through {recommended)
 ATAPI Emulation

Device Status

= Conmect at POESR G



Leave default and click ‘Next’.
%) Add Hardware

These advanced options do not usually need to be changed.
Specify Advanced Options

Device Type Wirtual Device Node
Seleck COYDVD Media ’7

Select Drive
Advanced Options

Review and click ‘Finish’.
%) Add Hardware

Ready to Complete
Review the selected options and click Finish to add the hardware,

Device Type Options:
Select COYDVD Media
Seleck Drive Hardware type: CDDND Drive
Advanced Options Drive connection:  Use physical drive
Ready to Complete Det\u'lce Location: C!lent

Drive Access: Direct Access

Wirkual Device Mode:  IDE {0:0)

Review and click ‘OK’.

|J.- CUCSD-M-5.4.0.0 - Yirtual Machine Properties

Hardware IOptions | s | Profiles | B | virtual Machine Yersion: vmex-09
— Device Status
™ Show &Il Devices Add... Remave | [T Cormected
Hardware | Summary | ™| Conmest at POWEr On
Wl Memary 12285 MB —Device Type
I crus 4 pu
o .
(3 video card Video card it Deicz ) )

K ) Mote: To connect this device, wou musk power on the
= YMCI device Restricted wirtual machine and then click the Connect CDJDVD
(& sl controller 0 LSI Logic Parallel button in the toolbar,

& Hard disk 1 Wirtual Disk,
m - Network adapter 1 ................... MGMT_B0 | Host Device
£ New CD/DVYD (adding) Client Device I 0

Right click on the VM and select ‘Power On’.

op ~-w-ou-imeneu YMWare 100ls: A Mot runring (Oue-or-0ate)

3 CUCSD-I-5.4.0.0 IP Addresses:

3 CUCSD-M-5.3.2.0

(31 [COCSDM5.4.0.0 pc etbinct Lo sl

@ cucso-p53.20( Pawer [ poweron *ma |
R o = Z 1

4 CUCSD-51-5.3.2.0 -

Open the VM Console to watch the VM Boot. Right click on the VM and select ‘Open Console’.

3 CUCSD-1-5.3.2.0 WMware Tools: i ¥
3 CUCSD-I-5.4.0.0 1P Addresses:

B CUCSD-M-5.3.2.0

3 [CUCSD-M-E.4.0.0
3 CUCSD-P-5.3.2.0 Pawer 4
B CUCSD-51-8.3.2.

Guest 3
DZ1-AD-PODT F
Sniapshot |

)]
3 DC1-AD-POD2 =
& DCLvCPOD! || Open Console *




Once the VM is completely up, you should see the login screen similar to below.

%) CUCSD-M-5.4.0.0 on 172.17.80.67 [T
File Wigw ¥M

il W@|& %] ﬁiﬂ‘[n’ “2 @

UCsSD-5.4.8.8 - 5.4.8.8-Emerald Bay

o manage this UM browse to https:/-172.17.88.121:443~

Slogin ] Use Arrow Keys to navigate
Set Timezone (Current:UTC) and <ENTER> to select your choice.

From the console, select ‘Install/Upgrade VMware Tools’.

5] CUCSD-M-5.4.0.0 on 172.17.80.67 M= =3
File Wiew |vM

il | Power 4 | ] I
—— Guest 4 Answer Question, ..
UCSD-5
Snapshot 4 Send Chri+alt+del
0 mana e *InstallIUpgrade Ylware Tools

Select ‘Interactive Tools Upgrade’ and click ‘OK’.

(¢ Interactive Tools Upgrade
Use this option to change the installed VMware tools component.

¢ Automatic Tools Upgrade

vCenter will upgrade VMware tools without interacting with the guest OS.
The virtual machine will automatically reboot after the upgrade, if needed.

Advanced Options: |

Upgrade behaviour can be adjusted using advanced options. Consult the
vCenter documentation about using these options.

Help ' OK Cancel




SSH to the Monitoring Database Node and login using the root account.

Make a dir for cdrom: ‘mkdir /mnt/cdrom’

Mount the cdrom: ‘mount /dev/cdrom /mnt/cdrom’

Copy vmware install to /tmp: ‘cp /mnt/cdrom/VMwareTools-5.0.0-<xxxx>.tar.gz /tmp/’ Note: tab out the VMware
tools part so you don’t have to figure out the correct name.

Unzip the files in /tmp: ‘tar zxf /tmp/VMwareTools-5.0.0-<xxxx>.tar.gz’ Note: tab out the VMware tools part so
you don’t have to figure out the correct name.

Change directory: ‘cd vmware-tools-distrib’

Run the install: ‘./vmware-install.pl’

Accept all the defaults by Pressing Enter for all the options.

Note: You will probably get the following message.

VMware Tools cannot be installed, since they have already been installed using a package-based mechanism (rpm or
deb) on this system. If you wish to continue, you must first remove the currently installed VMware Tools using the
appropriate packaged-based mechanism, and then restart this installer

Execution aborted.

Found VMware Tools CDOROM mounted at /mnt/cdrom. Ejecting device /dev/cdrom ... No eject (or equivilant)
command could be located. Eject Failed: If possible manually eject the Tools installer from the guest cdrom
mounted at /mnt/cdrom before canceling tools install on the host.

If you get this message, we need to Delete the VMware tools directory: ‘rm -rf /usr/lib/vmware-tools/’

Change directory: ‘cd vmware-tools-distrib/’

Re-Run the install: ‘./vmware-install.pl’

Enter ‘Yes’ to the ‘Would you like to remove the install DB?’ You will probably get a Failure and Execution aborted.
Re-Run the install: ‘./vmware-install.pl’

Accept all the defaults by Pressing Enter for all the options.

From the console, select ‘Install/Upgrade VMware Tools’.

[59 CUCSD-M-5.4.0.0 on 172.17.80.67 T =T

File Wigw | ¥M

| Power 3

GGuesk 4 | Answer Queskion. ..
Snapshat 4 Send Chri+alt+del
G Edit Settings... * Install{Upgrade YWMware Tools |

Select ‘Automatic Tools Upgrade’ and click ‘OK’.

@ Install/Upgrade Tools =[]

" Interactive Tools Upgrade

Use this option ko change the installed YMware tools component.

{* Automatic Toals Upgrade

wZenter will upgrade ¥Mware tools without interacting with the guest 03,
The wirtual machine will automatically reboot after the upgrade, if needed.

Advanced Options: ||

Upgrade behaviour can be adjusted using advanced options. Consult the
wiZenter documentation about using these options.

Help | * (o] 4 Cancel




Verify Tools have been installed and ‘Running (Current)’ as shown below.

.
[ t72.17.80.66 Product: CUCSD-5.4.0.0
B 172178087 Yersion: 5.4.0.0 (5.4.0,0-Emerald Bay)
B 17z2.17.80.68 Yendaor: Ciscn Syskems
E} ADS1. TRAIMING LAE .
B APIC Guest 05 Cent0s 45067 (64-bit)
Gh APIC Simulator v101e ¥ Version: w03
E:‘ APIC Splunk CPL: 4 wCPU
@ CUCSD-5.3.1.2 Memary: 12283 MB
E} CUCSD-EM-5.2.0.0 Memory Overhead: 106.95 MB
@ CUCSDI-5.3.2.0 YMware Taols:
{3 CUCsD-I-5.4.0.0 IP Addresses: 1750, Yiewy all
B3 CUCSD-M-5.3.2.0
’Eﬂ DS Mamme: localhost . localdam
(D CUCSD-P-5.3.2.0 E¥C Mode: nja
B CUCSD-51-5.3.2.0
Ej D 1-AD-PODL Skate: Powered On
E} DC1-AD-PODZ Host: 172.17.80.67
Ej DiC1-YC-PODL Active Tasks:
3 DCL-YC-POD2 viphere HA Protection: (& Mia &1

Power off the VM, ‘Power Off’.

r e
3 CUCSD-I-5.3.2.0 YMware Tools: & Running (Current)
(s CUCSD-I-5.4.0.0 IF Addresses: 172.17.80.121 Yiew all
3 CUCSD-M-5.3.2.0
(3 [CUCS0-M5.4.0.0 e R
@ CUCsDP-5.32.0  power Bl Poweron Ctri4B
3 CUCSD-51-5.3.2,
Guest v Pawer OFf ‘Ct H+E
4 DC1-AD-PODY | el i
’ ’
Select ‘Yes’.
Confirm Power Off

Ensure that you hawe shuk down your guest operating system
% before powering off,
Power off the selected virtual maching 'CUCSD-M-5,4.000'7

Right click on the VM and select ‘Edit Settings’.

) [UCsD5 4,00 I

(1 [CUCSD-M-5.4.0,

{3 CUCSD-P-5.3.2.0 Fower ’
B CUCSD-51-5.3.2, Guest b

3 DC1-AD-PODY

3 DC1-AD-PODZ

{3 DC1-vC-POD1 ¥ open Console
m

.

DC1-YC-PODE |@

Snapshot 3

Edit Settings... |

Select ‘CD/DVD drive 1’, click ‘Remove’ and then click ‘OK’.

[ CUCSD-M-

0 - ¥irtual Machine Propetties

Hardware | Options | Resources | Profiles | wServices | Wirtual Machine Version: vmx-09
—Device Status
[~ Show &l Devices Add... | Remove I Commected
Hardware | Summary | |_ Connect at power an
M 12238 MB
W remory —Device Type
i crus 4
Q Wideo card Video card € Client Device
) ) Mote: To connect this device, you must power on the
= WMCI device Restricted virtual machine and then click the Connect CO/DWD
@ 5CScontroller 0 LI Logic Parallel button in the toclbar,
= Harddisk 1 ‘irkual Disk,
BB Metwork adapter 1 MGMT_50 © Host Device
&, coiovD drive 1 * [0 fustflibfvmwarefisi... | I ;

Right click on the VM and Select ‘Power On’.

————- L AL,

3 CUCSD-M-5.3.2.0
{51 [CuCsD-M-5.4.0. - Ll Lo ald
i cucsop-s.2.200 power » || poweron sl




Wait for the VM to completely boot up and then verify Tools have been installed and ‘Running (Current)’.

@ 172.,17.80.66 Product: CUCE0-5.4.0.0
B 172178067 ersion: 5.4,0.0(5.4.0.0-Emerald Bay)
E 172.17.80.68 Yendor: Cisco Systems
5 ADS1. TRAIMING, LAE ’
B APIC Guesk 05: CentDsS 45167 (64-bit)
Y1 Yersion: w09

&1 APIC Simulator v101e

5 APIC Splunk.

3 CUCSD-5.3.1.2
CICSD-EM-5.2.0.0
CLCSD-15.3.2.0 Wnare Tools:

CUCSD-I-3.4.0.0 IP Addresses: 172.17.80.121 Yiewy all
CCSD-M-5.3.2.0

@
@
@
@

*@ CUCSD-M-5.4.0.0 DS Mame: Incalhast Jocaldarn
@ CUCSD-P-5.3.2.0
@

@
@
@
@

PL: 4 wiCPL
Memory: 12288 MB
Memary Overhead: 106,95 ME

EWC Mode: {TE)
CJCSD-51-5.5.2.0
DC1-AD-POD1 State: Powered On
DC1-AD-PODZ Host: 172.17.80.67
DiZ1-WC-PODL Ackive Tasks:
DC1-YC-PODE viphere HA Protection: @ Mfa &7




3.3. Configure Monitoring Database

SSH to the Monitoring Database Node using the shelladmin account.

Configure NTP Server. From the Menu select 9 ‘Time Sync’. Replace the NTP IP Address with your NTP Server.

SELECT>[ 9]
Time Sync......
System Time is Fri Nov & 02:19:24 uTc 2015
Hardware time s Fri 06 Moy 2015 02:19:25 AM UTC -0.6956583 seconds
DO you want To sync Sﬁstemt'lme [yjn]’f‘
System time reset to hardware cloc
DO you want To sync tao WMTP [w/nl7
Enter MTP server to sync time with: 7R I Cor.254 |
mtpd Cpid 18687 dis running. .
shutting down ntpd: [ oK
& Now 02:19:42 ntpdate[3631]: adjust time server 173.77..02.25%4 offset 0.001981 sec

synchronized time with WNTP server '173.3I7..22.254°
added NTP serwver '173.27.7°52.254" to fetc/ntp.conf
starting ntpd: [ OK
synchronised to NTP server (173,23 ..002.2540 at stratum 6§

time correct to within 7940 ms

polling server every 64 =
Press return to continue

From the menu, choose (24) ‘Configure Multi Node Setup (Advanced Deployment)’ and press Enter.

e Enter ‘1’ to configure the current node.

e Enter ‘y’ when asked if you want to configure multi node setup.

e Enter ‘d’ to Configure the node as Monitoring DB.

e Enter ‘y’ when asked if you asked if you want to configure this node as Monitoring Database.

e Enter ‘y’ when asked about re-initializing the database.

e  When prompted to logout, enter ‘y’ and press enter. Log back in as shelladmin by entering ‘su shelladmin’

SELECT>[ 24 |
OO RO OO R R R R Rl R Rl R R R R R R R R TR R R R
Th1s w12ard he1ps tD do Multi Node setup
B T R R R R T T R

Configurat10n Opt10ns :

current MWode —-» Select ‘1’
Remote Node -—-»> Select '2°
exit —--» select '3’

Please enter an option:

T RO Rl R R R T T T T N T T R R R R R R

Cisco UCsS Director Multi MWode Setup reguires multiple instances of UCS Director ovF deployed with different configura
tions. Following are the required configurations:

% UCS Director Primary Mode (1 Instance) . This node also acts as a front end UI node

®* UCS Director Service Node (1 or more instances ). Service node can he reconfigured as Primary Mode when necessary.
®* UCS Director Inventory DB Node (1 Instance)

®* UCS Director Monitoring DE Mode (1 Instance)

refer to UCS D1rect0r chumentat10n for additional details on Multi Node Setup.
OO O Rl R R R R R R Rl R R R R R R R Tl R R R R

This is a standalone node
Do you want to configure multi node setup [y/’n]?
select a option from the menu below

a) cConfigure as Primary Node
b) cConfigure as Service Node
c) cConfigure as Inventory DB
d) cConfigure as Monitoring DE
x)  Exit

Enter [a b c/d =]
1y_ou want to configure this node as monitoring Database [y/n]7-
Con iguring Monitoring DB
This will reinitialize database and you will lose all your data. Do you still want to continue? [y/n]
user selected 'y' reinitialize database
Checking DB Status
Database (127.0.0.1)
Status: UP
Client: Tocalhost Connections: 17

Stopping Services

Disapling UCS Director services at startup

Enahling Remote Database access to Primary node and Service node
removing infra start/stop/status scripts

re-initializing Database

Conf1gured Monitoring Database Successfully

In order for changes to take effect Togout and login back

Do you want to Togout [y/n]



Verify the services for the Monitoring database are up and running, choose (2) ‘Display Service Status’ and press Enter.
You should see the lines in the red box below. Note: After you return to the shelladmin, the menu options change to

those available for an Monitoring database node.
Cisco UCs Director shell Menu

mMonitoring Database
select a number from the menu below

1% change shelladmin Password

2) Display services Status

3) Stop Database

471 Start Database

5) Backup Database

6) Restore Datahase

70 Time sync

g2 Ping Hostname//IP address

9) Configure Metwork Interface

100 DisE1ay Metwork Details

11) Enable Database for Cisco UCS Director Baremetal Agent
12) add cisco UCs Director Baremetal Agent Hostname/IP
130 shutdown A€p1iance

14) Reboot Appliance

15) Manage ROOT ACCEsS

16) Login as Root

170 apply Patch

18) quit

SELECT3 2 |
mMonitoring database ( L0.0.10

Status:[UP|

Press return to continue ...[

Edit the /etc/hosts file to update the name and IP address of the host. SSH to the Monitoring Database Node using the
root account.

e Edit the hosts file: ‘vi /etc/hosts’

e Go to the end of the line: ‘shift + a’

e Create a new line: press return

e enter your host details: example shown below
e when done: press ‘esc’

e enter “wql

e Verify the hosts file has been saved: ‘cat /etc/hosts’
[root@localhost ~]#[cat Jetc/hosts |

127.0.0.1 Tocalhost.localdom Tocalhost localhost

172.17.80.120 CUCsDp-I-5_4_0_0

172.17.80.121 CUCSD-M-5

172.17.80.122 CUCsD-3-5

1?2 17.80.11% CUCsSD-P-5_- _
11 Tocalhost. Tocaldom 1

[ruot@10ca1host ~1# 11

A
N
L

DDD

_0
_0
0
[a}

calhost Tocalhost ipé-Tocalhost ip6-Toopback

Edit the /etc/resolv.conf to update the DNS servers.

e Edit the resolv.conf file: ‘vi /etc/resolv.conf’

e press ‘i’ forinsert

e enter ‘search localhost your domain name’, Note: Sometime search localhost is already there

e enter dns server ip address after nameserver, Note: if you have multiple DNS servers, enter on separate lines
e when done: press ‘esc’

e enter “wqV

e Example:

nameserver 177.17. 80,104 |
nameszerver 8.8.8.8
nameserver B.8.4.4

e _ Verify the changes: ‘cat /etc/resolv.conf’

[FDDt@1DCa1hDSt ~]# cat letcireson cont

; generated by Jshin/dhclient- scr1pt
search Tocalhost gsp-rs.cloudlab. cisco. com
nameserver 172.17.80.104

nameserver 8.8.8.8

nameserver 3.8.4.4

[root@localhost ~]#




Edit the hostname in /etc/sysconfig/network

e Edit the network config: ‘vi /etc/sysconfig/network’

e Move cursor to the beginning of localhost where it is on the | and enter ‘cw’ (change word)
e Enter the Host name for the Monitoring Database Node

e Enter your domain name

e when done: press ‘esc’

e enter “wql

e Verify changes were saved: ‘cat /etc/sysconfig/network’

[root@localhost ~]#[cat Aetc/swsconfig/netwark]
METWORKING=yes

METWORKING_IFPVE=yes

HOSTHNAME SCUCSD-M-5_4_0_0

DOMAINMAMESgsp-r5. cloudTab. cisco. com|
[root@localhost ~J# B

Change the hostname.
[root@]localfost ~]# [hostname CUCSD-M-5_4_o_0]

root@localhost ~]# [Rostname
UCSD-mM-5_4_0_0

[root@localhost ~]# N

Log out and log back into the Monitoring Database and you will see the new hostname.
[rootgCUCso--5_4_0_0~1#

Verify NTP servers for Monitoring Database Node are configured and synced. SSH into Monitoring Database Node using
root account.

e Create ntp user: ‘useradd ntp’ Note: If the ntp user already exist, the system will let you know.

e Restart the nptd services: ‘service ntpd restart’

e Verify configured NPT servers: ‘ntpq -p’

e The “*' next to the NTP server IP address indicates the Monitoring Node is synced to the NTP server.
[root@clCsD-M-5_4_0_0 ~]#

useradd: user 'ntp' already exists

[root@-uCsSD-M-5_4_0_0 ~]#[ service ntpd restart|

Shutting down ntpd: [ oK

starting ntpd: [ ok ]
[root@CUCSD-M-5_4_0_0 ~]# ntpg —p |

remote refid st t when poll reach delay offset jitter
%E.'.Z:_.'._'ZE.'EEE'TéEi[Eii__""_"E'G""é'"éi'"'i""i.'iﬁ""Eféié'"afaaé
root@_UCSD-M-5_4_0_0 ~]#



Optional: If you need to configure multiple NTP servers you can do so by editing the ntp.conf file.

e Edit the ntp.conf file: ‘vi /etc/ntp.conf’

e cursor down to the ‘server’ line

e press ‘shit + a’ for insert and go to the end of the line

e press return to create a new line

e enter ‘server your ip address’ of your NTP server IP address
e press ‘esc’, then enter :wq!’ to quit and write the info

e Verify the config changes: ‘cat /etc/ntp.conf’

[root@CuCsD-M-5_4_0_0 ~]# cat fetc/ntp. conf |
# For more information about this file, see the man pages
# ntp.conf(5), ntp_acc(s), ntp_auth(s), ntp_clock(s), ntp_misc5), ntp_monf5).

driftfile ASvar/ Tib/ntpsdrift

# Permit time synchronization with our time source, but do not

# permit the source to quer¥ or modify the service on this system.
restrict default kod nomodity notrap nopeer noguery

restrict -6 default kod nomodify notrap nopeer noguery

# Permit all access owver the loopback interface. This could
# be tightened as well, but to do so would effect some of

# the administrative functions.

restrict 127.0.0.1

restrict -6 ::1

# Hosts on local network are less restricted.

#restrict 192.168.1.0 mask 255.255.255.0 nomodify notrap
#hroadcast 192.168.1.255 autokey # broadcast serwver
#broadcastclient # broadcast <lient
#hroadcast 224.0.1.1 autokey # multicast server
#multicastclient 224.0.1.1 # multicast client
#manycastserver 239,255.254,254 # manycast server
#manycastclient 239.255.254.254 autokey # manycast client

# Enable public key cryptography.
#Crypto

incTudefile fetc/ntpsoryptospw

# Key file containing the kews and key ddentifiers used when operating
# with symmetric key cryptography.

keys Jetc/ntprkeys

# Specifg the key identifiers which are trusted.
&

#trustedkey 4 § 42

# Specifg the key identifier to use with the ntpde utility.
#reguestkey 8

# SpecifE the key identifier to use with the ntpg utiTity.
#controlkey 8

# Enable writing of statistics records.
#statistics clockstats cryptostats loopstats peerstats

|server 1737 ;2.234|
[root@Zucsp-mM-5_4_0_0 ~]# |}

If you edited the ntp.conf file, you must restart the nptd service and check the NTP synchronization. It may take a while
but when the clock is synced with the NTP server there will be a ‘*’ to the left of the IP address.

e Restart the ntpd services: ‘service ntpd restart’

e View the configured ntp servers and check for synchronization: ‘ntpq -p’
[root@Cucsn-M=-5_4_0_0 ~]# service ntpd restart |
shutting down ntpd: [ OK
Starting ntpd: [ oK ]
[root@COCsSD-M-5_4_0_0 ~]# ntpg —p |
remaote refid =t t when poll reach delay  offset Jitter

73,50 a2, 2084  LOCAL(LD 5 U & &4 1 1.445 2.928 0,000
[Foot@ZUCsSh-M-5 4 0 0 ~14#




Change the time zone to the local timezone where the Primary Node, Inventory Database Service Nodes and the
Monitoring Database reside. This will ensure the logs will match everywhere.

e Determine the current timezone: ‘Is -l /etc/localtime’
e Determine your timezone if your in America: ‘Is fusr/share/zoneinfo/America/’
e This deployment is in Dallas so | will choose ‘Chicago’ for Central Standard Time.

[root@CUCSD-M-5_4_0_0 ~J#[T1s -1

etc/Tocaltime

Trwxrwxrwx., 1 root root 27

[Froot@cucso-mM-5_4_0_0 ~]#|1s Jusr/share/zoneinfo/america,

Adak Campo_Grande  Eirunape Jamaica
Anchorage cancun El_salvador  Jujuy
anguilla caracas Ensenada Juneau
antigua Catamarca Fortaleza kentucky
Araguaina Cayenne Fort_wayne Knox_IN
Argentina Cayman Glace_Bay Kralendijk
Aruba *_jcm caqo aodthab La_Paz
Asuncion Chihuahua Goose_Bay Lima
Atikokan Coral_Harbour Grand _Turk Los_angeles
Atka Cordoba Grenada Louisville
Bahia Costa_Rica Guadeloupe Lower_Princes
Bahia_Banderas Creston Guatemala Maceio
Barbados Cuiaba Guayaquil Managua
Belem Curacao GUyana Manaus
Belize panmarkshavn  Halifax Marigot
Blanc-sablon Dawson Havana Martinigque
Boa_wista Dawson_Creek Hermosillo Matamoros
Bogota Denver Indiana Mazatlan
Boise Detroit Indianapolis Mendoza
Buenos_Alires pominica Inuvik Menominee
Cambridge_Bay  Edmonton Igaluit Merida

[Froot@COCSD-M-5_4_0_0 ~]#

Metlakatla
Mexico_City
Miquelon
Moncton
Monterr
Montevideo
Montreal
Montserrat
Nassau
New_york
Nipigon
Nome
Noronha
North_bakota
ojinaga
Panama
Pangnirtung
Paramaribo
Phoenix
Port-au-Prince
POrto_Acre

- usr/share/zoneinfo/Etc/UTC

Port_of_spain
Porto_velho
Puerto_Rico
Rainy River
rankin_Inlet
rRecife

Regina
Resolute
Rio_Branco
ROsario
santa_Isabel
santarem
santiago
Santo_Domingo
sao_Paulo

scores und
ShiEnggs
sitka
st_Barthelemy

st_3ohns
St_Kitts

St_Lucia
St_Thomas
St_wvincent
swift_current
Tegqucigalpa
Thule
Thunder_EBay
Tijuana
Toronto
Tortola
vancouver
virgin
whitehorse
winnipeg
rakutat
rellowknife

Change the timezone and verify. | have chosen the Central Time Zone for my location.

e Copy the localtime to new file named old.timezone: ‘cp /etc/localtime /root/old.timezone’

e Remove the localtime file: ‘rm -f /etc/localtime’

e (Create the new localtime file: ‘In -s fusr/share/zoneinfo/America/Chicago /etc/localtime’
e Verify the timzone is what you set it to: ‘date’

e Verify the link: ‘Is -1 /etc/localtime’

lroot@ZUCSD-M-5_4_0_0 ~|# cp Jetc/Tocaltime

root//old. Timezone |

[root@cucsp-M-5_4_0_0 ~]# rm -

etc/Tocaltime]

[root@ucsD-M-5_4_0_0 ~]#[1n -s

usr/share/zoneinfo/americaschicago

etc/ocaltime |

[root@uCsSD-M-5_4_0_0 ~]# date
Fri Mowv 6 10:11:50 C5T 2015

[root@CUCSD-M-5_4_0_0 ~J#[15 -1

etc/localtime

Trwxrwxrwx 1 root root 35 Nov & 10:11 Jfetc/localtime -> Jusr/share/zoneinfo/america/Chicago

[Froot@CUCsSD-M-5_4_0_0 ~]#



4. Create the Primary Node

4.1. Create Primary Node VM

Log into vCenter and Select File -> ‘Deploy OVF Template’.

|J-_-T,J redy S

l4wc0801.gsp-r5.cloudlab.cisd

Yiew Inventory Administratior

Mew 3 "

| Deploy OYF Template. ..
Export ]
Report 3

Browse to the “CiscoUCSDirector_OVF10.ovf”, select it for deployment then click ‘Next’.

|J--_-T,J Deploy O¥F Template =10l ]

Source
Select the source location,

Source
OVF Template Details
Mame and Location
Haost | Cluster
Resource Pool
Disk Format Deploy From a File or URL

Ready ko Complzte

Organize ¥ Mew folder EECR E;l .@.

- N .
¢ Favorites =1 Mame | Date modified | Type

Bl Deskhop
4 Downloads

= Recent Places

4 Libraries
3 Documents
J’ Music

=/ Pictures

B8 videos

M Computer

P =l | i

File name: ICiscoUCSDirector_O\u’FlD.ovF j IOVF packages (*ovf*ova) j

Help
_— Open I Cancel |




Verify details and click ‘Next’.

@ Deploy O¥F Template =]
0O¥F Template Details
verify OWF template details,
Source
O¥F Template Details
End User License Agreemant Product: e AL
Mame and Location Version: 400
Host | Clusker
Resource Fool Yendaor: Cisco Systems
Diisk Formak
Properties Publisher: Mo certificate present
Ready to Complete
Dowrload size: 4.3 GB
Size on disk: 7.6 GB (thin provisioned)
100.0 GE (thick provisioned)
Description: Cisco UCS Director 5.4.0.0 (Emerald Bay)
Mote: It is mandatory to reserve wCPU and Memory as
recommended by Installation and Deployment guide.
H H ‘ ’
Accept the license agreement and click ‘Next’.
@ Deploy O¥F Template [_ (O]

End User License Agreement

Accept the end user license agreements.,

Source

OVE Template Details

End User License Agreeme
Mamne and Location

Skorage

Disk. Format

Metwork, Mapping

Properties

Ready to Complete

| | @

IMPORTAMNT: PLEASE READ THIS EMD LISER LICENSE AGREEMENT CAREFULLY, IT IS WERY
IMPORTAMT THAT YOU CHECK THAT YOL ARE PURCHASING CISCO SOFTWARE OR EQUIFPMENT
FROM AN APPROYED SOURCE AMD THAT ¥OLU, OR THE ENTITY YOU REPRESENT (COLLECTIVELY,
THE "CUSTOMER") HAVE EEEM REGISTERED AS THE END UISER FOR THE PLURPOSES OF THIS CISCO
EMD LISER: LICEMNSE AGREEMENT. IF %OU ARE NOT REGISTERED A5 THE EMD LISER YOL HAVE MO
LICEMNSE T UISE THE SOFTWARE AMD THE LIMITED WARRANTY IN THIS EMD LISER LICENSE
AGREEMEMT DOES MOT APPLY . ASSUMIMNG YOU HAYE PURCHASED FROM AN APPROVED SOURCE,
DOWNLOADING, INSTALLIMNG OR LUISING CISCO OR CISCO-SUPPLIED SOFTWARE CONSTITUTES
ACCEPTANCE OF THIS AGREEMENT.

CISCO SYSTEMS, IMC, OR ITS AFFILIATE LICENSING THE SOFTWARE ("CISCO") IS WILLING TO
LICENSE THIS SOFTWARE TO YO ONLY LUPON THE CONDITION THAT ¥OU PURCHASED THE
SOFTWARE FROM AN APPROYED SOURCE AMD THAT YOU ACCERT ALL OF THE TERMS
CONTAINED IN THIS EMD USER LICEMSE AGREEMENT PLUS ANY ADDITIONAL LIMITATIONS ON
THE LICENSE SET FORTH IM & SUPPLEMENTAL LICEMSE AGREEMENT ACCOMPAMNYING THE
PRODUCT, MADE AVAILABLE AT THE TIME OF YOUR ORDER, OR POSTED ON THE CISCO WEESITE
AT v, cisco,comfgofberms (COLLECTIVELY THE "AGREEMENT"), TS THE EXTENT OF ANY
COMFLICT BET'WEEM THE TERMS OF THIS END LISER. LICENSE AGREEMEMT AMND ANY
SUPPLEMENTAL LICEMNSE AGREEMENT, THE SUPPLEMENTAL LICEMSE AGREEMENT SHALL APPLY, BY
DOWNLOADING, INSTALLING, OR ISING THE SOFTWARE, YOU ARE REPRESEMTING THAT %0OLI
PURCHASED THE SOFTW@RE FROM AN APPROVED SOURCE AMD BINDIMG YOURSELF TO THE
AGREEMEMT. IF YU DO NOT AGREE TO ALL OF THE TERMS OF THE AGREEMEMNT, THEM CISCO IS
UMMWILLING T LICEMSE THE SOFTWARE TO YOU AMD (4] YO MAY MOT DOWHLOAD, INSTALL OR
USE THE SOFTWARE, AND (B) YOU MAY RETURN THE SOFTWARE (INCLUDING ANY UNOPENED CO
PACKAGE AND ANY WRITTEN MATERIALS) FOR & FULL REFUND, OR, IF THE SOFT'WARE AND
WRITTEN MATERIALS ARE SUPPLIED A5 PART OF ANOTHER PRODUCT, ¥OU MAY RETURMN THE
ENTIRE PRODUCT FOR A& FULL REFUIND, ¥OUR RIGHT TO RETURM AND REFUMD EXPIRES 30 DAYS
AFTER PURCHASE FROM AN APPROVED SOURCE, AMD APPLIES OMLY IF ¥OU ARE THE ORIGINAL
AND REGISTERED EMD LISER PURCHASER, FOR THE PURPOSES OF THIS END LISER LICENSE
AGREEMENT, AN "APPROVED SOURCE" MEAMS (A) CISCO; OR (B) A DISTRIBEUTOR OR SYSTEMS
INTEGRATOR AUTHORIZED BY CISCO T DISTRIBUTE f SELL CISCO EQUIPMENT, SOFTWARE AND
SERVICES WITHIN ¥QUR TERRITORY T EMD USERS; OR (C) A RESELLER ALUTHORIZED BY ANY
SUCH DISTRIBLIT R SYSTEMS INTEGRATOR IM ACCORDANCE WITH THE TERMS OF THE
DISTRIBUTOR EEMENT WITH CISCO TO DISTRIBUTE [ SELL THE CISCO EQUIPMEMNT,

Accept

]

Help |

< Back Mexk = | Caneel |

A




Name the VM and click ‘Next’.
Deploy O¥F Template = [=1

MName and Location
Specify a name and locakion For the deployved template

Source Marme:

CVE Template Details |CUCSD-P-5.4.D.EI
End User License Agreement

The name can contain up ko 80 characters and it must be unique within the inventory Folder,

Mame and Location
Host | Cluster

Resource Pocl Inventory Location:
Disk Format ¥ :

Properties = ﬂ rcdnSr44vc0301,gsp—+5.cloudlab. cisco.com

&
Ready bo Complete = ]_l SP—MGMT
[} Discavered virtual machine

Select Cluster/Host to deploy this VM on and click ‘Next’.

Host / Cluster
On which host or cluster do you wank to run the deployed template?

Source
OWF Template Details
End User License Agreement
Mame and Location
B Host / Cluster
Specific Host

|J-_T,J Deploy O¥F Template I[=] B

Specify a Specific Host
Onwhich host within the cluster should the deploved template run?

o iy GaP_MaMT
i culpeperl
i culpeper2

Source Choose a specific host within the cluster,

OVF Tem, Ifate Detals On clusters that are configured with «+Sphere HA or Manual mode wSphere DRS, each virtual machine must:
End User License Agresment | g assigned to a specific host, even when powered off,

Mame and Location

O Host | Cluster Select a host From the list below:
Specific Host Host Mame I
Disk. Format B 172.17.80

Properties
Ready to Complate

E 172.17.80.61
[ 172178085
E 17z.17.80.62
@ 172.17.80.66

Select a storage location to install the VM and click ‘Next’.
[ Deploy O¥F Template =]

Storage
‘where do vou want to store the virtual machine files?

SOUrce Select a destination storage for the virtual maching Files:

OWF Template Details

End User License Agreement M Storage Profile: I j a

Hame and Location Marne | Drive Type | Caparcity | Provisioned | Free | Type | Thin Prow
Host f Cluster @ datastorel (90 Mon-350 5.00GE 726,00 MB 4,29 GB WMFSS Supporte

;itszr:o‘_:;at * (3 MGMT-5ANL MNon-550 3.90TE 3.95TB 1.99TB \MFSS Supporte

Mebanrk Manninm

Leave the default settings for the Disk Format and click ‘Next’.
] Deploy O¥F Template M=l E3

Disk Format
In which Format do you want ko store the virkual disks?

Source Datastare: IMGMT-SANI
OVF Template Details

End User License Agresment

Available space (GE): I 2035.5
Mame and Location pace (GE)

Huost | Clusker

Skarage

Disk Fnrmat. % Thick Provision Lazy Zetosd
Metwork Mapping

Properties € Thick Provision Eager Zeroed

Ready to Complete € Thin Provision




Select the Network to put this VM on and click ‘Next’.
|J-_T,J Deploy O¥F Template =]

Network Mapping
hat networks should the deploved template use?

Source
OVF Template Details IMap the networks used in this OWF template ko networks in your inventory

End User Licenss Agresment

Marme and Location Source Networks ination Metworks
Host | Clusker ————— e
Storage -

Enter a password for Root and Shelladmin Accounts, Management IP Address, Subnet Mask, Gateway and click ‘Next’.
|J-_T,J Deploy O¥F Template =]

Properties
Customize the software solution for this deployment.

Source
COWE Template Details
End User License Agreement

Application
Mame and Location PP
Host | Cluster Root Password
Storage Root Password
Diisk: Formak
T Enter passwword [rckbobobtok
Metwork Mapping P |—|

Properties Confirm password I********

Feady to Complete

Shelladmin Password
Shelladmin Password

Enter password MI
Confirm password [Fereer |

Management IP Address
Enter Management IP Address for ethi, Set 0.0.0.0 to use DHCP

172 17 . 80 | 119

Management IP Subnet Mask
Enter Management IP Subnet Mask For ekhl, Set 0.0.0.0 to use DHCP

#55 ,255 255 . 0

Gateway IP Address
Gateway IP Address
172, 17 , 80 , 1

Help | < Back | Mexk = I Cancel




Select Power on after deployment and click ‘Finish’.
|J-_j Deploy O¥F Template

Ready to Complete
Are these the options you want to use?

iﬁri’zmglate Dietails when you click Finish, the deployment task will be started,
End User License Agreement Deployment sektings:
Hame and Location OVF file: Cr\Usersladministrator . GSP-RE\Downloads\CUCSD S _4_...
Host / Cluster Download size: 4.3 GB
M Size on disk: 100.0 GB
Disk. Farrnat
Metwork Mappin Mame: CUCSD-P-5.4.0.0
Properties Folder: GSP_MGMT
Ready to Complete Hosk/Cluster: Richardson
Specific Host: 172178067
Datastore: MGMT-SAM1
Disk. provisioning: Thick, Provision Lazy Zeroed
Metwork Mapping: "Metwork 1" ko "MGMT_g0"
1P Allocation: Fixed, IPv4
Property: ucsd_mgmt_ip_sth0 = 172,17.80.119
Property: ucsd_mgmt_subnet_ethd = 255,255,255.0
Property: ucsd_mgmt_gakteway _eth0d = 172,17.80.1

V' Pawer on after deployment

¥

Help | = Back | Firish I Cancel

After deployment click ‘Close’.
% Deployment Completed Successfully M= E3

Deploving CIUCSD-P-5.4.0.0

Completed Successfully

- =]

Select the Primary Node VM and select ‘Open Console’.

[ RS R LR A VAT Rl Vel W

3y CUCSD-M-5.4.0.0 clusters. The same ho

{3 CUCSD-P-5.3.2.0

£ [CWCSDS 4.0

{3 CUCSD-51-5.3 Power 3

({3 DC1-AD-PODL Guest v
DC1-AD-PODZ Snapshat v |

%
DC1VC-PODL
/% DC1-yC-poD2 I3 Open Console ‘




Monitor the console until the installation is complete and you will see a screen similar to the one below. The installation

will take several minutes to complete so be patient.

&) CUCSD-P-5.4.0.0 on 172.17.80.67 =
File ‘iew WM

DDW@‘E’J ) ﬁﬁﬂ‘[ﬂ’ 2 B

UCSD-5.4.8.8 - 5.4.8.8-Emerald Bay

o manage this UM browse to https:/,/172.17.80.119:443~

B Use Arrow Keys to navigate
Set Timezone (Current:UTC) and <ENTER> to select your choice.




4.2. Install/Update VMWare tools & VM Version

Navigate to the Primary Node VM and select ‘Shut Down Guest'.

@ wcoesaas T
I3 [CUCSDPE 4.0,
O CUCSD-S1-53.2)  Power v ] Pawer On .
% DCL-AD-PODL Gest L4 Pawer OFf Chrl+E
DC1-AD-POD2 =
»
s DC1vC-PODL L 3napshat Suspend Chrl+Z
{3 DCL-¥C-PODZ & open Console Reset Chrl+T
% D ampony | it Settings... * Shut Down Guest_CtrkD
3 gsp-ucsc-131a Bl ptirate... Rgstart Guest R,
’ ’
Select ‘Yes'.
Confirm Shutdown

Shut down the guest operating system of the virtual machine
l L CUCSD-P-3.4.0.07

Wait for the VM to completely shut down then right click on the VM and select ‘Upgrade Virtual Hardware’.

h— LD radiie; LE1
{f CUCSD-P-5.3.2.0 | EVC Mode: hjE
5h [CucsD-p-5.4.0.0
3 CUCSD-51-5.3.2 Pawer »
3 DC1-AD-PODL Guest »
DC1-AD-POD2
Snapshot 3

DC1-YC-PODL
DC1-WC-pPoD2 @ Open Console

@
@
@
%DCI'VSM'PODI G Edit Settings...
@
®

DC1-¥SM-PODZ B tyue...

gsp-ucsc-131a | =
rcdnSr44ad0a0t | Upgrade Virtual Hardware

Select ‘Yes'.

Confirm ¥irtual Machine Upgrade

This operation will cause the virtual hardware vour guest
l % operating system runs on to change. It is an irreversible operation
— that will make your virtual maching incompatible with earlisr
wersions of YMware software products. It is strongly
recommended that you make a backup copy of wour disks before
proceeding,

Are you sure you wank to upgrade your configuration?

Right click on the VM and Select ‘Edit Settings’.

g CUCSD-F-5.3.2.0 EVC Mode: Nja
{1 [CUCSD-P-E.4.0.0

3 CUCSD-51-5.3.2, Power »
{3 DC1-AD-PODL o .

3 DC1-AD-PODZ
{3 DC1-vC-PODI Snapshat »
i pctvepopz | open Cansole

{3 DC1-YSM-PODL —
3 DC1vSM-PODZ @ Edit Settings. ..

—




Click ‘Add’.

.0 - ¥irtual Machine Properties

Hardware | Cptions I Resources I Profiles | wServices | Wirkual Machine Yersion: vmx-09
—Memory Configuration
™ Show &l Devices * add. .. | REmoyEe |
1011 GB Memory Size: I 123: I GE 'l
Hardware | Summary | c12 qe Y
Maxirum recormended For this
Wl Memary 12288 MB a
guest 05; 1011 GE,
I crUs 4 256 GB
) " Maximum recormmended For best
I;I Wideo card Viden card 1268 GE H A performance: 261996 ME.
WMCT devi Restricked
= =viee sse .e 64 GBH Default recommended For this
© scslcontroller 0 LSI Logic Parallel A guest OS: 2 GB,
= Harddisk 1 virtua] Disk 2 S Minirurn recommended Far this
BB Metwork adapter 1 MGEMT_80 16 GEL <l guest 05: 512 MB.

Select ‘CD/DVD Drive’ and click ‘Next’.

Device Type
‘What sort of device do wou wish to add to your virtual machine?

Device Type Choose the bype of device vou wish to add,

Select COIDYVD Media

Select Drive ) (D) Serial Port Infarmation

Advanced Options

Ready to Complete @ paralel Port This device can be added ko this Virtual Machine,
=% Floppy Drive

.@_ &

USE Controller

Leave default ‘Use physical drive’ and click ‘Next’.

CD/D¥D Media Type
‘What media should the virtual drive access?

Device Tvpe Select the type of media that the virtual drive will access,
Select CD/D¥D Media

Select Drive [ CojovD

Advanced Options . i

Ready to Complets * Use physical drive

Choose this option to give the guest operating system access to a
CDyDYD drive on the client or host.

' Use ISO image

Choose this option to use an IS0 image file as the DYD or CO-ROM
media,

Leave default and click ‘Next’.
%) Add Hardware

Select CD/DYD Drive
‘what physical COJDYD drive do you want to use?

Device Tvpe ) Device Location
Select COJDYD Media Ir Lacation & client € Host ‘

Select Drive
Adv;nced OIZ'tiﬂlns Connection
Ready to Complate Drrive: | ﬂ

%" Pass through {recommended)
~ ATAPI Emulation

Device Status

I~ Connest &t POWES G




Leave default and click ‘Next’.
%) Add Hardware

These advanced options do not usually need to be changed.
Specify Advanced Options

Device Type
Seleck COYDVD Media
Select Drive
Advanced Options

’7Virtual Device Node

Review and click ‘Finish’.
%) Add Hardware

Ready to Complete
Review the selected options and click Finish to add the hardware,

Device Type

Cptions:
Select COJDVD Media
Seleck Drive Hardware type: CDDND Drive
Advanced Options Drive connection:  Use physical drive
Ready to Complete Device Location: Clienk

Drive Access: Direct Access

Wirkual Device Mode:  IDE {0:0)

Review and click ‘OK’.

.4.0.0 - ¥irtual Machine Properties

Hardwsare IOptions | Resources | Profiles | wSarvices | wirtual Machine Yersion: vmex-09
—Device Status
" show Al Devices Add... Remave | [T Cormected
Hardware | Summary | I~ | Conmest &t POWEr Gn
Wl Memary 12285 ME Davire Type
@ crus 4 -
- .
[ video card Video card Clisrie Dz e ) )
- . Moke: To connect this device, wou must power on the
&= VMCI device Restricted wirbual machine and then click the Connect COJOVD
( sCslcontroller 0 LSI Logic Parallel button in the toolbar,
= Harddisk 1 Wirkual Disk.
w . Network adapter 1 ................... MGMT_B0 £ Host Device
% New CD/DV¥D (adding) Client Device I 0

Right click on the VM and select ‘Power On’.

B cucsrsszo ||| & w T

5 [CucsD-p-5.4.0.0

(I3 UCsD-51-5.3.2 Power Al Fower On ttrHB |
. DC1-AD-PODL | EE =

Open the VM Console to watch the VM Boot. Right click on the VM and select ‘Open Console’.

Gy CUCSD-M-5.4.0.0

DMS Marne:
3 CUCSD-P-5.3.2.0 B Moda: "
(3 [CUSSD-P-5.4.0.00
B CUCSD-51-5.3.2 Power '
% DC1-AD-POD1 Guest i
DiC1-A0-PODE

[ 3
(@ DCIVCPODT | Sniapshat
(3 DC1-¥C-pOD2 Le Open Console




Once the VM is completely up, you should see the login screen similar to below.

%) CUCSD-P-5.4.0.0 on 172.17.80.67 H =
Filz  Wigw Y¥M

il W@|E‘Zﬂ %] IIS’J‘[W & B

UCsD-5.4.8.8 - 5.4.8.8-Emerald Bay

o manage this UM browse to https:/-172.17.88.119:443~

Sogin ] Use Arrow Keys to navigate
Set Timezone (Current:UTC) and <ENTER> to select your choice.

From the console, select ‘Install/Upgrade VMware Tools’.

5 CUCSD-P-5.4.0.0 on 172.17.80.67 = B3
File Wiew W‘
il Power 4
Guest 4 | Answer Questian. ..

UCSD-5 |
Snapshot 4 Send Chri+al-+del
CRLENEY 55 Edit Settings... | Install{Upgrade Yiware Toaol

Select ‘Interactive Tools Upgrade’ and click ‘OK’.

(¢ Interactive Tools Upgrade
Use this option to change the installed VMware tools component.

¢ Automatic Tools Upgrade

vCenter will upgrade VMware tools without interacting with the guest OS.
The virtual machine will automatically reboot after the upgrade, if needed.

Advanced Options: |

Upgrade behaviour can be adjusted using advanced options. Consult the
vCenter documentation about using these options.

Help ' OK Cancel




SSH to the Primary Node and login using the root account.

e Make a dir for cdrom: ‘mkdir /mnt/cdrom’

e Mount the cdrom: ‘mount /dev/cdrom /mnt/cdrom’

e Copyvmware install to /tmp: ‘cp /mnt/cdrom/VMwareTools-5.0.0-<xxxx>.tar.gz /tmp/’ Note: tab out the VMware
tools part so you don’t have to figure out the correct name.

e Unzip the files in /tmp: ‘tar zxf /tmp/VMwareTools-5.0.0-<xxxx>.tar.gz’ Note: tab out the VMware tools part so
you don’t have to figure out the correct name.

e Change directory: ‘cd vmware-tools-distrib’

e Runtheinstall: ‘./vmware-install.pl’

o Accept all the defaults by Pressing Enter for all the options.

Note: You will probably get the following message.

VMware Tools cannot be installed, since they have already been installed using a package-based mechanism (rpm or
deb) on this system. If you wish to continue, you must first remove the currently installed VMware Tools using the
appropriate packaged-based mechanism, and then restart this installer

Execution aborted.

Found VMware Tools CDOROM mounted at /mnt/cdrom. Ejecting device /dev/cdrom ... No eject (or equivilant)
command could be located. Eject Failed: If possible manually eject the Tools installer from the guest cdrom
mounted at /mnt/cdrom before canceling tools install on the host.

e If you get this message, we need to Delete the VMware tools directory: ‘rm -rf /usr/lib/vmware-tools/’

e Change directory: ‘cd vmware-tools-distrib/’

e Re-Runtheinstall: ‘./vmware-install.pl’

e Enter ‘Yes’ to the ‘Would you like to remove the install DB?” You will probably get a Failure and Execution aborted.
e Re-Runtheinstall: ‘./vmware-install.pl’

o Accept all the defaults by Pressing Enter for all the options.

From the console, select ‘Install/Upgrade VMware Tools’.

@ CUCSD-P-5.4.0.0 on 172.17.80.67

File ‘iew |¥M

il | Power 4 | . |
_— Guest 4 Answer Question. ..
UCsSD-5 =
Snapshat; 4 Send Chri+-Alk+del
ERUENEY 5 Edi Settings... | Install{Upgrade YMware Tools

Select ‘Automatic Tools Upgrade’ and click ‘OK’.

@ Install /Upgrade Tools =

" Interactive Tools Upgrade
Use this option ko change the installed WMware tools component.

£ Aukomatic Tools Upgrade

wiZenter will upgrade WMware tools without interacting with the guest 0S5,
The virtual machine will autamatically rebaat after the upgrade, if needed.

advanced Options: ||

Upgrade behaviour can be adjusted using advanced options, Consult the
wZenter documentation about using these options,

Help | * (o] 4 Cancel




Verify Tools have been installed and ‘Running (Current)’ as shown below.

[ 172.17.80.66 Product: CUCSD-5.4.0.0

B 172.17.80.67 Yersion: 5.4,0,0 (5.4.0.0-Emerald Bay)
Q 172.17.80.68 Yendor: Cisca Systems

E} ADS1 TRAINING, LAE .

& AFIC Guest O5: Cent0s 45067 (64-bit)

G APIC Simulator v101e M Version: V-3

&‘ APIC Splnk CPL 4 wCPU

5 CUCSD-5.3.1.2 Memary: 12258 MB

ES UCSO-EMAE. 2.0.0 Memory Overhead: 106,95 ME

(@ CUCSD-15.3.2.0 Wware Tools:

{3 CUCSD-1-5.4.0.0 IP Addresses: 172.17.80.119 Yiew all

5 CUCSD-M-5.3.2.0
(3 CUCSD-M-5.4.0.0

DS Mare: localhost.localdom
(I CUCSD-P-5.3.2.0 EWC Mode: [{IE
®
3 CUCSD-51-5.3.2.0 State: Powered On
E} DC1-AD-PODT Host: 172.17.80.67
3 DCL-AD-PODZ Active Tasks:
{3 DCL-WC-PODL wophere HA Protection: (@ s &

Power off the VM, ‘Power Off’.

— o s, o i
( CUCSD-P5.5.2.0 || E¥C Made: ()

(3 [CUCSDPS.40.

{3 CUCS0-51-5.3.2) Pawer v Power On Chrl+

3 DC1-AD-PODL
L metoan-pone

Euest 4 | Pawer OFF tHE |

Select ‘Yes'.

Ensure that wou have shut down your guest operating system
% before powering off.
Power off the selected virtual machine 'CUCSD-P-5.4.0.0°7

Right click on the VM and select ‘Edit Settings’.

— LD e e
g CUCSDP5.3.2.0 || EYC Made: A
{5 [CUCSD-P-5.4.0.

s CUCSD-51-5.3.2 Power »
3 DC1-AD-PODL Guest b
3 DC1-AD-PODZ Snapshot ,

3 DCL-vC-PODL
EB DC1-YC-PODZ l—z’a Open Console

DCL-YSM-PODT —
(D 014549001 [ gk seanae. D |

Select ‘CD/DVD drive 1’, click ‘Remove’ and then click ‘OK’.

|J--_T,J CUCSD-P-5.4.0.0 - ¥irtual Machine Properties

Hardware | Options | oS | Profiles | WSritees | wirtual Machine Version: vwmex-09
—Device Status
™ show &l Devices Add... | Remave I~ Connected
Hardware | Summary | [ Comnect at pOWEr On
Wl Memary 122585 MB Device Tvpe
@ crus 4
[ video card video card € Clint Device
- . Mote: To conmeck this device, you musk power on the
= YMCI device Restricted wirtual machine and then click the: Connect COJDVD
(& s5Cal controller 0 LSI Logic Parallel buttor in the toolbar.
= Harddisk 1 Wirkual Disk.
BB Metwork adapter 1 MaEMT_80 YT ——
% COYDND drive 1 b [1 fusrflibfvrwarefisai. .. | I !

Right click on the VM and Select ‘Power On’.

(@ CUCSD-P-5.3.2.0 ” ‘ EVC Made: wa
& [CUCSDP5.4.0.0
 cucsps15.3.2]_ Fomer v I roweron alomis |




Wait for the VM to completely boot up and then verify Tools have been installed and ‘Running (Current)’.

|='9 172.17.80.86 Product: CIICS0-5.4.0.0
Q 172.17.80.67 Version: 5.4.0.0 (5.4.0.0-Emerald Bay)
Q 172.17.80.68 Wendor: Cisco Syskems
E} ADS1 TRAINING LAE
E‘ APIC fGuest O.S:
Gh APIC Simulator viDle M Yersion: V03
Gh APIC Splurk Ceu 4 vCPU
ES CUCSD-5.3.1.2 Mennary: 12288 MB
ES CUCSD-EM-5.2.0.0 Memory Overhead: 106,45 ME
{3 CuCsD-I5.3.2.0 WMware Tools:
3 CUCSD-1-5.4.0.0 IP Addresses: 172.17.80.119
3 CUCSD-M-5.3.2.0
[ CUCSD-M-5.4.0.0 DHS Name:
fp CUCsD-P-5.3.2.0 EVC Mode: (T
> o
{3 CUCSD-51-5.3.2.0 State: Powered On
ES DC1-A0-POD1 Host: 172,17.80.67
5 DC1-AD-POD2 Active Tasks:
3 DCIWC-PODL waphere HA Protection: & Mja 7




4.3. Configure Primary Node

SSH to the Primary Node using the shelladmin account.

Configure NTP Server. From the Menu select 9 ‘Time Sync’. Replace the NTP IP Address with your NTP Server.

SELECT>[9]
Time Sync......
System tTime 15 Fri Mov & 02:1%:24 UTC 2015
Hardware time is Fri 06 mMov 2015 02:19:25 AamM UTC -0.658383 seconds
DO you want to sync Sﬁstemt'lme [y/n]”f‘
System time reset to hardware cloc
Do you want to sync ta MTP [y/n]7|y]
Enter MTP server to sync time with:
ntpd Cpid 1868) s running...

shutting down ntpd: [ oK ]
6 Now 02:19:47 ntpdate[3631]: adjust time server 173.7%7..02.254 offset 0.001%81 sec
Synchronized time with NTP server '173.-7._502.2%4"°
added WTP server '173.027.752.254' to fetcsntp.conf
starting ntpd: [ ok ]
synchronised to WNTP server (173.3-.002.25470 at stratum 6

time correct to within 7540 ms
polling server every &4 s
Fress return to continue ...

From the menu, choose (24) ‘Configure Multi Node Setup (Advanced Deployment)’ and press Enter.
e Enter ‘1’ to configure the current node.

e Enter ‘y’ when asked if you want to configure multi node setup.

e Enter ‘a’ to Configure the node as Primary Node.

e Enter ‘y’ when asked if you asked if you want to configure this node as Primary Node.

e Enter ‘@’ when asked to select the IP version you want to configure.

e Enter ‘Inventory DB IP’ when asked to Provide the Inventory DB IP.

e Enter ‘Monitoring DB IP’ when asked to Provide the Monitoring DB IP.

e  When prompted to logout, enter ‘y’ and press enter. Log back in as shelladmin by entering ‘su shelladmin’
SELECT>[ 24]

R A A T A T T TR S TR

This wizard helps to do Multi Mode setup
R O T T e e R T R R R R T R T T AR R
configuration options
current Mode --»> select '1°
Remote Node -—-—»> Select '2°
exit ——» select '3’

Please enter an option:

R T e i e R

Cisco UCS Director Multi mNode Setup reguires multiple instances of UCS Director OVF deployed with different configur
ations. Following are the required configurations:

UCs Director Primary Node (1 Instance) . This node also acts as a front end UT node

ucs pirector service Node (1 or more instances ). service node can be reconfigured as primary Mode when necessary.
UZs Director Inventory DE Mode €1 Instance)

UCs Director Monitoring DE Wode (1 Instance)

T EFF L

refer to UCS Director documentation for additional details on Multi Mode Setu

T T T T L g T T T R R d R R AR R A R TR R R R T YRV PR R g Ty

Thi= s a standalone node
Do you want to configure multi node setup [y/’n]?
select a option from the menu below

al) configure as Primary Mode
b) cConfigure as Service Mode
c) cConfigure as Inventory DB
d) cConfigure as Monitoring DE
x)  Exit

Enter: [asb/c/dsx]7 [a]

¥DU want to configure this node as Primary nNode [y/’n]?
Cun iguring Primary Rode
stopping UCS birector Serv1ces
select the IF wversion yo " onfigure [a) IPv4, b)) IPvE] a/b :El
Provide Inventory DB IP:
Provide Monitoring DB IPT w
Starting UCS Director Services
Checking MysqL database status.... UP
started service broker [PID=3530]
started service controller [PID=3556]
Started service eventmgr [PID=3589]
started service Client [PID=3621]
started service idaccessmgr [PID=3656]
Started service inframgr [PID=3700]
started service tomcat [PID=3723]
Started service wehsock [PID=3778]
Configured Primary node successfully
In order for changes to take effect logout and login back
Do you want to logout [y,fn]




Verify the services for the Primary Node are up and running, choose (2) ‘Display Service Status’ and press Enter. You
should see the lines in the red box below. Note: After you return to the shelladmin, the menu options change to those

available for a Primary node.
C1sCo UCS Darector Shell Menu

Primary MNode
select a number from the menu below

1% change shelladmin Password
21 Display serwvices status
3) Stop Services
47 start services
5) Time sSync
6) Ping Hostname/IP Address
71 show version
8) Generate self-signed Certificate and Certificate signing Reguest
9)  Import Cas/self-sSigned Certificate
10) Configure network Interface
11) pisplay Wetwork Details
12) add Cisco UCS Director Baremetal Agent Hostname/IP
13) Tail Inframgr Logs
14) AEpTy Patch
Shutdown quWiance
16) Reboot aAppliance
17) Manage ROOT ACCEsS
18) Login as Root
1%) Configure Multi Node Setup Cadvanced Deployment)
207 Clean-up Patch Files
21) collect Togs from a Node
22) Backup Database

230 quit
SELECT>[ 2]
Ervice tatus FID
broker RUNNING 3530
contraoller RUMNING 3556
eventmor RUMNIMNG 3589
client RUMMI MG 3621
fdaccessmgr RUMNNI NG 3656
inframgr RUMNIMNG 3700
tomcat RUMNNING 3723
webhsock RUMNIMNG 3778
Mode Type : primary
Imventory DE{ 172.17.80.120:3306 ) status H =
Monitor DB 172.17.80.121:3306 ) status : UP

Edit the /etc/hosts file to update the name and IP address of the host. SSH to the Primary Node using the root account.

e Edit the hosts file: ‘vi fetc/hosts’

Go to the end of the line: ‘shift + a’

Create a new line: press return

e enter your host details: example shown below
e when done: press ‘esc’

e enter “wql

e Verify the hosts file has been saved: ‘cat /etc/hosts’
[ruot@'luca'lhost ‘#[cat setc/hosts |

.0.0.1 Tlocalhost.Tlocaldom Tocalhost Tocalhost
1?2.1? 80,120 CUCSD-I-5_4_0_0
172.17.80.121 CUCSD-M-5
172.17.80.122 CUCSD-5-5
1?2.1? 80.119 CUCSD-P- %

4
4
4

DDD
o DDD

11 Tocalhost. Tocaldom T

calhost TocaThost ipé-Tocalhost ipé-Toopback
[rDDt@TDca1hDst ~1# 1



Edit the /etc/resolv.conf to update the DNS servers.

e Edit the resolv.conf file: ‘vi fetc/resolv.conf’

e press ‘i’ forinsert

e enter ‘search localhost your domain name’, Note: Sometime search localhost is already there

e enter dns server ip address after nameserver, Note: if you have multiple DNS servers, enter on separate lines
e when done: press ‘esc’

e enter “wql

e Example:

nameservar 1?2.1?.80.1051
nameszerver 8.8.8.8
nameserver B.8.4.4

e _ Verify the changes: ‘cat /etc/resolv.conf’

[root@'loca'l host ~]# cat ,/etc,/reso'l\.r cont

i generated by Sshinddhclient- scr'lpt
search localhost gsp-r3.cloudlab.cisco.com
nameserver 172.17.80.104

nameserver 8.8.8.8

nameserver 3.8.4.4

[root@localhost ~]#

Edit the hostname in /etc/sysconfig/network

e Edit the network config: ‘vi /etc/sysconfig/network’

e Move cursor to the beginning of localhost where it is on the | and enter ‘cw’ (change word)
e Enter the Host name for the Monitoring Database Node

e Enter your domain name

e when done: press ‘esc’

e enter “wqV

e Verify changes were saved: ‘cat /etc/sysconfig/network’
[root@localhost ~]#[cat Jetc/sysconfig/network]

METWORKING=Yyes

METWORKING_IPvE=yes

HOSTNAME=CUCSD-P-5 4 0 0

DOMATINMAMESgsp-r5. cloudlab. cisco. com |

[root@localhast ~J#

Change the hostname.

[root@localfiost ~]+# [hostname CUCSD-P-5_4 0_0
root@l Dca host ~]# [hostname]

[ruot@'l ocal hDS‘t ~]1#

Log out and log back into the Primary Node and you will see the new hostname.
[rootdcicso-P-5_4_0_0]~1+#

Verify NTP servers for Primary Node are configured and synced. SSH into Primary Node using root account.

e Create ntp user: ‘useradd ntp’ Note: If the ntp user already exist, the system will let you know.
e Restart the nptd services: ‘service ntpd restart’
o Verify configured NPT servers: ‘ntpq -p’

The ‘*’ next to the NTP server IP address indicates the Primary Node is synced to the NTP server.

[ruut@CUCSD P- 5 _4 0 o] ~]ﬂf useradd ntp

useradd: user 'ntp' already exists
[root@CUCsD-P-5_4_0_0 ~]#[ service ntpd restart|
shutting down ntpd [ OK ]

Starting ntpd:

[
[root@®c0csD-P-5_4 0 0 ~]#_

remote refid st t when poll reach delay  offset jitter
%E.'Z'-'-'IE—.'EEJ"[6-5,3[E:Ii_"_"_"E_G""E'"éi"":I"":I.':IE5““:[5.'555"'5.'555
root@CuCso-P-5_4_0_0 ~]# }



Optional: If you need to configure multiple NTP servers you can do so by editing the ntp.conf file.

e Edit the ntp.conf file: ‘vi /etc/ntp.conf’

e cursor down to the ‘server’ line

e press ‘shit + a’ for insert and go to the end of the line

e press return to create a new line

e enter ‘server your ip address’ of your NTP server IP address
e press ‘esc’, then enter :wq!’ to quit and write the info

e Verify the config changes: ‘cat /etc/ntp.conf’

[Froot@®CUCSD-P-5_4_0_0 ~]# [cat Jetc/ntp.conf|
# For more information about this Tile, see the man pages
# ntp.conf(5s), ntp_acc(s), ntp_authds), ntp_clock(s), ntp_misc(5), ntp_mon(5l.

driftfile Svar b mtpdrift

# Permit time synchronization with our time source, but do not

# permit the source to guery or modify the service on this system.
restrict default kod anDdi¥y notrap NOpeEEr Noguery

restrict -6 default kod nomodify notrap nopeer noguery

# Permit all access over the Toopback interface. This could
# be tightened as well, but to do so would effect some of

# the administrative functions.

restrict 127.0.0.1

restrict -6 ::1

# Hosts on local network are less restricted.
#restrict 19%2.168.1.0 mask 255.255.255.0 nomodify notrap

bhroadcast server
broadecast <lient
multicast serwver
multicast <lient
manyCast server
mamycast Client

#broadcast 192.168.1.255 autokey #
#hroadcastclient #
#broadcast 224.0.1.1 autokey #
#gmulticastclient 224.0.1.1 #
#manycastserver 239,255.254.254 #
#manmycastclient 23%9.255.254.254 autokey #
# Enable public key cryptography.

#Crypto

includefile Jeto/mtpsoryptospw

# key file containing the keys and key identifiers used when operating
# with symmetric key cryptography.

keys fetc /ntp keys

# Spec1f¥ the key identifiers which are trusted.
ay 8 42

#trusted

# Spec1f¥ the key identifier to use with the ntpdc utility.
#requesthkey

# Specwfﬁ the key identifier to use with the ntpg utility.
#controlkey

# Enable writing of statistics records.
#statistics clockstats cryptostats loopstats peerstats

Eerver 173, 77...2.254]
(root@_uCsDh-P-5_4_0_0 ~]#

If you edited the ntp.conf file, you must restart the nptd service and check the NTP synchronization. It may take a while
but when the clock is synced with the NTP server there will be a ‘*’ to the left of the IP address.

e Restart the ntpd services: ‘service ntpd restart’
e View the configured ntp servers and check for synchronization: ‘ntpq -p’

[Froot@CUCSD-P-5_4_0_0 ~]# service ntpd restart |
Shutt1ng clowi ﬂtpd [ OK ]
starting ntpd:

[
[Foot@-0CsSD-P-5_4 r::u o] ~]#_

remote refid st t when poll reach delay offset Jjitter

?’3 ..... To2L254 0 LoCal(l) S u 5 ad 1 1.1a? G, 541 0. 000
Froot@CUCSD-P-5_4_0_0 ~]#



Change the time zone to the local timezone where the Primary Node, Inventory Database Service Nodes and the
Monitoring Database reside. This will ensure the logs will match everywhere.

e Determine the current timezone: ‘Is -l /etc/localtime’
e Determine your timezone if your in America: ‘Is fusr/share/zoneinfo/America/’
e This deployment is in Dallas so | will choose ‘Chicago’ for Central Standard Time.

[root@cucsp-P-5_4_o_0 ~J#[1s -1
Trwxrwxrwx, 1 root root 2
[Froot@CUCSD-P-5_4_0_0 ~]

et/ Tocaltime]|
: —» Jusr/share/zoneinfo/Erc/UTC
1= Jusr/share/szoneinfo america,s

Adak Campo_Grande  Eirungpe Jamaica Metlakatla Port_of_Spain St_Lucia
anchorage cancun El_salvador  Jujuy Mexico_City Porto_velho st_Thomas
Anguilla caracas Ensenada Juneau Miquelon Puerto_Rico st_wincent
Antigua Ccatamarca Fortaleza Kentucky Moncton Rainy_River Swift_Current
Araguaina cayenne FOrt_wayne Knox_IN Monterr rankin_Inlet Tegucigalpa
Argentina Cayman Glace_Bay kralendijk Montevideo Recife Thule

Aruba Godthab La_Paz Montreal Regina Thunder_Bay
Asuncion Chihuahua Goose_Bay Lima Montserrat Resolute Tijuana
Atikokan Coral_Harbour Grand_Turk Los_angeles Nassau Rio_Branco Toronto
Atka Cordoba Grenada Louiswille Mew_York Rosario Tortola
Bahia Costa_Rica Guadeloupe Lower_Princes Nipigon santa_Isabel  vancouver
Bahia_Banderas Creston Guatemala Maceio Nome Santarem virgin
Barbados cuiaba Guayaquil Managua Noronha santiago whitehorse
Belem Ccuracao GLUyana Manaus North_bakota santo_bomingo winnipeg
Belize panmarkshavn  Halifax Marigot ojinaga sao_Paulo vakutat
Blanc-5ablon Dawson Havana Martinique Panama scor esbzsund Yellowknife
Boa_vista pawson_Creek  Hermosillo Matamoros Pangnirtung shi Eruc

Bogota Denver Indiana Mazatlan Paramaribo sitka

Boise Detroit Indianapolis Mendoza Phoenix st_parthelemy

Buenos_Aires pominica Inuvik Menomnee Port-au-Prince st_Johns

Cambridge_Eay  Edmornton Igaluit Mer-ida POrto_Acre St_Kitts

[root@cUcso-P-5_4_0_0 ~]#

Change the timezone and verify. | have chosen the Central Time Zone for my location.

e Copy the localtime to new file named old.timezone: ‘cp /etc/localtime /root/old.timezone’

e Remove the localtime file: ‘rm -f /etc/localtime’

e (Create the new localtime file: ‘In -s fusr/share/zoneinfo/America/Chicago /etc/localtime’

e Verify the timzone is what you set it to: ‘date’

e  Verify the link: ‘Is -1 /etc/localtime’
[root@-0CsD-P-5_4_0_0 ~]#|$ etc/localtime

root/old. timezone |
etc/Tocaltime |
usr/share/zoneinfo /americachicago

[root@CuUCsSD-P-5_4_0_0 ~]#[rm -1
[root@CUCsSD-P-5_4_0_0 ~]#[1n -5
[root@CUCso-P-5_4_0_0 ~]#[date
Fri Mov & 11:38:5%9 CST 2
[root@CucsD-P-5_4_0_0 ~J#[1s -1
Trwxrwxrwx 1 root root 35 Nov
[root@ZUCsSD-P-5_4_0_0 ~]1# B

etc/localtime

etc/Tocaltime |
6 11:38 fetc/Tocaltime -> fusr/share/zoneinfo/America/Chicago




5. Create the Service Node

5.1. Create Service Node VM

Log into vCenter and Select File -> ‘Deploy OVF Template’.

|J-_-T,J rcdy

l4wc0801.gsp-r5.cloudlab.cisd

Yiew Inventory Administratior

Mew 3 "

| Deploy OYF Template. ..
Export ]
Report 3

Browse to the “CiscoUCSDirector_OVF10.ovf”, select it for deployment then click ‘Next’.
|J-_-T,J Deploy O¥F Template =] B

Source
Select the source location,

Source
OYF Template Details
Mame and Location
Host | Cluster
Resource Pool
Disk Format Deplay Fram a file of URL

Ready to Complete

) open

Organize »  Mew Folder == E;I '@'

- . o
0 Favorites —| _ Mame | Date modified | Tvpe
Bl Deskkop

4 Downloads

1= Recent Places
= Libraries

3 Documents

J’ Music

=/ Pictures

B videos

1M Computer

P = | i

File name: ICiscoUCSDirector_O\u"Flﬂ.o\.fF j IOVF packages (*.ouf¥.ova) j

Help
_— Open I Cancel |




Verify details and click ‘Next’.

@ Deploy O¥F Template [_ O] =]
O¥F Template Details
‘erify OWF template details,
Source
O¥F Template Details
End User License Agresment Product: e
Mare and Location Version: 5.4.0.0
Host | Clusker
Resource Pool Yendar: Cisca Systems
Disk. Farmnat
Properties Publisher: Mo certificate present
Ready bo Complete
Dowrload size: 4.3 GB
Size on disk: 7.6 GB (thin provisioned)
100.0 GB (thick provisioned)
Description: Cisco UCS Director 5.4.0.0 (Emerald Bay)
Mote: It is mandatory ko reserve wCPU and Memory as
recommended by Installation and Deployment guide.
H H ‘ 7
Accept the license agreement and click ‘Next’.
@ Deploy O¥F Template [_ (O]

End User License Agreement

Accept the end user license agreements.,

Source

COVE Template Details

End User License Agreeme
Mamne and Location

Storage

Disk. Format

Tetwork, Mapping

Properties

Ready to Complete

4 |

IMPORTAMT: PLEASE READ THIS EMD LISER LICENSE AGREEMENT CAREFULLY, IT IS WERY
IMPORTAMNT THAT YO CHECK THAT YOL ARE PURCHASING CISCO SOFTWARE OR EQUIPMENT
FROM AN APPROYED SOURCE AMD THAT ¥OLU, OR THE ENTITY ¥OU REPRESENT (COLLECTIVELY,
THE "CUSTOMER") HAVE EEEM REGISTERED AS THE END UISER FOR THE PURPOSES OF THIS CISCO
EMND LISER. LICEMNSE AGREEMENT. IF $OU ARE MOT REGISTERED &5 THE EMD LISER YOL HAYE MO
LICEMNSE T UISE THE SOFTWARE AMD THE LIMITED WARRANTY IN THIS EMD LUISER LICENSE
AGREEMEMT DOES MOT APPLY . ASSUMIMNG YOU HAYE PURCHASED FROM AN APPROVED SOURCE,
DOWNLOADING, INSTALLIMNG OR LUISING CISCO OR CISCO-SUPPLIED SOFTWARE COMNSTITUTES
ACCERPTANCE OF THIS AGREEMENT.

CISCO SYSTEMS, INC, OR ITS AFFILIATE LICENSING THE SOFTWARE ("CISCO") IS WILLING TO
LICEMSE THIS SOFTWARE TO YO ONLY UPON THE CONDITION THAT ¥OU PURCHASED THE
SOFTWARE FROM AN APPROYED SOURCE AMD THAT ¥OU ACCERT ALL OF THE TERMS
CONTAINED IM THIS EMD USER LICEMSE AGREEMENT PLUS ANY ADDITIONAL LIMITATIONS ON
THE LICENSE SET FORTH IM & SUPPLEMEMNTAL LICEMSE AGREEMENT ACCOMPAMYING THE
PRODUCT, MADE AVAILABLE AT THE TIME OF YOUR ORDER, OR POSTED ON THE CISCO WEESITE
AT v, cisco,comfgofkerms (COLLECTIVELY THE "AGREEMENT"), TO THE EXTENT OF ANY
COMFLICT BETWEEM THE TERMS OF THIS END LISER. LICENSE AGREEMEMT AND ANY
SUPPLEMENTAL LICEMNSE AGREEMENT, THE SUPPLEMENTAL LICEMSE AGREEMENT SHALL APPLY, BY
DOWNLOADING, INSTALLING, OR ISING THE SOFTWARE, ¥OU ARE REPRESEMTING THAT W0OUI
PURCHASED THE SOFTWARE FROM AN APPROVED SOURCE AMD BINDING YOURSELF TO THE
AGREEMENMT. IF YOU DO NOT AGREE TO ALL OF THE TERMS OF THE AGREEMENT, THEM CISCO IS
UNWILLING TO LICENSE THE SOFTWARE TO YOU AMD (4] ¥OL MAY NOT DOWHNLOAD, INSTALL OR
USE THE SOFTWARE, AND (B) YOU MAY RETURN THE SOFTWARE (INCLUDING ANY UNOPENED CD
PACKAGE AMND AMY WRITTEN MATERIALS) FOR & FULL REFUND, OR, IF THE SOFT'WARE AND
WRITTEN MATERIALS ARE SUPPLIED A5 PART OF ANOTHER PRODUCT, ¥OU MAY RETURN THE
ENTIRE PRODUCT FOR A& FULL REFUND, $OUR RIGHT TO RETURM AND REFUMD EXPIRES 30 DAYS
AFTER PURCHASE FROM AN APPROVED SOURCE, AMD APPLIES OMLY IF YOU ARE THE ORIGINAL
AND REGISTERED EMD LUISER PURCHASER, FOR THE PURPOSES OF THIS END LISER LICENSE
AGREEMEMT, AN "APPROYED SOLRCE" MEAMS (A) CISCO; OR (B} A DISTRIBUTOR OR SYSTEMS
INTEGRATOR AUTHORIZED BY CISCO TO DISTRIBUTE f SELL CISCO EQUIPMENT, SOFTWARE AND
SERVICES WITHIM ¥QUR TERRITORY T EMD USERS; OR (C) A RESELLER AUTHORIZED BY ANY
SUCH DISTRIELIT R SYSTEMS INTEGRATOR I ACCORDANCE WITH THE TERMS OF THE
DISTRIBUTOR EEMEMT 'WITH CISCO TQ DISTRIBUTE f SELL THE CISCO EQUIPMENMT,

Accept

Jia|

Help |

< Back Mexk = | Caneel |

A




Name the VM and click ‘Next’.

Deploy O¥F Template [_ (O]
Name and Location
Specify a name and location for the deployed template
Source
OVE Template Details
End User Licenss Agresment
Name and Location The name can conkain up ko &0 charackers and it musk be unigue within the inventory Folder,
Host | Cluster
Resource Pool )
R Irvenkory Location:
Drisk. Format S o
Properties = G :nI: InSr44c0801.gsp-rS. cloudlab. cisca.com
Ready to Complete =N SP—MGMT
Discovered virtual machine
H H ’ J
Select Cluster/Host to deploy this VM on and click ‘Next’.
|J-_T,J Deploy O¥F Template
Host / Cluster
On which host or cluster do you wank to run the deployed template?
Source El [ GSP_MGMT
OWF Template Details Iﬁ culpeper1
End User License Agresment Iﬁ culpeperz
Marne and Location
E Host / Cluster
Specific Host
ne Ao
|J-_T,J Deploy O¥F Template [_ (O] =]

Specify a Specific Host

On which host within the cluster should the deploved template ron?

Source
OVF Template Details
End User License Agresment
Mame and Location
Host | Cluster
Specific Host
Diisk. Format:
Properties
Ready to Complate

Choose a specific hosk within the cluster,

©On cluskers that are configured with ¥Sphere HA or Manual mode +Sphere DRS, each virtual machine must
be assigned to a specific host, even when powered off,

Select a host from the list below:

Host Mame |
@ 17z.17.80.68

172178061
[ 172178085
@ 17z.17.80.62
B 172.17.80.66

Select a storage location to install the VM and click ‘Next’.

[ Deploy O¥F Template =]
Storage
Wwhere do vou want to store the virtual machine files?
Source Select a destination storage For the virtual machine Files:
OWF Template Details )
End User License Agresment WM Storage Profile: I j a
Mame and Location Mame | Drive Type | Capacity | Provisiored | Free | Type | Thin Praw
::St Cluster B datastorel (9 Non-SSD S.00GE 726.00 MB 4.29GE WMFSS Supporte
orage =
Disk Format * (5 MEMT-SANL Mon-550 390TE 3.95TEB 1.99TE WMF35 Supparte
bkl Manninn

Leave the default settings for the Disk Format and click ‘Next'.

Deploy DYF Template

Disk Format

=] B3

In which Format do you want ko stare the virkual disks?

Source

OVF Template Details

End User License Agresment
Mame and Location

Huost | Clusker

Skorage

Disk Format

Metwark Mapping

Properties

Ready to Camplete

Datastare:

IMGMT*SANI
I 2035.5

Available space {GE):

¢ Thick Provision Lazy Zeroed
= Thick Provision Eager Zeroed

" Thin Provision



Select the Network to put this VM on and click ‘Next’.
|J-_T,J Deploy O¥F Template =]

Network Mapping
hat networks should the deploved template use?

Source
OVF Template Details IMap the networks used in this OWF template ko networks in your inventory

End User Licenss Agresment

Marme and Location Source Networks ination Metworks
Host | Clusker ————— e
Storage -

Enter a password for Root and Shelladmin Accounts, Management IP Address, Subnet Mask, Gateway and click ‘Next’.
|J-_T,J Deploy O¥F Template =]

Properties
Customize the software solution for this deployment,

Source
OVE Template Details
End User License Agreement

Application
Mame and Location pp
Host | Cluster Root Password
Shorage Raoot Password

Diisk. Format
Netwark Ma Enter password  [[Frssekss
TMetwork Mappin [I—l

Properties Confirm password I********

Feady to Complete

Shelladmin Password
Shelladmin Password

Enter password M‘
Confirm passiord [t |

Management IP Address
Enter Management IP Address for eth0, Set 0.0,0,0 ko use DHCP

172 17 . 80 | 122

Management IP Ssubnet Mask
Enter Management IP Subnet Mask For eth(, Set 0.0.0.0 to use DHCP

Z55 ,255 255 , 0
Gateway IP Address
Gateway IF Address

172 17 &80 1

Help | % Back | Mext = I Cancel




Select Power on after deployment and click ‘Finish’.
Deploy O¥F Template =]

Ready to Complete
Are these the options you want to use?

?#rc:ammate Dietails When you click Finish, the deployment task will be started,
End User License Agresment Deplovment settings:
Mame and Location OVF file: r\Usersadministrator . GSP-RE\DownloadsCUCSD 5 _4_...
Host / Cluster Download size: 4.3 GB
M Size on disk: 100.0 GB
Disk. Farrnat
Metwork Manpin Mame: CUCS0-51-5.4.0.0
Properties Folder: GSP_MGMT
Ready to Complete Host/Cluster: Richardson
Specific Host: 172,17.80.67
Datastore: MGMT-5AM1
Disk. provisioning: Thick Provision Lazy Zeroed
Metwork Mapping: "Metwork 1" bo "MGMT_g0"
1P Allocation: Fixed, IPv4
Property: ucsd_mgmk_ip_sth0 = 172,17.80,122
Property: ucsd_mgmt_subnet_ethd = 255,255,255.0
Property: ucsd_mgmt_gateway _eth0 = 172,17.80.1

.

¥ Power on after deployment

Help | < Back Firish Cancel

After deployment click ‘Close’.

|J-_T,J Deployment Completed Successfully

Deploying CUCSD-51-5.4.0.0

Completed Successfully

> ]

Select the Service Node VM and select ‘Open Console’.
{3 CUCSD-51-5.3.2.0

CUCSD-515.4.0.0 || Basic Tasks

3 DC1-AD-PODL Power v
L
DiC1-ab-PoODE
5 Guest 3

3 DC1-¥C-PODL
{3 DC1-WC-PODZ Snapshat r ki

{3 DC1-wsM-PODL @ Open Console Q
= S




Monitor the console until the installation is complete and you will see a screen similar to the one below. The installation

will take several minutes to complete so be patient.

@ CUCSD-51-5.4.0.0 on 172.17.80.67
File “iew %M

= 1] (T;_ 2] ‘iﬁ A ﬁﬁl‘ﬂi 2

UCSD-5.4.8.8 - 5.4.8.8-Emerald Bay

o manage this UM browse to https:/,172.17.88.122:443~/

= Use Arrow Keys to navigate
Set Timezone (Current:UTC) and <ENTER> to select your choice.




5.2. Install/Update VMWare tools & VM Version

Navigate to the Service Node VM and select ‘Shut Down Guest’'.

{ CUCSD-51-5.3.2.0

(3 [CUCSD-515.4.0.0

” Basic Tasks

{f DC1-AD-PODL |

{3 DC1-AD-POD2
3 DC1-vC-PODI
&3 DC1-vC-poD2
s octvsmropt |
D oCLsFoD? | )
(4 gspucsc-131a |25

Select ‘Yes'.

Confirm Shutdown

Power 3
Guest 3
Snapshot 3

Open Console

Edit Settings...

l Shut down the guest operating svstem of the virtual machine
ki

'CUCSD-51-5.4.0.07

* Yes

Wait for the VM to completely shut down then right click on the VM and select ‘Upgrade Virtual Hardware’.

3 CUCsD-51-5.3.2.0

{5 [CUCS0-51-5.4.0.0

=1

” Basic Tasks

Power On Chrl+B
Power CFf Chrl+E
Suspend Ctr+2
Reset Chrl+T

Chrl+D

{3 DC1-AD-PODL
3 DC1-AD-POD2
{3 DCIYC-PODL
{3 DC1YC-PODZ
3 DC1-¥SM-PODL =
{3 DC1-YSM-PODZ 5
3 gsp-ucsc-131a

3 rednSre4adoaot G3

Powver 3
Guest 3
Snapshaot 3

(Open Console

Edit Settings...
Migrate...

3 rednSrd4vc0a01

Upgrade Yirtual Hardware * |

Select ‘Yes'.

Confirm ¥irtual Machine Upgrade

This operation will cause the virtual hardware vour guest
l % operating system runs on to change. It is an irreversible operation
— that will make your virtual maching incompatible with earlisr
wersions of YMware software products. It is strongly
recommended that you make a backup copy of wour disks before

proceeding,

Are you sure you wank to upgrade your configuration?

* Yes

[

Right click on the VM and Select ‘Edit Settings’.

& CUCSD-51-5.3.2.0
) [CUCSDS1E 40,0 Basic Tasks

3 DCL-AD-PODL
3 DCL-AD-PODZ
DC1-WC-PODL
DCL-YC-PODE

Power 3
Guesk 3
Snapshot 3

Open Console

DC1-YSM-POD2 |@

%
& pctvsmpopt |
@B
'QQ'

asp-ucsc-131a —

Edit Settings. ., *

*Shut Covin Guest




Click ‘Add’.

[%) CUCSD-51-5.4.0.0 - ¥irtual Machine Propetties

Hardware IOptions I Resources | Profiles I woervices I Wirtual Machine Yersion: wm:x-09
—Memaory Configuration

I Show &l Devices Add... I Remme |
1011 GB Memary Size: I 123: I GE 'l
Hardware | Surmmary | c12 ce
Maxirnum recommended For this
Wl Memory 12288 MB a :
o Pl p 256 GB |1 quest 05; 1011 GE.
- . Maximum recommended for best
I;I Video card Viden card 128 GB A performance: 261996 ME.
= WMCldevice Restricted 64 GBH Default recommended for this
e SCSI controller O LSI Logic Parallel < guest O5: 2 GB.
I i i 32 GBH
& Hard disk 1 Virtual Disk Minimum recommended For this
EB Metwork adapter 1 MGMT_80 16 GBH] =l guest 03: 512 MB.
‘ s : ‘ ’
Select ‘CD/DVD Drive’ and click ‘Next’.
%) Add Hardware

Device Type
what sort of device do wou wish to add to your virtual machine?

Device Type Choose the bvpe of device vou wish to add.

Seleck CO/DVD Media

Select Drive ) (D) Serial Port Information

Advanced Options

Ready to Complete @ Parallel Part This device can be added to this Yirtual Machine.

Floppy Drive

& USE Contraller

e

Leave default ‘Use physical drive’ and click ‘Next’.

CD/D¥D Media Type
‘What media should the virtual drive access?

Device Tvpe Select the type of media that the virtual drive will access,
select CD,/D¥D Media

Select Drive [~ CD{DVD

Advanced Options ) i

Ready to Complete ' Use physical drive

Choose this option to give the guest operating system access to a
CDyDYD drive on the client or host.

' Use IS0 image

Choose this option bo use an IS0 image file as the DWD or CO-ROM
media,

Leave default and click ‘Next’.

Select CD/D¥D Drive
What physical C0JDYD drive do vou want to use?

Device Type ) Device Location
Select CDJDVD Media IV Location & Client £ Host ‘

Select Drive
Adv;nced OF'tiolns Conneckion
Ready to Complete Drive: | ﬂ

%" Pass through {recommended)
€ ATAPI Emulation

Device Status

I~ Connest at POWEr G




Leave default and click ‘Next’.
|J-_T,J Add Hardware

These advanced options do not usually need to be changed.
Specify Advanced Options

Device Type Wirtwal Device Node
Select COUDYD Media ’7

Select Drive
Advanced Options

Review and click ‘Finish’.
% Add Hardware

Ready to Complete
Review the selected options and click Finish to add the hardware,

Device Type Options:
Select COYDVD Media
Seleck Drive Hardware type: CDDVD Drive
fdvanced Options Drive connection:  Use physical drive
Ready to Complete Detwce Location: C!lent

Drive Access: Direct Access

Wirbual Device Mode:  IDE {0:0)

Review and click ‘OK’.

|J.- CUCSD-51-5.4.0.0 - ¥irtual Machine Properties

Hardware IOptions | s | Profiles | B | virtual Machine Yersion: vmex-09
r— Device Status
™ Show Al Devices Add... Remove | [T Cormected
Hardware | Summary | I~ | Commest at POWEr G
Wl Memary 122585 MB —Device Type
A crus 4 pu
- .
(3 video card Wideo card Clierie Dzie ) )
K ) Mote: To connect this device, wou musk power on the
& VMCT device Restricted wirtual machine and then click the Connect COJCYD
(& s5Cal controller 0 LSI Logic Parallel butkon in the toolbar,
= Harddisk 1 Wirkual Disk.
mNetwork adapter 1 ................... MGMT_B0 £ Host Device
£ New CD/DVYD (adding) Client Device I 0

Right click on the VM and select ‘Power On’.
s CUCSD-51-5.3.2.0

5h [CUCsD-51-5.4.0. || Basic Tasks
@ DCI-AD-PODI || Pawer » [ Paweron ttrHB |
N 1-An-POne - == 7 5 1

Open the VM Console to watch the VM Boot. Right click on the VM and select ‘Open Console’.

G CUCSD-51-5.3.2.0 ||

[ [CUCSD-51-5.4.0.0 Basic Tasks

@ DCI-AD-FODL Power 5
3 DC1-AD-PODZ - . b
B DC1-vC-PODL

3 DELYC-PODZ Snapshak L]
& oct-vsm-pont B open Consale é




Once the VM is completely up, you should see the login screen similar to below.

%) CUCSD-51-5.4.0.0 on 172.17.80.67 H =
Filz  Wigw Y¥M

il W@|E‘Zﬂ %] IIS’J‘[W & B

UCsD-5.4.8.8 - 5.4.8.8-Emerald Bay

o manage this UM browse to https:/-172.17.88.12Z2:443~

Sogin ] Use Arrow Keys to navigate
Set Timezone (Current:UTC) and <ENTER> to select your choice.

From the console, select ‘Install/Upgrade VMware Tools’'.
@EUESD—SI—S.-‘LD.D on 172.17.80.67

Fie wiew [wh |
Power 3
Guest + | Answer Question. ..
Snapshat; ¥ Send Chr+-Alt+del
Edit Settings... | Install{Upgrade YMware Taols

{+ Interactive Tools Upgrade
Use this option to change the installed VMware tools component.

¢ Automatic Tools Upgrade

vCenter will upgrade VMware tools without interacting with the guest OS.
The virtual machine will automatically reboot after the uparade, if needed.

Advanced Options: |

Upgrade behaviour can be adjusted using advanced options. Consult the
vCenter documentation about using these options.

Help ' OK Cancel




SSH to the Service Node and login using the root account.

Make a dir for cdrom: ‘mkdir /mnt/cdrom’

Mount the cdrom: ‘mount /dev/cdrom /mnt/cdrom’

Copy vmware install to /tmp: ‘cp /mnt/cdrom/VMwareTools-5.0.0-<xxxx>.tar.gz /tmp/’ Note: tab out the VMware
tools part so you don’t have to figure out the correct name.

Unzip the files in /tmp: ‘tar zxf /tmp/VMwareTools-5.0.0-<xxxx>.tar.gz’ Note: tab out the VMware tools part so
you don’t have to figure out the correct name.

Change directory: ‘cd vmware-tools-distrib’

Run the install: ‘./vmware-install.pl’

Accept all the defaults by Pressing Enter for all the options.

Note: You will probably get the following message.

VMware Tools cannot be installed, since they have already been installed using a package-based mechanism (rpm or
deb) on this system. If you wish to continue, you must first remove the currently installed VMware Tools using the
appropriate packaged-based mechanism, and then restart this installer

Execution aborted.

Found VMware Tools CDOROM mounted at /mnt/cdrom. Ejecting device /dev/cdrom ... No eject (or equivilant)
command could be located. Eject Failed: If possible manually eject the Tools installer from the guest cdrom
mounted at /mnt/cdrom before canceling tools install on the host.

If you get this message, we need to Delete the VMware tools directory: ‘rm -rf /usr/lib/vmware-tools/’

Change directory: ‘cd vmware-tools-distrib/’

Re-Run the install: ‘./vmware-install.pl’

Enter ‘Yes’ to the ‘Would you like to remove the install DB?’ You will probably get a Failure and Execution aborted.
Re-Run the install: ‘./vmware-install.pl’

Accept all the defaults by Pressing Enter for all the options.

From the console, select ‘Install/Upgrade VMware Tools’.
%) CUCSD-51-5.4.0.0 on 172.17.80.67 M= E3

File Wigw | ¥M

i Pawer 3

. |
_— Guest 4 Answer Question. ..
UCSD-5 | | =
Snapshot L4 Send Chri+-Alk+del
ERUENEY 5 Edit Settings... | Install{Upgrade YMware Taols

Select ‘Automatic Tools Upgrade’ and click ‘OK’.

@ Install /Upgrade Tools =

" Interactive Tools Upgrade

Use this option ta change the installed WMware tools component.

% Automatic Toals Upgrade

wiZenter will upgrade WiMware tools without interacting with the guest 03,
The virtual machine will automatically reboot after the upgrade, if needed.

Advanced Options: ||

Upgrade behaviour can be adjusted using advanced options. Consult the
wienter documentation about using these options,

Help | * oK Cancel




Verify Tools have been installed and ‘Running (Current)’ as shown below.

@ 172,17 .80.66 Product: CUCSD-5.4.0.0
B 17z.17.80.67 Wersion: 5.4,0.0(5.4.0.0-Emerald Bay)
E 172.17.80.68 Wendor: Cisco Systems
@ ADS1. TRAIMING, LAE i
& APIC Guest 05: Cents 45067 {64-bit)
&) APIC Simulator vi01e M Yersion: vmx-03
E:‘ APIC Splunk CPL: 4 wCPU
E} CUCSD-5.3.1.2 Mermory: 12288 ME
ES CUCSD-BME.2.0.0 Memary Overhead: 106,95 ME
{f CUCSD-1-5.3.2.0 WMware Tools:
3 CUCSD-I-5.4.0.0 1P Addresses: 172,17.80.122 Yiew all
I3 CUCSD-ME.3.2.0
{f CUCSD-M-5.4.0.0 DS Mame: localhost. localdom
fp CUCSDF5.3.2.0 EVC Made: NYA
3 CUCSD-P-5.4.0.0
3 CUCSD-51-5.3.2.0 State: Powered On
*E} Host: 172.17.80.67
3 DCL-AD-PODL Active Tasks:
3 DC1-AD-POD2 wiphere HA Protection: & Hfa &7

Power off the VM, ‘Power Off’.

& CUCSD-51-5.3.2.0 || ‘ State: Powered On ‘
[f3[CUCSD-515.4.0 Host: 172.17.80.67
@ DiC1-A0-POD1 Power 4 | Power On Chrl+B

{3 DC1-AD-POD2 Guest v [ Poweror irHE |
M rema e e

Select ‘Yes'.

Confirm Power OFf

Ensure that you have shut down your guest operating system
% before powering off,
Power off the selected virtual maching 'CUCSD-51-5,4.0.07

Right click on the VM and select ‘Edit Settings’.

s CUCSD-51-5.3.2.0 || ‘ State: Pou
CUCSD-51-5.4.0.0 Host: 17

3 DC1-AD-PODL Pawer N
% DC1-AD-POD2 Guest .
DC1-YC-POD1
snapshot 5
@ DCLVCPODZ | napsTo
{3 DC1-vSM-POD1 2 Open Cansole
D

DC1-Y¥3M-PODZ |$

Edit Settings. .. |

Select ‘CD/DVD drive 1/, click ‘Remove’ and then click ‘OK’.

|J-_T,J CUCSD-51-5.4.0.0 - ¥irtual Machine Properties

Hardware IODtiDns I Resources I Profiles I vServices | Wirkual Machine Yersion: vm:x-09
—Device Status
™ Show Al Devices Add... | Remave | I~ Connected
Hardware | Surnmary | [T Connect at power an
lul 12288 MB

WB Memory —Device Type

Id crus 4 e o )

|;| Video card Video card Cifent: BrzvE ) )

K ) Mote: To connect this device, you must power on the
= WMCI device Restricted wirtual machine and then click the Connect CDJDVD
@ SCSI controller 0 LSI Logic Parallel buttor in the toolbar,
= Hard disk 1 ‘irkual Disk.

Metwork adapter 1 MGMT_50
B Network adapter - " Host Device
£ cojovD drive 1 [0 fust/libfvmwarefisoi.. | I )

Right click on the VM and Select ‘Power On’.

s CUCSD-51-6.3.2.0 State: Pawered OFf
(1 [CUC3D-51-5.4.0.0 Hosk: 172.17.80.67

(s DC1-AD-PODL !| Pawer 4 ||| Power On itrHB "

[ Yy




Wait for the VM to completely boot up and then verify Tools have been installed and ‘Running (Current)’.

@ 172.17.60.86 Product: CUC50-5,4.0.0
E 172.17.80.67 Version: 5.4.0.0(5.4.0.0-Emerald Bay)
E 172.17.80.68 Wendaor: Cisco Systems
E} ADS1 TRAINING LAE .
B0 APIC Guest O5: CentOs 45167 (64-bit)
G APIC Simulator v101e M Wersion: vmx-D3
B APIC Splurk CPL: 4 wiZPL
ES CUCSD-5.3.1.2 Mermary: 12288 ME
@ CUCSD-BM-5.2.0.0 Memory Overhead: 106,95 ME
3 CUCsDI-5.3.2.0 Whware Tools:
(3 CUCSD-I-5.4.0.0 IP Addresses: 172,17.80.122 Wiewy all
B CUCSD-M-5.3.2.0
p CUCSD-M-5.4.0.0 DMS Mame: lacalhost lacaldam
g CUCSD-P5.3.2.0 EVC Made: YA
£ CUCSD-P-5.4.0.0
3 CUCSD-51-5.3.2.0 State: Powered On
* & Host: 172.17.80.67
£l DCL-AD-PODL Active Tasks:
3 DCL-AD-PODZ vaphere HA Protection: (8 M &



5.3. Configure Service Node

SSH to the Service Node using the shelladmin account.

Configure NTP Server. From the Menu select 9 ‘Time Sync’. Replace the NTP IP Address with your NTP Server.

SELECT>[9]
Time Sync......
System tTime 15 Fri Mov & 02:1%:24 UTC 2015
Hardware time is Fri 06 mMov 2015 02:19:25 AamM UTC -0.658383 seconds
DO you want to sync Sﬁstemt'lme [y/n]”f‘
System time reset to hardware cloc
Do you want to sync ta MTP [y/n]7|y]
Enter MTP server to sync time with:
ntpd Cpid 1868) s running...

shutting down ntpd: [ oK ]
6 Now 02:19:47 ntpdate[3631]: adjust time server 173.7%7..02.254 offset 0.001%81 sec
Synchronized time with NTP server '173.-7._502.2%4"°
added WTP server '173.027.752.254' to fetcsntp.conf
starting ntpd: [ ok ]
synchronised to WNTP server (173.3-.002.25470 at stratum 6

time correct to within 7540 ms
polling server every &4 s
Fress return to continue ...

From the menu, choose (24) ‘Configure Multi Node Setup (Advanced Deployment)’ and press Enter.

e Enter ‘1’ to configure the current node.

e Enter ‘y’ when asked if you want to configure multi node setup.

e Enter ‘b’ to Configure the node as Service Node.

e Enter ‘y’ when asked if you asked if you want to configure this node as Service Node.

e Enter ‘@’ when asked to select the IP version you want to configure.

e Enter ‘Inventory DB IP’ when asked to Provide the Inventory DB IP.

e Enter ‘Monitoring DB IP’ when asked to Provide the Monitoring DB IP.

e When prompted to logout, enter ‘y’ and press enter. Log back in as shelladmin by entering ‘su shelladmin’
SELECT>

AR TR R R TR R TR TR TR TR TR TR TR BT T R R S TR T R A e ey

This wizard helps to do Multi Mode setup
R T R R R R R R R R R R Tl R R R R R R R R R R R R R R R T R R
Configuration options :
current Node --> select '1’
Remote Mode --» Select '2°
exit --> select '3’

Please enter an option: E

RO OO N T R R Y R R R R RO

Cisco uCs Dpirector Multi Node Setup reguires multiple dnstances of UCs Director ovF deployed with different config
urations. Following are the reguired configurations:

% UCS Director Primary Mode (1 Instance) . This node also acts as a front end UI node

¥ UZs Director service Mode (1 or more dnstances ). Serwice node can be reconfigured as Primary Mode when necessar
¥ .

¥ UCs Director Inventory DE Node (1 Instance)

* UCs Director Monitoring DB Mode (1 Instancel)

refer to UCs Director documentation for additional details on multi node setup.
R T T R R R T T T R T T R R R R R R R R R R R R R R R R R R T R R T R Y

This 4= a standalone Hode
Do you want to configure multi node setup [y,fn]?
select a option from the menu helow

a) cConfigure as Primary Mode
b) Configure as Service Node
c) Configure as Inventory DE
d) cConfigure as monitoring DB
%) Exit

Enter [a/b/c/di/x]7?

TX_Du want to CDn'I:'I[gleJI"E this node as service Node [y,/n]
Cun Jguring service Node
stopping UCS Director serwi ces
select the IP version you o configure [a) IPv4, bl IPwe] asb :E|
Provide Inventory DB IP
Provide Monitoring DB IP{17Z.17.80.121]
starting UCS Director serwd ces
Checking MysQL datahase status.... UP
started service broker [PID=3910]
started service controller [PID=3034]
started service eventmgr [PID=396%]
started service client [PID=4001]
started service idaccessmgr [PID=4036]
started service inframgr [PID=4080]
started service tomcat [PID=4106]
started service wehsock [PID=4161]
Configured service nMode sSuccessfully
In or'ger' for changes to take effect Togout and login back
Do you want to logout [yw/n]7vill




Verify the services for the Service Node are up and running, choose (2) ‘Display Service Status’ and press Enter. You
should see the lines in the red box below. Note: After you return to the shelladmin, the menu options change to those

available for a Service node.
Cisco UCs Director shell Menu

service Node
select a number from the menu below

13 change shelladmin Password
2) Display Services status
3) Stop services
41 Start services
5) Time sync
6) Ping Hostname/IP address
71 show version
8) Generate self-signed certificate and Certificate signing Reguest
9)  Import Casself-signed Certificate
100 Configure Metwork Interface
11) pisplay mMetwork Details
12) add Cisco uCs Director Baremetal agent Hostname/IP
13) Tail Inframgr Logs
14) Aﬁp1y Patch
Shut dawn A§p1iance
16) reboot Appliance
17) Manage ROOT ACCESS
18) Login as Root
158) Configure Multi Mode Setup Cadvanced Deployment)
20) Clean-up Patch Files
21) Collect Togs from a Node

223 quit
ELECT>[2]
service Status FID
broker RUMNNING 3910
controller RUNNING 303§
Eventmor RUNNING 3969
client RUMMIMG 4001
fdaccessmgr RUMNNING 4036
i nframgr RUMNNING 4080
romcat RUNNING 4106
ehsock RUNNING 4161
Mode Type @ service
Inventory DB 172.17.80.120:3306 ) status H
Monitor DB 172.17.80.121:3306 1) status : UP
Press return to continue ...

Edit the /etc/hosts file to update the name and IP address of the host. SSH to the Service Node using the root account.

e Edit the hosts file: ‘vi fetc/hosts’

e Go to the end of the line: ‘shift + a’

e Create a new line: press return

enter your host details: example shown below
when done: press ‘esc’

e enter “wql

e Verify the hosts file has been saved: ‘cat /etc/hosts’
[root@localhost ~]#
127.0.0.1

locaThost. Tocaldom Tocalhost Tocalhaost
172.17.80.120 CUCsD-I-5_4_0_0
172.17.80.121 CUCSD-M-5_4_0_0
172.17.80.122 CuCsp-5-5_4_0_0
1?2 17.80.11% Cucsp-P-5_4_0_0
11 Tlocalhost.localdom Tocalhost TocaThost ipé-TocaThost ip6-Toopback
[FDDt@1DCa1hDSt ~]#



Edit the /etc/resolv.conf to update the DNS servers.

e Edit the resolv.conf file: ‘vi fetc/resolv.conf’

e press ‘i’ forinsert

e enter ‘search localhost your domain name’, Note: Sometime search localhost is already there

e enter dns server ip address after nameserver, Note: if you have multiple DNS servers, enter on separate lines
e when done: press ‘esc’

e enter “wql

e Example:

nameservar 1?2.1?.80?10&

nameszerver 8.8.8.8
nameserver B.8.4.4

e Verify the changes: ‘cat /etc/resolv.conf’

[root@localhost ~]# cat fetc/resolv.conft

3 ogenerated by Sshinddhclient-script
search localhost gsp-r3.cloudlab.cisco.com
nameserver 172.17.80.104

nameserver 8.8.8.8

nameserver 3.8.4.4

[root@localhost ~]#

Edit the hostname in /etc/sysconfig/network

e Edit the network config: ‘vi /etc/sysconfig/network’

e Move cursor to the beginning of localhost where it is on the | and enter ‘cw’ (change word)
e Enter the Host name for the Monitoring Database Node

e Enter your domain name

e when done: press ‘esc’

e enter “wqV

e Verify changes were saved: ‘cat /etc/sysconfig/network’
[root@localhost ~]# [cat Setc/sysconfig/netwaork|

NETWORKING=y&as

NETWORKING_IPVE=yas

HOSTHNAME£CUCSD-5-5_4_0_0

DOMAINMAMELgsp-r5. cloudlah. cisco. com|

[root@locaThost ~J# N

Change the hostname.

[root@localfiost ~]#[hostname cUCSD-S-5 4 0 0]
[root@localhost ~]#[hostname |

UCSD-5-5_4_0_0

oo ocathost ~]# B

Log out and log back into the Service Node and you will see the new hostname.
| [root@cicsp-5-5_4_0_0]-1# I

Verify NTP servers for Service Node are configured and synced. SSH into Primary Node using root account.

e Create ntp user: ‘useradd ntp’ Note: If the ntp user already exist, the system will let you know.
e Restart the nptd services: ‘service ntpd restart’

e Verify configured NPT servers: ‘ntpq -p’

e The “*' next to the NTP server IP address indicates the Service Node is synced to the NTP server.
[root@®-0CsD-5-5_4_0_0 ~]#| useradd ntp|

useradd: user 'ntp' already exists

[root@CuCsD-5-5_4_0_0 ~]# service ntpd restart|

shutting down ntpd: [ OK
Starting ntpd: [ OK

]
[FoOtBCUCSD-5-5_4_0_0 ~]#[;:E§::E]
remote refi st T when poll reach delay offset jitter

MUFE. Y. LD.254  LOCAL(L) 5ou 3] 64 1 1.1558 2.722 0. 000
[root@®ciUCsD-5-5_4_0_0 ~]#




Optional: If you need to configure multiple NTP servers you can do so by editing the ntp.conf file.

e Edit the ntp.conf file: ‘vi /etc/ntp.conf’

e cursor down to the ‘server’ line

e press ‘shit + a’ for insert and go to the end of the line

e press return to create a new line

e enter ‘server your ip address’ of your NTP server IP address
e press ‘esc’, then enter :wq!’ to quit and write the info

e Verify the config changes: ‘cat /etc/ntp.conf’

[root@CUCsD-5-5_4_0_0 ~]# cat fetc/ntp. conf |
# For more information about This T1Te, see the man pages
# ntp.conf(s), ntp_accs)y, ntp_authgs), ntp_clock(s), ntp_misc(s), ntp_mon(5l.

driftfile Avar/Tib/ntp/drift

# Permit time synchronization with our time source, but do not

# permit the source to guery or modify the service on this system.
restrict default kod anDdi%y notrap nopeer noguery

restrict -6 default kod nomodify notrap nopeer noguery

# permit all access over the Toopback interface. This could
# be tightened as well, but to do so would effect some of

# the administrative functions.

restrict 127.0.0.1

restrict -6 ::1

# Hosts on local network are less restricted.
#restrict 192.168.1.0 mask 255.255.255.0 nomodify notrap

broadcast server
broadcast <lient
multicast server
multicast <lient
manycast server
manycast <lient

#broadcast 192.168.1.255 autokey #
#hroadcastclient #
#hroadcast 224.0.1.1 autokey #
#multicastclient 224.0.1.1 #
#fmanycastserver 239,255,254, 25%4 #
#manycastclient 239.255.254.254 autokey #
# Enable public key cryptography.

#Crypto

includefile Jetc/ntp/crypto/pw

# Key file containing the keys and key identifiers used when operating
# with symmetric key cryptography.

keys setc/ntpskeys

# Speciff the key ddentifiers which are trusted.
#trustedkey 4 8 42

# Spec1ff the keyw ddentifier to use with the ntpdc utility.
#requestkey

# Spec1ff the key ddentifier to use with the ntpg utiTity.
#controlkey

# Enable writing of statistics records.
#statistics clockstats cryptostats loopstats peerstats

[server 173.%, 22,254 |
[Froot@CuCsD-s-5_4_0_0 ~]#

If you edited the ntp.conf file, you must restart the nptd service and check the NTP synchronization. It may take a while
but when the clock is synced with the NTP server there will be a ‘*’ to the left of the IP address.

e Restart the ntpd services: ‘service ntpd restart’

e View the configured ntp servers and check for synchronization: ‘ntpq -p’
[root@CUCsSD-5-5_4_0_0 ~]#|service ntpd restart|

shutting down r‘ﬂ:pd [ OK ]

starting ntpd:

[
[root@COCSD-5-5_4 0 0 ~]#_

remote refid st t when poll reach delay offset jitter

p{;; c L. s7.254  LOCAL(L) 5 U 2 B4 1 1.376 3.853  0.000
FOOTBCUCSD—5—-5_4_0_0 ~]#



Change the time zone to the local timezone where the Primary Node, Inventory Database Service Nodes and the
Monitoring Database reside. This will ensure the logs will match everywhere.

e Determine the current timezone: ‘Is -l /etc/localtime’
e Determine your timezone if your in America: ‘Is fusr/share/zoneinfo/America/’

e This deployment is in Dallas so | will choose ‘Chicago’ for Central Standard Time.

[Foot@cUcsD-5-5_4_0_0 ~]#[1s -1 setc/Tocaltimel
Trwxrwxrwx., 1 root root 27 Moy 4 19:23 fetc/localtime -= Ausr/share/zoneinfo/Etc/UTC
[Froot@CucsD-5-5_4_0_0 ~1# Ts usr/share/zoneinfo /america

adak Campo_Grande  Eirunepe Jamaica Metlakatla Port_of_Spain St_Lucia
anchorage cancun El_salvador Jujuy Mexico_City Porto_velho st_Thomas
anguilla caracas Ensenada Juneau Miquelon Puerto_Rico St_wincent
Antigua Catamarca Fortaleza Kentucky Moncton Rainy_River Swift_Current
Araguaina Cayenne FOrt_wayne Knox_IN Monterr rRankin_Inlet Tegucigalpa
Argentina Cayman Glace_Bay kKralendijk Montevideo Recife Thule

aruba Godthab La_Paz Montreal Regina Thunder_Bay
Asuncion Chihuahua Goose_Bay Lima Montserrat Resolute Tijuana
atikokan Coral_Harbour Grand_Turk Los_angeles Nassau Rio_Branco Toronto
Atka Cordoba Grenada Louisville Mew_York Rosario Tortola
Bahia Costa_Rica Guadeloupe Lower_Princes Nipigon santa_TIsabel vancouver
Bahia_Banderas Creston Guatemala Maceio Nome Santarem virgin
Barbados cuiaba Guayaquil Managua Noronha santiago whitehorse
Belem curacao GLUyana Manaus North_pakota santo_bDomingo winnipeg
Belize panmarkshavn  Halifax Marigot ojinaga sao_Paulo vakutat
Blanc-5ablon Dawson Havana Martinique Panama Scuresb{sund Yellowknife
Boa_vista pawson_Creek  Hermosillo Matamoros Pangnirtung shi Eruc

Bogota Denver Indiana Mazatlan Paramaribo sitka

Boise petroit Indianapolis Mendoza Phoenix st_parthelemy

Buenos_Aires pominica Inuvik Menominee Port-au-Prince st_Johns

Cambridge_Bay  Edmonton Igaluit Merida POrto_Acre SE_Kitts

[root@ZUCsSD-S-5_4_0_0 ~]# B

Change the timezone and verify. | have chosen the Central Time Zone for my location.

e Copy the localtime to new file named old.timezone: ‘cp /etc/localtime /root/old.timezone’
e Remove the localtime file: ‘rm -f /etc/localtime’

e (Create the new localtime file: ‘In -s fusr/share/zoneinfo/America/Chicago /etc/localtime’
e Verify the timzone is what you set it to: ‘date’

e  Verify the link: ‘Is -1 /etc/localtime’
[root@cﬁcED—‘S—S_al_O_O =1 cp setcAocaltime Aroot/old. timezone
[root@CucsSD-5-5_4_0_0 ~]# rm —f fetc/localtime
[root@Zucsp-5-5_4_0_ 0 ~]# 1n -s Jusr/shareszoneinfo/americaschicago Setc/Tocaltime
[root@Cucsn-s5-5_4_0_0 ~]#

Fri Mov 6 15:36:28 CST 20

[root@CucsD-5-5_4_0_0 ~J#[1s -1 Jetc/Tocaltime

Trwxrwxrwx 1 root root 35 Nov & 15:36 fetc/Tocaltime -> Afusr/share/zoneinfo/america/Chicago
[root@Cucsp-s5-5_4_0_0 ~]# B




Verify the Service Node is completely up before moving on to the next section. Do not move on until you see the
“Ready to send announcement” in the ‘logfile.txt’. From the Service Node CLI do the following:

e Use the vi editor to access the logfile.txt: ‘vi /opt/infra/inframgr/logfile.txt’
e Go to the end/bottom of the log file: enter ‘shift + g’

e Look for ’Ready to send announcement’ starting from the bottom: enter ‘?Ready to send announcement’

201510718 23:32: 35 184 [poo'l A thread- 24] INFO userapIagentConnectivityCheck(remotescheduleTaskaPI. java:480) - dnside rem
onnectivity check

PReady to send announcement |

e Press enter/return

Eb]h_'s\:lal—i{ig;b!g?aél,ééilt,\iéj“fb#ramgr:A:LBOBAQ_QDB] INFO  run(AnnouncementSender.java:35) - @eady to send announcements

e Type :q! to exit vi editor

Optional: Determine how long it took for the Service Node to come up. From the Service Node CLI do the following:
e Use the vi editor to access the logfile.txt: ‘vi /opt/infra/inframgr/logfile.txt’

e Go to the end/bottom of the log file: enter ‘shift + g’

e Look for ‘Choosing MySQL DB’ starting from the bottom: enter ‘?Choosing MySQL DB’

EULI—1U—1E £304¢ 050,100 UL I—L-Liiredu—44 | LNEY S EPHAFLAGETNL_UNINIECL 1Y T LY_TIELE LREMULESCTIEAU T2 dSEHAFL. [dydidal) — ITs 1ae g
onnectivity check

FChoosing mMysaL DE[l

e Press enter/return

[|2015 10-12 [15:02:50]467 [main] INFO 9nit(DB.java:8l) - |[Choosing MysoL DE |
e Type :q! to exit vi editor

Using the time from ‘Choosing MySQL DB’ of 15:03 subtract it from the time ‘Ready to send announcement’ of 15:09
and the result is the time it took for the Node to come completely up.



6. Add Physical, Virtual Accounts and Prerequisites

6.1. Configure Prerequisites

6.1.1. Add a Site

Add a Site. Go to Administration -> Physical Accounts -> Site Management -> select ‘Add’.

vhaln Cisco UCS Director

Cisco

Converged HyperConverged w Virtual = Physical w Organizations v Policies » Administration w

o

Site Management || Pods H Physical Accounts || Mult-Domain Managers || Managed Network Elements H Virtual Cor

& Refresh |l Favorite o Add*

Physical Accounts

Site Management

Site Name | Description | Co

Enter the Site Name, Description, Contact Name and click ‘Submit’.

Add Site

Site Name HSOUTH \ ‘ "

Description H South Region ‘ ‘

Contact Name |South Regional Team‘ |#-

*[ Submit ][ Close ]

Click ‘OK'’.

Submit Result

Added successfully

> o]



6.1.2. Hide the Default POD

Hide the Default Pod from the Converged View. Go to Administration -> Physical Accounts -> Pods -> select Default Pod
-> select ‘Edit’.

hali Gisco UCS Director

CIsCco

Converged HyperConverged = Virtual = Physical Organizations ¥ Policies w Administration

Physical Accounts‘ ‘

Site Management H Pods || Physical Accounts H Multi-Domain Managers || Managed Network Elements || Virtual Cons

& Refresh | ] Favorite g Add & Device Discovery & FlexPod Account Setup =] View Edit 3£

Pods ’

MName | Type | Site | Description | Location
Default Pod ﬁ Default datacenl No

Using the drop down, select ‘Generic’ for the ‘Type’ field, add enter a *.’ or a real address in the ‘Address’ field, select
the ‘Hide POD’ check box and then click ‘Save’.

Edit POD
Name Default Pod
Type [ Generic | [+]*
Site | <select Site> |~ |

Description [Defaultdatacenter l

Address D

‘E Hide POD

POD will be hidden only if it does not contain any physical or virtual accounts

*I Save l[ Close

_Click ‘oK.
‘ Submit Result

POD modified successfully.

> ok



6.1.3. Add a POD

Add a POD. Go to Administration -> Physical Accounts -> Pods -> select ‘Add’.

nluili Cisco UCS Director

Cisco

Converged HyperConverged w Virtual = Physical w Organizations w Policies v Administration »

Physical Accounts ’ ‘

Site Management H Pods || Physical Accounts || Multi-Domain Managers || Managed Network Elements || Virtual Con:

@ Refresh |4 Favorite iii Add & Device Discovery & FlexPod Account Setup

Pods
Name | Type | Site | Description | Location
Default Pod Default datacent No

Enter a Name, select ‘Generic’ for the Type, select the site you created, enter a description, enter an address and click
‘Add’.

Add POD
Name |RCDNS5-LAB | | &
Type | Generic | |v | #
Site [ soutH | [~

Description |R|'chardson 5 LAB ‘ |

Address Richardson Texae”

[] Hide POD
POD will be hidden only if it does not contain any physical or virtual accounts

*[ Add ][ Close ]

Click ‘OK’.

Submit Result

POD added successfully.

el TN



6.2. Add Physical Accounts

6.2.1. Optional — Create UCSM Credential Policy

Create UCSM Credentials Policy. Go to Policies -> Physical Infrastructure Policies -> Credential Policies -> select ‘Add’.

halv Cisco UCS Director

CIsCOo

Converged HyperConverged w Virtual = Physical Organizations = Policies w

Credential Policies «
Credential Policies ‘ ‘

& Refresh || Favorite g Add

Credential Policies

Policy Name Description Account Type Username Protocol

Enter UCSM in the filter on the right then select the ‘UCSM’ check box.

Add Credential Policy ‘

Account Type EJ @ ucsn] £ |
| Account Type 1A

o= [ ucsm



7

Enter a Policy Name, Optional Description, Username, Password and click ‘Submit’.

Add Credential Policy

Account Type UCSM
Policy Name | UCSM Credential Policy | \*
Description |UCSM Credential Policy | |
Username ladmin | | *
Password [oemmmenn] E

Protocol *

Port 443 |+

Authentication Type [ Locally Authenticated I v]#

Server Management [ All Servers l v]a!e

#I Submit l I Close

Click ‘OK'’.

Submit Result

Added entry successfully

- o

6.2.2. Add UCSM Account
Add a UCSM Account. Go to Administration -> Physical Accounts -> Physical Accounts -> select ‘Add’.

hlv - Cisco UCS Director

Cisco

Converged HyperConverged v Virtual w Physical w Organizations w Policies Administration w

Physical Accounts *

Site Management H Pods || Physical Accounts H Multi-Domain Managers H Managed Network Elements H Virtual Cor

& Refresh |l Favorite g Add & Device Discovery

Physical Accounts k

Account Nam |Acc0unt Type |C0nnecti0n S | Pod Contact Location Server / Filer




Drop down and select the POD, ‘Computing’ Category, ‘UCSM’ Account Type and click ‘Submit’.

Add Account

Pod | RCDNS-L... |~ |+
Category | Computing ivl#-
Account Type l UCSsSM iv]#

* [ Submit ] [ Close ]

Enter an Account Name, Server Address, select the ‘Use Credential Policy’ check box, drop down and select the UCSM
Credential Policy created in the previous section and click ‘Add’.

Add Account

Pod | RCDNS-L... |+ |*
Category | Computing | larr

Account Type UCSM - | %

Account Name ~ |UCSM_MGMT | |
Server Address |172.17.80.34| |+

* [] use credential Policy I =

Credential Policy [ UCSM Credential Policy |v] E R

Description l l

Contact Email ’ l

Location l l

Service Provider ’ l

o [ Add | [ close |

Click ‘OK’.
Submit Result

Account added successfully.

=P [ ok |



6.2.3. Optional - Create NetApp Credential Policy

Create NetApp Credentials Policy. Go to Policies -> Physical Infrastructure Policies -> Credential Policies -> select ‘Add’.

il Cisco UCS Director

CIsco

Converged HyperConverged v Virtual Physical Organizations v Policies ¥

Credential Policies «

Credential Policies ‘ ‘
& Refresh [ Jf] Favorite s Add

Credential Policies

Policy Name Description Account Type Username Protocol

Enter ‘NetApp Ontap’ in the filter on the right then select the ‘NetApp ONTAP’ check box.
Add Credential Policy

Account Type EJ ‘QT%‘ NetApp Ontap 3

| Account Type 1A

* [] NetApp ONTAP




Enter a Policy Name, Optional Description, Username, Password and click ‘Submit’.

Modify Credential Policy

Account Type NetApp ONTAP

Policy Name NetApp Credential Policy

Description ‘ NetApp Credential Policy ‘ ‘

Username  |root | | »
T B

Protocol htp [~ [3

Port |80 | &

‘ *[ Submit | [ Close |

Click ‘OK’.

Submit Result

Added entry successfully

-> (o]

6.2.4. Add NetApp Account for Controller A

Add NetApp Controller-A Account. Go to Administration -> Physical Accounts -> Physical Accounts -> select ‘Add’.

vbaln Gisco UCS Director

CIsco

Converged HyperConverged v Virtual w Physical w Organizations w Policies Administration v

Physical Accounts *

Site Management || Pods || Physical Accounts H Multi-Domain Managers H Managed Network Elements || Virtual Cor

@. Refresh [li] Favorite iii Add ﬂ Device Discovery

Physical Accounts k

Account Nam |Acc0unt Type |C0nnection S | Pod Contact Location Server / Filer




Drop down and select the POD, ‘Storage’ Category, ‘NetApp ONTAP’ Account Type and click ‘Submit’.

&

Add Account

Pod | RCDNS-L... [+ |#
Account Type l NetApp ONTAP i - I #

*[ Submit ] [ Close ]

Enter an Account Name, Server Address, select the ‘Use Credential Policy’ check box, drop down and select the NetApp
Credential Policy created in the previous section and click ‘Add’.

Add Account

Pod | RCDN5-L... |+ |#

Category | Storage v | %

Account Type | NetApp ONTAP hd #*
Account Name  |FAS3070-A | |«
Server Address |172.17.80.20| |«

*E Use Credential Policy ’

Credential Policy I NetApp Credential Policy ‘vl =Y

Description I ‘

Contact Email I ‘

Location I ‘

Service Provider I ‘

o [~ | [ close |

Click ‘OK’.
Submit Result

Account added successfully.

=P [ ok |



6.2.5. Add NetApp Account for Controller B

Add NetApp Controller-B Account. Go to Administration -> Physical Accounts -> Physical Accounts -> select ‘Add’.

il Cisco UCS Director

Cisco

Converged HyperConverged » Virtual w Physical Organizations » Policies = Administration

Physical Accountsﬁ ’

Site Management H Pods || Physical Accounts H Multi-Domain Managers H Managed Network Elements H Virtual Cor

& Refresh |l Favorite g Add  ## Device Discovery

Physical Accounts k

Account Nam |Acc0unt Type |C0nnecti0n S | Pod Contact Location Server / Filer

Drop down and select the POD, ‘Storage’ Category, ‘NetApp ONTAP’ Account Type and click ‘Submit’.

Add Account

Pod | RCDN5-L... |+ ]#
Account Type | NetApp ONTAP | - I #*

*[ Submit ] [ Close ]




Enter an Account Name, Server Address, select the ‘Use Credential Policy’ check box, drop down and select the NetApp
Credential Policy created in the previous section and click ‘Add’.

Add Account

Pod I_ RCDN5-L... |v]-#-

Category |_ Storage - | %

Account Type |_ NetApp ONTAP 4! #*
Account Name ~ |FAS3070-B | |
Server Address [172.17.80.22 |

* M Use Credential Policy
Credential Policy I NetApp Credential Policy ‘vl [;ﬁ #*

Description “ ‘

Contact Email [ ‘

Location [ ‘

Service Provider [ ‘

JE—

Add ][ Close ]

Click ‘OK’.
Submit Result

Account added successfully.

=P [ ok |



6.2.6. Optional - Create MDS Credential Policy
Create MDS Credentials Policy. Go to Policies -> Physical Infrastructure Policies -> Credential Policies -> select ‘Add’.

hiali - Cisco UCS Director

CISCO

Converged HyperConverged v Virtual = Physical w Organizations = Policies

Credential Policies «

Credential Policies ‘ ‘

@ Refresh  [li] Favorite iﬂi Add

Credential Policies

Policy Name | Description |Acc0unt Type Username Protocol

Enter ‘Cisco Nexus OS’ in the filter on the right then select the ‘Cisco Nexus OS’ check box.
Add Credential Policy

Account Type @ ‘Q@ Cisco Nexus OSI X

| Account Type

* [ ] Cisco Nexus 0S

Enter a Policy Name, Optional Description, Username, Password and click ‘Submit’.
‘ Add Credential Policy

Account Type Cisco Nexus 0S

Policy Name |MDS Credential Poll’cy| |#

Description |MDS Credential Policy | |

Username  |admin | |+
password [ | B

Protocol *

Port 22 | *

*I Submit ]I Close

Click ‘OK’.
Submit Result

Added entry successfully

> o]



6.2.7. Add Fabric A MDS

Add Fabric A MDS Account. Go to Administration -> Physical Accounts -> Managed Network Elements -> select ‘Add
Network Element’.

il Cisco UCS Director

CIsco

Converged HyperConverged v Virtual v Physical w Organizations wv Policies w Administration v
Physical Accounts « ‘

Site Management || Pods H Physical Accounts || Multi-Domain Managers || Managed Network Elements Virtual Cc

@ Refresh || Favorite iii Add Network Element

Managed Network Elements ‘

Pod | Device IP | Status | Name Model Serial Numbe 0S5 Type

Drop down and select the POD, ‘Cisco Nexus OS’ Device Category, Enter the IP Address of the MDS Fabric A switch,
select the ‘Use Credential Policy’ check box, drop down and select the MDS Credential Policy created in the previous

section and click ‘Submit’.

Add Network Element

Pod | RCDN5-L... |~
Device Category [ Cisco Nexus OS5 |v |
Device IP 1172.17.80.7 |

* M Use Credential Policy (
&

Credential Policy [ MDS Credential Policy |v

Click ‘OK’.
Submit Result

Saved Successfully

- o« |



6.2.8. Add Fabric B MDS

Add Fabric B MDS Account. Go to Administration -> Physical Accounts -> Managed Network Elements -> select ‘Add
Network Element’.

il Cisco UCS Director

CIsco

Converged HyperConverged v Virtual v Physical w Organizations wv Policies w Administration v
Physical Accounts « ‘

Site Management || Pods H Physical Accounts || Multi-Domain Managers || Managed Network Elements Virtual Cc

@ Refresh || Favorite iii Add Network Element

Managed Network Elements ‘

Pod | Device IP | Status | Name Model Serial Numbe 0S5 Type

Drop down and select the POD, ‘Cisco Nexus OS’ Device Category, Enter the IP Address of the MDS Fabric B switch,
select the ‘Use Credential Policy’ check box, drop down and select the MDS Credential Policy created in the previous

section and click ‘Submit’.

Add Network Element

Pod | RCON5-L... [v]®

Device Category [ Cisco Nexus OS5 |v |

Device 1P |172.17.80.8|

*IZ Use Credential Policy ‘

Credential Policy [ MDS Credential Policy |v| EYE

Click ‘OK’.
Submit Result

Saved Successfully

-> [ o« |



6.3. Add a Virtual Account for vCenter

6.3.1. Optional - Create vCenter Credential Policy

Create vCenter Credentials Policy. Go to Policies -> Physical Infrastructure Policies -> Credential Policies -> select ‘Add’.

el Gisco UCS Director

Cisco

Converged HyperConverged v Virtual = Physical w Organizations Policies w

Credential Policies *

Credential Policies | ‘
& Refresh | 4] Favorite g Add

Credential Policies

Policy Name | Description |Account Type Username Protocol

Enter ‘vmware’ in the filter on the right then select the ‘VMWare’ check box.

Add Credential Policy

Account Type EJ ‘C@|vmward|

| Account Type 1A

* [] vMmware

Enter a Policy Name, Optional Description, Server User ID, Server Password, Optional VMware Datacenter (If you are
connecting to your vCenter at the Data Center Level) and click ‘Submit’.

‘ Add Credential Policy

Account Type VMWare
| Policy Name |vCenter Credential Policy| ‘ #*
. Description ‘vCenter Credential Policy ‘ ‘
Server User ID ‘administrator‘ ‘ #*
Server Password | ok Aok ok ok | ‘#
Server Access Port ‘443 ‘ #

VMware Datacenter | GSP_MGMT]| |

Server Access URL ‘lsdld |*—

*[ Submit ][ Close




Click ‘OK’.
Submit Result

Added entry successfully

- o]

6.3.2. Add vCenter Virtual Account

Add vCenter Virtual Account. Go to Administration -> Virtual Accounts -> Virtual Accounts -> select ‘Add’.

leilv - Cisco UCS Director

Cisco

Converged HyperConverged v Virtual v Physical Organizations = Policies ¥ Administration w

Virtual Accounts ’
Virtual Accounts | Plugins || PowerShell Agents

& Refresh | l] Favorite p Add

Virtual Accounts ’

Cloud Name |Acc0unt Type |C0nnect]‘0n S Pod Contact Location Server

Drop down and select ‘VMWare’ for Cloud Type.

Add Cloud ’

Cloud Type

Select Cloud Type
AWS-EC?2

lose

RackSpace-Cloud
Tier3-Cloud

<]

Hyper-\V




Enter a Cloud Name, Server Address, select the ‘Use Credential Policy’ check box, drop down and select the vCenter
Credential Policy created in the previous section, drop down and select the POD to place this Virtual Account in and click
‘Add’.

Add Cloud
Cloud Type [ VMware I - ] %
Cloud Name | MGMT-VCENTER |

Server Address H172.17.80.101\

|+
|
* [¥] use Credential Policy ,

Credential Policy [ vCenter Credential Policy |v} o

[ ] Enable SRM

[ ] use sso

Description l ]

Contact Email l ]

Location l ]

Pod | RCDNS-L... |v|#‘

Service Provider l ]

*[ Add ][ Close ]

Click ‘OK’.
Submit Result

Cloud added successfully.

> o



7. System Tasks

7.1. Create a Node Pool

Create a Service Node Pool. Log into UCS Director GUI using the Primary Node IP address and go to Administration ->
System -> Service Nodes -> select ‘Service Node Pools’.

il Cisco UCS Director

Cisco

Converged HyperConverged v Virtual Physical Organizations = Policies Administration Cloud

System *

4 | Advanced Controls || Service Provider Feature || System Tasks || System Task Policy || User Roles || Service Nodes H

& Refresh [l Favorite & Add &} Service Node Pools ] View Cluster Connectivity

Service Nodes ~

Node Name | Role | Node Pool | Description |Netw0rk Nam Protocol

LocalHost Primary localhost Yes

Click ‘+’ to add a new Service Node Pool.

Service Node Pool ‘

Service Node Pools &J@ |§;J

Name | Description

default-service-node-pool Default Service Node Pool

Enter a Name and Description for the Service Profile Pool and click ‘Submit’.

Add Entry to Service Node Pools

Name | Richardson ‘ ‘ #

Description HRichardson Service Node Pool ‘ |

*[ Submit ] [ Close ]

Click ‘OK'’.

Submit Result

Added entry successfully

(o]



Review and click ‘Close’.

Service Node Pool

Service Node Pools ].ﬂ@ |'E'75_0-..'J |

Name | Description
default-service-node-pool Default Service Node Pool
‘ Richardson Richardson Service Node Pool ‘

Total 2 items

- o]



7.2. Create System Task Policy

Create a System Task Policy. Go to Administration -> System -> System Task Policy -> select ‘Add’.

liali - Gisco UCS Director

cisco

Converged HyperConverged = Virtual w Physical = Organizations = Policies w Administration

System h ‘

1 | Advanced Controls H Service Provider Feature H System Tasks H System Task Policy H User Roles || Service

& Refresh |l Favorite g Add

System Task Policy k

Name | Description | N

default-system-1 Default System default-service-node-pool

local-run-policy Default Run Loci

Enter a System Task Policy Name and description, drop down and select the Node Pool we previously created and click
‘Submit’.
Add

Name | Richardson System Task Po\l'cy| | #

Description || Richardson System Task Policy | |

Node Pool I Richardson Ivl#l

The node pool that will be used to service this task

#I Submit I I Close

Click ‘OK’.
Submit Result

Add successfull

> o |



7.3. Create Service Node

Add the Service Node. Go to Administration -> System -> Service Nodes -> select ‘Add’.

el Cisco UCS Director

CIsco

Converged Virtual w Physical = Organizations v Policies Administration v CloudSense™ w Favorites

System h \

m| Advan;:ed Controls || Service Provider Feature H System Tasks H System Task Policy || Service Nodes || User Roles || Or¢

&+ Refresh [ Favorite &g Add &} Service Node Pools ] View Cluster Connectivity

Service Nodes

Node Name | Role | Node Pool | Description |Netwnrk Nam | Protocol |

LocalHost Primary localhost Yes

Enter a Node Name, select the Service Node Pool you previously created, DNS Name and Protocol then click ‘Submit’.

Service Node

Node Name |cucsD-51-5_4 00| "
Role Service
Service Node Pool [ Richardson |v]

Select a Service Node Pool to associate this Service node with

DNS Name ‘ 172.17.80.122 ‘ *
DNS Name or IP/IPv6 Address of the Service Node

Description ‘ ‘
Protocol https =
Port ‘443 #
UserName ‘ infraUser ‘
This user's API Key is used to authenticate with the Service Node
* I Submit I I Close
Click ‘OK’.

Submit Result

Added successfully

> [ o« |



Test Service Node Connectivity. Go to Administration -> System -> Service Nodes -> select the Service Node -> select
‘Test Connectivity’.

il Cisco UCS Director

CIsco

Converged HyperConverged v Virtual = Physical w Organizations v Paolicies w Administration v CloudSense™ w Faw

System i

4 ‘ Advanced Controls || Service Provider Feature H System Tasks || System Task Policy ” User Roles || Service Nodes Email Templates

@- Refresh  |lf] Favorite Eﬁi Add ﬂ Service Node Pools  [&] View Cluster Connectivity @ Edit % Delete 4@ Test Connectlivity

Service Nodes

Node Name | Role | Node Pool | Description |Netwnrk Nam Protocol |
LocalHost Primary localhost Yes
CUCSD-51-5 4 Service Richardson 172.17.80.122  https Not Verified

Click ‘Close’.

‘ Test Connectivity

Connection Successful

e (o]

Click ‘Refresh’ and verify the Reachability is ‘Yes'.

sl Cisco UCS Director

cisco

Converged HyperConverged Virtual = Physical » Organizations v Policies Administration v Cloud:!

System

4 | Advanced Controls H Service Provider Feature H System Tasks H System Task Policy || User Roles || Service Nodes [[

& Refresh [ Favorite s Add & Service Node Pools [ View Cluster Connectivity

Service Nodes

Node Name | Role | Node Pool | Description |Netw0rk Nam Protocol |
LocalHost Primary localhost Yes
CUCSD-51-5 4 Service Richardson 172.17.80.122  https Yes

Verify Service Node is in sync with UCS Director. Go to Administration -> System -> select ‘System Information’.

dlil ciseo UCS Director admin % | LogOut | Cisca

cisco

Converged HyperConverged v Virtual v Physical » Organizations ¥ Policies w Administration v CloudSense™ w Favorites

System ¢

System Information H Mail Setup ” System Parameters H Infrastructure System Parameters H Advanced Controls H Service Provider Feature H System Tasks H System Ta
@ Refresh
Primary Node E] Service Node(s) @ DB Node(s) E]
Name CUCSD-P-5_4_0_0 Reachable 1 Inventory(172.17.80.120) Ok
IP Address 172.17.80.119 Non Reachable 0 Monitoring(172.17.80.121) Ok
Up Time 0 Day (s) 20 hour (s) 17 Mil
System Time November 07,2015 13:41:1
Total Service Nodes 1




Verify UCS Director is fully integrated with the Service Node(s), Inventory Database Node and the Monitoring Database
Node. Go to Administration -> System -> select ‘System Information’.

admin 4 Log Out | Cisco

il Giseo UCS Director

CISCOo
HyperConverged = Virtual + Physical = Organizations w Policies w Administration v CloudSense™ w Favorites

Converged

System‘

System Information || Mail Setup H System Parameters H Infrastructure System Parameters H Advanced Controls H Service Provider Feature H System Tasks || Systemn Ta

@ Refresh

Primary Node E] Service Node(s) DB Node(s) @
Name CUCSD-P-5_4 0 0 Reachable 1 |Inventury(172.17.80.120) | Ok

IP Address 172.17.80.119 Non Reachable Monitoring(172.17.80.121) | Ok

Up Time 0 Day (s) 20 hour (s) 17 Mi

System Time November 07,2015 13:41:1

Total Service Nodes 1




7.4. Assign System Policy to UCSM System Task

Assign Richardson System Policy to UCSM System Task. Go to Administration -> System -> Service Tasks -> expand ‘Cisco
UCS Tasks’ -> right click on ‘Virtual SAN Ready Node Qualification Task — UCSM_MGMT’ and select ‘Manage Task’.

lialv - Cisco UCS Director

CiIsco

Converged HyperConverged v Virtual w Physical = Organizations v Policies w Administration v CloudSense™ w

System h

4 ‘ Advanced Controls || Service Provider Feature || System Tasks H System Task Policy H User Roles H Service Nodes || Email Tem
4 Refresh | Favorite & Manage Task & RunNow [E] View Details
System Tasks
Label Description Enabled Fr¢
» (] Chargeback Tasks
» (] Cisco APIC Tasks
» (] Cisco Fabric Tasks
¥ [y Cisco UCS Tasks
| UCS Monthly Historical DataPurge Task Deletes historice Enabled 24
1 UCS Fault Record Purge Task Deletes fault rec Enabled 12
| UCS Event Record Purge Task Deletes event re Enabled 12
] Deleted UCSAccount CleanUp Task Deletes all data Enabled 4h
| UCS Daily Historical DataPurge Task Deletes historice Enabled 4 h
1 UCS Event Subscription Task Subscribe the ev Enabled 4h
1_] - Virtual SAN Ready Node Qualification Task - UCSM_MGMT Collects Virtual ¢ Enabled 1h
0 UCS Inventory Collector - UCSM_MGMT Manage Task h
| UCS Historical Data Aggregator Task Run Now
0 UCS Monitoring DataCollector Task - UCSM_MGMT ‘iz Daimis
3 UCS Server Transition State Manager Settings...

Drop down and select the ‘Richardson System Task Policy’ and click ‘Submit’.
Manage Task (Virtual SAN Ready Node Qualification Task - UCSM_MGMT)

Task Execution n ’

System Task Policy [ Richardson System Task Policy i - ] #

—=
Minutes
*[ Submit ][ Close ]
Click ‘OK’.

Submit Result

Task details updated successfully

—> o]

Run the ‘Virtual SAN Ready Node Qualification Task = UCSM_MGMT’ task.

| UCS Event Subscription Task Subscribe the ev Enabled 4h
] # Virtual SAN Ready Node Qualification Task - UCSM_MGMT Collects Virtual ¢ Enabled 1h
0 UCS Inventory Collector - UCSM_MGMT Manage Task

[ 11CS Historical NData Annrenatar Task Run Now h



Right click on ‘UCS Inventory Collector — UCSM_MGMT’ and select ‘Manage Task’.

1 UCS Event Subscription Task Subscribe the ex Enab
# UCS Inventory Collector - UCSM_MGMT ' =

5 UCS Historical Data A tor Task Manage Task

|;| istorical Data Aggregator Tas Run Now

Drop down and select the ‘Richardson System Task Policy’ and click ‘Submit’.
Manage Task (Virtual SAN Ready Node Qualification Task - UCSM_MGMT)

Task Execution n ’

System Task Policy 1 Richardson System Task Policy \v l #

Minutes

*[ Submit ][ Close ]

_Click ‘OK’.
Submit Result

Task details updated successfully

—> o]

Run the ‘UCS Inventory Collector — UCSM_MGMT’ task.

UCS Event Subscription Task Subscribe the ev Enabl

U
L] * UCS Inventory Collector - UCSM_MGMT
— Manage Task
) UCS Historical Data Aggregator Task Run Now«



Right click on ‘UCS Monitoring DataCollector Task — UCSM_MGMT’ and select ‘Manage Task’.

L) UCS Server Transition State Manager Updates the UC¢ Enabled
# UCS Monitoring DataCollector Task - UCSM_MGMT N st

- ) o Manage Task ?

0 Virtual SAN Ready Node Qualification Task - UCSM o e

’

Drop down and select the ‘Richardson System Task Policy’ and click ‘Submit’.
Manage Task (UCS Monitoring DataCollector Task - UCSM_MGMT)

Task Execution n r

System Task Policy [ Richardson System Task Policy 1 - ]#

Hours

Minutes

* [ Submit ] [ Close ]

Click ‘OK'.
Submit Result

Task details updated successfully

—> o]

Run the ‘UCS Monitoring DataCollector Task — UCSM_MGMT’ task.

| UCS Historical Data Aggregator Task Aggregates mon Enabled
L) UCS Server Transition State Manager Updates the UCS Enabled
1] # UCS Monitoring DataCollector Task - UCSM_MGMT = . s
Virtual SAN Ready Nod lification Task - UCSM Manage Task
L) irtua eady Node Qualification Tas Run Now .
Y 1S Trunn trarwu Callactar 2 TICCSM MCMT

Click ‘Submit’

Run Now

Are you sure you want to run task 'UcsMonitoringDataCollectorTask: UCSM_MGMT' now?

*[ Submit ][ Close ]

Click ‘OK’.
Submit Result

Task is scheduled to run immediately

> ok |



7.5. Assign System Policy to NetApp Controller A System Task

Assign Richardson System Policy to NetApp System Task. Go to Administration -> System -> Service Tasks -> expand

‘NetApp Tasks’ -> right click on ‘NetApp Inventory Collector — FAS3070-A’ and select ‘Manage Task’.
» ] UCS Central Tasks
¥ (=7 NetApp Tasks

) Deleted NetApp Account CleanUp Task Purging Non-exi: Enab
L] * NetApp Inventory Collector - FAS3070-A Thie Callacte tha Fnahl
) NetApp Inventory Collector - FAS3070-B Manage Task

| Snap Mirror History Status Scheduler Task Run Now

View Details

Drop down and select the ‘Richardson System Task Policy’ and click ‘Submit’.

Manage Task (NetApp Inventory Collector - FAS3070-A)

Task Execution n /

System Task Policy J Richardson System Task Policy lv I #

r—r
Minutes Q
*[ submit | [ Close |

Click ‘OK’.

Submit Result

Task details updated successfully

P OK_|

Run the ‘NetApp Inventory Collector — FAS3070-A’ task.
» [ UCS Central Tasks
¥ [ NetApp Tasks

| Deleted NetApp Account CleanUp Task Purging Non-exi: Enabled
L) NetApp Inventory Collector - FAS3070-B This Collects the Enabled
L] # NetApp Inventory Collector - FAS3070-A i
0 Snap Mirror History Status Scheduler Task Manage Task

Run Now

» (] Physical Network Tasks
> 1 VMware VM Tasks

View Details

Click ‘Submit’ when asked if you are sure you want to run the task now.

Run Now

Are you sure you want to run task 'NetAppInventoryCollector :FAS3070-A" now?

* [ Submit ] [ Close ]

Click ‘OK’.
Submit Result

Task is scheduled to run immediately

> [oc



7.6. Assign System Policy to NetApp Controller B System Task

Assign Richardson System Policy to NetApp System Task. Go to Administration -> System -> Service Tasks -> expand

‘NetApp Tasks’ -> right click on ‘NetApp Inventory Collector — FAS3070-B’ and select ‘Manage Task'.
» 1 General

¥ (7 NetApp Tasks

| Deleted NetApp Account CleanUp Task Purging Non-existent NetApp Ar Enabled
|_] # NetApp Inventory Collector - FAS30/70-B i

) Snap Mirror History Status Scheduler Task rua:?‘\liivTaSk

) NetApp Inventory Collector - FAS3070-A

View Details

» (1UCS Central Tasks

Drop down and select the ‘Richardson System Task Policy’ and click ‘Submit’.
Manage Task (NetApp Inventory Collector - FAS3070-B)

Task Execution n I

System Task Policy 1 Richardson System Task Policy l - l #

m—
Minutes
*[ Submit ][ Close ]
Click ‘OK’.

Submit Result

Task details updated successfully

=P ox_|

Run the ‘NetApp Inventory Collector — FAS3070-B’ task.
¥ [y NetApp Tasks

eleted NetApp Account CleanUp Tas urging Non-existent NetApp A: Enable
Deleted NetApp A tCl Up Task P ing N istent NetApp A: Enabl
L] “ NetApp Inventory Collector - FAS3070-B i i
i NetApp Inventory Collector - FAS3070-A Manage Task

Run Now

] Snap Mirror History Status Scheduler Tas

e MM Canbeal Taclo View Details

Click ‘Submit’ when asked if you are sure you want to run the task now.

Run Now

Are you sure you want to run task 'NetAppInventoryCollector :FAS3070-B' now?

*[ Submit ][ Close ]

Click ‘OK’.
Submit Result

Task is scheduled to run immediately

> [oc



7.7. Assign System Policy to vCenter System Task

Assign Richardson System Policy to VMware System Task. Go to Administration -> System -> Service Tasks -> expand
‘VMware Standard Tasks’ -> right click on ‘VMware Inventory Collector - MGMT-VCENTER’ and select ‘Manage Task'’.

¥ [ VMware Standard Tasks
|_‘| * VMware Inventory Collector - MGMT-VCENTER i indirz
M VMware Event Collector - MGMT-VCENTER Manage Task  iffsmm

Drop down and select the ‘Richardson System Task Policy’ and click ‘Submit’.
Manage Task (VMware Inventory Collector - MGMT-VCENTE...

Task Execution u

System Task Policy J Richardson System Task Policy l - I #*

=
Minutes
* [ Submit ] [ Close ]
Click ‘OK’.

Submit Result

Task details updated successfully

> o< ]

Run the ‘VMware Inventory Collector - MGMT-VCENTER’ task.

System Tasks
1a Label | Description ‘ Enabled
¥ [7VMware Standard Tasks
L] ‘ VMware Inventory Collector - MGMT-VCENTER Manage Task
] VMware Event Collector - MGMT-VCENTER Run Now h

Click ‘Submit’ when asked if you are sure you want to run the task now.

Run Now

Are you sure you want to run task "VMwarelnventoryCollector:MGMT-VCENTER' now?

sl [ suomic | [ Close ]

Click ‘OK’.
Submit Result

Task is scheduled to run immediately

> o |



Go to Administration -> System -> Service Tasks -> expand ‘VMware Standard Tasks’ -> right click on ‘VMware Event
Collector - MGMT-VCENTER’ and select ‘Manage Task’.

¥ [ JVMware Standard Tasks

| VMware Inventory Collector - MGMT-VCENTER  Collects the inventory periodice Enabled
* VMware Event Collector - MGMT-VCENTER —_— — _
I_,] o Manage Task h
¥ [ Virtualization Tasks

Drop down and select the ‘Richardson System Task Policy’ and click ‘Submit’.
Manage Task (VMware Event Collector - MGMT-VCENTER)

Task Execution u

System Task Policy J Richardson System Task Policy \ - I &

Hours

Minutes

*’ [ Submit ] [ Close ]

Click ‘OK’.
Submit Result

Task details updated successfully

> [oc]

Run the ‘VMware Event Collector - MGMT-VCENTER’ task.
v [7VMware Standard Tasks

L) VMware Inventory Collector - MGMT-VCENTER  Collects the inventory periodice Enabled

1] # VMware Event Collector - MGMT-VCENTER in i
v [ Virtualization Tasks Manage Task
E Darfarmanca Nata Callactar - MEMTA/CENTER Run Now ‘.

Click ‘Submit’ when asked if you are sure you want to run the task now.

Run Now

Are you sure you want to run task 'VMwareEventCollector: MGMT-VCENTER' now?

*[ Submit ][ Close ]

Click ‘OK’.
Submit Result

Task is scheduled to run immediately

> o)



Go to Administration -> System -> Service Tasks -> expand ‘Virtualization Tasks’ -> right click on ‘Performance Data
Collector - MGMT-VCENTER’ and select ‘Manage Task’.

| VMware Event Collector - MGMT-VCENTER Collects the events periodically Enabled
¥ [y Virtualization Tasks
1] * Performance Data Collector - MGMT-VCENTER T allacte hickarical claud nasfaee Enahlad
‘ Manage Task

Drop down and select the ‘Richardson System Task Policy’ and click ‘Submit’.

Manage Task (Performance Data Collector - MGMT-VCENTER)

Task Execution u ’

System Task Policy J Richardson System Task Policy \ - I #

Minutes u
*[ Submit ][ Close ]

Click ‘OK’.
Submit Result

Task details updated successfully

> [oc]

Run the ‘Performance Data Collector - MGMT-VCENTER’ task.

| VMware Event Collector - MGMT-VCENTER Collects the events periodically Enabled
¥ [ Virtualization Tasks
* Performance Data Collector - MGMT-VCENTER T S
- Manage Task

Run Now h

Click ‘Submit’ when asked if you are sure you want to run the task now.

Run Now

Are you sure you want to run task 'perfDataCollector: MGMT-VCENTER' now?

*[ Submit ][ Close ]

Click ‘OK’.
Submit Result

Task is scheduled to run immediately

> o



8. Add Licenses to UCS Director

Go to Administrator -> License -> License Keys -> and select ‘Update License’.

ol Cisco UCS Director

Converged Virtual Physical w Organizations w Policies w Administration w CloudSense™ w Favorites
LTcenseh ’

License Status License Keys H License Utilization H License Utilization History || Resource Usage Data

'g- Refresh L|=| Favorite Update License @. Apply Upgrade License

License Keys Update License

License Entry | License Value/Status

You have the option to browse to the license file or Enter License Text. To enter the license text, simply copy the license
and paste it into the screen then click ‘Submit’.

Update License

License Select a file for upload:

| H Browse... || Upload |

‘ IZ Enter License Text

License Text VENDOR_STRING=<Count=>" A
NOTICE="<LicFileID>>" alD>1</LicLineID> \ o
<PAK></PAK>" &7 28D4 \
BBBO D784 147 A\
32E8 18D6.7

FEATURE CUIC-PH
VENDO'

NOTIr
<PA
54F
DF

FEATURE |
\

I

D>\

[

C
FEATURE
Vi
NG Y
<PA
ACAL
3D9%4 &
FEATURE CUIC-E.
VENDOR_&
NOTICE="<Lic
<PAK></PAK>"_
FOCC EC47 5498 CAL.
E411 F6EB 6F/C 4B57 1AAC

4 LicLineID> \
<F4\
.t 8E85 \

=
v

i Submit ] i Close



Verify License Utilization.

nhali Cisco UCS Director

CIsco

Converged Virtual w Physical = Organizations w Policies w Administration v CloudSense™ w Favorites

Licenseh

License Status H License Keys || License Utilization H License Utilization History H Resource Usage Data

& Refresh [l Favorite &} Update License & Run License Audit

License Utilization

License |Licensed Lim | Available | Used | Status

Production Base 1 1 Licensed

Physical Servere 100 100 0 . Licensed Limit =Physical BM Server(=0) +
Licensed Small/Medium POD servers are not counted i

Storage Controll 120 120 o] . Licensed Limit = Actual Licensed(=20) +
~ezreEt Small/Medium POD storage controllers are nc

Network Devices 120 120 0 Licensed Licensed Limit = Actual Licensed(=20) +

Small/Medium POD network devices are not.

Other Devices 105 105 0 . Licensed Limit = Actual Licensed(=5) +
s Small/Medium POD storage controllers are nc

Big Data Nodes 0 0 0 il NotlLicense Available = Actual Licensed(=0) - Used(=0)

Small Pod 0 0 0 il NotLicense Available = Actual Licensed(=0) - Used(=0) -

Medium Pod 0 0 0 i NotLicense Available = Actual Licensed(=0) - Used(=0) -

Small Pod Enter| 0 0 0 | NotLicense

Medium Pod Ent: 0 0 0 i NotLicense

Server VMs 5000 5000 0 Licensad Licensed Limit = Physical Server License Cou

Available = Licensed Physical Servers(=100)




9. Mail Setup (Required)

Go to Administrator -> System -> select ‘Mail Setup’. Enter the ‘Outgoing Email Server (SMTP), ‘Outgoing SMTP Port’,
‘Outgoing Email Sender Email Address’, ‘UCSD Server IP Address’ and click ‘Save’.

il Cisco UCS Director

CISCO
Converged Virtual v Physical = Organizations wv Policies Administration
System

System Information H Mail Setup [ System Parameters H Infrastructure System Parameters H

Outgoing Email Server (SMTP) |7: : — |a¥

Outgoing SMTP Port 25 |«

Qutgoing SMTP User | |

QOutgoing SMTP Password | |

Outgoing Email Sender Email Address |n0—reply@cisc0.c0m |aee

UCSD Server IP Address [172.17.80.113 |«

[] send Test Email

/

Save

Add ‘User Contact Email’ for admin account. Go to Administration -> User and Groups -> Login Users -> select admin ->
click ‘Edit’. Enter the ‘User Contact Email’ and click ‘Save’.

#luilv Cisco UCS Director

cisco

C onverged Virtual » Physical @ Organizations v Policies » Administy ation v ClhudSense™

Users and Groups h

User Groups |._°9lﬂ Users Current Onine Users J Edit User
~ elrest L. e Add T .
v - w ' . # = View : User Role System Admin l - ‘ #
Login Users Login Name admin
Login Name First Nome Last Nome Act User Contact Emaill | eaf==*an@cisco.com
admin
infraUser Y First Name | |
Last Name | |
Phone | |




10. Create Self Service Policy

An End User Self-Service Policy controls the actions or tasks that a user can perform on a vDC. The starting point for
creating this policy is to specify an Account Type, for example VMware. After you specify an account type, you can
continue with creating the policy. After you create the policy, you must assign the policy to a vDC that is created with
the same account type. For example, if you have created an end user policy for VMware, then you can specify this policy
when you create a VMware vDC. You cannot view or assign policies that have been created for other account types.

Assigning a policy to a vDC is the only method through which you can control the tasks that a user can perform on the
vDC. In prior versions, you enabled or disabled tasks on a vDC while creating it. If you have upgraded to the current
release, those previously set permissions and options are automatically grouped as an end user policy, with the name of
the vDC, and assigned to the vDC.

Create an ‘End User Self-Service Policy’. Go to Policies -> Service Delivery -> End User Self-Service Policy -> click ‘Add’.

il Cisco UCS Director

Cisco

Converged Virtual w Physical v Organizations v Administration w CloudSense™ w Favorites

Service Delivery « ’

L for IS0 Inventory Collection H Guest 0S ISO Image Mapping Policy || End User Self-Service Policy || Name Validation Polic

& Refresh [ l] Favorite g Add «

Select ‘VMware’ for Account Type and click ‘Submit’.

Add End User Policy

Account Type [ VMware I v] ¥

¥

[ Submit ][ Close ]




Name the Policy and Select all options.

End User Policy

Policy Name ‘AII Buttons

Policy Description ‘

End User Self-Service Options | ¥ IE VM Power Management
Power ON
Power OFF

X

Suspend
Standby

Reset

Reboot
Shutdown Guest
* IE VM Resizing

|Z| Resize VM

* IE VM Snapshot Management

[V] Create Snapshot
[V] Revert Snapshot
[V] Mark Golden Snapshot
[V] Delete Snapshot
[V] Delete All Snapshots
* [v] VM Deletion Management
[] Delete vM
[] vM Disk Management
[V] create vM Disk
[¥] vM Disk Resize
[V] Delete vM Disk
* [V] VM Network Management
[V] Add vNICs
[v] Delete vNICSs
IZ] VM Resync
E VM Lease Expiry
[V] configure Lease Time
IE VM Console Management
[V] Launch vM Client
IZ] Configure VNC
[V] Test vNC
|Z| Enable/Disable VMRC Console

* [V] VM Clone and Template Management

|Z| Clone

[¥] Clone VM as Image
|Z| Convert VM as Image
[¥] Move vM To VvDC

[v] Assign VMs To vDC

* [V] VM ISO Management

IZ] Mount ISO Image As CD/DVD Drive

NENNEK




11. Optional - Troubleshooting Service Node Connectivity

11.1. IP Connectivity Troubleshooting

Ping the Service Node from the Primary Node. If you are using the fully qualified domain name instead of an IP address
for the Service Node configuration then you should test a ping to it instead of the IP Address. If it doesn’t resolve the
name you should verify your hosts files on all nodes and your DNS server. You could also change the Service Node
configuration to use the IP Address.

[root@CUCSE_Primary ~]§| %1 na 1?2.1?.80.116!

PING 172.17.80.116 (172.17.80. wtes of data.

64 bytes from 172.17.80.116: jcmp_seq=1l tt1=64 time=0.269 ms

64 bytes from 172.17.80.116: icmp_seq=2 tt]1=64 time=0.257 ms
&4 bytes from 172.17.80.116: Jomp_seq=3 ttl1=564 time=0.258 ms=

——= 172.17.80.116 ping statistics -—-

3 packets transmitted, 3 received, 0% packet Toss, time 1998ms
rtt mindavgsmaxmdey = 0,257,700 261,70, 269,50, 014 ms
[root@_uCsD_Primary ~]# B

Tail the logfile.txt file on the Primary Node and then test connectivity to the Service Node.
e SSH to the Primary node using the root account
e ‘tail -f fopt/infra/inframgr/logfile.txt’

[root@CuUCsSD_Primary S#TEail —f Jopt/intrasintramgr/ logtd le. tet |

2015-09-19 02:12:10,369 [pool-so-thread-27] LWMFO  getbesthgent Chgentallocator. java:109) - node pool default-servic
2015-09-19 02:12:10,372 [pool-35-thread-27] INFO getBestAdgent(SystemTaskExecutor.java:3l7?) - No Agent available T
YiMwar eEventcollector (MGMT-VCENTER

2015-09-19 02:12:10,373 [pool-35-thread-27] INFO updatestatus(SystemTaskstatusProvider.java:18l) - Task: task.viw
lector :MGMT-VWiCENTER changed state to ok

2015-059-19 02:12:10,380 [pool-35-thread-27] INFO executelLocally(SystemTaskExecutor.java:l42) - Executing task loc
eEventCollector :MGMT-VCENTER

2015-09-19 02:12:10,380 [pool-35-thread-27] INFO getClusterLeaf(Clusterrersistenceutil.java:8l) - Leaf name Local
2015-09-1% 02:12:10,385 [pool-35-thread-27] INFO updateStatus(SystemTaskStatusProvider.Jjava:181l) - Task: task.vMw
Jector :MEMT—VCENTER changed state to In Progress

2015-09-19 02:12:10,391 [pool-35-thread-27] INFO executeLocally(SystemTaskExecutor.jawva:ls8) - Start executing ta
warabirant~allartar sMEMT WA ERTED - st atis—nk s lastCvaritad-1AA2E27RINEAR

e lLaunch a second SSH session to the Primary Node
e Test the connection to the Service Node: ‘telnet 172.17.80.116 443’
e If your output shows connected as show below then the connection was successful

o Note: The 443 at the end of the telnet command is port number 443 for https
[Froot@-UCSD_Primary ~]#|Telnet 172,17, 80,106 445

Trying 172.17.80.114. ..
Connected To 172.17.80.114.
Escape character s "4]°.

e Monitor the logging in the other session to see if you see any signs for the connection failing.
e Loginto the UCS Director GUI and Test Connectivity

halis Cisco UCS Director

CIsco

Converged Virtual v Physical w Organizations v Policies w Administration v CloudSense™ w Favorites

System h \

Im Advanced Controls H Service Provider Feature || System Tasks || Systermn Task Policy H User Roles || Service Nodes Email Templates

@ Refresh  |lf] Favorite iE'i Add  ## Service Node Pools 5] View Cluster Connectivity @ Edit % Delete &} Test Connectivity

Service Nodes

r
Node Name Role | Node Pool | Description Network Nam Protocol |
LocalHost Primary localhost Yes
CuUcCsD-51 Service Richardson 172.17.80.116  htips Yes

Monitor the logging on the Primary Node to see if you see any signs for the connection failing.



SSH to the Primary node and issue ‘telnet 172.17.80.116 443’ to initiate a connection to the Service Node and quickly
move to the next step. You only have 30 seconds or so to see the connection. Longer than that, you will need to run the

telnet command again to re-establish the session.

[roct@cuCso_Primary ~]#ftelnet 172,17, 80,076 445 |
Trying 172.17.80.114...
Connected to 172.17.80.116.
Escape character is "A]'.

Run the following command on the Service Node: ‘netstat -n | grep 172.17.80.113’. The output in the screen shot

below shows ESTABLISHED which is a good sign the connectivity is working properly.
netstat —n 172,17, 80,113

[FootECUCsD_servicel ~]
tep ] 0 iff
[Foot@CUCsSD_servicel ~]#

L17.80.113:45379  ESTABLISHED



11.2. Storage Performance Troubleshooting

Verify the connection performance to the datastore using the following command. ‘25MB/s’ is the recommended
minimum performance for the Primary and Service Nodes and ‘50MB/s’ for the Inventory and Monitoring Database
Nodes but it’'s not uncommon to get speeds as low as 4.0 MB/s. If possible, use a storage array that will get you to the
optimal performance. It may take a few minutes to process this command before you see the output.

e Command: ‘dd if=/dev/zero of=/tmp/testl bs=4096 count=262144 oflag=direct’

[root@CUCSD_Servicel ~]# dd if=/dev/zero of=/tmpstestl bs=4096 count=262144 oflag=direct
26214440 records in

26214440 records out
1073741824 bytes (1.1 GB) copied, 252.307 seconds, 4.3 ME/s |

[root@cUCsD_Servicel ~]# I

11.3. Determine if Service Node is UP and how long it took to come UP

Determine if the Service Node is completely up.

e Change Directory to inframgr: ‘cd /opt/infra/inframgr/’

e You can look at the logfile: ‘tail —f logfile.txt’

e Exit the logfile: enter “:quit’

e Open the logfile with vi so you can search it: ‘vi logfile.txt’

e Search the logfile for ‘Choosing MySQL DB’: enter ‘G’ to go to the end of the logfile then enter ‘?Choosing’ to find
the last instance of Choosing in the logfile, press return

e Document the time stamp for this entry: 2015-09-17 02:23:49

+7172.17.80.116 X 4 b

0 Tmatnl INFOQ 1310 - Initializing patabase schema..
5 [main] INFO niTt(DE.jawva:8l) — 0051M0 MySOL DB &

015-00-17 02:22:40,0
2015-00-17 02:23:45,26
TL5-09-17 02:23:49,6 main] INFo 1nitDbiob]storedelper, java:194) - created db_private_admin Database successfully

2015-09-17 02:23:49,639 [main] InFo  Toad(SystemProperties.java:68) - Loading Database pmgerties from service. properties

2015-09-17 02:23:49,918 [main] InFo  <clinitsCannotationsizeofrilter.java:sz) - using regular expression provided through wm argument net.sf.ehcache.pool. sizeof. fgnore. pa
ttern for Ignoresizeof annotation : A, %cache\..*Ignoresizeof$

2015-09-17 02:23:49,927 [main] INFO <clinits(AgentLoader.java:69) - Unavailable or unrecognised attach API : java.lang.classMotFoundException: com.sun.tools.attach.virtu

e Serarch the logfile for ‘Ready to send announcements’: enter ‘G’ to go to the end of the logfile then enter ‘?Ready’
ro find the last instance of Ready in the logfile, press return

e Document the time stamp for this entry: 2015-09-17 02:34:40

e Note: If you do not see this entry, then the node isn’t completely up yet. Wait until you see this entry.

2015-09-17 02:34:40,291 [main] INFO main(InFraMarMain.iava:lgz) - master‘ﬁip not nLﬁ'\ creating master

2015-06-17 02:34:40,291 [main] InFo main(InframgrMain.java:205) - persisting master

Ql3-00-17 02:24:40,225 l l in.dava:2lsy - creating Jnfrauser

Q15-09-17 02:34:40,339 [AS-TInframar;3491232E7F] INFO runtCAnnouncementsender, 1avasis) - Ready to send announcements |
2015-09-17 02:34:40,351 [main] INFO main(IntraMgrMain.java:2l7s) - Created infralser

- The difference between ‘Choosing MySQL DB’ and ‘Ready to send announcements’ is the time it took for the node
to come up. In this case, it took approximately 11 minutes.
- Exit vi without saving: enter “:quit’




11.4. Verify if Task are taking longer than the Frequency configured

Verify the task does not take longer to complete than the frequency of the task. In this case the ‘VMware Inventory
Collector - MGMT-VCENTER’ took 21 seconds to complete and the frequency is 1 hour so this is not a problem. If the
task took longer than the frequency, this would be a problem.

'.I:Inls'.l.lé' Cisco UCS Director admin @ | LogOut | Cisco | About | Help | Object Seq

Converged Virtual v Physical v Organizations v Policies » CloudSense™ w Favorites

Systemfums

System Information || Mail Setup || System parameters || Infrastructure System s || Advanced Controls || Service Provider Feature || System Tasks | System Task Policy || User Roles || service [

% Refresh | Favorite % Manage Task & RunNow =] View Details (=] Report Metadata

System Tasks Q/ @, @ @ =

Label ] Enable | Frequenc Executior Execution N1 AI[ IEXQ(UHDH Duration I Start Time I Last Executed Time

» 1 General
» (21 18M Storwize Tasks
» 1 Physical Network Tasks
¥ £ VMware VM Tasks
L “ VMware Inventory Collector - MGMT-VCENTER ~ Enabled 1 hour CUCSD-S1  172.17.80.116 OK |0 minutes 21 samrl‘.lsl I10{06;'2015 19:49:59'6 IIDIOGIZOIS 19:50:21|Gl
0O VMware Event Collector - MGMT-VCENTER Enabled 15 minutes CUCSD-S1 172.17.80.116 OK 0 minutes O seconds ~ 10/06/2015 19:49:49 ¢ 10/06/2015 19:49:50 GI




11.5. Obtaining Logs from UCS Director

If you need to view or download the logs from UCS Director, you can find them here. Administration -> ‘Support
Information’ and select the logs you want to see or download. If you open a TAC case, they will most likely request you
to upload these logs to the TAC Case.

lln - Cisco UCS Director

CIsco

Converged Virtual wv Physical » Organizations w Policies w Administration v CloudSense™ w Favorites

Support Information *

Support Information ‘ ,,'

Support Information #

System Information (Basic)

ystem Clock and Uptime,
System Information (Advanced) System Resource Usage,
Show Log rvers Sta_tus, Storage
ork Devices Status, Clouds
Download All Logs

Debug Logging

Useful logs to view from the GUI.

wlili - Cisco UCS Director

cisco

Converged Virtual = Physical = Organizations = Policies Administration = CloudSense™ w Favorites

Support Information *

Support Information |

Support Information [ Show Log | | v] #*
e———

Displays last few lines of the selected \0% ;'Ie
Show Log #
Infra Manager

Web Context Cloud Manager

Tomcat Log

Authenticator Log Show Logs

Mail Delivery Log
Patch Log

Last resort: Reboot the Primary Node and see if this fixes the connectivity issue between the Primary Node and the
Services Node. If that doesn’t fix the issue, then reboot the Service Node. You can reboot these Nodes via root account
using the reboot command or shelladmin account and select the menu item to reboot appliance.

If all else fails, Open a TAC Case ;-)



