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Architecture & Overview
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UCS Director — F5 Integration Architecture

UCS
Director

F5 LTM 2200 F5 VPR 2200
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Adding an F5 Account

- Navigate to Administration = Physical Accounts, choose the Managed
Network Elements tab and click Add Network Element

helv - Cisco UCS Director

Cisco

Dashboard Converged HyperConverged = Virtual + Physical * Organizations Policies w Clg

Physical Accounts

Site Management || Pods ” Physical Accounts || Multi-Domain Managers || Managed Network Elements ” Virtual Console Servers ” Bare

& roresn U rovore |G RGNS REam)

Managed Network Elements Add Network Element
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Adding a F5 Account

- Enter the information about the F5 device to add the account

Add Network Element

Device Category [ FS Load Balancer | vl

Device IP | 172.31.240.129 *

|:| Use Credential Policy

Protocol hps | ~ |

s )
Login |admin | =
Password [eeemeens |«

] | Subm it || Close

Cisco
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IMPORTANT!!

- The following slide featuring support information may be out of date

- ALWAYS check the most up to date version of the UCS Director
Compatibility Matrix

- The latest Compatibility Matrix and other supporting UCS Director
documentation can be found at the following location:

http://www.cisco.com/c/en/us/td/docs/unified _computing/ucs/ucs-director/doc-roadmap/b_UCSDirectorDocRoadmap.html
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http://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/ucs-director/doc-roadmap/b_UCSDirectorDocRoadmap.html

UCS Director F5 BigIP Support

(as of UCS Director 6.0)

Supported Models Supported Software

Big-IP LTM 2200 11.5.1

11.6.0 (4.0.420)
12.0.0 (0.0.606)

Big-IP VPR 2200 12.0.0 (0.0.606)
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Licensing Information

- UCS Director licensing is purchased solely in the form of physical server
licenses

- Each physical server license includes a storage device license and a network
device license as well.

- UCS Director tracks the number of physical servers, storage and network
devices being managed against the number of installed licenses.

- If additional storage and/or network device licenses are required, you can
purchase additional physical server licenses
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Licensing Information

- Each managed/added F5 account, is counted as a network device license in
UCS Director

- NOTE!: network device licenses are included in and solely available by
purchasing additional physical server licenses for UCS Director
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Licensing Examples

Example 1

— Qty. to be managed

p——
R

—— Total licenses available

g

X 8/50

Total Physical Server
Licenses Required: 50

]
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Example 2

— 0

X 85

Total Physical Server

Licenses Required: 8
Storage Device License Included
in Physical Server License

Network Device

i Physical Server

Storage Device

Example 3

K10,

X 2/10

Total Physical Server

Licenses Required: 10

Network Device License Included
in Physical Server License




Orchestration Capabillities
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Orchestration Capabillities

- UCS Director provides Orchestration tasks to automate F5 configurations to
provision and de-provision the below objects. (as applicable to the platform)

- Virtual Server

- Member Pool

- Application Service
- Partitions

- Device Group

- Traffic Group
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Orchestration Capabillities

Virtual Server Device Group

«  Create F5 Load Balancer Device Group
+  Create F5 Load Balancer Virtual Server - Delete F5 Load Balancer Device Group
- Delete F5 Load Balancer Virtual Server «  Modify F5 Load Balancer Device Group
+  Modify F5 Load Balancer Virtual Server
+ Update Traffic Group to Virtual Server Address Pool

+  Add Member to F5 Pool
Traffic Group + Remove Member from F5 Pool
+  Create F5 Load Balancer Traffic Group «  Create F5 Load Balancer Pool
+  Delete F5 Load Balancer Traffic Group + Delete F5 Load Balancer Pool

« F5 Load Balancer Force Traffic Group To Standby
+  Modify F5 Load Balancer Traffic Group

Partition
- Create F5 Load Balancer Partitions
- Delete F5 Load Balancer Partition

Application Service

+ Create F5 Load Balancer Application Service
+  Modify F5 Load Balancer Application Service
- Delete F5 Load Balancer Application Service
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Tabular Reports and Information

- Application Services

- Application Templates

- Virtual Servers

- Virtual Servers Statistics
- Virtual Address

- Pool

- Pool Statistics

- Node List

- TCP Profiles

]
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- Node Statistics
- UDP Profiles

- Partition

- Device Group
- Traffic Group

- Device Info

- HA Group
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Example Use-Cases

Use-Case #1: Configure Partition, Virtual Server and Server Pool

Use-Case #2: Configure Device Group, Traffic Group and update Virtual Server
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Use Case # 1

UCSD has all built-in tasks to create a load-balancing setup on F5
BigIP Platforms.

Virtual (Public) IP Address

In this usecase:

Load Balancer

- UCSD creates partition on F5 (optional task)

- Configures Virtual Server (VIP)
- Creates Server Pool and adds members

- Maps the Pool to Virtual Server e Y

' vl
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Use Case # 1

- Flowchart to create Partition and provision Virtual Server and
Member Pool on F5 BigIP Platform is as shown below

Create Pool Add Member 1 to Add Member 2 to
Pool Pool

- Workflow can be downloaded from the UCS Director community site
https://communities.cisco.com/docs/DOC-69985

]
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https://communities.cisco.com/docs/DOC-69985

Use Case # 1

The actual workflow for this use case is as shown below:

Workflow Designer - F5-BasicLB (142)

Available Tasks [ Edit Workflow Properties I | Create New Version I [ Validate Workflow I [ Execute Now

|® | E Auto Layout E Compact View Mode Full View

» (] APIC Tasks
» [ Cloupia Tasks
» 1 Compound Tasks Start
» ] Context Mapper Tasks =

1617. CreateF5LoadBalancerPartitions (Create F5 Load Balancer Partitions)
» [] Custom Tasks -

F

» ] Obsoleted Tasks
» [ Physical Compute Tasks

1618. CreateFSLoadBaIancerPool (Create F5 Load Balancer Pool)

L 8

» [ Physical Network Tasks 1619. AddMemberltoFSPooI (Add Member to F5 Pool)
» [1Physical Storage Tasks N
» [ Pod Management Tasks 1620. AddMember2toF5Pool (Add Member to F5 Pool)
» [ Procedural Tasks =
» (] Public Cloud Task ||| 1621. CreateF5LoadBalancerVirtualServer (Create ES: Load Balancer Virtual Server)
ublic Cloud Tasks \
\ N
> B Resource Group Tasks Completed (Success) Completed (Failed)

» (] Service Container Tasks
» [ System Activity Tasks
» (] Virtualization Tasks




Use Case # 1

Execute the workflow and provide the requested user inputs...

Virtual Server Name

Virtual IP Address

Virtual IP Port

Executing Workflow: F3-BasiclB

Workflow Version:

[ 0 (default version) l > ‘-)::-

Partition Name | Partition1

Server-Pool Name |LE5P00I

Server Pool Name

F5 Partition Name

> virtual-IP Server Name |vIP1

_y Virtual IP Address 1202.2.2.2

|, Port # 50

]
CIsco

| submit | |

Close 1

© 2015 Cisco and/or its affiliates. All rights reserved
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Use Case # 1

Service Request completion

Workflow Status | Log | Objects Created and Modified | Input/Output |

Service Request

Status

¥ Overview
Request ID
Request Type
Workflow Name
Workflow Version Label
Request Time
Request Status
Comments

¥ Ownership

Initiating User

27
Admin Workflow
F5-BasiclLB
0
10/11/2016 16:07:59 GMT-0700

Complete

admin

Current status for the service request.

@ Initiated by admin
@ Create F5 Load Balancer Partitions
@ Create F5 Load Balancer Pool

Add Member to F5 Pool

Add Member to F5 Pool

Create F5 Load Balancer Virtual Server
@

Completed action

Complete
Completed successfully.

& Refresh

10/11/2016 16:08:02
10/11/2016 16:08:07
10/11/2016 16:08:09
10/11/2016 16:08:15
10/11/2016 16:08:22
10/11/2016 16:08:38

10/11/2016 16:08:41

Close
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Use Case #1

F5 Verification

|| Cluster Enabled
|| siot 4: Active
Sync Failed

@ Local Traffic

MNetwork Map
Virtual Servers
Policies
Profiles
iRules
Pools
Nodes
Monitors
Trafic Class

Address Translation

]
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admin

8 AM (PDT) 1 Administrator

Local Traffic »» Virtual Servers :

1+ ~ | Properiies Resou

General Properties

Virtual Server List . VIP1

Name

Partition / Path

Description

Type

Source Address
Destination Address/Mask

Service Port

Notify Status to Virtual Address
PVA Acceleration

Availability

Syncookie Status

State

VIP1
Partition1

| Created by ucsD

Standard v

| 0.0.0:00

| 202222

e
)

None

@ Unknown (Enabled) - The children pool member(s) either don't have servic

off

B2150-B1 csco.com

|| Cluster Enabled
| siot 4: Active
Sync Failed

() LocarTratric

Network Map
Virtual Servers
Palicies
Profiles
iRules
Pools
Nodes
Monitors
Trafic Class

Address Translation

16
Time: 10:15 AM (PDT) d \dministrator

Local Traffic » Pools : Pool List »» LBPool

# ~ Properiies nbers

General Properties
Name LBFool
Partition / Path Partition1
Description | Created by UCSD
Availability (@ Unknown (Enabled) - The children pool member(s) either don't have service

Configuration:

Active

Available

Health Monitors

fCommon

gateway_icmp

http

hitp_head_f5

hittps




Use Case # 2

UCSD configures Device Group and Traffic Groups on pair of F5
devices which are pre-configured to be in active-active setup

In this usecase: i -1
- UCSD creates Device Group HE E

3
- Configures Traffic Group H

- Updates existing Virtual Server to be part
Device 2

Device Group - 2 Type: Sync - Failover

]
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Use Case # 2

- Flowchart to create Device Group, Traffic Group and updating Virtual
Server to be part of Traffic Group is as shown below

- Workflow can be downloaded from the UCS Director community site
https://communities.cisco.com/docs/DOC-69986
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https://communities.cisco.com/docs/DOC-69986

Use Case # 2

The actual workflow for this use case is as shown below:

Workflow Designer - F5-Traffic-Device_Grp (145)

Available Tasks [ Edit Workflow Properties I [ Create New Version l l Validate Workflow I I Execute Now

‘g—a | E Auto Layout E Compact View Mode

» (] APIC Tasks
» [ Cloupia Tasks

» (] Compound Tasks Start o
» (] Context Mapper Tasks -~

1631. CreateF5LoadBalancerDeviceGroup (Create F5 Load Balancer Device Group)
» (] Custom Tasks ¥ /

¥

» (0 Obsoleted Tasks 1632. CreateF5LoadBalancerTrafficGroup (Create F5 Load Balancer Traffic Group)
» (1 Physical Compute Tasks —— \\ /
» (1 Physical Network Tasks 1633. UpdatelrafficGrouptoVirtualServerAddress (Update Traffic Group to Virtual Server Address)
» (] Physical Storage Tasks v e
» (] Pod Management Tasks Completed (Success) Completed (Failed)

» [ Procedural Tasks |||
» 1 Public Cloud Tasks

» (] Resource Group Tasks
» ] Service Container Tasks
» [ System Activity Tasks

» [ Virtualization Tasks
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Use Case # 2

Execute the workflow and provide the requested user inputs...

Executing Workflow: F5-Traffic-Device_Grp

Workflow Version:

[0 (default version) |v|*

Device Group Name =p Device-Grp Name | DevGrpl | #

Traffic Group Name ¥ Traffic-Grp Name |TrfGrp1 | #

Select Virtual Server IP to Ly Select Virtual Server 192.168.10.128 =

be mapped

I Submit I I Close
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Use Case # 2

Service Request completion

I[ Workflow Status | Log | Objects Created and Modified | Input/Qutput ‘ |v|
Service Request
Status
@ Refresh
= CYERED Current status for the service request.
Request ID 30 @ Initiated by admin 10/12/2016 10:38:18
REquesilvne Admin Workflow (:) Create F5 Load Balancer Device Group 10/12/2016 10:38:24
Workflow Name F5-Traffic-Device_Grp
Workflow Version Label 0 @ Create F5 Load Balancer Traffic Group 10/12/2016 10:38:28
Request Time 238 |
i 10/12/2016 10:38:17 GMT-0700 Update Traffic Group to Virtual Server Addr... 10/12/2016 10:38:31
Request Status In Progress Completed action
Comments Complete 10/12/2016 10:38:36
Completed successfully.
¥ Ownership
Initiating User admin
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Use Case # 2

F5 Verification

Cluster Enabled
Slot 4: Active

Sync Failed

Local Traffic » Virtual Servers : Virtual Address List .. 192.168.10.128

1+ ~ Properiies

General Properties

Name 192.168.10.128
Partition / Path Comman
BEf) Local Traffic Address 192.168.10.128
Metwork Ma [l Inherit trafiic group from current partition / path
’ Trafic Group _lTrfGr 1 (ﬂu:ﬁn }p | ’ ’ v
Virtual Servers 0 J
Policies Availability ]
Profiles State Enabled v
. Auto Delete |«
iRules
Pools Configuration
Nodes Advertise Route | When any virual server is available ¥
Manitors Connection Limit l:l
Trafic Class ARP ¥ Enabled
Address Translation \CMP Echo Enabled ¥
i Route Advertisement ()]
] Acceleranon
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