UCS Director Baremetal Agent Installation

The purpose to this document is to illustrate the steps to install the UCS Director Baremetal Agent (PXE Server) which
can be used to write/use workflows that require a PXE Server such as the ‘BMA + UCSM + MDS + NetApp Example’
workflow located on the UCS Directors Communities site. This example workflow can be found at the following link:
https://communities.cisco.com/docs/DOC-52546

Before you implement the Baremetal Agent, make sure your UCS Director is fully installed, functional and upgraded to
5.3. If thisisn’t the case, then you should upgrade before implementing the BMA and integrating with UCS Director.
You cannot go directly to 5.3 so you must first install BMA 5.2 then upgrade to 5.3.

Useful Documents:

Cisco UCS Director Baremetal Agent Installation and Configuration Guide, Release 5.2

Cisco UCS Director Baremetal Agent Installation and Configuration Guide, Release 5.3


https://communities.cisco.com/docs/DOC-52546
http://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/ucs-director/bma-install-config/5-2/b_ucsd_bma_install_config_guide_5_2.pdf
http://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/ucs-director/bma-install-config/5-3/b_ucsd_bma_install_config_guide_5_3.pdf
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1. Download Baremetal Agent 5.2 and Patch 5.3.0.0

Go to Cisco.com Downloads and navigate to UCS Director 5.3. Download the Cisco UCS Director Baremetal Agent Patch
5.3.0.0.

Down|oad Soﬂvvare ¥ Download Cart (Ditems) [ Feedback Help

Downloads Home > Products > Servers - Unified Computing > UCS Director > UCS Director 5.3 > UCS Director Virtual Appliance Software-5

UCS Director 5.3

B Add Device

‘wg_d Release 5 Add Notification

Expand All | Collapse All
Cisco UCS Director 5.3.1.2 upgrade patch
v Latest

E File Information Release Date « Size
M AQ Releases Cisco UCS Director Baremetal Agent 5.3.0.0 Patch (Patch need to be applied on  23-APR-2015 59.42 MB [ Download -
» —

top of 5.x Baremetal Agent MD5 Checksum - 9f72228adc4ea36c550ad514e4bf31

84) (@ | Addto cart |
cucsd_bma_patch_5_3 0_0zip :

Login using your CCO account.

Log In and Service Contract Required X

° To Download this software, you must Log In and have a valid service contract associated to your Cisco.com profile.

If you do not have a service contract you can get one through:
Your Cisco Account Team if you have a direct purchase agreement with Cisco
Your Cisco Partner or Reseller

Once you have the service contract you must associate your service contract to your Cisco.com user 1D with Profile Manager

Login ]| Cancel




Accept the license agreement.
End User License Agreement b4

In order to download software, please indicate that you have read and
agree to be bound by the Cisco End User License Agreement

Accept License Agreement } | Cancel |

Now, go back to the main UCS Director download page and select UCS Director 5.2. Download the Cisco UCS Director
Baremetal Agent 5.2.

Download Software Y& Download Cart (Oitems) |- Feedback Hel

Downloads Home > Products > Servers - Unified Computing > UCS Director > UCS Director 5.2 > UCS Director Virtual Appliance Software-5

UCS Director 5.2

- B Add Device
|-gd Release 5

£, Add Notification
Expand All | Collapse All

Cisco UCS Director 5.2.0.2A Patch. 5.2 0 2A patch can be applied to 5.2.0.2 only to get fix for CSCuu39815 and CSCus05194. 5.2 0.2A is not upgradable to
» Latest either 5.2.0.3/5.3.0.0 (already released) or 5.3.0.1 (the next patch release for 5.3). However, it is upgradable to 5.3.1.0 and later versions to be released in the
5 upcoming releases.

~ All Releases File Information Release Date ~ Size
»5

Cisco UCS Director Baremetal Agent 5.2 (VMWare vSphere OVF Appliance MD5| 20-DEC-2014 1857.43 MB ‘ annlnad# -
Checksum - alc34c4c924720dc9d2f9b099c5b9b5c) -

_____ | Addtocart |

| Publish |

Accept the license agreement.
End User License Agreement b4

In order to download software, please indicate that you have read and
agree to be bound by the Cisco End User License Agreement

Accept License Agreement } | Cancel




2. PXE/Management Network setup

Determine if you want to use a Single or Separate Networks for Management and PXE. | have chosen to use Separate
networks for PXE and Management so we need to configure PXE VLAN in vCenter and UCS.
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2.1. Create PXE VLAN/Port Group in vCenter

Log into vCenter and create a Port-Group/VLAN for PXE on the host where UCS Director BMA will reside.

Select the ESXi host then do the following.

Hardware ¥iew: |v3phere Standard Switch  vSphere Distributed Switch
Processors Metworking
Memary
Storage ) ’
- Standard Switch: vSwitchd Remove,..  Properties.
v Metworking
Wirtual Machine Port Group Pheysical Adapters
Stwagek'qiapters 3 MEMT_80 g » @ vmnicl 10000 Full C3
et Adapk
Shuerk Anspters [ & virtual machine(s) | YLAM IC: 80 o B@ vmnicO 10000 Full G
Advanced Settings m BEER
SwitchD P ki
Powveer Managerment hullic SERELLES
Forts INetwork Adapters |
Software _ o N =
: Configuration | ST | w3phere Standard Switch Properties 1=
Licensed Features [1 wSwitch 120 Parts | Mumber of Ports: 120
Time Configuration @ MGMT_80 Yirtual Maching ..
DHS and Routing g Management MNet...  vMaotion and IP ... —Advanced Properties
Authentication Services [ WU 1500
Poveer Managerment
Yirtual Machine Startup/Shutdown  Diefault Policies
Wirtual Maching Swapfile Location ;
Security
Security Profile
. . Promiscucus Mode: Accepk
Host Cache Configuration
System Resource Allocation MAC Address Changes: (e
Agent ¥M Settings Forged Transmits: Accept
Advanced Settings Traffic Shaping
Average Bandwidth: -
Peak Bandwidth: =
Burst Size: =
Failover and Load Balancing
Load Balancing: Port ID
Metwork Failure Detection: Link stabus only
Motify Switches: Yes o
Failback: Ves
Add... Edit... REMOoVE Active Adapters: wmnicO, wmnicl LI
Close | Help |
Select Virtual Machine and click Next.
Add Network Wizard | _ (O] x|

Connection Type
Metworking hardware can be partitioned to accommodate each service that requires connectivity .

Connection Type
Connection Settings onnection Types
Surmrnary

* ¥irtual Machine
Add a labeled network to handle virkual machine netwark traffic,

" yMkernel

The YMkernel TCR{IP stack handles traffic for the Following ESXi services: wSphere vMation, iISCSI, WFS,
and host management.

¥

Help | = Back | Mext = I Cancel

Name the Port Group and leave VLAN default and click Next.

A




izard H[=] B3

¥irtual Machines - Connection Settings
Use network labels to identify migration compatible connections common to bwo o more hosts,

Add Network

Connection Tvpe Port Group Propetties
Connection Settings
SUMMarYy Metwork Label: IUCSD_BMA_PXEl I
YLAN I0 (Optional): [Fere (o =
Preview:
“irtual Machine Part Group - Physical Adaptars
1ICSD_BMA_PHE e. o BB vrnict
“irtual Maching Port Group o BF vrnicO
MEMT_80 e
WLAM ID: 50
hkarmel Part
Management Metwork, g

wink : 172.17.80,67 | ¥LAN ID: 80
fed0::z225:bsrfife0d a2 16

‘irtual Machine Part Group
1ICSD_BMA_PE @.

Help | < Back | Mext = I Cancel

4

Finally Click Close.

¥5

h0 Properties

Ports |Netw0rk Adapters I

| v

—Part Group Properti
Configuration |Summary | Ort Group Froperties
[1 wowitch 120 Parts Metwork Label: LICSD_BMA_PXE
@  maMT_80 virtual Machine ..., WLAM ID: 20

@  Management Met... vMation andIP ...

eI s o —Effective Policies

Security
Promiscuous Mode: Accept
MAC Address Changes: Accept
Forged Transmits: Accepk

Traffic Shaping
Average Bandwidth: --
Peak Bandwidth: =
Burst Size; =

Failover and Load Balancing

Load Balancing: Port ID
Mebwork Failure Detection: Link status only
Mokify Switches: es

Failback.: Yes

Active Adapters: ymnicd, wrnicl
Standby Adapters: Mome

Add... | Edit... I Remorve Unused Adapters: None LI

Close | Help |




2.2. Create PXE VLAN in UCS Manager

Log into UCS Manager and Create the PXE VLAN.

Navigate as shown below and select Create VLAN.

[ _Fault Summary
A A

| ([x] v
17 3

0 12

| | Equipment | Servers LAN |SAN | VM | Admin|
All

= |
S=ILAN

=3 LAN Cloud
. [t Fabric A

[»

S Threshold Policies

=] VLAN Gr
amlmu%
[+ Applianc how Navigator
I?'._I:tf,:{]:rl, Create VLANs P

. =il Internal Fabric B

Define the VLAN as follows.

Create VLANs




2.3. Disjoint Layer-2 configuration PXE VLAN UCS Manager

If you have Disjoint Layer 2 connectivity, ensure the PXE VLAN is only allowed on the correct uplinks.

Launch ‘LAN Uplinks Manager’

ST @ © @ New -| [ Options| @ © | 2.

S v A A

0 12 ’ 17 3 > 2= ]

A

LAN Uplinks| VLANs | Server Links | M,

| Equipment | Servers LAN | SAN | VM | Admin|
Filter: Al . Port Channels and Upllnks
: i+ (= | Filter|= Export|i Print

=
=4 Name FabricID Admini...
=+ LAN Cloud
[+ ez Fabric A - Port ( N

= Fabric B [+/=@ Uplinl
fit QoS System Class
=l LAN Pin Groups
& Threshold Policies
~=] VLAN Groups
=l VLANs
+-) Appliances
—=] Internal LAN
[+-=Ml Internal Fabric A
[+/=ll Internal Fabric B
-5 Threshold Policies
—} 5 Policies

[+ Appliances
= LAN Cloud

M=

1

- [ 5 UDLD Link Policy
=4, root
- & Default vNIC Behavior
- Dynamic vNIC Connection Policies
H 2 Flow Control Policies

=

- & LAN Connectivity Policies
H 2 Link Protocol Policy

H £ Multicast Policies

H & Network Control Policies
H 2 Qo5 Policies

H & Threshold Policies

- E VMQ Connection Policies
-5 usNIC Connection Policies

[l |
unjunyuni

& vNIC Templates i
S@ psﬁ,SSub—Orqanlzatmns e Disable
(=4 root \ To configure the LAN, launch the
g H)Apcogl[fms LAN Uplinks Manager.

----- 2+ Sub-Organizations
[+ 2 Traffic Monitoring Sessions




Add PXE VLAN to Fabric A Uplink Port-Channel.

al Mode | Fabric A | Fabric B| VLAN Manager | VLAN Groups | VLAN Optimization Sets

Fabric A | Fabric B

’ -
Y LAN Uplinks Ma redn5r44£ix0802
;§Uplinks VLANS | Server Links | QoS | Global Policies | Faults | Events | FSM|
Al

VLANs and VLAN Groups

Port Channels and Uplinks

i+ 1= | &, Filter| = Export &= Print 1=l | Filter|= Export iz Print
Name Ad... Name jib] VLAN Sharing Native VLAN
== Port Channels o~ ~=] VLAN OpenStack_Data_598 (!598 None
: [=hem Fabric A -=] VLAN OpenStack_Data_599 (599 None
B Port-Channel 13 (POD 1+ En... =1 VLAN OpenStack_Data_600 (1600 None
/-l Uplink Eth Interfaces ~=] VLAN POD2-n1kv-ctrl-3001 (3001 None
g Fabric A ~=] VLAN POD2-n1kv-mgmt (80) 80 None
=1 VLAN POD2-nikv-pkt-3002 (*3002 None
o ~=] VLAN Primary-vmkernal-80 (€80 None
~=] VLAN Secondary-vmkernal (8'89 None
=] VLAN TRAINING (82) 82 None
VLAN UCSD BMA_PXE (20) 20 None
~=] VLAN i5CSI (86) 86 None
L ~=] VLAN mgmt_80 (80) 80 None
| =] VLAN vMotion (87) 87 None
a 4 [+ &= Fabric A
||

Select one or more Port Channels and/or one or more Uplinks Interfaces from the Ports Channels and Uplinks panel and one or more VLANs from the
and click Add to VLAN to assign the selecte ANSs to the selected Port Channels and Uplink Interfaces
WARNING: A VLAN with no Uplink Interfaces or Channels will terminate in all Uplink Interfaces and Port Channels.

" ’ Add to VLAN/VLAN Group Remove from VLAN/VLAN Group
i

[ I

Add PXE VLAN to Fabric B Uplink Port-Channel.

_J LAN Uplinks Ma  rCAnSIAAfi000 S-S L —— —— - g o o i S
LAN Uplinks VLANS | Server Links| QoS | Global P Faults | Events | FSM

Fabric A Fabric B |’

VLANs and VLAN Groups

Port Channels and Uplinks

i+ = | Filter|= Export| = Print 1# (=) | Filter|= Export| & Print

Name Admin... Name i VLAN Sharing Native VLAN
Ea@x Port Channels - =] VLAN OpenStack_Data_598 None

. |=bem Fabric B =I VLAN OpenStack_Data_599 None

& Port-Channel 14 (POD2-PC++ Enab... =] VLAN OpenStack_Data_600 None

\'EH_I Uplink Eth Interfaces =] VLAN POD2-n1kv-ctrl-33001 None
gz Fabric B =] VLAN POD2-n1kv-mgm80 None

=] VLAN POD2-n1kv-pkt-33002 None

e =l VLAN Primary-vmkerna80 None

=] VLAN Secondary-vmker89 None
=] VLAN TRAINING (82) 82
" VILAN UCSD_BMA_PXE 20
-=] VLAN i5CST (86) 86 None
=] VLAN mgmt_80 (80) 80 None

=] VLAN vMation (87) 87 None

57 [+ &= Fabric B

Select one or more Port Channels and/or one or more Uplinks Interfaces from the Ports Channels and Uplinks panel and one or more VLANs from the
and click Add to VLAN to assign the select: ANSs to the selected Port Channels and Uplink Interfaces
WARNING: A VLAN with no Uplink Interfaces or P hannels will terminate in all Uplink Interfaces and Port Channels.

[ Add to VLAN/VLAN Group || Remove from VLAN/VLAN Group
e I

’ oK H Apply H Cancel ” Help ]




Finally Click OK to apply configuration.
(YT —— e L — N

LAN Uplinks Server Links | QoS | Global Policies | Faults | Events | FSM

| All| Dual Mode| Fabric A | Fabric B VLAN Manager | VL AN Groups | VLAN Optimization Sets

Fabric A

Il
Port Channels and Uplinks 3 VLANs and VLAN Groups
i+ =l | Filter|= Export| & Print 1 =/ | Filter|= Export| Print

Name Admin... Name i VLAN Sharing Native VLAN

== Port Channels P =] VLAN OpenStack_Data_598 (598) 598 None
| (== Fabric B =] VLAN OpenStack_Data_599 (599) 599 None
& Port-Channel 14 (POD2-PC++ Enab... =] VLAN OpenStack_Data_600 (600) 600 None
E|-_I Uplink Eth Interfaces ~=] VLAN POD2-n1kv-ctrl-3001 (3001) 3001 None
- Fabric B =] VLAN POD2-n1kv-mgmt (80) 80 None
o = VLAN POD2-n1kv-pkt-3002 (3002) 3002 None
@ =] VLAN Primary-vmkernal-80 (80) 80 None
~=] VLAN Secondary-vmkernal (89) 89 None
=] VLAN TRAINING (82 82 None

= VLAN UCSD BMA_PXE (20) 20 None §

Port-Channel 13 (Fabric A) |

- Port-Channel 14 (Fabric B)

~=| VLAN 15CSL (86) B6 NOTE |
&7 =] VLAN mgmt_80 (80) 80 None

N

Select one or more Port Channels and/or one or more Uplinks Interfaces from the Ports Channels and Uplinks panel and one or more VLANs from the
and click Add to VLAN to assign the selected VLANSs to the selected Port Channels and Uplink Interfaces
WARNING: A VLAN with no Uplink Interfaces or Port Channels will terminate in all Uplink Interfaces and Port Channels. l

’ Add to VLAN/VLAN Group I | Remove from VLAN/VLAN Group |

1 i N
i

oK l Apply H Cancel ” Help ]'




2.4. Add PXE VLAN to Fabric A and Fabric B vNICs

Add the PXE VLAN to the Fabric A VNIC
Profiles that host the BMA Agent. Sele

and select Native for this VLAN. This needs to be completed for the Service

ct Modify VLANS.

e e e e Mo

Fault Summary

Q v A

0 12 17
Equipment Servers | LAN| SAN | VM | Admin|

=

v-|

@. 2 New -

>> <p Servers ' =5 Service Profiles
VLANSs | Statistics | Faults

A
3

(== Senrers
[=+=5 Service Profiles
=& root
[+-=5 MPN-Service-Profiles1
[+-=5 MPN-Service-Profiles2
[+-=5 MPN-Service-Profiles3
25 MPN-Service-Profiles4
OpenStack-Compute-Nodel
OpenStack-Compute-Node2
OpenStack-Control-Nodel
POD2-MGMT-ESXi-Host1
POD2-MGMT-ESXi-Host10
POD2-MGMT-ESXi-Host2
POD2-MGMT 05t3]
POD2-MGMT-| 05t4 |
POD2-MGM ostS
POD2-MGMT-ESXi-Hostb
?:5 POD2-MGMT-ESXi- Ht}st?’
~=liSCSI vNICs
F-l vHBAs
= -I vNICs
=& [VNIC POD2-PRI-vmk-e0
- =il Dynamic vNICs
E -I VLANs

e
SR EATHE R R R ER R R

E}-I VNIC POD2-PRI-vmk-el

A Filter| = Export|iz Print

=il Network Primary-vmkernal-80

gind to a Tamolas

Sel...

Name
POD2-n1kv-ctrl-3001

Native VLAN

POD2-n1kv-mgmt

POD2-n1kv-pkt-3002

Primary-vmkernal-80

Secondary-vmkernal

S

TRAINING

UCSD_BMA_PXE

iSCSI

mgmt_80




Now complete this for Fabric B.

o Cisco Upiied S il Mare
| Fault Summary
A

Q v

0 12 17
 Equipment | Servers | LAN | SAN| vM | Admin|

b = |

== Servers
[=}=5 Service Profiles
=2 root
[+-=5 MPN-Service-Profiles1
MPN-Service-Profiles2
MPN-Service-Profiles3
MPN-Service-Profiles4
OpenStack-Compute-Nodel
OpenStack-Compute-Node2
OpenStack-Control-Nodel
POD2-MGMT-ESXi-Host1
POD2-MGMT-ESXi-Host10
=5 POD2-MGMT-ESXi-Host2
% POD2-MGMT-ESX -05t3ﬂ
L
=
=

POD2-MGMT-ESXi-Host4
et
I-H0S]
POD2-MGMT-ESXi- Host?«
iSCSI VNICs
VHBAs

-l vNICs
=l VNIC POD2-PRI-vmk-e0

-l Network Primarv-vmkernal-80

il Network UCSD _BMA PiE
-@l Dynamic WICs

-I VLANs
----- =il Network Primarv-vmkernal-80

>> = Servers » =5 Service Profile

VLANs | Statistics | Fault:

ginel to a Tamolars

Select the PXE VLAN and Select Native VLAN then Click OK.

- AN

-

Modify VLANs 2

A, Filter|= Export| i Print

Sel... Name
POD2-n1kv-ctrl-3001

Native VLAN

POD2-nikv-mgmt

POD2-n1kv-pkt-3002

Primary-vmkernal-80

Secondary-vmkernal

TRAINING

UCSD_BMA_PXE
iSCSI

i

LSS

CelOeeee e

mgmt_80




Verify the PXE VLAN is configured on the service profile.
A Cisco Unified Computing System Manager - rcdn5ras

Fault Summary N
(%) v A A
0 15 17 3
| Equipment Servers | LAN| SAN | VM | Admin|
Filter: All -
) = |
Ehap Servers ~
[=+=5 Service Profiles "

=, root

[+=5 MPN-Service-Profiles1

[+=5 MPN-Service-Profiles2

l == MPN-Service-Profiles3

MPN-Service-Profiles4

OpenStack-Compute-Nodel

penStack-Compute-Node2

penStack-Control-Nodel

OD2-MGMT-ESXi-Host1

OD2-MGMT-ESXi-Host10

OD2-MGMT-ESXi-Host2

0OD2-MGMT-ESXi-Host3

OD2-MGMT-ESXi-Host4

OD2-MCMT-Eox-Host
i-Hos

0OD2-MGMT-ESXi- Hc—st?*

----- -1 iSCSI VvNICs

I -l vHBAs

=l vNICs

D-'I VNIC POD2-PRI- -vmk-e0

EEE
i

DEEREEREEEE
e { R L R R R

(@] e]

1

priyeipwipelgeiywlyeiye)

\
----- =il Dynamic vNICs
B-IIVLANS




3. Deploy UCS Director BMA 5.2 OVF Template

Unzip the BMA 5.2 file that was downloaded from Cisco.com.

Log into vCenter and Select File -> Deploy OVF Template.
|J-_-T,Jr|:d' ’

14wc0801.gsp-t5.cloudlab.cisd

‘iew Inventory Administratior

ew 2 i

| Deploy OYF Template. ..
i Export 4
I Report 3

Browse for the BMA 5.2 OVF file, select it and Click Open. Click Next.

|J-_-T,J Deploy O¥F Template =10

Source
Select the source location,

Source

OYF Template Details
Mare and Location
Skorage

Diisk. Formnak
Ready to Complete Deploy From a file or LRL

|:\Usersadministrator G5P-RS|DovnloadsiCUCSD_BMA 53 | | Bramse, ., |

Enter a URL to download and install the OYF package from the Internet, or
specify a location accessible from your computer, such as a local hard drive, a
network share, or a COJDYD drive,

[%) Open

A et
T | + Dowrloads » CUCSD_BMA_S_Z_0_0_YMWARE_SA ~ &3 | Search CUCSD_BMA_S_2_0_0...
Organize *  Mew folder = - O '@'
- N . )
¢ Favorites =1 Mame Date modified | Type | Size: |

Bl Deskhop
4 Downloads

1= Recent Places
= Libraries

3 Documents

J’ Music

=/ Pictures

B videos .

M Camputer
‘:‘_‘J, Lacal Disk. {C:)

= — [ | ¥

I File narne: | cucsd_bma_5_2_1_.ovf x| JovE paBes tovfrov 7]

— Open Cancel |




Click Next.
@ Deploy O¥F Template

0O¥F Template Details
Werify OYF template details,

=1

Source

0O¥F Template Details
End User License Agresment
Marne and Location

Skorage

Disk. Format

Mebwark Mapping

Properties

Ready to Complete

Produck: CUCSD-BM-5.2.0.0
Wersion: 5.2.0.0

Wendor: Cisco Systems

Publisher: Mo certificakbe present
Download size: 1.8 GB

Size on disk: 3.2 GB (thin provisioned)

40,0 GE (thick provisioned)

Descripkion: FC55.2.0.0

Help |

< Back | Mexk = I Caneel

Accept the license agreement and Click Next.

@ Deploy O¥F Template

End User License Agreement

A

M[=1 B3

Accept the end user license agreements.,

Source

OVE Template Details

End User License Agreeme
Mamne and Location

Skorage

Disk. Format

Metwork, Mapping

Properties

Ready to Complete

IMPORTAMNT: PLEASE READ THIS EMD LISER LICENSE AGREEMENT CAREFULLY, IT IS WERY
IMPORTAMT THAT YOU CHECK THAT YOL ARE PURCHASING CISCO SOFTWARE OR EQUIFPMENT
FROM AN APPROYED SOURCE AMD THAT ¥OLU, OR THE ENTITY YOU REPRESENT (COLLECTIVELY,
THE "CUSTOMER") HAVE EEEM REGISTERED AS THE END UISER FOR THE PLURPOSES OF THIS CISCO
EMD LISER: LICEMNSE AGREEMENT. IF %OU ARE NOT REGISTERED A5 THE EMD LISER YOL HAVE MO
LICEMNSE T UISE THE SOFTWARE AMD THE LIMITED WARRANTY IN THIS EMD LISER LICENSE
AGREEMEMT DOES MOT APPLY . ASSUMIMNG YOU HAYE PURCHASED FROM AN APPROVED SOURCE,
DOWNLOADING, INSTALLIMNG OR LUISING CISCO OR CISCO-SUPPLIED SOFTWARE CONSTITUTES
ACCEPTANCE OF THIS AGREEMENT.

CISCO SYSTEMS, IMC, OR ITS AFFILIATE LICENSING THE SOFTWARE ("CISCO") IS WILLING TO
LICENSE THIS SOFTWARE TO YO ONLY LUPON THE CONDITION THAT ¥OU PURCHASED THE
SOFTWARE FROM AN APPROYED SOURCE AMD THAT YOU ACCERT ALL OF THE TERMS
CONTAINED IN THIS EMD USER LICEMSE AGREEMENT PLUS ANY ADDITIONAL LIMITATIONS ON
THE LICENSE SET FORTH IM & SUPPLEMENTAL LICEMSE AGREEMENT ACCOMPAMNYING THE
PRODUCT, MADE AVAILABLE AT THE TIME OF YOUR ORDER, OR POSTED ON THE CISCO WEESITE
AT v, cisco,comfgofberms (COLLECTIVELY THE "AGREEMENT"), TS THE EXTENT OF ANY
COMFLICT BET'WEEM THE TERMS OF THIS END LISER. LICENSE AGREEMEMT AMND ANY
SUPPLEMENTAL LICEMNSE AGREEMENT, THE SUPPLEMENTAL LICEMSE AGREEMENT SHALL APPLY, BY
DOWNLOADING, INSTALLING, OR ISING THE SOFTWARE, YOU ARE REPRESEMTING THAT %0OLI
PURCHASED THE SOFTW@RE FROM AN APPROVED SOURCE AMD BINDIMG YOURSELF TO THE
AGREEMEMT. IF YU DO NOT AGREE TO ALL OF THE TERMS OF THE AGREEMEMNT, THEM CISCO IS
UMMWILLING T LICEMSE THE SOFTWARE TO YOU AMD (4] YO MAY MOT DOWHLOAD, INSTALL OR
USE THE SOFTWARE, AND (B) YOU MAY RETURN THE SOFTWARE (INCLUDING ANY UNOPENED CO
PACKAGE AND ANY WRITTEN MATERIALS) FOR & FULL REFUND, OR, IF THE SOFT'WARE AND
WRITTEN MATERIALS ARE SUPPLIED A5 PART OF ANOTHER PRODUCT, ¥OU MAY RETURMN THE
ENTIRE PRODUCT FOR A& FULL REFUIND, ¥OUR RIGHT TO RETURM AND REFUMD EXPIRES 30 DAYS
AFTER PURCHASE FROM AN APPROVED SOURCE, AMD APPLIES OMLY IF ¥OU ARE THE ORIGINAL
AND REGISTERED EMD LISER PURCHASER, FOR THE PURPOSES OF THIS END LISER LICENSE
AGREEMENT, AN "APPROVED SOURCE" MEAMS (A) CISCO; OR (B) A DISTRIBEUTOR OR SYSTEMS
INTEGRATOR AUTHORIZED BY CISCO T DISTRIBUTE f SELL CISCO EQUIPMENT, SOFTWARE AND
SERVICES WITHIN ¥QUR TERRITORY T EMD USERS; OR (C) A RESELLER ALUTHORIZED BY ANY
SUCH DISTRIBLIT R SYSTEMS INTEGRATOR IM ACCORDANCE WITH THE TERMS OF THE
DISTRIBUTOR EEMENT WITH CISCO TO DISTRIBUTE [ SELL THE CISCO EQUIPMEMNT,

< Back Mexk = | Caneel |




Name the BMA VM and Click Next.

Deploy O¥F Template _|Of =

Name and Location
Specify a name and location for the deployed template

Source

OWF Template Details

End User License Agreement

Name and Location

Skarage

Disk. Format .
. Irvenkory Location:

Metwork, Mapping —

Properties = [ GSP—I_WGMT ) _

@ Discovered virtual machine

The name can contain up to 80 characters and it must be unique within the inventory Folder.

Ready to Complete

Help | < Back | Mext = Cancel

A
Select the Storage location to install the VM and click Next.
Deploy O¥F Template [_ O}
Storage
‘here do you wank to skore the virtual machine Files?
Source Select a destination storage for the virtual machine files:
COVE Template Details )
End User License Aqreement WM Storage Profile: I j &
Hame and Location Mame | Drive Type | Capacity | Provisioned | Free | Tvpe | Thin Prow
g_t‘;r:ge , B datastorel (3 Non-55D 5,00 GE 726,00 MB 4,29GE YMFSS Supporte
isk Formal
Metwark Mapping MGMT-5AM1 Mon-550 390TE 3.69TE 2.08TE WMFSS Supporte
Froperties

Ready bo Complete

< | ]

™| Disable Storage DRS far Ehis virtual machine

Select a datastore:

Marme | Drive Type |  Capacity | Provisioned | Free | Type | Thin Pravis

4 | i

Cornpatibility:

Help | < Back | Mext = I Cancel

4




Leave default and Click Next. Recommended to keep ‘Thick Provision Lazy Zeroed'.

@ Deploy O¥F Template =]

Disk Format
In which Farrat dao wau want ko store the virtual disks?

Jource Datastore: IMGMT-SP\NI
OYF Template Details

EA—:‘;SZ‘:E'LLC;:;TD? reement Available space (GE): I 2129.4
Storage

Disk Format
Mekwork Mapping
Properties
Feady to Complete € Thick Provision Eager Zeroed

' Thick Provision Lazy Zeroed

= Thin Provision

Help | < Back | Mext = | Cancel I

Select your management Network for Network 1 and the PXE Network for Network 2.

(% Deploy O¥F Template [_ [0}

MNetwork Mapping
what netwarks should the deploved template use?

Source
OVF Template Details Map the networks used in this OYF template to netwaorks in your inventory
End User License Agreemeant
Marne and Location Source Metwarks Destination Metwarks
SForage Metwork 1 MGMT_80
Disk Format Metwark 2 1UCSD_BMA_PAE
Network Mapping I
Properties
Ready to Complete
Description:
The Metwork 1 netwark ;I
=l

Help | < Back | Mext = I Cancel




Configure a password and IP Addresses, Masks and Gateway as shown below then Click Next.

3 Deploy OYF Template _ ol x
Properties

Customize the software solution For this deployment,

Source
OWF Template Details Application |

End User License Aagreement
Mamme and Location BMA Root User Password

Starage Enter BMA root user password

Disk Format: Enter password Il******** I

Metwork Mapping

Properties Confirm password I******** I

Ready to Complete

Management IP Address for ethD
Enter Management IP Address for ethd, Set 0.0.0.0 to use DHCP

||1?2.1? . a0 .112|

Management IP Subnet Mask for ethn
Mask for eth, Set 0.0.0.0 bo use DHCP

255,255 255 . 0

Gateway IP for etho
Gakeway IP for ethi,
172 17 &80 | 1

IP Address for ethi
IF Address for ethl, Set 0,0,0.0 to use DHCP

192 165 . 0 1 |

Subnet Mask for ethl
Subnet Mask. for eth1, Set 0.0.0.0 ko use DHCP

I255.255 255 , § |

-

Help | < Back | Mext = Cancel |

Review the settings and check the ‘Power on after deployment’ box and click Finish.
[ Deploy O¥F Template [_ [

Ready to Complete
Are these the options you want ko use?

?ﬁmglate Dietails When you click Finish, the deployment kask will be started.
End User License Agreement Deployment settings:
Hame and Location OVF file: Ci\Usersladministrator, GSP-RS\DownloadslCUCSD_EMA_, ..
M Download size: 1.6GE
m N Size on disk: 40.0GB
Properties Marne: CUCSD-BM-5.2.0.0
Ready to Complete Folder: G5P_MEMT
Host/Cluster: 172.17.80.67
Datastore: MGEMT-SAM1
Disk provisioning: Thick Provision Lazy Zeroed
Metwork Mapping: "Metwork 1" to "MEMT_g0"
Mebwark Mapping: "Metwork 2" to "UCSD_EMA_PRE"
1P allocation: Fixed, IPv4
Property: braa_mgmt_ip_eth0 = 172.17.60.112
Property: bra_mgmt_subnet_ethd = 255,255,255.0
Property: brna_mgmt_gateway_ethd = 172.17.80.1
Property: brma_mgmt_ip_sthl = 192,165.0.1
Property: brna_mgmt_subnet_ethi = 255.255,255.0

Help | < Back Finish Cancel




Monitor the BMA VM Deployment.

@ 78% Deploying CUCSD-BM-5.2.0.0
Deploving CUCSD-BM-5.2.0.0

Deploylng dlskl af 1 from

38 seconds remaining

™ Close this dislog when completed

Upon completion, click Close.

l @ Deployment Completed Successfully M=

Deploying CUCSD-BM-5.2.0.0

Completed Successfully

Close

Open the Console of the BMA VM and wait until you get the following screen to determine the VM is complete and has

booted aII the way up

File Edt WYiew Inventory Administration Plug-ins Help

E =% | |Q Home b gF] Inwventory D @ Hasts and Clusters

TG RGIEICECR
= G rednSra4vc501 .gsp-rS.cloudlab. cisco. com CUCSD-BM-5.2.0.0
E‘El G5P_MEMT
=l cdpeperl

@ 17z.17.80.69 -~

‘
G test_z0tzrz-v [ CUCSD-BM-5.2.0.0 on 172.17.80.67 IS E3

= Iﬁl Icgulpfs:rf? a0.70 File Wiew %M
B sR129 mlp @|@J & ﬁ3a||[|7’ > @
[ 172.17.8061
[# 172.17.8062 UCSD-BM-5.2.8.8 - 5.2.8.8
[@ 172.17.80.65
B 172.17.80.66 0 manage this UM browse to https:,/,172.17.088.112:443~
B [ 172.17.80.67

@ CUCaD-5.3.1.2

[ | CUCSD-BM-5.2.0.0

Eh gsp-ucsc-131a

[ gsp-ucsc-a_1Zle

[ winzka-Solarwinds
@ 17z.17.8068

Bl Use Arrow Keys to navigate
S8et Timezone (Current:UTC) and <ENTER> to select your choice.

Verify connectivity by using SSH to access the BMA VM. Run the following commands to see the current version.

, =

5 172.17.80.112 - SecureCRT EEREER ™
File Edit View Options Transfer Script Tools Window Help
iod S [ & A Enter host <Alt+R A 2% R ;'

©7172.17.80.112 X 4 P

[root@'loca'lhost ~]# 1s

cdrom ¢l qu e
[root@localhost ~]# cd fopt/infrays

Lroot fral# . /showBMaversion.sh

UCSD-BMA-5.2.0.0

[Foot fral#




4. Upgrade UCS Director BMA from 5.2 to 5.3

| recommend unzipping the 5.3 patch file on your local machine before uploading it to the BMA Server. You can use
WinSCP or FileZilla to transfer the files to the BMA Server.

Using WinSCP, Enter the IP of the BMA Server and the username and password and click Login.

G Mew Site [FSession
File protocal:

[sce =
oy — Pork number:
II?Z.I?.BD.IIZ I | 2z 24
Llser narme: Fassmr_d._l

roak

Save v| Advanced... v|

Toals - | Manage - | Close Help

If prompted by this security alert, | selected skip.

A

WARNING - POTEMTIAL SECURITY BREACH!

The server's host key does not match the one WinSCP has in cache. This means that
either the server administrator has changed the host kew, the server presents different
kev under certain circumstance, or you have actually connected to anather computer
pretending to be the server,

The new rsaz key fingerprint is:
ssh-rsa 2048 e7:5d:85:73:9biff i 1F: 92161 144 ee 5d:50:8b: 3bibS

IF vou were expecting this change, trust the new key and want ko continue connecting to
the server, either press Update to update cache, or press Add to add the new key to the
cache while keeping the old oneds). If vou want to carry on connecting buk without
updating the cache, press Skip. IF vou want to abandon the connectign completely, press
Cancel. Pressing Cancel is the OMLY guaranteed safe choice. ¢

Add | Cancel | Copy Key | Skip | Help |

Browse to the location where the patch is located on the left and navigate to the tmp folder on the right then drag the
patch folder to the right to transfer the files to the BMA Server.

. Downloads - root@172.17.80.112 - WinSCP

Local Mark Files Commands Session Options Remote Help

[ % ESynchmnize > ] § Eq {?} 4 @Queue * - Transfer Settings Default - a -
& root@172,17.80.112 | G new Session | {
J:‘_{C: Local Disk. - E 4= - = Q &‘U P | tmp - g = - = m E mFindF“as o
@Uplnad @ Edit D‘ 7 Properties ﬂ Iﬁ [=] Download Edit 3 Properties ﬁ I__fﬂ
Mame ~  Ext Size | Tvpe hanged Mame =  Ext Size | Changed Rights Qwiner
LS Parent directory 91402015 6:1326 PM LS Q15/2015 Z:14:10 AM FWXE-XT-X root
_h cucsd_bma_patch_5_3_0_0 File Folder 9f14f7015 611325 PM ICE-unix QL5[Z015 2111127 AM [ oot
| CUCSD_BMA_S_2_0_0_YMWARE_GA File Folder 0/14{2015 5:58:20 PM b, FRXryuZe7E 12/15/2014 7:05:04 AM [ a— root
LJ rhel-serv.er-s.2-><86_64-dvd.|so 3,423 MB 150 File 55 Uploading HE 12{15/2014 7:05:59 AM [ root
& desktop.ini 2582B  Configurat Q1512015 2:14:40 AM PR raot
1 cucsd_bma_patch_5_3_0_0.zip 60,637 KB Compresse FE 12/15/2014 7:03:49 AM [ rat
!. CJCsSD_BMA_S_Z_0_0_MMWARE_... 1,858 ME  Compresse B 9/15[2015 Z:14:36 AM FIAXE-xF-3 root
Minimize: |
File: i L\netwaorkServices jar
Target:  ftmp) Onee finished:
[ ] Stayidle ¥
Time left: 0:00:15  Time elapsed: 0:00:02
Bytes transferred: 5,372 KB Speed: 3,476 KiBfs Speed (KiB/s):
[ ] |Un|im\ted j




Once the files have been uploaded, log into the BMA appliance via SSH and change directory to tmp folder (or the folder
you uploaded to). Run the command to apply the patch. Note: You will probably get permissions denied when trying to
patch and you will have to chmod it to give yourself permissions to run the patch upgrade.

[root@localhost /]# cd tmp/

[root@localhost tmp]# Is

cucsd _bma_patch 5 3 0 0 tmp.fXXryu2476 vmware-root
sfcbLocalSocket vmware-config0

[root@localhost tmp]#

[root@localhost tmp]# cd cucsd_bma_patch 5 3 0 0/
[root@localhost cucsd_bma_patch_5 3 0 Ol#ls
ucsd_bma_patch 5 3 0 0

[root@localhost cucsd_bma_patch_5 3 0 O]# cd ucsd_bma_patch_ 5 3 0 0/
[root@localhost tmp]#

[root@localhost ucsd_bma_patch 5 3 0 O]#ls

ESXi5.5-VSAN applyPatch.sh isoExtractor.sh networkServices.jar storcliExtractor.sh ucsd-bma-prod-info.json
[root@localhost ucsd_bma_patch 5 3 0 O]#

[root@localhost ucsd_bma_patch_5 3 0 _O]# ./applyPatch.sh
-bash: ./applyPatch.sh: Permission denied

[root@localhost ucsd_bma_patch 5 3 0 O]#

[root@localhost ucsd_bma_patch 5 3 0 OJ#ls -al

total 60920

drwxr-xr-x 3 root root 4096 Sep 15 02:27 .

drwxr-xr-x 3 root root 4096 Sep 15 02:27 ..

drwxr-xr-x 2 root root 4096 Sep 15 02:27 ESXi5.5-VSAN
-rw-r--r-- 1 root root 1414 Sep 14 23:13 applyPatch.sh

-rw-r--r-- 1 root root 6844 Sep 14 23:13 isoExtractor.sh
-rw-r--r-- 1 root root 62281019 Sep 14 23:13 networkServices.jar
-rw-r--r-- 1 root root 1096 Sep 14 23:13 storcliExtractor.sh
-rw-r--r-- 1 root root 348 Sep 14 23:13 ucsd-bma-prod-info.json
[root@localhost ucsd_bma_patch_5 3 0 _OJ#

[root@localhost ucsd_bma_patch_5 3 0 0]# chmod 777 applyPatch.sh
[root@localhost ucsd_bma_patch_5 3 0 _OJ#

[root@localhost ucsd_bma_patch_5 3 _0_0]# ./applyPatch.sh
Current BMA version is UCSD-BMA-5.2.0.0
Taking file backup before upgrade
Taking Backup of Templates
Taking Backup of isoExtractor script

Copying NetworkServices jar.....

Copying ESXi5.5-VSAN templates....

Copying latest isoExtractor script....

Copying storcliExtractor.sh script....

Copying Latest Version details.....

Applied the patch successfully

[root@localhost ucsd_bma_patch_5 3 0 _OJ#

Navigate to /opt/infra and run the showBMAVersion scipt to verify you are not on the new version.



[root@localhost ucsd_bma_patch_5 3 0 _0]# cd /opt/infra/

[root@localhost infral# Is

addBMAAccount.sh configurelnterface.sh networkServices startinfraAll.sh

broker controller run.sh.template statusinfra.sh

configure.sh  infraenv.sh service.properties.template stoplnfraAll.sh
configureBmalD.sh isoExtractor.sh showBMAVersion.sh ucsd-bma-prod-info.json
[root@localhost infral# ./showBMAVersion.sh

UCSD-BMA-5.3.0.0

[root@localhost infra)#



5. Integrate UCS Director with Baremetal Agent Server

Log into UCS Director and navigate to Physical Accounts.

liilv Cisco UCS Director

CISCO

Favorites

Policies w Administration v CloudSense™ w

Converged Virtual = Physical = Organizations ¥

Physical Accounts J Guided Setup [
License
Site Management ” Pods H Physical Accounts H Multi-Domain Managers | Virtual Console Servers ”_I
System
@ Refresh  [lf] Favorite iii Add Users and Groups
Virtual Accounts
Bare Metal Agents Physical Accounts
BMA Name | BMA Managet |PXE Server A Reachable Log| Integration efault BMA Status

Mobile Access
User Interface Settings
Open Automation

Support Information

Select Baremetal Agents and Click Add.

il Gisco UCS Director

Cisco

Converged Virtual v Physical = Organizations v Policies w Administration v CloudSense™ w Favorites
Physical Accounts \

Site Management H Pods H Physical Accounts ” Multi-Domain Managers ” Managed Network Elements H Virtual Console Servers ” Bare Metal Agents I_[

& Refresh [ Favorite - h

Bare Metal Agents Add
el

BMA Name | BMA Managet | PXE Server A | Reachable Location Description Default BMA Status Last Keep Alp 1




Enter the name of your Baremetal appliance as the account name, select the checkbox for ‘Baremetal Agent uses
Different interfaces for management and PXE Traffic’ and this will provide separate address boxes for the two IPs. Enter
all other pertinent info as shown below and click Submit.

Add Bare Metal Agent Appliance

Account Name || CUCSD-BM-5 2 0 0 | ‘ @

Management Address |172.17.80.112 ‘#
NOTE: Address must be reachable from this appliance

Login ID ”root I H

Password [******** ¥

#E Baremetal Agent Uses Different Interfaces for Management and PXE Traffic

PXE Interface Address” 192.168.0.1 |«

Description [ ‘

Location [ ‘

Datebase Address [ 172.17.80.110 |+ ]#

I Submit I[ Close I

You'll get a pop-up to say Request saved successfully. Click ok. Next you’ll see that the Baremetal agent has been
registered and ensure it is reachable from UCS Director.



6. Configure DHCP on the BMA

From the Baremetal Agents tab in UCS Director, verify the Services are stopped by checking the Service Status.

il Gisco UCS Director

CIsco

Converged Virtual w Policies v Ad ation w CloudSense™ w Favorites

Physical Accounts h
Site Management ” Pods H Physical Accounts ” Multi-Domain Managers H Managed Network Elements H Virtual Console Servers ‘ Bare Metal Agents
& Refresh |l Favorite o Add [ Edit Sl View Details  $€ Delete &} StertServices &} Stop Service &% Service Status | &} Setl

Physical = Organizations =

Bare Metal Agents Service Status
BMA Name | BMA Managet | PXE Server A | Reachable | Location | Description | Default BMA | Status | Last Keep Al
CUCSD-BM-5_ 2 0 0 172.17.80.112 192.168.0.1 {4 YES Yes Inactive

Services should show Down as follows.

Bare Metal Agent Service Status

Network Services status in the Bare Metal Agent appliance : DOWN
Database connectivity status from Bare Metal Agent Appliance : DOWN

Close

Select Configure DHCP. You may have to click the little down arrow to the right to see the Configure DHCP option.

aluiln ciseo UCS Director admin @ | LogOut | Cisco | About | Help | Object Search

€i1sco

Converged Virtual » Physical v Organizations v Policies ¥ Administration v CloudSense™ » Favorites

Physical Accounts

Site Management | Pods | Physical Accounts ” Multi-Domain Managers | Managed Network Elements ” Virtual Console Servers Bare Metal Agents Discovered Devices Rack Groups Rack Accounts

& Refresh ] Favorite  ofs Add [ Edit 5] View Details 3§ Delete &} Start Services & Stop Services & Service Status & SetDefault BMA & Configure In F——

T

Bare Metal Agents ENERAE F::"[e
A
BMA Name [BMA Manage! [pXE Server A Reachable 1 Location ‘ Description [ Default BMA [ Status ELHSt Keep Al hmage Ca [ E Edit
CUCSD-BM-5.2 0.0 172.17.80.112 192.168.0.1  (/ YES Yes Inactive DHCP-Servel  yicw Details F
Delete

Start Services
Stop Services
Service Status
Set Default BMA
Configure Interf...
ﬁ Configure DHCP
View DHCP Conf...
View BMA logs
View DHCP loas




Configure the DHCP IP Addresses and click Submit.

Configure DHCP

DHCP Subnet 192.168.0.0 | »
DHCP Netmask  |255.255.255.0 | #
DHCP Start IP 192.168.0.200 | »
DHCP End IP [192.168.0.254 | | #

Router IP Address | 192.168.0.1 |

[ Submit [ Close ]

Click Start Services.

vl Cisco UCS Director

CiIsco

Converged Virtual v Physical w Organizations w Policies w Administration v CloudSense™ w Favc

Physical Account*

Site Management H Pods H Physical Accounts || Multi-Domain Managers || Managed

& Refresh ] Favorite g Add Edit [E] View Details 3£ Delete

Natwork Elements || Virtual Console

& Stop Service

iy Start Services

Bare Metal Agents Start Services
BMA Name | BMA Managei |PXE Server Al 4| Reachable | Location | Description | Default BMA
CucsD-BM-5_2 0 0 172.17.80.112 192.168.0.1 i) YES Yes
Click Start.

Start Bare Metal Agent Appliance

Are you sure you want to start services for the selected Bare Metal Agent appliancefgl72.17.80.112)7

[ Start ][ Close ]

Click OK.
Submit Result

Services successfully stal=d for the BMA



Check the Service Status again.

Bare Metal Agent Service Status

Network Services status in the Bare Metal Agent appliance : UP
Database connectivity status from Bare Metal Agent Appliance : UP

Close




7. Upload Images

Here we will upload ISO images to the BMA appliance to be used for PXEboot deployments. You will need copies of the
ISOs you plan on putting on the BMA appliance. You can upload the ISO images using WinSCP.

Connect to BMA Server using WinSCP.

@" Mew Site [~Sessian
File protocol:

SCP W

Hosk name: Patt number:
= |
[tFz.17.80.112 | | 22
User name: Password:
Iroot I Ilouo I
Save v| Advanced... v|

Tools - | Manage - | Login | - Close Help

Select Update or Skip for this security worning.
Warning ﬂ

l WARMING - POTENTIAL SECURITY BREACH!
1
The server's host key does not match the one WinSCP has in cache. This means that
either the server administrator has changed the host key, the server presents different
ke under certain circumstance, of you have actually connected to another compuker
pretending to be the server.

The new rsaZ key fingerprint is:
sshi-rsa 2045 e7:5d:85:73:9b:fF: 1F 192161 144 e2:5d: 508k 3b:bS

IF you were expecting this change, trust the new key and want o continue connecting ko
the server, either press Update to update cache, or press Add to add the new key to the
cache while keeping the old onefs), If you want to carry on connecting but without
updating the cache, press Skip. If wou want to abandon the connection completely, press
Cancel. Pressing Cancel is the ONLY guaranteed safe choice.

Update I Add | Cancel | Copy Key | Skip | Help |

On the left browse to your ISO and on the right, browse to the tmp folder as this is where we will place the I1SO file. In

this example, we are using the Custom Cisco ESXi 5.5 Update 2 image.

v Downloads - roo . 17.80.112 - WinSCP

Local Mark Files Commands Session Options Remote Help

Rl &2 3 svnchrorize | B 2 [ 4 [l Queue + - Tramsfer Settings Default - g

= root@172,17.80.112 | New Session | “

&2, Lacal Disk B ie-2 - BEME % | tp -EE e - E N2 BFindFles |y
Upload Edit Properties | £ Ej Download Edit Properties | £ E‘i

Type Changed Mame = Ext Size | Changed Rights Cner
Parent directory 9/16/2015 8:55:38 AM . 9/15j2015 2:14:10 AM PIE-XE-% roak
File folder 9/14/2015 &:13:28 PM J ICE-unix OMS/2015 2:11:27 AM PR AL ook
CUCSD BMA_S_2 0_0_VMWARE_GA File Folder 9/14/2015 5:58:20 PM . cucsd_bra_patch S 3., 9/15j2015 2:27:41 AM PIE-XE-% roak
| Wmware-ES¥i 0-2068190-cusko, .miB 150 File 9J16(2015 5:55:38 AM . hsperfdata_root 9/15/2015 3:11:14 AM FWXT=XF=3 root
| |thel-server-6.2-x86_64-dwd.iso 3,423 MiB IS0 File 82712015 2:30:22 PM J tmp FXEryu2476 121152014 7:05:04 AM [ roak
4| deskbop.ini 262 B Configuration settings /29020153 11:42:15 AM . wmnware-configd 12/15/2014 7:05:59 AM FIAET=3E =3 rook
. wmware-root 9/15j2015 2:14:40 AM [ roak
L|.rnd 1,024 B 12]15/2014 7:05:49 AM Fipj== ook
|| sfeblocalSocket 0B 9/15§2015 2:14:36 AM PIE-XE-% roak
< | o
0B of 3,753 MiBin 0 of 5 0B of 1,024 Bin 0of 8

a SCP 00454



Select the ISO on the left and drag it to the tmp directory on the right.

Downloads - root@172.17.80.112 - WinSCP

- Local Mark Files Commands Session Options Remate Help
m % Esynchromze |’ @ ||E ; | ,( @Quaue -
= root@172.17.80.112 | Mew Session |
=1L R
J Edt 3 ? [ Properties |ﬁ I-_l'\i|

ransfer Settings Default - e -

D E %

: 3% Uploading

D 2 | G Find Files
5 Properties |ﬁ I-_l'\i|

Canicel

MName ~  Ext Size | Type . : Rights
Fa Parent dire o Minimize | 971512015 2:14:10 AM PRKE-KE-X roak
. tucsd_bma_patch_5_3_0_0 File folder File! VMWare-ESXI-5.5. 0-2068190-custom-Cleco-5.5.2.3 952015 21127 AM Ak ook,
L CUCSD_BMA_S_Z_0_0_WMWARE_GA File folder Target  jtmpf Crnes finished: 9I15(2015 2:27:41 AM FISCE=3E =X rook
DVmware—ESXi—S‘S‘0—2068190—cust0‘.. ME [5OFile 3 j 971512015 3:11:14 AM PWHE-5E-% ook
| |thek-server-6.2-xB6_ed-dvdl.isn 3,423ME 150 File [stay ide 12/15/2014 7:05:04 &M fr— root
| deskiop.ini 282 B Configurat Time l=Ft; 0:00:49  Time elapsed: 0:00;02 12/15/2014 7:05:59 AM FWHE-HE-X rook
Bytes transferred: 10,792 KiE  Speed: 6,651 KiEjs Speed (KiEjs): 9/15/2015 2:14:40 AM FifH====== roak
[ IUnIimited j fFE 12/15/2014 7:03:49 AM Fi=mneemn root
PE 9/15/2015 2:14:36 AM FRAE=3E =X rook

4 |

330 MiB of 3,753 M8 in 1 of 5 OB of 1,024 B1in 0 of 8
a SCP g oorm



Once the images have been uploaded, SSH to the BMA appliance and cd to /opt/infra directory and run the
isoExtractor.sh script. This will extract the I1SO to the local machine. If you have multiple ISOs uploaded, you can extract
them all before continuing. You will need to enter the image location and catalog name for the extracted files.

2 172.17.80.112 - SecureCRT -

File Edit View Options Transfer Script Tools Window Help

Jﬁm_&gﬁ Enter host <Alt+F | 53 |75 38 _55_53 ﬁ‘% ' 0 |

+/172.17.80.112 X |

[Froot@TocaThost ~J#[cd Jopt,infras |

[Froot@localhost infral#

[Froot@localhost infral# s

addBmaaccount. sh broker configuresmarp. sh controller

bma_service.properties configure.sh configureInterface.sh -infraenv.sh Tnetworkservices

[Froot@localhost infral#

[root@localhost infral#|. /iscExtractor.sh |
Please select The OS5 Type

1% Esxi 4.1
20 Esxi 5.0
30 EsHi 5.1
43 Esxi 5.5

51 ESxi 5.5 wsaN
6) Centos or RHEL
71 SUSE Linux

8) other

SELECT>m
Image path :[/tmp/vtware—ESx<i-5.5.0-2068100-custom—Cisco-5.5.2.3.950 |
05 catalog name : [ESxi-5.5.0-custom-Cisco-5.5.2.3
Input file being used: StmpSvimware-Esxi-5.5.0-20681580-custom-Cisco-5.5.2.3.950
05 catalog name being used: ESxi-5.5.0-custom-Cisco-5.5.2.3
Mounting the image....
Preparing the image....
Creating <atalog irector¥ Jopt/cnsaroottemplates /ESXi-5. 5. 0-custom-Cisco-5.5.2.3
Creating configuration file i 5.9 ..

s for Esxi 5.5 .
Copied the image and created the configutation files...
[root@localhost infra]#

Verify the image is available in the catalog location.

1721780112 - SecureCRT TS Tt St S

File Edit View Options Transfer Script Tools Window Help
-Jﬂm-ﬁ;ﬁ Enter host <Alt+F | 53 7% 38 _5%.3 ﬁ‘% ' L7

+*172.17.80.112 X \

Last Togin: wed Sep 16 14:13:46 7015 from 187 . 165.50.12

[root@localhost ~]#[cd Jopt/cnsaroot/templates/ |

[root@loc TatesJ# 1

Centos60 |ESXi-5.5.0-custom—Cisco-5.5.2.3 | winZk12r2x64 win2k12x64 wWin2k8r2x64
[root@localhost templates [#

Verify the image shows up in UCS Director. Administrator -> Physical Accounts -> Bare Metal Agents -> CUSCD-BM-
520.0.

whalv - Cisco UCS Director

cisco

Favorites

Converged Physical w Organizations = Policies w Administration = CloudSense™ w

Physical Accounts > Bare Metal Agent (CUCSD-BM-s_z_o_O)P

BMA OS List || PXE Service Reguests H NFS Mount Point |

& Refresh\ || Favorite

L
BMA OS List
Image Catalog Name Last Upc
CentOS60 09/16/2015 09:22:45 GMT-0500
IESXi—S.S.O—custom—C isco-5.5.2.3 I 09/16/2015 09:22:45 GMT-0500
Win2k12R2x64 09/16/2015 09:22:45 GMT-0500
Win2k12x64 09/16/2015 09:22:45 GMT-0500
Win2k8R2x64 09/16/2015 09:22:45 GMT-0500

Clean up the BMA by removing the ISO that we put in tmp directory.



172.17.80.112 - SecureCRT

File Edit View Options Transfer Script Tools Window Help

(2 5 5 3.2, Enter host <Al A 48 (8 B B R X @
©172.17.80.112 X
Itgg‘gté_olglg_:l h\;gs ~]§ 154 2015 from 192.168.80.12

[root@localhost tmp

[Foot@localhost tmp]#-

Wmware-ESxT-5. 5. 0-Z068190-custom-CisCo-5.5.2.35. 7s0] hsperfdata_root tmp.FfXxXryu2476 wvmware-root
cucsd_bma_patch_5_3_0 0 sfcbLocalsocket vmware—configo
[root@localhost tmpl#
[root@localhost tmp]#]r‘m StmpSvmware-ESxi-5. 5. 0-2068190-custom-Cisco-5.5.2.3. 'ISD|

rm: remove regular fiTe Atmp/AVmware-ESxi-5. 5. 0-ZUBEIY0-custom-Cisc0-5. 5. 2. 3. 150 7| yes

[root@localhost tmpl# 1s

CUCSd_hﬂLﬁ]atCh_5_3 _0_| 0 hsperfdata_root sfcbLocalsocket tmp. Foaryu2476 vmware—configd wmware-—root
[root@localhost tmpld B

8. Basic functionality BMA Test/Validation

Before moving on to build a complete workflow to provision a Baremetal server, it is highly recommended to test
functionality of the BMA using a basic VM. This will confirm that your network is configured correctly, DHCP is
functioning correctly and the UCS Director is integrated with BMA. Note: DHCP for BMA was previously configured so
we don’t need to complete that step.

Create Generic VM. Select New Virtual Machine.

|J-_-T,J rcdnSr44vc0801.gsp-r5.cloudlab.cisco.com - ¥Sphere Client

File Edit W¥iew Inventory Administration Flug-ins Help

a B |@ Home [ gF] Inventory b [E Hosts and Clusters
+ +

& & &

ENRNEEEEEEERE Rt ES 5 17 50,67 vMware ESXi, 5.1.
= ]_'l G5P_MGMT

=] Iﬁ culpeper1 Getting Started | Summary
B 172.17.80.69

Gh test_z2012r2-v1 LiEilcic
Bl ff culpeper2 Processors
@ 172178070 Memry
5 w123 Skarage
R 172.17.80.61 e
[ 172.17.80.62 + Metwarking
@ 172.17.80.65 Storage Adapters
B 172,17.80.66 Networkndapters
= [@ [172.17.806
3 cuc |E.T Mew Yirtual Machlne... CtrI+N
B QU @& Mew Resource Podl... Chrl+O
& sp- 92 New vApp... Chrl+a
G gsp-
&1 winz Disconneck

E 172.17.5 Enter Maintenance Mode

Leave default set to Typical and click Next.

|J-_-T,J Create New Yirtual Machine

Configuration
Select the configur ation for the virtual machine

Configuration onfiguration
Mame and Location )
.
Skorage [IEl=al
Guest Operating System Create a new virbual machine wi
Metwork
Create a Disk  Custom
Ready to Complete Create a virtual machine with ac




Define any name for the VM and click Next.

[%) Create New Yirtual Machine

Mame and Location
Specify a name and location For this virtual machine

Configuration Emies

Mame and Location BMA_Test_1

Starage

Guest Operating System “Wirtual maching (¥M}) names may contain up to 80 ck

Petwork wCenker Server YM Folder,

Create a Disk

Inventory Location;
Ready to Complete L

=[5 [G5P_MGMT
Discovered virtual machine

Select the location to install your VM.

|J-_j Create New Yirtual Machine [_ [0}

Storage Wirkual Machine Version: &
Select a destination storage For the virtual machine files

Configuration Select a destination storage for the virtual machine files:

Marne and Location )

Storage YM Storage Profile: I j iy

Guest Operating System Mame | Drive Type | Capacity | Provisioned | Free | Type | Thin Prow

gemtmk - B datastoret (3)  Mon-35D S.00GE 726.00 MB 4.29GE YMFSS Supparts
reate a Lisl =

Ready to Complete @ MGMT-S4M1 Mon-550 390TE 3.73TB 2.04TE YMFSS Supporte

These parameters really don’t matter for this test so you can leave it default or select something else like | have done
here and click Next.

|J-_T,J Create Mew Yirtual Machine M=l B3

Guest Operating System virtual Machine Yersion: &
Specify the guest operating system to use with this virtual machine

Configuration

Marme and Locakion Guesk Dperating System:

Storage  Windows
Guest Operating System
oY
Metwark, = e
Create a Disk " other
Ready to Complete )
Wersion:

Select the PXE network we defined earlier. Note: This VM should be deployed on an ESXi host that has the
PXE Port-Group.

Create Mew Yirtual Machine =]

Network Yirtual Machine Yersion: &
Which network connections will be used by the wvirtual machine?

Confiquration Create Metwork Connections
Marme and Location

Storane How many NICs do you want o conneck? Il vl
Guest Operating Syskern
Network

Create a Disk

Ready to Complete

Connect at
Adapter Pawer On

IEIDUD v[ it

Metwork



These parameters aren’t important for this test so you can leave default and click Next.

Create a Disk Yirtual Machinge Yersion: &
Specify the virkual disk size and provisioning policy

Configuration Datastore: T -SANL
Mame and Location

Storage ;
Available space (GE): I 2087.3
Guest Operating Svsken pace (GB)

Metwork - . -
Yirtual disk size: I 3 I l
Create a Disk Wil Bl5t siee 8 E ~

Ready to Complete % Thick Provision Lazy Zeroed

™ Thick Provision Eager Zeroed
= Thin Provision

Verify settings and click Finish.

[% Create New Yirtual Machine

Ready to Complete Wirkual Machine Yersion: §
Click Finish to start a task that will create the new virtual machine

Configuration _ Settings for the new virtual machine:
mw Marme: EMA_Test_1
Guest Operating Swskern Folder: GaP_MGMT
[T— Host/Cluster: 172.17.60.67
Create a Disk Dratastore: MGMT-5AMN1
Ready to Complete Guest O5: Cther Linux {64-bit)
MICs: 1
MIC 1 Mebwoark: UZ50_BMA_PKE
Disk. prowisioning: Thick. Provision Lazy Zeroed
Yirtual Disk. Size: g GhE

We need to find the MAC address for the VM to setup the PXE for the VM on BMA. To do so, select Edit
Settings for the VM.

= G rednSradve0801. gsprS.cloudlat [ETETAE T
B [y GsP_MGMT -

=] Ijjh culpeperl Getting Started NNl
B 17z.17.50.69
G0 test 2012121 What is a Virtual Machine?
B [ culpeper2
B 172178070 Avirtual machine is a software
i sR129 physical computer, runs an ops
[ 172.17.80.61 applications. An operating syst
[, 172.17.80.62 machine is called a guest oper
[® 172.17.80.65
B 172.17.80.86 Because every virtual machine
= @ 172178067 environment, you can use virtu
h [BMA_Test_1 winrlretatinn snvirnnmente ac §
3 CUCSD-5.3. Power »
{3 CUCSD-EM-S Guest '

- -13
0 gsprucse Snapshot 3

1 gsp-ucsc-a_
G Winzki-5ola @ Open Consale !
B 172.17.80.58 |[55 Eiir settings .. |

ch Migrate. ..




Copy the MAC Address.

|J--_-T,J BMA_Test_1 - ¥irtual Machine Properties

Hardwar ions | Resources | Profiles | vServices | virtual Machine Yersion: &
Device Status

[ Show Bvices Add... I Remove | ’]‘ Conmected

Hardware | Summary | V' Comnect at power on
M 384 ME
M Memory Adapter Type
[ crus ! C L adapt E1000
Videa card Video card NS SR
= VYMCI device Restricked o s
e 551 contraller 0 LSI Logic Parallel o
= Hard disk 1 Virkual Disk Unda
2y CoiovD drive 1 Client Device & Aukomatic i
BB Metwork adapter 1 UCSD_EMA_PRE |  — I:
& Floppy drive 1 Client Device ~DirectPath 10— Faste
Status: Delete |
—Metwork Connectic  Sojecr o) B
Metwark label:
Right ta left Reading order
IUCSD—BMA—PXE Show Unicode control charackers
—Insert Unicode control character  » [~

Optional: If you want to see ESXi finish the install at the end of this test, you will need to set a password that
meets VMwares password complexity policy, add a Second CPU and add more memory than the default
384MB. The password that we are referring to here is in the PXE Boot Request in UCS Director.

@ BMA Test_1 - Virtual Machine Properties @M

Hardware IOpﬁons I Resources I Profiles I vServices ] Virtual Machine Version: 8
fl T~ Show All Devices Add... | Number of virtual sockets: |_ vl
I Hardware IJ_Su.mma.Dt_I ;\ Number of cores per socket: | 1 v I
‘ M Memory 4096 MB
D, CPUSs (edited) I 2 I Total number of cores: 2

Now that the VM has been created and the MAC address has been copied, we need to log into UCS Director
and go to Physical -> Compute -> Select your Compute -> PXE Boot Request -> Add PXE Request.

il Gisco UCS Director

cisco

Converged Virtual w Physical » Organizations v Policies w Administration w CloudSense™ w Favorites

Compute for MGMT P

|@ Summary H UCS Chassis || Compute Accounts H Compute Servers || DHCP Log ‘ PXE Boot Requests [

v B8 RCDN5-Lab & Refresh ) Favorite | g Add PXE Request |«
» & MomT ojp—

ﬂ Unassigned Pods

PXE Boot Requests Add PXE Request




Fill in the PXE Boot Request as follows. Note: The most important data here is the Server MAC Address of the
VM, and the OS Type. All other fields aren’t important and can be filled in with bogus information. Click
Submit on the IP field and then Submit again when done.

PXE Boot Request Modify

Server MAC Address || 00:50:56:83:37:b¢ |
Host Name |[blablabia | E
Root Password | oo | E
Confirm Password ~ [**#wrsnx] E

[] PXE Request for Windows

Management VLAN 0 l

Server Address “1.1.1.1 | l#
Specify a static IP address for the server

Network Mask 255.0.0.0 |

Gateway [1.1.1.2 | \aae

Name Server I1.1.1.254 | ‘

Timezone [ Africa/Abidjan | v] *

Target BMA | cUCSD-BM-5_2_0_0(172.17.80.112)-default | + |

0S Type ESXi-5.5.0-custom-Cisco-5.5.2.3 |+ I*

N liet ic ratricovad fram calartad Rara Matal Anant

s ML Ii R L L R T P R P TP

Network Configurations || gk || : gl

Add Entry to Network Configurations

IP Address \2.2.2.2

P—
Subnet Mask]| 255.0.0.4

Subi




Setup PXE Environment.

mim Cisco UCS Director admin °| Log Out Cisco Al

cisco

Converged Virtual + Organizations w Policies v Administration ¥ CloudSense™ w Favorites

Compute for MGMT ?

@ ‘ Summary H UCS Chassis ” Compute Accounts H Compute Servers H DHCP Log ‘ PXE Boot Requests ” Faults || CloudSense ” More Reports }
v Ef RCDN5-lab '@ Refresh |l Favorite * Add PXE Request & Clean PXE Request @ Edit PXE Request (=] View Log Setup PXE Environment
> &5 mMeMT — —
PXE Boot Requests &
Bl unassigned Pods @I @ @ @
PXE Boot ID |MAC Address |Service Requ | 0S Type | Target BMA | Start Time | Status
2 00:50:56:83:37 0 ESXi-5.5.0-custc 172.17.80.112 Submitted
1 00:50:56:83:41 0 Cent0S60 172.17.80.112 Environment Setup

Select Submit to confirm the PXE Environment Setup.

Setup PXE Environment

Are you sure to setup environment for this PXE request?

Submit ][ Close ]

Click OK.
Submit Result

Task saved successfully

R T

Verify Status changes to Environment Setup.

il Cisco UCS Director

Cisco

Converged Virtual = Phys Organizations v Policies w Administration v CloudSense™ w Favorites

admin € | Log|

Compute for MGMT

=

v Hf RCDN5-Lab @ Refresh |4 Favorite Qﬁ Add PXE Request

Summary H UCS Chassis “ Compute Accounts H Compute Servers ” DHCP Log || PXE Boot Requests Faults || CloudSer

> & MGMT
PXE Boot Requests
BE Unassigned Pods

PXE Boot ID MAC Address |Service Requ 0S Type Target BMA Start Time

2 00:50:56:83:37 0 ESXi-5.5.0-custc 172.17.80.112

Environment Setup I



Now go back to vCenter and Open the Console of the BMA test VM and Click Power ON.

T T T T R R T R T T R I B <

File Edit View Inventory Administration Plug-ins Help

kj _D Home | —,:f] Inventory D [#] Hosts and Clusters

| [/ e P [\ 3 W —— W W = W— |
) BMA Test 1 on 172.17.80.67 =ape X
&5 DC1-VC-POD2 S ,
L[) DC1-VSM-PODI FII& View VM
({3 DC1-VSM-POD2
A=\ . W
1] VSM2-1

N VSM2-2
= [@ 172.17.80.66
Student07-Winj
Student08-Winj
Student09-Winj
Student10-Winj
Student11-Winj
Student12-Winj
Student13-Winj
Student14-Winj
Zenoss-ucsx
2.17.80.67
BMA_Test 1
CUCSD-5.3.1.2
CUCSD-BM-5.2]
gsp-ucsc-131a
gsp-ucsc-a_121
Win2k8-Solarwi
2 [ 172.17.80.68
APIC
APIC Simulator

APIC Splunk |
< 7] [ »J

PP 5B

\
M

e e le

:
~ &

==
=

S SAY

.

SEHE

ey

Recent Tasks

Name




Watch the Console to see if the VM Boots from the ISO. As you can see below the VM is booting from ESXi 5.5
ISO. This verifies everything is working as expected. We are done with the testing. We don’t need to verify
full install of VMware ESXi 5.5 as all we care about is it is booting from PXE Server. You can now power off the

VM and delete it. You can also clean up UCS Director by deleting the PXE Boot Request for this MAC Address.
) BMA Test 1 on 172.17.80.67 E=arey X"}

File View VM

Bl &8 G RS

PXE Boot Home

Install UMuware ESXi5.5

Automatic boot in 1 second...
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File Edit View Inventory Administration Plug-ins Help

o | T » 3 —~
S Home | Aj Inventory P [=f] Hosts and Clusters
tj :y &

. e [\ 3 W — — W e T — |
o AR L | e
(2 BMA Test 1 on 172.17.80.67 =
(B DC1-VC-POD2 :
& DC1-vSM-POD] '
(f3 DC1-VSM-POD2
VSM2-1
VSM2-2

File View VM

D

= @ 172.17.80.66 Pow

I idemnd [Power On|
(31 Student07-Winj}
(51 Student08-Winj
e

Student09-Winj
Student10-Winj
Student11-Winj
Student12-Winj
Student13-Winj
Student14-Winj
ZEenoss-Ucsx

2.17.80.67
BMA_Test 1
CUCSD-5.3.1.2
CUCSD-BM-5.2]
gsp-ucsc-131a
gsp-ucsc-a_121
Win2k8-Solarwi

= @ 172.17.80.68

APIC

APIC Simulator

AVPIC Splunk
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