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Call to Action

= (G0 to: dcloud.cisco.com <
» dCloud for demo, lab, PoC, etc.

= Live support 24x5... chat, emai
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Cisco SD-WAN Architecture

Orchestration Plane

Management Plane
(Multi-tenant or Dedicated)

Control Plane

(Containers or VMs)

Data Plane

(Physical or Virtual)

© 2017 Cisco and/or its affiliates. All rights reserved.
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Architecture Details



Cisco SD-WAN Architecture

Control

Plane Sessions

DTLS Only

e Viptela Primitives

* Permanent

e Multiple Sessions (1 / Core)

e Base Port + 100 Increment per session

DTLS Only
e Viptela Primitives
e Temporary

VSmart\

DTLS Only

e Viptela Primitives

e Permanent

e Multiple Sessions (1 / Core)
e Base Port + 100 Increment

7

l{ Default 1 session / vSmart / TLOC

vManage

DTLS or TLS

e Viptela Primitives
e OMP

* Permanent

e Single Session

> Tl
l‘ 1 vManage session only

vEdge

DTLS or TLS

e Viptela Primitives
e Netconf

* Permanent

e Single Session



Cisco SD-WAN Architecture

Protocol Use

“777 C(Control
ztp. viptela. com Cloud Control =—— Data
Service
@ vBond
! Lo . R @ vManage
— i % @ vSmart
Secure control channel (DTLS) L2
omp B ecoe
Netcon
OMP for routes, policy, keys .
Netconf for config, stats & SNMP % NAT/Firews

Secure data plane (IPsec)
IPSec UbP 1P
(ESP) (8) (20)

Outer IP header

UDP for NAT traversal
Encryption
Segmentation

ffiliat ight [ Cisco Confidential



End-to-End Segmentation
Virtual Private Networks and Mapping

» Isolated virtual private networks across any
transport

= VPN mapping is based on physical vEdge
Router interface, 802.1Q VLAN tag or a mix
of both

Site 1

IF
IF

IF

IF

802.1q

2017 Cisco and/or its affiliates. All rights reserved. Cisco Confidentia

= \/PN isolation is carried over all

transports
- https://tools.ietf.org/html/rfc4023

Data

802.1q

Data Center


https://tools.ietf.org/html/rfc4023

Definitions

Transport Side — vEdge Interface connected to the underlay network
+ Always VPN O
- Traffic Always tunneled/encrypted, unless split-tunneling is used

Service Side - vEdge interface connected to customer/user network
« VPN 1-510 (511/512 Reserved)
« Traffic forwarded as is from original source

TLOC - Collection of entities making up a transport side connection
« System-IP: IPv4 Address (non-routed identifier)
» Color: Interface identifier on local vEdge
« Private TLOC: IP Address on interface sitting on inside of NAT
« Public TLOC: IP Address on interface sitting on outside of NAT
« Private/Public can be the same if connection is not subject to NAT

vRoute - Routes learnt/connected on Service Side
« VRoute tagged with attributes as it is picked up by OMP

OMP - Overlay Management Protocol

© 2017 Cisco and/or its affiliates. All rights reserved. Cisco Confidential
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Definitions ¥ viptela

« Site-ID - Identifies the Source Location of an advertised prefix
« Configured on every vEdge
« Does not have to be unique, but then assumes same location
« Required configuration for OMP and TLOC to be brought up

« System-IP - Unique identifier of an OMP Endpoint
« 32 Bit dot decimal notation (an IPv4 Address)
« Logically a VPN 0 Loopback Interface, referred to as “system”
« The system interface is the termination point for OMP

« Organization-Name - Defines the OU to match in the Certificate Auth Process
« OU carried in both directions for authentication b/t control and vEdge nodes
« (Can be set to anything as long as it’s consistent across the Viptela SEN domain

© 2017 Cisco and/or its affiliates. All rights reserved. Cisco Confidential



Overlay Management Protocol
Overview

Distance Vector Routing Protocol integrating:
+ Dynamic Routing
« Encryption Key Distribution
« Policy Distribution

Always Deployed in Client/Server Fashion
« vSmart Controller — Server
» VEdge Router - Client

Specifically designed for Overlay Environment
- Separation of Next-hops, Prefixes and Services
«  WAN Interface (TLOC) Advertisements
* LAN Routing (vRoute) Advertisement
» Address-Family Aware (AFI/SAFI)
» Service Advertisements (AFI/SAFI)

& viptela

Best-path Computation and RIB insertion optimally supporting integrated Overlay and

Legacy routing

© 2017 Cisco and/or its affiliates. All rights reserved. Cisco Confidential



Policy Details



Policy Driven WAN Infrastructure
Policy Augmented Dynamic Routing

o vManage GUI - Policy Orchestration

e vSmart controller - Policy
Enforcement/Advertisement

S

vEdge
WAN
router

S Ny
-

\ Access Layer _’

Branch/DC

© 2017 Cisco and/or its affiliates. All rights reserved.

Control Policy:
Routing and Services

Cisco Confidential

& viptela

App-Route Policy: Data Policy:

App-Aware SLA-based Extensive Policy-based
Routing Routing and Services

Combine and Apply per Site

Execute Control Policy
Advertise AAR/Data Policies to Sites

Execute AAR and Data Policy as received

Dynamic Routing and Policies Combine
to dictate behavior

11



Key Benefits



Cisco SD-WAN Functions and Capabilities % viptela
|

/ Connectivity  Applications
Services

Operations  Security

R “

© 2017 Cisco and/or its affiliates. All rights reserved. Cisco Confidential




& viptela

Bandwidth On Demand

Cisco SD-WAN Functions and Capabilities

Connectivity Aspects

P - | Fast Convergence
::::E—?;i

Hybrid WAN

LSk
P
/ Connectivity

Segmentation/VPNs

Dynamic Per-VPN
Topologies

Dynamic Redundancy
508G

Cisco Confidential

ved.
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Cisco SD-WAN Functions and Capabilities

Operations Aspects

Centralized Operations
Distributed Execution

Template-based
Configurations

§—H

Programmatic APIs
Open Object Model
NetConf

A

Operations

R
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Centralized
Policy Orchestration

=
ﬁfm
Zero Touch Provisioning

Ad-Hoc
Adds/Moves/Changes

8.<
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Cisco SD-WAN Functions and Capabilities & viptela
Security Aspects

Embedded Security
B H By

Secure Bring-up

@@@
g.;.m

Scalable Data-Plane
Encryption

(4]
$

Centralized Device
Auth-DB

Security

Authenticated/Encrypted
Control Plane )
@ ' Automatic Key Rollover

ﬁb/?\ikb g )
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Cisco SD-WAN Functions and Capabilities & viptela
Central Orchestration

‘ mé%m
‘

Applications Application Layer
Services Analytics

iln

Carrier-style Portfolio
o>
)

Transport SLA
Monitoring

Cloud Services
Integration

Application-Aware
Routing

SR e
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N
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Demo

¢ Scenario 1: Description

e Scenario 2: Hub-n-Spoke Policy-based Topology

¢ Scenario 3: Service Chaining FW (M&A)

¢ Scenario 4: Application Firewalling using Centralized Policies

o Scenario 5: Application Aware Routing

¢ Scenario 6: Prefer Data Center DC1 and DC2 for Different Set of Branches for Regional Internet Exit

© 2017 Cisco and/or its affiliates. All rights reserved. Cisco Confidential
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