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Radware DDos v1 fiF;&7~ Radware virtual DefensePro (vDP) BIThgE. AL A RE FHORE RHIMEKEFR K DDoS ¥
7, FFEEREM Radware vDP Bahi€MFIE X L KEMEEN . BE—NAEEAHS: BAUER FTD RO MEHBTHEN .

B, BHERILURERR UDP. ICMP MK EEH R — R SYN ST B HERROIMEEELER, RERIEEGE
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HiEmEaet, HEXER vDP FIHEMAsIEFIFE X LT E.

RfE, BRBLE—REENZENKE. DDoS WERDZEEM. EIMEF, DDoS WEHEBEMUET 7 8 12 EMAIBLE,
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&ia, AMERMBENEER VOP L ENFEELZ LRSS - ERTHREMEISHEMRIA. XE FTD eB LI TEREKNSE.
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FTD #0 vDP EL &1 FAseER{S EAF O R
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IR EE
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i

AR ABEERTRARRG ZRMALHIIINENTEER AN . XAESREHTETUERTEXOEER Ak AT
. B A& ENSENRINCEFHAGER, BUUEERTIHRESR P titf A Ak A EIE, £FER2 P titfmF
ik REIERIA R SR R AL .

Ja

w whstl

1. dCloud #R#h

VLAN-PRIMARY

- vesx |
absolute_vision

2. B

B H Firepower #1 vDP #h#h

vDP #1 Firepower POD

ERED
wkst1 IP 198.18.133.36
vDP &18 IP 198.18.133.30

vDP {Z§I& IP (Telnet)

198.18.133.31:6401

Alteon 18 |P 198.18.133.25 FMC
eon(Eé%l/HTTPS) 198.18.129.100/18
Firepower 2 : AsE
H =7 ¥y !—
FMC https://198.18.129.100 wkst! ?;S{-;u:;ﬁ:;:r; MLt P i DI — [
FTD $‘[T 198.18.133.31:8401 198.18.133.36/18 e . . 27.1.31.10/24
FTD SSH 198.18.133.20 D |
WA EHLERE: i 2\;\::;211&5?,%4
HihE VNC 198.18.133.31:8101 108.18.128.1 /18 431
R4 IP 27.1.31.10
& EZ P VNC 198.18.133.31:8201
Ry P 27.1.31.11
RE&ES
DOS H#r (Turnkey) 27.1.1.100
BERER:
wkst1: administrator/C1sco12345
Vision: cisco/C1sco12345
FMC: deloud/C 1sc012345
HiERE: admin/Clsco12345
B DOS BiF:
5hER = 27.1.31.100 27.1.1.100/24
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___________________________________________________________________________________________________________________________________________________________________|

AR RIS EMRE, TRTREMER. NEETFRERARBELNI (VM).

®2. IWRE

% | % | 1P stk | B8 TCP kO
DefensePro $1TiEE Telnet 198.18.133.31 6401
DefensePro SSH %31Z SSH 198.18.133.30 22
DefensePro Bl VNC 198.18.133.31 8101
BR%=
Kali Web & VNC 198.18.133.31 3101
&3k PC VNC 198.18.133.31 8201
T— R A Telnet 198.18.133.31 8401
EHlaERE
Firepower SSH %#% SSH 198.18.133.20 22
Vision i&& HTTPS 198.18.133.15 443
FMC HTTPS 198.18.129.100 443
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FHEETR

RTATHAES
%} dCloud SEZZ N AEAERENSERITAXEFIES, REBLRIMANAER. XEEEARBCHMATHILE.
BREAERERE, ALERH—MIRE, WHEMEEENRRKEE.
BRHEEN T —IRNRTEXEE

RELSBRRINBTEHEERTHER.
1. Bz dCloud &i&. [EFEMRE

HR: MBEREREFE 10 o shayatE.

2. ATHREGEEMRE, HETER AnyConnect VPN [EF B {FiR(F] M AR LA ROP & PR [E5 B EIE] E%E
TAE3h.

o T{E¥51: 198.18.133.36, A/ %: administrator, Z: Clscol12345

AR BHALUEREM dCloud ZZREE Fin [EEEMRIE] EHBITEL. dCloud ZIEKRAZTFIHKIFEESTIHEMRLZE
HIEHSE. BR, ITSAPERRILS AR BREEMM R .

3. 7EFSEEEh, %% nttps://198.18.133.15 8 A d7 Absolute Vision $ZE. FHA A& cisco FIZER clsco12345 HF.

fg' APSolute Vision X\ o+

& | T8 | hitps/198.18133,15

[Bl Mast Visited 2% FMC | 3 Absalute Vision

C || Q search *

“*radware
APSolute Yision Login )

User Mame: cisco

Password:  ssssssssss
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4. HERBELEM, 1#£3F Cisco-FP-vDP.

5. i&#F vDP H R EHEERERIRE.

- ) [E=3 | Eo >3
/E' APSolute Vision - 108.18.132 ‘\\+

&) @6 hips//lo818.13315

{ 6nd Q, Zeorch * E 4+ # %’:

85 MastWisited % FMC 2 Absalute Vision

:. radware - AR :...:.-.C\PM Ji oPM UDafensePipe inrect DefenseFlow .__',\-:_IToo\be @ J_

—

" 22:29:49 &Usar: cisco ¥

x -
— DefensePro vDF-Team31 ~F B S
= Sites and Devices - - i <
o 3 Update Policies Operations Diff
+ /¥ & & =
- Global Parameters
: -
Locked By: Device Mame: wDP-Team31l ]
Type: Virtual (WMware)
” Mgt IP: 195,18,133.30 . . ; el = =
* RS A a.13.00 Device Description; irtual DefensePro
71 vDP-Team 31 s
B K3 ' Base MAC Address: 00:0c:29:4d:5d:eb
b w

Configuration| Monitaring Security Monitari

Location:

Set
n el n

'y

@ Global Parametore Contact Information:

Certificates 4| 1 |

@ License Upgrade .
Submit

m

Time Settings

ey . 7
Netwarking Alerts Table MNote: The filter on the alert table can be set in its mdsfn

o - : : ,

Device Security Ack  Severity Time and Date Device Name Device IF

o . o

Security Settings true  Info 09.10.2017 22:28:

a

Advanced Parameters ~| false ‘Warning 09.10.2017 22:22:.. vDP-Team3l 198.18.133.
Gidses :_‘.__ e narnenl L enetn Ll ey
Network Protection I 1 |page (1 af1 | B ]

Copyright @ Radware Ltd. 2017 all Rights Reserved

6. EIFRE. WRETLTFENRS, SHFBEANEEXETHRILE.
7. EFREEFHIEIR, AFiEE CiscoLab_vDP.

8. WiEEH GEEE DP) . MREMERAKE, HEET—5.

FE: BX VvDP KEHED, FLULRIERTESE 5 S5,

DefensePro vDP-Team31 ) ~F,

-
@:I Update Policies Import Configuration File
Global Param Export Configuration File
Status: Up ; : .
: . Export Configuration Log File
Locked By cigco Device Name: 9 ¢ ¢
Type! Wirtual (MMware) Export Technical Support File
Marrt P 198,18,133.30 _ o _
Versiani 2.1%.00 Device Description: Update Software Version
¥ More

Update Security Signatures
b L‘ ' EIEISE Ml':"': F'-dljress: (0 B e B ™ T -
e L [
Configuration| Monitoring Security Manitori .
Location:

©2017 BRFVFEMBAR . WA, AXHEFEATABRAFELBHESR.
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___________________________________________________________________________________________________________________________________________________________________|

Import Configuration File

lipload From: " Client % Server
File for Upload: CiscoLab_vwDP.txt bt

Update

Mote: The device will reboot immediately after importing the configuration file.

Close

9. KARREERE > MEHRI > MERFRBEIIEAE, HHERBMMRFEE .

DefensePro vDP-Team31 &
- £
MI Update Policies Cperations
) Network Protection Policies
Status: Up H
Locked By:
Type: Virtual (MMware)
R R e Basic Parameters Classification Profiles and Action
Version: 8.13.00
» Mare Enabled Policy Marme  Priority SRC Metworle  DST Metwork  Port Group  Direction  Context [ Protection Profiles  SAction Packet R
= Searchw | Search Search Search w Search v Search = Search w Searchw earch = | Search
v
Configuration fMonitaring  Security Monitori Enabled  vDP-Policy 10 any Protected One Way Block a Disable
Setup £
Classes

Network Protection i

@ INetwurk Protection Policies I
D BDoS Frofiles

1

Signature Pratection Alerts Table Hote: The filter on the alert table can be set in its maximized view.

Connection Limnit Profiles € He

O ONS Pratection Profiles I4 4| page 1 of 1 M Bisalan.,
@ out of State Pratection Profiles 4

2

L

KA
K
SYN Protection Frofiles Ack  Severity Time and Date Device Name  Daevice IP Module Product Marme  User Mame Message
true  Info 09.10.2017 22:29:... wDP-Team3l 198.18.133... Dewice General DefensePro cisca M_00938: vDP-Team31, 1°
true  Info 09.10.2017 22:29: vDP-Team31 198.18.133. Device General DefensePro cisco M_01097: vDP-Team31, 1—
PR fman mam anan Al aean amman ann O i, th mamnm. ar Aol am
4 [ | 3
I4 || 4 |page 1 of1 | P 4|

Displaying Rows 1 - 8 of 8
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nE=1: BDoS K i;

EXEEAS, BigEumOa 80 MK BDoS Wi, —IX=Z TCP RST izit, —kZ UDP zift. RERSEEFUEFRIXLZ
Bt ZHOBRERAERAN SV HREARIL RGN EER.

R

Ni

TCP izt

1. #EREL, $TH TightVNC mEE. FH VNC EREZEAIT 198.18.133.31:8101 BY Kali i+ &#H. FHAAF ID admin F125HE

Clscol2345 BFE.

NewTight\u’NC Connection |i| =l

Connection

Remote Host:  195.18,133.31:8101 v | comnex |

Elter d Tiaiie Ur dif IF duuress, 1o SHELNY UUfi. Tiamer
append it after twao colons (For example, mypc::5902), |

options... |

Reverse Connections

Listening mode allows people to attach your viewer ko

their desktops, Viewer will wait for incoming connections, |£&n\ng r&de_|

TightY¥NC Yiewer
Tight¥NC is cross-platForm remote control software.

1ts source code is available to everyone, either Freely
{GMU PL license) or commercially {with no GPL restrickions).

i

|Versi0ninf0...| | Licensing | | Configure. .. |

2. EBEEFHNARIEERR, REERRTEHAN cd wgames.

f6] attacker - TightWMC Viewer = ET|
HE DN S| g@on an| | @ @ a|kH
Applications Places - Mon Oct 9, 5:41PM ")) |_Jj W admin

Output: 100%
0.00 dB

File Fdit View Search  Terminal _Help Dummy Output

Terminal

[Computer] B Terminal
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3. M sudo ./start.sh, REHNIREM C1sco12345. M 21 F¥& Enter ##, BEIAEHE & 21 3 (TCP-RST X&) .

Terminal

File Edg WView Search Terminal Help

4. TEI{Euy EfER Putty, BT Telnet &2 vDP RU5HIA& = 198.18.133.31 [0 = 6401,

5. ERTHE, WA

system inf-stats reset

AR MRPBRTEFTEZRIHES, BRASL login, REWARFE admin FZHB C1sco12345,

6. PAiE, M system
inf-stats

BRIZBFIRENRO 1 OMRmO) EARRE, UUKER TCP w0 0 {EAIRS Bain O EIEE# vDP BaifEERY

[
0-2017 09:54: WA,
rop FFFFFFFF-FFFF-F.

ifOutErrors
u]
o]

7. AEWEHHEANE, R Ctri+C FILXE.
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DefensePro

1. f£ Vision 1, ffOREFELE > MERIF > MERIPERE, £ENSIEFER BDOS RIFELE X,
2. Wi vDP-Policy SREgFHIEFE “BLESCHMRIE" .

DefensePro vDP-Team31 ) ¥
w
il
I sess &) I Update Policies Operations
Network Protection Policies Edit Network Protection Policy
Up
DP-Team31 b Enabled
Virtual (KVM
10.10.244.31 Policy Name: |
8,12.00 L
clior
2 - o relbHON
e ad w Classification " e
Configuration Monitoring Security Monitoring Jj| BDoS Profile: vDP-BDOS | e
Setup Profiles and Action |
| DNS Profile: v| £
y Classes : Packet Reporting
Network Protection Signature Protection Profile: v ’F +r
¥ 3 - = i
§_ S Pro " Do_ﬂ A " Connection Limit Profile: - /F +
< BDOoS Profiles
@ Connection Limit Profiles Qut of State Profile: X /F +
ﬁ Signature Protection
@ svN Protection Profiles SYN Flood Profile: v F +
©  DNs Protection Profiles
@  out of State Protection Profiles Action: Block and Report -

3. 7t “BDoS ReEXf” ®ik#¥ Lab-BDOS, AfEmEHE3Z.

4, SEEHMRMHEREEN. ERERTEN LERRERE.

5. 7EIEHIE L, ®1¥EE BDOS EFWEHHKIESR.

6. fE Vision 1, fRIEFREMR > BAIREHER, BHEIERHKE.

©2017 BRFVFEMBAR . WA, AXHEFEATABRAFELBHESR. BIOR, #2227
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7. WEHEKEHE, ERESIFERFS.

Attack Deialy
-_?“'-:"“ TURINT, Cubrguri Poliwbnrsl Sl W: Mofipls B9 27 0.1, FO008 netwark Mead IPvd TOF-BS1, Cabegory: Brhavioral Do% 80 Multiphe 08T: 27.1.1. 10080
ol e 4
Faeiprint
Py [ [ ™ 5
3] pei = P Ter— [ AND) padeat-pigeetd, M0 dmteanon-port=B0, AND Saemnanan gelT 1.1 300, AND m=id. |
i
e e
-
=
ik s s o AT

e 8 "
e i sk Drsmmes Tabta

p—

i 115235
Amaci faec fasgh
s et i
ABsck Dadcrgten
4
Cument Attacks Table  Attack Detaily

netwark flood 1Pvd TCP-RST, Category: Dehavioral Dos SHC: Multiple 5T 27,1, 110080
g = a

Faotprint
Chirienri [ AMD pacioet- size =54, AND destination-port=80, AND destination-ip=27.1.1,100, AND trl=g4.]
Infa
Footprint
Atack Shatestcs Table
Attack Stabsbcs Graph

Attaek Dnseription

Guwd ik Tabe AHa Grian

St Hawd 1Pd REP-NNE, Eolagesyi Bekassnral Bt bt Mallpls BT, 01,1 1508

o » A

PR -
E— e
. o s

v Tatia [T

M P e et 5

]
[rg— Ll

s

8. HEWHUEHN L, £ Ctri+C {FILXE.
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L]

UDP 5zt

1. HORIEEERE > MERP > MERFEREE, ZHAYARE. WEEHNRE.
2. EUEESRBREIEE, RESTR3Z.

3. EEEIREE.

DefensePro vOP-Tearmn31 | s =
o l ; =
== (&) | I‘ Update Palicies i | Operations Diff

Network Protection Policies Yiew Network Protection Policy

Status: up o [ |

Lockad Byt Erpbled |

Type: virtusl (WMware) 4= =

W et DTy Policy Name: |vOP-Policy ]

wersion: 2.12.00

FMore

Classification
S N .
L od wr Classification o
Corfiguration | Monitaring Security Manitor Priority: [lf'
Setup Profiles and Action
SRC Metwork: any s

| Classes : Packet Reporting

e ——

| Network Protection i BElNEtAT Protected T
s .| .

@ 11Netwurk -I_'-irutectlon Pullcles.; BokiiGtbiin: =

@ BDos Profiles

@  Connection Limit Profiles Direction: Qne Way T

@ DNS Protection Profiles

3 Subrnit (2 |

@ out of State Frotection Profiles anee

o z : =

Signature Protectian Alerts Table note: The filter on the alert table can be setin its maximized view.

@ SYN Protection Profiles Ack  Severity Time and Date Device Mame Device [P Module Product Mame  User Name Message

true  Info 09.10.2017 22:41:..  AL-Appwall 198.18.133... Device General  Aleon APSolute Vision M 00926: AL
S| fete Y Y

4. WKHITEH L, HEARHRDPIEIT . /start.sh. EFEI 26 wg_UDP_flood_p80.sh.

version: e

»Mare Current Attacks

& * 9 —

v Start Time Attack Category  Status Risk Attack Name Source Address Destination Addr Palicy Radware 1D Direction action Type
Corfiguratinn Monitoring | Security Manitor
= 1= ¥ Search Search Search Search Search ik
| e T R 13.10.2017 11:20:48 Behavioral Dos | Ongoing (1] network flood IPvd UDP Multiple 27.1.1.100 wDP-Policy 70 - Drop
=

5. 7fEVDP L, {#H system inf-stats BEHITEE (B%(EMH system inf-stats reset FHEH)

DefensePro

1. BREIZREE, REHREZREE > MERP > NSRRI EFITIT R, WEEAIRE.
2. kPR EIRE, REaTHRER.
3. BEHEHREE.

©2017 BRFVFEMBAR . WA, AXHEFEATABRAFELBHESR. BI2H, #22]
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e
4. VvDP MERERIE, BRILIMAETENNEZLLT http://27.1.1.100 LR RIHEM .

5. EXFHHEMN L, FH Ctri+C FILEKE.

6. EHET—MHIRZAE], HAIEMR BDoS RIF. HEEHIKRES, REMOEEEE > MR > MERPRE, Bk
BDoS FLE X . WEHIEHITRES .

7. RFEEHFRME.

8. 7£ BDoS BEI#+, mETRIIFRHEFE=AREH-

9. RERX, ARRLTEMER.

©2017 BRFVFEMBAR . WA, AXHEFEATABRAFELBHESR. BI3M, #£22]
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s 2:  SYNIZHE
ERHRD, GEERFHRLS, H—R2EH0 80 £RE B SYN ZHmE, WRERNTAAR SYN SUEGHRH AR
#5%, BDOS 318571 SYN SZ#HRIPH AT BB

BIRWER HTTP GET iZidt. WWEERAER TCP RELIMAIE, ILRSZ[FIHER.
TBER SYN ZHHRIPREMILE .

Ix

N

SYN ;i

1. #ESREL, $THF TightVNC ZmEE. {£H VNC EHEAIT 198.18.133.31:8101 BY Kali it &E#H. {FRAMAF ID admin F125H

Clscol2345 HF.

NeleghtVNC Cannection =0 EE

Cannectian

Remote Host: | 198.18.133.31:8101] » | conmect |

BB S 11aMME OF a1 1P aUOress, 10 SPECy o POt HOoer,
St oo b celone F2s ek e oo

Opkions... |

Reverse Connections

Listening mode allows people ko attach your viewer to

e e e o e o (e

TightwhC Yiewer

TightwMC is cross-platform remote control software,

Its source cods is available to everyone, sither freely
(GNU GPL license) or commercially (with no GPL restrictions).

VNG

[ versioninfo... | [ Licensing | [ configue.. |

2. ﬂ?%&tﬁﬂ@%ﬁ#‘ﬁﬁ, REERTHFERN cd wgameso

attacker - TightVNC Viewer = ?@
SEHED I &) e Ror At e Qaall
Applications Places § ")) g | admin

k3
Output: 100%
Terminal 0,00 dB

- . y Ol
File Fdit View Search Terminal _Help Dummy Output

[Computer] [ Terminal

©2017 BRFVFEMBAR . WA, AXHEFEATABRAFELBHESR. B4R, 2]
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3. FERIFLE, ¥ sudo ./start.sh FiEFFiELE 22 wg_TCP-Syn.sh, &iEEAK SYN K.

attacker - TightWNC Wiewer |_C'_”_E|_|
BEHERD NI S| @t aanelHd

Applications Places 4 J|EB Mon Oct 9, 6:20 PM "]‘) EE B admin

Terminal

File Edit View Search Terminal Help

[Computer] Terminal

4. {EFE system inf-stats FRPHIZEE.

/& F BDOS {#3F

1. ARRIEZFEE > MR > MERPER, WHHEKFEREM BDoS BB . HEHMEMREEEL.
2. ETH dp rtm-stats %k, FTECHEAFEHEFTHEES.

3. HOREEEE > MERIP > REGRIFRER, 7E%RE P XH BDOS R, WEHEAIHREE.

4. JRFELEXHFRME.

5. 7 “BDoS BEEXH” &, mETHIIRHZEFEZTAME M.

6. AHRX, REATEMRE.

7. REBBEMHEIET

©2017 BRFVFEMBAR . WA, AXHEFEATABRAFELBHESR. BISH, 22}
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JE R SYN fRIFECE X

1. HORIEFECE > MERIP > MERPER, RENEEIRE.
2. EERESCHARE.

3. 7& “SYNZMEEXH” &I+, i&#F Lab-SYN-nocookie.
4. RERXE, ARESTERNRE.

5. VDP B¥EMIE, BXRSIRCHE:
DefensePro#19-04-2017 23:56:27 WARNING 200000 SynFlood "SYN Flood HTTP" TCP 0.0.0.0 0 27.1.31.100 80 O
Regular "Cisco-VDP" ongoing 728268 341375 N/A 0 N/A medium challenge FFFFFFFF-FFFF-FFFF-0023-
000058F7DC9D

6. #&EFE system inf-statso

ifoutErrors
n}

7. BRENEAEGHNE—MEOHKIRE. vDP EEAKNBIALER SYN Z3t&iX SYN Rif], MIEW BDOS AHFEFHEEL.
8. AWEHIEA L, R Ctri+C {FILXE.

HTTP GET ;zi#
1. EBRHFITEN L, M sudo ./start.sh HiEHFIED 11 wg_HTTPGetFlood.sh, %EHAIK T .

2. XXEA# HTTP GET 2K,

FR: HTTP GET B3 AFEZK SYN RiFH) SYN R BEIE, WAL I vDP 2],

DefensePro

1. EZBE, BRONEEEE > MERT > MERIPKRE, RENEERRE.
2. EPERLEHFIRIE.
3. f£ “SYNZHECENH” £, %E#E Lab-SYN-cookie.

4. RERXE, RERTERRE.

©2017 BRFVFEMBAR . WA, AXHEFEATABRAFELBHESR. BI6H, #22]
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|
5. —BRER®#F, EMAUERTTEN LB R RERE . BHaTUE “ReBiE” fhFEZ| SYN ZHHRIP.

6. WMRFIEEZE vDP M, E1H SYN ZHREE X HEXCAER HTTP_Low {RIFMIAEFRAER HTTP 4RIP, SERERN
HTTP (RIFEX ABRBBIEE.

¢ 114k B e -

% Total % R ved % X Average Speed Time Time
)ac pload Total nt

160 8134 @ 813 0 0 33k C D T
% Tota % eived % Average ad Time Time
Total Spent

100

Total
% Total leceived % Xferd Average Spec Time Time
108 Total Spent
100 144 1006 144 G 0 2 @ Teeies mmlesr-- e
% Total % Received % Xfert ~age Speec Time Time ime Current
Total spent cft  Speed

7. AREHHEANLE, R Ctri+C (FILXE.

©2017 BRFVFEMBAR . WA, AXHEFEATABRAFELBHESR. BAUTH, #2227
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7= 3: DNS X

PR

Ni

ZEWRIE

DNS Kt A AR A RER. BDOS sEBSME LS 3% H DNS AR S=2MIM4EH) DNS 2 iE. B, MRZHBES
STHI2 DNS AR$528, BDOS £OIEX & HME LS A DNS iEK.

1. EXHFHEN L, HI sudo ./start.sh FIEIFHEIN 7, %L DNS &ifliz .

2. JB{T system inf - stats reset #%.

3. KEHMEfE, 7€ vDP #5H|&8 L EE system inf-stats 3o

DefensePro

1. RREEBLE > MR > PIKRIFIRE.
2. WEHEHIRIE I S EIRIE.
3. i%#¥ DNS BLEXH, ARMNTHFIFRFIEE Lab-DNS.
4. RERX, ARSTHEMRE.
5. RAKREME| DNS, PIAEFREEERHFIASVERNEANE.
6. HEAE > MR > DNS RFEEXH, AENEMBERENH-
a. &F “FEMAR" EIF, BREESHRIKE
EESME = 40 QPS, &1EH{E = 10 QPS, E&A QPS EA 50.
c. MERX, AERLTEMER.

c

Query Pratections 4.,
" o '
e b id Babe Seltings
Canfigueation] Monosing Sacurity Hanitar
Satup Hanial Triggers

Subdemnsing Whitelist

Netwark Protection
. Packet Begorting Set..
D tetwork Protection Polies

[ At
-]

D ourof St Protaction Prfiles

B Sagnature Protection

@ v Protoction Probles
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7. BREEATUE “ReiE” SO0TEE, WHFMESFEER.

8. SEMfE, fFH Ctrl+C =1L ¥,

Current Attacks

o 1)
Start Time Attack Category  Status Risk Attack Mame Source Address  Destination Addr Palicy Radware ID Direction Action Type
% i 7| Search Saarch Search Saarch Search 15 o]
13.10.2017 12:33:03  DMS Flood Ongoing 1] DN flood IPwd DNS-ALL Multiple £7.1.88.100 vDP-Policy 459 =4 Crop
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=4 LEEBERE

V& 5

PLERRKTS HTTP GET ;ZH 2, AR EBLUSRZEZEIR, ahixE/LNEE, REERATEN GET ik Mg mEE.
1. HERHHEHN L, #WA ./start.sh FikFEIT 19 wg_slowloris,sh, %L/ EI18RKE.

2. WEHFAHRRE, 1€ vDP 1758 EIEH S system inf-stats table EEHEHKITER.

3. fEM VNC E#EEI&ZXEFiR. FAE, LT http://27.1.1.100 BIBR S 2wk & F B L M= LG R SRR E B E T8

DefensePro

1. HORIEFECE > MR > MERFHRE.

2. WHEHIRIE I S EIRIE.

3. ERZFBZRVEENH, RENTHFIFRHSIEE DOS-AIL
4. SEHERE, RESTEFNRE.

5. ERRBAUEREEEEOFER, WHENECHIER.
6. BEREAEEFIK. REB[NIZEELEHAHBMWN.

7. ERE, ERHETENLER Ctri+C FIEXE.

JER: BR DOS-Al &5, ERILUEIT SYN {RIFREMILIE, MRIEE LAB-SYN-Cookie £, TEFERIE HTTP Kifl.
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=5 SZHENAWE

FELES, BERAEER. UTE Kali RELHMARERANTIR. AR AFREIE vDP REEMEATHEEITIL .
SRERME cmd FOFREIEZIT/LIEAE, FHE Vision himizsaR.

7. BHBETIR gL

wg_apache_Killer.sh Apache Killer https://security.radware.com/ddos-knowledge-center/ddospedia/apache-killer/
wg_botnet.sh BoNeSi DDoS EF M4 #8325 https://github.com/Markus-Go/bonesi

wg_dnsflood_STAS.py DNS ;Zit 15) DNS BR 538 & X PEH #iEE

wg_dns_flood.py DNS Ziflizit 15 AR 55 %% & 1% $1 % www.radware.com £ DNS &K

wg_dns_garbage_flood.sh DNS iz it 15 DNS BR$2880i% 0 53 &ixhiiR (HTML @)

wg_dns_query_flood.py DNS ;Zi#t 5 wg_dns_flood.py #8E], tt&Z&, Rk

wg_dns_recursive_flood.py DNS i$)3:z 4 [a1AR 55 88 & 1%38Y3 DNS &K

wg_HTTP_bruteforce.sh HTTP ;Z3it/Siege EEESMISFEITUE (/accounts.aspx) &% HTTP 523

wg_HTTP_GetFlood.sh HTTP JZ:H ERRS/BUBIHTE L E AR HTTP GET 5%

wg_HTTP_GetFlood_pass302.sh HTTP ;Z3#t 5 GetFlood.sh 245L, 1B3&fn T &@id HTTP-302 RiflA&E

wg_HTTP_largePDF.sh HTTP ;Zi#t AR E LM — MR HREKXRE HTTP 5K, HALHLIFHE, BUERSHNEER Pl
wg_HTTP_PostFlood.sh HTTP izt EIAR S5 ER BB BT E & X AR HTTP POST 153K

wg_HTTP_Search.sh HTTP ;Zift EARS BN ENE L EAE HTTP GET iHK, BRIk CPU EAZE

wg_LOIC.sh LoIC Low Orbit lon Cannon (LOIC) £&#]2 Praetox Technologies FF % §9—FhFFRM L& E 350K T

B, 2T H, AEZARFTUETFSHBMIIBRSRAZTENMERENHR. B, BXRZ
TEEAHPIEZ & BT SMEIHITIESFHT 2B 1E DDoS TH.
https://security.radware.com/ddos-knowledge-center/ddospedia/loic-low-orbit-ion-

cannon/

wg_NTP_reflective_flood.sh NTP &8 ZH https://security.radware.com/ddos-threats-attacks/threat-advisories-attack-
reports/ntp-reflected-flood/

wg_pyloris.sh Pyloris Pyloris 218i% HTTP DoS T &.
https://security.radware.com/ddos-knowledge-center/ddospedia/pyloris/

wg_rudy.sh R.UD.Y R.U.D.Y.H i (R-U-Dead-Yet?) 21&i& HTTP POST (57 B) ERRFITA.
https://security.radware.com/ddos-knowledge-center/ddospedia/rudy-r-u-dead-yet/

wg_slowloris.sh Slow Loris Slowloris 27X TEEZE “RSnake” F&HIIELHARSS (DoS) TR, EMIEFHEIBH HTTP iFKiER
DoS.
https://security.radware.com/ddos-knowledge-center/ddospedia/slowloris/

wg_TCP-Ack_flood.sh TCP 5zt RS HEFREY TCP-ACK #iBBE R RS

wg_TCP-Push_Ack.sh TCP 5zt IR ST HEFREY TCP-Push-ACK B E114E R IR S 25

wg_TCP-RST.sh TCP izt {ERRSTHEFRE TCP-RST MR G ER RG2S

wg_TCP-Syn.sh TCP 5zt ERERIHEIEN TCP-SYN HiEEERREEH

wg_thc-ssl-dos.sh THC-SSL-DOS THC-SSL DOS B3 The Hacker's Choice FIBZALENBAWIEF %, SESMEREE

H—A=EH SSL iRiE-
https://security.radware.com/ddos-knowledge-center/ddospedia/thc-ssl-dos/

wg_torshammer.sh TORSHAMMER Torshammer 22 phiral.net BEZ#J1€1E HTTP POST (57 2) DoS TR
https://security.radware.com/ddos-knowledge-center/ddospedia/tors-hammer/

wg_UDP_Flood DNS.sh DNS ;Zit {EFBEHLAEY DNS HiRE Rk S

wg_UDP_flood_p80.sh UDP ;Zi#t fEiR 0 80 LIEFAREN HIBREE LRSS, Ri%inO 80 B AE LAHIRECEMITH . XSH
BRS525H9 IP thillikE sk fa 8

wg_UDP_flood_p81.sh UDP ;Zi#t fEim 0 81 L{EFA UDP HIBEE LRSS
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Fisk A BRI T—R B A3EiH a4 R
WIMERIHE T BN T—RPAEREATHMBIE, B Radware HAEEE. HRIEATHEAHANBEER, EBRERENEER
REHER. BLFHRECER, UEALZERLERHENERXER T, BHIEABERTEEEE. BIERBITEIHEMIR, 7
hEER <5 Radware BL&FFARER Firepower RS R
1. ZE4TH Firepower BIRIZTHI A, B wkst1 EFTFF Google Chrome H¥32%, HXEZET E4ZdH) FMC 1RiESR.
Firepower BEREIERA & dcloud 1% C1sco12345

= ﬂu%&i)u_ﬁﬁ&:n, MFTD EOLRARE, XRERLRE, BARBFAENHEASTERE. —BEFHBRHE
=, ETEEEEER. BaETSWEHIFTER, HRAEEIMNENHBERFIFUNKE. XEFHITA, BRWNREKSE
Radware ## J&Exuﬁjﬂﬂﬂz DDoS ¥4, MEIAE NGFW B DDoS KBS meeiEE kXK.

I, SRR Kali & A2 ERPREF, RAMIMEHIEA 4R R, DDoS WG FREREHBTAER/LE A SIREHRK
MEFPMLE, WiaERE— IP ik, BIRATEGEITENRARN AWS 5i# (NMREBE—RXFE) FEBESHBHEXA.
Radware vDP 7 Bt FHEmR LK T . BR FTD #1 vDP L&A RS E TSR,

atfeat]n

EMBE XX R B2 2

Cisco Systems, Inc. Cisco Systems (USA) Pte Ltd. Cisco Systems International BV
SRl Z=fa 7 N Tor == B s AR 47

TRIEL KIS 200 4 $ 4k, b, BIFSHINEESHEEYITEER ML www.cisco.com/go/offices H.

BRANS AR SR/ sl bR 2 Al X E AN AR B S el i R M@ AR gL A an. A OB A EIAREYSIR, iEIAIlE URL: www.ciscocom/go/trademarks » Z3C
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