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[] Proof of Value
Demonstrate how Cisco Umbrrella is a cloud security platform that provides the first line of defense against threats on the internet wherever users go.
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Access Level

Demonstration how the Cisco Identity Services Engine (ISE) simplifies the delivery of consistent secure acCess control across wired and wireless
multivendor networks as well as remote VPN connections.
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Cisco products automatically share information to deliver effective security.

Jan, a lending officer at a large bank, has clicked on
a link that downloads a malicious zero-day threat.
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We share THREAT INTELLIGENCE from Cisco’s TALOS research
group - speeding up time to detection for all our customers.
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We share EVENT INFORMATION between AMP for Endpoints
and the Next Generation Firewall (NGFW) providing visibility into

the entire attack
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A Threat Inteliigence Event Policy  Contoxtual Awarenoss  Summary

Editing Rule - Block BYOD to Critical

Name | Block BYOD to Critical Enabled Move

Action X Block v  IPS: no policies  Variables: n/a Files: no inspection Logging: connections: Event Viewer

Zones Networks VLANTags Users Applications Ports URLs m Inspection  Logging Comments
Available ISE Session Attributes & Available ISE Metadata & Selected Source ISE Metadata (4)

7
<4 Search by name or value | l 4 Search by name or value & Apple-iDevice

& Security Group Tag & Android 5 & Apple-iPad

& Device type & Apple-Device & Apple-iPhone

25 Location 1P & Apple-iDevice & Apple-ipod
& Apple-iPad
5 Apple-iPhone

We share CONTEXTUAL AWARENESS between ISE and the NGFW
allowing you to see what is really on the network.
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Cisco has the only architecture that
secures your network
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CONTEXTUAL AWARENESS
allows you to build more granular
controls across the entire network

THREAT INTELLIGENCE
speeds time to detection
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Cisco's architecture shares information
to deliver effective security
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