FoEEICORFaAAVRMIF, VV—RFIOQOVZ Yz PICETBABHNEETNTWET, F/, —E2BOhEE
ct]von) iy THEARET BAMMSBDET, HEOKF 242 N, dCloud HERLIBD T, dCloud (L& 3
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DY) 21—a3ICDONWT

ITF—AE BROXMERKT7 7147 042—)L (NGFW) ZiaH LT 01Ot hhizRA V MNEREZFEEDH T, EXxaVT14%
BEITLLEOKDENTEFL L, ZNSDORBET TV 5= a vFiMiIEREEh. XXM I 74— MNOBEWHHEICEHERS
nNbOTY, ZOREH. ZOL5ELHY— NGFW T, IREDKRFOBEICHNT 2-HICHELZRIVTHFXNER. BE
. BLUERIEUMITELEICEMTEEEA,

Cisco FirePOWER . R 72 v N 7 A —ATEBRASIh SN V7 bz 7Y Va—YavEULTRBEASING XY NT—Y %2
JUFA4BELVNT T4y VBBEBROHEERA—MTT, COVATAER, HBOEXa2UTFa RUVY— (RY MNT—U % RET
B1HDHARSAY) ICENTZHETEYNT—T S T74 v I BMBTESLDICHESIShTVWET,

Cisco Firepower NGFW (&, BENRHOERICHT 2 U FILY 1 ADMELE, BEIEAfST. I0E. HEEBLERZ I EEER
ICELS 2 ENAIBET T, Firepower NGFW (&, BIEMBER Y N7 —J0IHME. KREOBRHAVTVII VA, BHEOBVNE
B zERICUBRPOEZRHE L BRE L URMNOBMADERICKH IS L 9. 7. Advanced Malware Protection IC & >
T LMORRI T4 T €F2 VT4 BAREICLET. Thid. PrflzEE LR EKEZ IFEZ#-> T RRICHEL. &
B92H0DTY, ThiCLh., EROFYEICLLXTHREREME (TTD) AKIFICERL X7,

CDOTRTIE. BEELE2DDTFVF YA MET. VILFHA M RYNT—IDRERT 7477 x—IL (NGFW) YV a1—
3V EEEL X9, Firepower Management Console (FMC) ZfER L T, EY 1 P TNAT7XRALFEU T4 NGFW ZHEEL.
ToVFEEBLEY, /. FDM (Firepower Device Manager) Z{#EHL T NGFW OFREHEELET. VE—F 7I/EZXSB
OB MEVPNBERELET, E5IC Y—RN=FT A ®OT7 v 77— rZHEE LU TNGFW 7/\1 RICBAT B L SIC. Cisco
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MAROY

COAVTYVILIE., RVVTRMERDYFIUAE, Va1 —YaVOREERFITRIHICETRESNLEREI-—YL

AVR—XVMHEEFhTVWEYT, AVR—KXVEDIFEAEIR, BEI—Y 7HOYVMNE2EHAL TEEDORENTRETT,
AVR=RVIMADTZIERIERATSIPPRLREI—S THIVN ILTYIYIVIE. 795747 EyayvobROY

(Topology) | AZ2—DAVR—KXY M PAAVEI VY I TN ThEZRBETBVFTIVARNDFIRZRANS & THE
WmTEET,

1. dCloud @ hROY
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T7LEYF— 3 VORI
CiscodCloud Tld. EEOWRREDR T LEYT—Ya v EITOHIC, 79747 ktyyavEEFERALT. TORFa XAV
DIRAVERBLTHL I EZMKHERLET, FO5TBTET. RFa AV MEOAVYTVYDOEBRICEBNDZ ENTEET,

BRICE>TR. REZTOBRICVEY T3, COHMRDYFUAZRTLAERICHLLWEY Y3 v ZERTY1—ILT
LWENHDET,

TLEYT—2avERNSE3ICRAZBERITARTY,

ROFIRICE->TAVTYYDEYYavERTY1—)IL,. TLEYT—YaVvRIBZRELET.
1. dCloud £v>avEMIMLET. [FIRERS] B

© 2018 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information. 3119 R—=Y


https://dcloud-cms.cisco.com/help/initiate-your-dcloud-session
https://dcloud-cms.cisco.com/help/initiate-your-dcloud-session
https://dcloud-cms.cisco.com/help/initiate-your-dcloud-session

Cisco dCloud
. ___________________________________________________________________________________________________________________________________________________________|

v avhTITATICRBBZETHRRTIOANNDZIEDNHDET,

BHEBNTA—VT Y A %EBBHICIE. Cisco AnyConnect VPN [FEEZ R3] 8L U0Syv 7y 7OO—AI RDP 754
PN [FIEZBRZ] Z#FEALTTI—IRAT—YavICERLET,

Jump PC : 198.18.133.50, 1 —1 % : administrator, /\X7J— K : C1sco12345

F:CiscodCloud YE—k FRINY T VA7V M EARALTI—VRAT—YavICiERT B EHTEE Y [FIE%E R B].dCloud
VDE—NTRINYT VSA4T7 VNI RINBODBETTZIVT47 Yy avIl7IoERATBIGRICRETY, 7L
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SETIE. BN TERUMESY., XTA—TVIDEBEWNMESHHDET,
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v+ 1A 1: Integrated Routing and Bridging (IRB)
CDEBIR. ROYRVTHEERINTVET,
c COINEBICRERATI I MEERT S
* NGFW A V5 —T A AREZLET D
NAT RV —%ZET S
7oA A bO-IILRIVY—2ZET B
BREEEALTZANT S

ZDZRTIE. GigabitEthernet0/2 (TS N TV B BID VLAN (T Linux H—/\HA'H D £, ZDH—/\dD FQDN &
isolated.dcloud.local, IP 77 K L (£ 198.19.10.220/24 TY, CDOF7 KL (. AEPRXYy b T—0 ERLY Ty FRICHD T,

COEFEDBRIE. NGFW DTV v Y JIL—7T%2FERALT. CThSDVLANICBINTSETY, CNSDVIANBEDORNS 742
IrREIhZET,

E:COFEBTR TYVI TIL—TAOBRADA VI —T7 A ADRALEF a2V T4 V—VYRICEEEShTWEY., cEL. &
NEVATRERHLEEA, FUV I TIL—TICR. BRZ2EF2VT4 V—YADAVI—T A R%Z2EHBIENTEXT,
ZD1cH. ALTV VY JIN—TADA VT —T A AMDIZT7 4 v 7 2 S SICFHEBICHIETEEY.

FI&

A7 b efERT %
COINEBICHERAT IV 2T %

1. Firefox ZFi&. Jump Desktop T Firepower Management Center (FMC X)) #B&E X9, OJ 1M VR E/NRT—
RKiFAAShTWET,

2. [@J4Y (Login) 122V vy I ULZEY,

3. [A7¥ x4k (Objects) |>[AT7I ¥ FEE (Object Management) 1> [1 Y% —7 =4 X (Interface) | ICHEIL X3, A
DFET—3y NXIVT[AVFT—T 14X (Interface) 1 %ZEIRLE T,

a. [Bf (Add) 1>[EFa2Y T« Y —> (Security Zone) |DIEICV Uy I LET,

b. [8&&] (Name) ]IC TBViZone] EANULET, [ VT —T x4 A5 A7 (Interface Type) | KOV THF TV AZa—H5[R
14 v F K (Switched) 1 ZEIRL X9

c. [RTE (Save) 127 UvoILET,

NGFW A V5 —T7 x4 AREEZLTET 3

1. [FINA R (Devices) ]>[F/\4A X EM (Device Management) ]> [NGFW1] IC#EEIL £ T,
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Overview  Analysis  Policies NN Objects AP Intelligence Deploy &% System Helpv admin ¥

Device Management MNAT VPN ¥ QS Platfarm Settings FlexConfig Certificates

Device Management

List of all the devices currently registered on the Firepower Management Center.

Wiew By 1 Group ~| AN{2) | Error(0} | Warning (0) | Offline (0 Hormal (2} | Deployment Pending (0 , Search Device

Name Yersion Licenses Access Control Policy
4 ] Ungrouped (2)

@ NGFW1 Ciscao Firepower Threat a5a1 Base, Threat, Malware, Base Polic
158.18,10.60 - Routed Defense for YMWare L URL Filtering R,

@ NGFWBR1 Cisoo Firepower Threat o0 Base, Threat, Malware,

198 18.133.42 - Routed Defense for YMWare URL Filtering Branchtiatxess,

a. MEFZA/AvE7Y YT LTNGFW FINNA ABREZREL. [1YF—T7 x4 R (Interfaces) | 7 7 Z2FIRLET.
b. $RE7/ 2% )y LT, [GigabitEthernet0/1] f V57 —T 4 A &iREL T,
c. IPva7ZRLZAZHIBRL, [OK|Z2Uv I LET., CDIPIE. BIOA VI —T x4 ATHERATES LD ICHIRT ZNE

NHOET,
d. [1v5—7 x4 ADENM(Add Interfaces)] =7 Vv I L. [TV Yy I T I —T4 %5 —7 x4 X (Bridge Group Interface)]
ZEIRLE T,

e. [®&HT (Name) ]IC TinsideBVi] EAHDULET,

InsideBWY]

f. [FUwY ZIL—FID (Bridge Group ID) 1IC T11 EAALET.

g. [GigabitEthernet0/1] & [GigabitEthernet0/2] #3&ER L. B (Add) 122Uy I ULET,
h. [IPv4] % 7%&RL. IP 7KL X 198.19.10.1/24 ZAHLZ 7.

i. [OKlZzo2VUvyIULZET,

2. #WEF/vEIY vy LT, [GigabitEthernet0/1] f Y5 —T =1 A &wRELE T,
a. [®&H1 (Name) ]IC Tinside1l] EAHDULET,
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b. [A#L (Enabled) | Fx v IRy IADBAVICHBOTVNS I EZHRLET,
c. [BE¥aVUFr«4Y—Y (SecurityZone) | ROy 75> UZRKMHS [BVIZone] ZEIRLE T,
d [OKlZZJvyILEY,
3. $AEF V%Y ')y Y ULT, GigabitEthernet0/2 f V45 —7 =1 A= iREL X T,
a. [®&Al (Name) ]IC Tlinside2) EAALZET,
b. [BAXMIL (Enabled) | Frv IRy I REAVICLETY,
c. [BE¥aVFr«4Y—Y (SecurityZone) | ROy 75> UZRKMHS [BVIZone]l ZiEIRLE T,
d [OKlZ2UvyJULEY,

4. [{R1F (Save) 1207 Uv I ULTTNA ABREEFELET,

NAT RU Y —%ZZET S

T EBESRISDIL—FTA4VT VFUAERITUTWT, BVIA VI —T A RICZAY T4 v I NAT L—I)L%ERAT 3583,

COFIEERITITZUNELNHDET. CThid. ATI TV MNAT TR, BROA VI —T 21 ADH 2V —VHHFRAIIh TGN

19 TY,

1. [AF7Y 7 bk (Objects) |>[ATF ¥ 47 MEE (Object Management) | ICBBEILE T, ZRIDFETX—v a3y KRILT[A VYT —
7 x4 R (Interface) | ZBIRLZ T,

a. [BM (Add) 1>[A¥¥—T7 x4 XY IL—7 (Interface Group) | DIBEICZ Vv o LET,
b. [&8] (NAME) ]IC TinZone1] EAHKULZET,
c. [Mv9—7x4ZX5947 (Interface Type) 1 T. [R4 v F K (Switched) ] ZZERL XY,
d Av%—7 x4 Xinsidel ZERL. EM (Add) 120Uy I LET,
e. [fRE (Save) 127Uy LZET,

2. [F/NA X (Devices) ] > [NAT] ICIEBILE T,

3. Default PAT RY > —%iRELET,

a =T a4vT IFVAERTULIBEIE. TXTORE NAT JL—IL T, InZone % InZonel [CEEMZ T ZE LN,
b. DI XTDIL—ILT. InZone % BVIZone I[CEZHZ X T,
c. [RE (Save) 12U Uy I ULTNATRYUY—ZRELET.

ZOEZX AV rO-ILRYD—ZZEET B
1. [RU— (Policies) 1> [7ZtRXa> kO—JL (Access Control) ]>[7Z X3 kO—)L (Access Control) ] DIBEICER L
Y.
a. #MEFZ7A/v%0Yvo LT, Base Policy #fR&EL XY,
b. IRXTDIL—IL T InZone % BVIZone I[CEZHZ T,
2. BViZone ADA V5 —T7 A ABMDIZ7 4 vV Z5AIT 5 (REEFRTIS) 77 ERHlEIL—ILZEMLET.
a. [&#1 (Name) ]IC TAllow Internal Traffic] ¢ ASILE T,
b. [EA (nsert) | FAYT7H¥IY UZREMS, [T7AILMICHEA (into Default) ] ZEIRL KT
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c. [V—Y (Zones) |7 7H T TITEIRENTWBIETTY,

d. [BVIZone] Z#RL. [FfETICIEM (Add to Source) ] &7 ) v I LET,

e. [BVIZone] #i&IRL. [FBSEICIBM (Add to Destination) 122U v o L%,

f. [41YAXRI 3 (Inspection) | ¥ 7 &ERLET.

g. [UBARY — (Intrusion Policy) ] KAy 740> UZXRH S [FERARY — (Demo Intrusion Policy) 1 &1&RL T,
h. [Z74ILRUZ— (FilePolicy) ] RAY 75> UARHS [TE 774K — (DemoFile Policy) ] ZBRL .
i. [&M (Add) 127V vy I LTIL—ILZEMULET,

m Security Intelligence HTTP Responses Logging Advanced

# Filter by Device I ShowRule Conflices @ ) Add Category ) Add Rule

Name Source Zon... DestZones Source Net... DestNetw.. VLAN Tags Users Applications Source Ports Dest Ports URLs ISE/SGT A... Action

ICMP (1)
HTTP
HTTPS

7 Allow

&  Allow Interal Traffic % BViZone % BViZone 7 Allow

I Default Action Access Control: Block All Traffic

3. [{R%F (Save) 122Uy LT, Z2EXAvhO—-IL RYUY—DEEZRELET.
4. RYT—% NGFW1 [CEALTEREZTAMLET,

Deploy Policies version:2019-03-19 02:09 AM
4 Device Inspect Interruption Type Current Yersion

JH e NGFWL No FTD 2019-02-24 08:..

x REZEZEAL. SANTTIHETHEEY.

5. A#B Linux Y—/X®D CLI T. T[pingisolated] & ANLTHEHEETAMLEY, ChIZRINT ZIETTY,
6. PEP Linux % —/X® CLI 15, IPS DEEZT AN ULE T,
a. PIEB Linux H—/\®D CLI "5, Tftp isolated] OAY Y RERTUE T,
b. guest. /\X7—K C1sco12345 TOYV 1Y LZET,
i. cd~root EANULET, ROAYyE—IHERRINET,
ii. [421 Y—EZAMMERATET A YT— b B —/(3#EHZBA L T E T (421 Service not available, remote

server has closed connection) ]

c. AEPLinux B—NRD CLIAS, 7Z7/)L 7Oy oELUVILT 7 7Oy DEEETANLET,
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iii. FEFZA M E VLT WGET 2fFALT. 70v793NTVWRW T 7L EFY U O— R LE I . Wget -t
1 isolated/files/ProjectX.pdf ii. ZHIEREINT S ET T, iii. JRKIC. WGET 2FRAL T, 74 7RI
JOv I EINET774ILOT 7y O—REFEH-ET., wget -t 1 isolated/files/test3.avi

F 77O =LY I YO—REIhBWZEITEELTLEZL, ThiE. NGFW A, F—HOR¥D7Ov I Hh 5
T77AN A TE2BHETERLHTT., [TEITF7AINRIY—] F AVIZ 74 ETOv 7T 2L5ICREESNTVET,

—aX

iv. REICWGET 2FRAL TRz 705U vO—R=HA#£ 9. wget -t 1 isolated/files/Zombies.pdf

F 77409 % AT IvO—REanET, Thit. NGFW A SHA OHEICT7 7 IL2EENBLTBHTT, /\v
VabFHESIN, LI TV TEINEET, NGFW FF—7OREBEO7Ov /DO vO—R2RELET., [FE 7714
RUI—]1 lF. PDF 774 THEEBENETILD 72 70v 9 95E5ICERESNTVET,
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VFIF2: NATPRATEYT 45
CDEBIF. KDY THEEINTNVET,
Ny U7y 7T NGFW #EBALTHRET %
T7ATIA=INDNATRAZEYT 4 R7%ERT 2
« REMACTPZRLRATTFZITATIRI VN ZRET D
- BEEZTAMITS

Ko
fil}

COEFEDOBIIE. NATPRAITEUT 4 NGFW [CDWTERL., BREITSETYT, 2FBBD 7747 7A4—ILEFREL.
NATPRAZEY T JIL—FITEMULET.

Fl&

IRB Z/R AVR—XY M %IRRT S

X SARICET ZRTOFIRICED. 7 x—ILA—)\— HA U J T GigabitEthernet 0/2 Z 3 % NGFW1 H 5,
IRB BEZHIBRT 2WELHHXT,

1. [FIN1 X (Devices) 1> [T/\A4 AE®E (Device Management) ] (CEIL. NGFW1 DITDMEF A AVE2I Vv I LET,
2. BYMMAYHI—=T A RAT[74IVDHIBR (Removelcon) 127Uy I LET,

3. [GigiabitEthernet 0/1] IC#B&IL. $AE7 Iv&2 Vv I LZET,

a. [&HEI (Name) ]: LAN-Side
b. [B% (Enabled) 122Uy ULET,
c. [E¥a2YF«Y— (Security Zone) ]: InZone
d. [IPv4]: 198.19.10.1/24
e. [OK|Z7VUvy o ULEY,
f. [{R?F (Save) |27 VUv o ULXEY,
4. GigabitEthernet 0/2 ICFEENIL. 1 V5 —T7 =4 ADSERHIZHIRL T, ZRHAEUCH>TVWBR I LE2RERLFT,
5. [F/\A ANAT (Device NAT) ] @ [77 #JL RPAT (Default PAT) ] ICBEBIL £ T,
a. TinZone1 with InZone for all NAT Rules| ZEZi®2 %7,
b. [BVIZone] % [InZone] ICEB &% £,
c. [fR%E (Save) 127Uy ULZET,
6. [/RU— (Policies) > [7ZtAX3dyv kO—JL (Access Control) ]> [Base_Policy] ICIEEIL X7,
a. MEFAvEVUYILET,
b. [ALL BVIZone] % [InZone] ICB =2 %7,

C. [BViZone to BViZone used for the Allow Internal Traffic] D1TIZEIRT 2 &N TEX T, d. [IRFE (Save) 127Uy Y
LET,

7. [ER (Deploy) 122Uy ULZEY,
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8. XYMI—UDTAH
a. A& Linux H—)XH 5
i. Outside |C ping LE Y,
b. 4&8 Linux —/Xh 5
i. 198.18.133.120 (FMC D5+8F NAT 77 KL X) (T ping LE Y.

ii. 198.18.128.202 (AEE Linux H—/XDHEE NAT 7 KL R) [C ping LET,
d—44% admin, /XX T—K : C1sco012345 T, NGFWBR1 AND PuTTY tyvavaHE£d.

ii. AvYk 7Ov7heHEET.
1. 198.18.133.120 (FMC D4&F NAT 7 KL R) T ping UE T,
2. 198.18.128.202 (AP Linux Y —/\DHE8 NAT 7 KL R) [C ping UE T,

RESTAPI 27 ') 7 hZE{TUT NGFW2 Z5&ET 5

1. Jump PC [CBBEIL. PUuTTY v ¥ a v %RV T NGFW2 Z&RU. [O—K (Load) . [BI< (Open) ] DIBEICERLFT,
a. 1—4H4 :admin, /X7 —K : C1sco12345
b. Tshowmanagers] & AHULZET,
C. YR—IvHIREINTVRVWERTEINEFZEICE., ROFIEZTVET,

i. lconfigure manager add fmc.dcloud.local C1sc012345] & AL T. Tyes] EANULET ( Tyes] &I
TANTZRELHDET) .

i. avY Rk 7OV 7 HERE>TE/S, [lshowmanagers] & AS L. fmc.dcoud.local D R F—% A H [{FEL
(pending) JICTE>TWBR & &ERLEY,

Password:
Last login: Thu Dec 21 21:24:18 2017 from jump.dcloud. local

Copyright 2004-2017, Cisco and/or its affiliates. All rights reserved.
Cisco is a registered trademark of Cisco Systems, Inc.
All other trademarks are property of their respective owners.

Cisco Fire Linux 08 v6.2.2 (build 11)
ICisco Firepower Threat Defense for VMWare v6.2.2 (build 81)

> configure manager add fmc.dcloud.local Clscol2345
Manager successfully configured.
Please make note of reqg key as this will be required while adding Device in FMC.

> show managers

Host : fmc.dcloud. local
Registration Key 1 ek
Registration : pending

RPC Status :

Type : Manager
Host : fmc.dcloud. local
Registration : Pending

| s

T ROBEEA I I A—N— UV IBBETEEShTVET,
HEEBEDOREE (FIT4TEFRIVINA)
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Hello Xy t—3 (F—TF7347)

2y hT7—=0 VU DIRE

MAC 7 R L 2 i
Av74FaL—YavoEEs L URE

Firepower Threat Defense DJ/\A P RA S EU T4 RPZERFIERRTZE. T77347Y FINNAREECAVFTY) T4 X
T Snort 7O XA BICEEL. BADT/NARATAZ 74 v VBREN—HRHNICHETINE T, COFMHPICNZ T4 v D
ZROv7IE2N ZNULEOBREZITOTICNZASIEZNI. BEEGRT /NI RADETIVEZD T 7 4 v I DUBFEICK >
TEREDEY, FHMICDOWNTIE. Snort® Restart Traffic Behavior 28 L TL & W, \NA FZRAFEUF 4 R7DEHZER
T9%&E. 7547 FINAREECAVFY FINA AT Snort 7O AHLWBRHINZEELNRRSh. FvrVEILTEZXT,

E:VFUANDSHRDTERSIRZRTLTWSIERE. FIR2 ICEHFT.

VFIAEDSHHBTTRNYRAR TIRERTUTWRIEEIE. UTD TRESTAPI RV U7 hZ2ZEL T NGFW ZBR/ERTE
%] FIRERITLET., RICFIE2 M SEZDDIRZETTSEET,

RESTAPI 27 U7 hZZEL T NGFW ZEIRERET D

1. Jump PC @ Firefox 72 YT [H 5720V v I LTHLWI TEZHMEZET.

2. FMC API (APl Explorer) # 7 Tld. 1 —HR&//XXT—K (restapiuser/C1sco12345) HEFIICANINhTWET,

e e W i |

r 0 TR TV TR S T T T e

i - |

3. [[RUT— (Policy) 122Uy ULETY,
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P1 INFO Policy Services = 5] APICONSOLE

hpifee_configh lidommniaITEibec o0 11434 155 5 S e It Bpoicpaccos pedicis o
DELETE 1 &Y

lipdns_configh UdomuralTEibes o0 11034 %% 4 S e s0I0E 0 obcpTiapobirey

lpitme_cenfighr \idemunialTbibes 200211433 %55,

lip s _tenfighelidem pnieTTEabes 2072 11418 65 5.8 0 i bd My obcyinmmg slerms

Iapitme_comfigh Udem unvelTBabec +0f2- 1103495

4. [/RU— (Policy) 1IC#8EIL. RAIDKRY ~— accesspolicies #i&IRL., GET 7 AV %I U v I LZET,
5. API OvY—IO [BE (Get) | RV ZBIRLE T,
6. ERLEZVER avrO—IL RYY—DERIC—BTZF7IEA R Y—IDEEZIE-LET,

a. BEXRSRHISHEWTERL TLRWMEEIE. [Base_Policy] #1ELE 9.

API CONSOLE

pPmc_confighv LidemamielT6abec 000211034169 4 ahe 4904200

MO -
implementation Notey

Parametery

Parameter Requred Description

Revponse

EBO D BERREIEANHDET. 0 .
AccensPolicy Mode!

Field

Constrants

7. 79EZARIY—IDEE%E JumpPC DAEIRICAE—-ULXT,
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8. Jump PC Desktop @ API_Scripts 7 # JL 5 [CI8E1L. NGFW2 7 # )L %#BIRL X9,

9. Notepad++ ZERLT. X7 U7k 7AIFH5 runapiscript2 ZBIRU THEXT,

Date modified Type

connect2.pyc 12/6/2017 9:30 PM PYC File
register_config2.py 12{7/2017 8:00 AM PY File

Open

[ Edit with Notepad++
Share with »
Restore previous versions

10. 374THICBEILT. AE—L/E7IERX RY Y — D #8|BAFHF L ID OBEFRICED T ET,
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i e Eodng Lengua(s  Setngs Dok
“ C A%
[ L

Al user_kuput ==

L]
}
a = 3son,duspe(device post)

= conssct.devicePOIT (bandecs, uuid, secver, poot_data)

user_input = stri{cew_inputi
headers  wuld, MAIVET = CORDECL.CORMACT (bOAT, username, password)
Af user_input == 1

quiel)

davices = connect . devicallT|bhasdars, uutd, server)
Loy device in devices| 1
it device[ ] == namam:
pring
device_id = device| 1

11. Notepad++ D A= 1—H5 [{RE (Save) 1 ZBIRLE T,

Cisco dCloud

I COBEIEMRE (Save) | ZFEAL. [77MILEEEEL TRE (SaveAs) | ZERLABVWTL LS, RL77A4IL %

A7DEFRICLTRIVTNTEBRTEDLSICTB7HTY ., Register_Config2.py ICDWVWTHEDIRLE T,

AEB Linux —NNIC7 74 I)L&22E—F %

1. Jump PC T Filezilla 7O S A% LE Y.
RA 87 4 —JLRIC Tinside.dcloud.local] F7z( 1198.19.10.2001 L AHL Y,
1—44% : guest. /XX —K : Clsco12345, R—h :21 TOY 1V L ET.

»> w0 D

© 2018 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information.
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i quest@inside.dcloudlocal - FileZils
Fle ER View Transfer Server Bockmuds Heb

&z v "201110"«7'-«"& 0
Host: rn.b')‘rujlt(d W'lgrq Password: | eesessecee Port: | 21 Quickcornect | v

SRatus Retrieving drectory btng of “homejouest [APT"
Ratus Caloudating tmeaooe offset of server

atus Tene2o0e o of server 5 0 seconds

Ratus Dwectory ksting of “fhome/Quet/APT successful
atus Connmction dosed by server

S atus Duconnected from server

[Satus Duscornected from server

Local site: | C:\Users\Adminesty stor\Deshtop\APL_SrersiNGFW2\ Remote ste: | home/guest/APl
A1 _Sores =21

Base Sogts = 2 home

Branch! S ouest
NGFWI L

NGFW2 2 ProwaQ Jump PC 15 PIEH — /<
NGFW) 2 Propar

- > inside.dcloud.local/home/guest/AP|

Cortficates 2 Propea2

Fles ~| L7743~

Flonyme ~ modfed

Flerome - Féesce | Fletype | Last modfied LA™ cneczore / 4,88 PIC Fle 1912018 9:28:00 PM
| connect2.pyc 4006 PYCFle 1262017 9:30:20 PM
| regster_config2 oy 4799 PYFe 1/4/2018 9:50:56 PM R AS 0 1912016 9:28:00 P4
L runapisarpr2 4759 Fleo 142018 9502 PN 3 <
|Selected 3 fles. Total se: 14, %4 bytes 3 fles. Total size: 14,364 bytes

ServerfLocal e | Ovection | Remote fie oo | Priocty | Status |

regster_confu2 py 4799 PiFle 18 9:28:00 PM

5. AE—ULE7Z74IW2H7UvoULT, [Z74IDF7 I AHFA (File Permissions) 1 Zi#RL X9

Local ske: | C-iUserslAdministratorDesktopl APT_Scripts\NGFW 2]
T 1 5 |, API_Scrigts
Eaa Seriphe
Branch]
NGPWL
NGPWZ
NGFW3
Certificates
Files =
Flename = Fﬁw | Last macsified | .]
| cornact? pye 4,886 PYC Fis 1206[2007 9:30:20 P -
|| regester_configl py 4,739 PYFls 1742018 9:50:55 PM e l Doverload
| nnapieeript2 4,739 Fis 14[Z0189:50:32PM = « $, A files to queve
|selected 3 Fies. Total sve: 14,364 bytes selected 3| ViewER
ServerjLocal fie Direction | Remote file i Creacs drectory
Creats deectory and enter &

Craake naw fils
Fefrash

Delete

Quessed files Falod transfers Successhul transfess (3) Copy URL{s) to dipboard
File parmissions...

6. BUEHN 77T ICHRBZELDIC. IRTOT7PAILEBEERBRIRLET,

I ZNICEDIRNTOBEABMICED, Linux H—NTRIY TR ZRITTEDLSICRDET, ThFIRTRMIRE
SNIERETY. BNCTBT77MIIDT7 VEAFANCOVNTIE, IT F—AICHWELETIEE L,
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=BT TSRO % TA9S

Horst: |\9-dc doowd bocal  Usarmame: fm

Password: | seensesses

Port: [ 21 Quickconnect |-|

Cisco dCloud

Retrieving diesctory sting of “Mhome/guestiiPT, .,
Cadeudating bimezone offset of server. .,

Timezone offeet of serves is O seconds.

Dectory keting of */homa/guest APT suscesshul

Connection dosed by senves
Disconnected from server
Disconnacted from sarver

- AP]_Scripts
Buca Scriphs
Branchi
NGFW1
NGFW2
NGFW3
Certificatec
Fileg

Local ste: | C:\lbkers|AdainistratoriDeshtopl API_ScriptsINGEW2Y

Flename ~

|| conneek2. prye
| regriter_configl.py
runapiseTipt?

[selacted 3 files, Total size: 19,364 bytes

| SorvorfLocal fis | Divection | Rerote fie

Queued files Fallod transhers Successful transfers (3)

H Remobe sho: | Mo guest/AP]

=28
= 2 home
= quest

J AFT

T Projectd
7 Froject®

Change file attribukes %] T Froject?

Plaasa selact the nevs attrib Fior thes selacted files.

HTHE [BATESSRONG
F nesd F Ewtne

Flenams =

[[Lact mocfied [ Pear

|| connmctZ.pye
|| register_corfig2.py

-

Group
 Read F Execute

¥ Read W wre W Exmcute

Numeric valua: | 777

Yious can use an x ot any posiion bo keep the permission the

Cocd o |

orignal files have.

7. JumpPC TPuTTY 2z %9,

8. AE Linux b—/NICI B SSHEY Y avEREET.

jomputer

API_Scripts

rtificates

4]

4f9)2018 9:28:00PM  -wer
AfBI2018 $:28:00 PM W
4{0f2018 9:26:00 PM 1wt |

| fld |

Balscted 3 files. Total size: 14,364 bytes

l

Basic options for your PuT TY session

Specify the destination you want to connect to-
Host Name (or IP address) Port

Appeatance

[13813.10.200 [22
Conneclion type:
C Raw  Telnet C Rlogin & S5H  Serial

Behaviour Load, save or delete a stored session

Translation Saved Sessions
Selection [! nside Linux Server

Colours
Connection

Prosy
Telnet
Rlogn
SSH
Sernal

Default Settings
ASA

Data Branch Linux Server
R

Bl

Delete

@+ Only on clean exit

Open

9. d—%ID:root. /)XAT—K : Clsco12345 TOV 1V LE T,

10. Tcd/home/guest/APl] & ASILET,

1. MNs] EANLET (FALY7MVDOARABHRRSNETY) o

© 2018 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information.
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12.  Tmv *(x)* /usr/locallbin] EANUET (RFIC Txl BEENZ T 7D usr/locallbin T4 LI FVICBEILET. Ix1 &
AV TREERZRLVLET) . 7712 LEZTIHIERSINBEE. [y ZB8RUET,

13. Tlslusrllocal/bin] & AHULZET (Jusr/local/lbin ¥4 L2 MY DRBHLARRENET) &

gin as: FooED
ot#198,.19.10,200's password:
st login: Sum Dec 10 01:52:53 2017 198.19.10.50

ootdinside ~)# Gd /ART e

ootiinside RPI]# MAP o
anoctd.pyc register fig3.py runapisceipt3d

cotdinside RPI]# WUIRI=/usE N

cotdinside API]E s usc/local/bin

connect.pyc register conflgl.py register configbrl.py
nnectd. pyc register config?.py

register_configd.py Tunapiscriptd

cotéinside ArI1# [J

F:JumpPC A SITARTD 7 7AILE—ETCIAE— LTI EE I LLARETYT, LEEDOFIEIEZ. RV VT ERA M —
NICEFSE57O0ERZRLELDTY,

14. ABB Linux b—N\TXOFIEZETLE T,
a. Trunapiscript2] & AAL. 7OV 7 ARTFENES Tyl EADLET,

d & root@inside:~

F login as: root

root@l198.19.10.200's password:

FLast login: Thu Dec 21 01:43:59 2017 from 198.19.10.50

f [root@inside ~]# runapiscript?

l would you like to register the managed device? [y/nly

status code is: 202

l Post was sucessfull. ..

L ITn the FMC Ur, confirm that the device discovery has completed and then press "y
" to continue or 'm" to exit. [y/n]'

15. Firefox ICRD. FMC T NGFW2 O&FERXT—9 XA 2L E T,

Dismiss
Security Intelligence

£ fmc.dcloud.local - Cisco-Intelligence-Feed received

Register

Registration
Started registration of NGFW2

© 2018 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information. 18/119 R—
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16. MEATET LS, AEH—NRD PUTTY Ey v avIiZRD., RV TR EHEITLET,
a. CORHETOEANTTIBETHIDIMNDET,

b. Tyl ZBRUTRVUThZHITLEY. ZD&R. RV UTIDS. BHSNA VI -T2 A RAZRETDLSIC
RKHS5hFEI, Tyl ZBRULEY.

F:ZORIVTRTIR. ZVEARY Y —RDBERFIERSIhEFFA. NGFWI1 DY R 7Y T TRELIZAZY T NEZD ID
ERATDEIIC. ROVTNE2ZEBLIZHTT,

INATRAZEY T4 RTZE/RET S

1. [F/\A X (Devices)] > [T/\4 XA &M (Device Management)] > (&N (Add)] > [/\1 7 XA 5 E U F 4 DiEHN(Add High Availability)]
ICREILET,

£ Most visted @ Certificate Server 31 I5E Ml FMC  h% Migration Tool 2 wsa @ AP1Explorer @ Unquarentine Dibert @ FomM

Qverview Analysis Policies JIHIEEE Objects AMP Intelligence veploy £ system Help ¥ admin ¥
Qos  Platform Settings  FlexConfig  Certificates
¥ Al(3) | | | | ea avice ) Add «
fodel i Access Control Policy ) Device

Ungrouped (3) ) High Availability

) Stack

et ) fo 6.3 NS A ase, e 2 more...) se Polic ) Grou
# 198.19.10.80 - Routed FTD for VMWare 6.3.0 I ase, Threat (2 more... ase Policy 4 P

NGEW2 \MWare ” se. Threat (2 mora..) se Polic
) NN 1081 - Routed > for VMWare 6.3.0 i/ ase, Threat (2 more...) acse Dolicy y <

NGFWBR1 for VMW s - » e s
¥ 138.18.133.42 - Routed > for VMW are 6.3.C 1 ase, Threat (2 more...) ranchisccess y j R

JENGFW2 BB vy —7 x4 X (198.19.10.81) (FHHAIRERICEFRESINTVLET, GO0 BLUV G/ A VF—T7 1R
FRIVTRCE>TRERESNTVWET, 1 V7—T M RCIEEF2VTa V=P UZIrINRTLWEREAD., HA 7OEZH
EITEhsE, EXaVUF9q V—VEAYI—T A ADIP 7KL ZAH NGFW1 Hh SifERSINE T,

2. [#&EI (Name) ]: HA Test Device

3. [747 (Type) ]: Firepower Threat Defense
4. [FZ4<VU EF (Primary Peer) ]: NGFW1

5 [tAhv%Y EF (Secondary Peer) ]: NGFW2
6. #ATLEI,
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Cisco dCloud

Name:* Ha_Test o

Device Type.: Firepower Threat Defense

A0 HIgN AvVallabiiity rair

Primary Peer: NGFW1

Secondary Peer: NGFwW2|

) Threat Defense High Availability pair will have primary
configuration. Licenses from primary peer will be
converted to their high availability versions and applied on

both peers.
el Continue

Warning

This operation restarts the Snort processes of primary and
. secondary devices, temporarily causing traffic interruption.

Do you want to continue?

[T Do not display this message again

FEWIThIADHA EZTREY XV 21ToTVWT, FLEALTLRNZEER. ROXyE—IHRTINET,

Peer Configuration Mismatch

Review the configuration mismatch list. High availability can be
created only after all configurations between active and standby peers match.
Summary
o Peers are under the same device group
* Peers have same type of interfaces
Peers have same number of interfaces
Peers do not have interfaces with a DHCP or PPPoE configuration

There are pending deployment tasks on peers
Secondary Peer is not configured in any of the VPN topologies

all required certificates are enrolled in Secondary Peer

Peers are in same complhance mode

7. NGFW2 DZEZEALET,

8. HAICERD. FIE2 z#EDELFT,

9. 4v#%—7 x4 R [GigabitEtherent0/2] %EIRL £T.
10. i : Failover_Link

1. 7543 IP: 198.19.254.1

12. €AY %) IP:198.19.254.2

© 2018 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information. 20/119 R—Y
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HT7xy k YRY :255.255.255.0
13. JREEVY VY : LAN 7z —J)LA—/\— IPsec EALA VYT —T (1 R

14. BS1L : BY (ER)

E AVI—T A ABKRTENEBESE. [T/N1 X (Devices) 1> [FT/NA R YXx—U+ (Device Manager) ] ICR>T&
T77AT70A=INDREFAAVEZ IV I L, A VF—T 1RV Y I0LT, BITHDEE A VF—T 1 RICHA
BV TOWRNWS E&ERELETD.

LT - Hg GigabitEthernet/2 ~ Interface:* Same as LAN Faillovear g
Locical Nama:™ Fé_nli_lvn_:lr__LrnI-
Primary IP:™ 198.19.254.1

™ use IPv6 Address
198.19.254.2

255.255.255.0

Auto

15 used to sync configuration, stateful failover link is used to nc application contant

ected interface links and ancryption settings cannot be changed later

m i Add l Cancal

—_

5. [OKIZV Uy I LTNATRAFEY T4 R7ZEMLET,

High Availability Pair Added

. Configure interface monitoring options to protect the HA pair interfaces. apply the
\) same health policies to the primary and secondary nodes of the HA pair.

T HADOREICIIUIES KBRS NDET, BARY VOED [ XY (Tasks) 12Rhid. MIEAT—Y AOEFHEHEE TS
333-0
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. HA_Test
Cisco Firepower Threat Defense for VMWare High Availability

* NGFW1(Primary, Unknown)
198.19.10.80 - Cisco Firepower Threat Defense for VMWare - v6.2.2

* NGFW2(Secondary, Unknown)
198.19.10.81 - Cisco Firepower Threat Defense for VMWare - v6.2.2

16. TTIBELERDELSICKRRENET,

17. [T/\A4 R (Devices) ]>[F/\4A A& (Device Management) ] IC#EIL., HARY U —DEDRET7 IV EI VY I LET,

FMACZRLREIPFZRLADB T z—ILA—N—EhTWET,

AVT—T 14 RERET SHG. ALXRYNT—VLICTIT4TIPPRLRAERYYNAIPTPRLAZIEETEEY, #HRE
SRTVWEIDN. XYL PRLABBRESHDE A, RIVNA IPTRLADBBIINE. PUOT4T7HERRXYNT—0 7
AMZEERITUTCRIVYNA AV T —T A ADREZERIT D LI TEERA, TEBERIV YT AT—MDEHDHTY,
e, BEBMTZDA VI —T M RALDRY VYNNI RBICERI B LD TEE A,

TIARVREFB T 1= A—N=TIN=ThHT 2= A-N=-F 2L THVFTIEBRTFAIUREDIP 7KL & MAC
7RLRZF|IEME, bFT74 v DEEERIBLET.

AT VINAREEICH S %BIF. AYVYNADIPPRLRAEMAC ZPRLA%ZB|Z2EEFT,

XYPRT—=U FIKALRIE. MACE IP 7 RLRDHAEDLEICDODWTEELZTZBULAWN 0., XY NT—U LDED LS HIBRT
HARP IV RNUDBEEIND, F4AT7ITRDPELIEDT R EEFHDEFEA,

TAVTVEREBN T AT UEBZRHEETICT—MNUIBE. 7714 VEBEDMAC P RLZZFBHLTLWEBWES, EHY
FVEBN PV T 14 7EBICHBD, BADO MAC 7 RLZAZFERALEY, LML, 74T VEENMERATREICKD L, EHYY
VEE (7974 7) EMACPRLRZTSATVEBEDMACTPZRLRICEELZEY., ChiCLk>T. RYRNT—U bTT71 vy
IhtiEhacehHDET., ERRIC. ILWN—RD TP TTZAIVEBEZRTY T PO TBEFHULWLWMAC P RLZAH
BRAINET.

REEMAC 7 RL AN COFEEHEET, BERS, 7747 MAC 7 RL RIFEFFICEAV T VEEICEL > TEE I N,

T2ARVEBDN—R Iz T7HFHULL B> TEEDSBRUDSTY, VILFA VATV ABEETIE. FXOS Vv —2E 7514~
)MAC 7RLZADHZBEEERULET. 774 UELVtEHYF U MAC 7 RLZOWMAT. EfEhic MAC 7 KL R %R
MMAC 7RLATLEEZTZIENTEZTH. EAVFYMACTPRLRAZERICERT S EINWEAETIEHDEEA. EAH
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VQFYMAC 7 RLRZRETSE, THYFTVEBD/IN—R I 7HFHLUVESIC, to-the-box BIEN 57 4 v I A TS hiz
WksIickhbxd,

REMACTZRLAZRELEBI-BE. T 7499 JO0—%2BI3HIC, BHEINFLIL—FTDARP T—TILDIUT
HAUNEICKRZIBEELEHDET, MACT RLAEZLEEITZIHH. FIDIIAYTAv Y NAT_’I\“I/JH:?(\]‘L/T Gratuitous ARP % 3%
FELEBA. 20, EHEINFEIL—FIIINESEDTRLADOMAC ZRLADEEZRBHTEEEA,

ATF—MUYIDIPZRLABEELUMAC PRLRIE, Zx—ILA—N—BICTEEINhETA. HE—DHISIT. XF—FUVY
MPBEDT—9 A VI—T7 1 RACHRESNTWBIEETT,

18. 1V —T A ADOMAC 7 RLZADHED [+] 74 AV &7 ) v I LET,

Interface MAC Addresses

Physical Interface Active Mac Address Standby Mac Address

19. [ 41 ¥4 —7 =4 X (Physical Interface) ] : GigabitEthernet0/1, [7 7 T4 TA V5 —T7 24 ADMACTZ KL X
(Active Interface MAC Address) ]: ZEENEIR (BITEHATZAIVY—T A1 ADIPPRLR) | [RFTVINA
AV —7 x4 AMACT KL X (Standby Interface Mac Address) ] : ZHEEMNEIR, [OK| 2oV v I LET,

x LREOFIRE, A VI—T A RADODMAC T RLZAZRERET BAEDHITY,

rface Mac Address

Physical Interface:* GigabitEthernet0/1

Active Interface Mac Address:* 0000.1981.9101

Standby Interface Mac Address:* | 0000.1981.9102]

) Enter the Mac addresses in hexadecmal format such as 0123.4567.89ab

QK Cancel

20. EZIHFA VI -T2 A RAZRELEY. EZINKA VI -T2/ ADEICHBMET(AVZI Vv I LET,
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Active [Ped Standby IPed Active 1Pwh - Standly 1Pvl Actiee Link Locsl 1wt Standby Link Lecal 1ot

10. [LAN-Side] ZZIRL. [R5 V/XCIP7 KL Z (Standby IP Address) ]: 198.19.10.2 # AH1L£ T, ISP-Side 1 Y% —T7 1 X
198.18.133.3 [CD VT HIEDIEL £,

Edit LAN-Side

W Monitor this interface for failures

[

Interface Name: LAN-Side

Active IP Address: 198.19.10.1
Mask: 255.255.255.0

Standby IP Address: |198.19.10.2|

1. [fR%E (Save) ]. [BA (Deploy) 1DIEICZ YV v L. HA Test #EIRLUTEALZET,

Current Version

NGFW2 D7

© 2018 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information. 24119 R—Y
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1. HADty b7y 7HICNGFW2 BZTE S I E/NTA—F ZRRLTHEL L S,
2. Jump PC [CF#8EIL T PuTTY ZBZ=. NGFW2 #&BIRL XY,

3. A—%% :admin, /XXT—FK : C1sc012345 TNGFW ([COV 1 v L. U TFZANLET,

a show running-config interface
i BAVI—TIARADTZAXY IP T RLRFAH.
i AVY—T A AICEERITISNICRIVINA IP 7 RLREH B,

b show running-config failover
i A Y%—7 x4 R GigabitEthernet0/1 D7 = —J)LA—/{— MAC 7 K L X (3faIh,
i Failover_Link A ¥4 —7 =1 XA,
i Failover_Link O % —7 x4 X IP 7 KL Z(3Ah.

72— A—-—N—%TArTSB

1. Jump PC T PuTTY [C#BIL. REF Linux H—NICHT By vavEREEY,

il —————
Category:
- Session Basic options for your PuT TYY session

| Teml;noz?.u Specily the destination you want to connect o
Kayboard Host Name [or IP address) Port
Bel {198.19.10.200 |22
Features Connection type:

= Window  Raw © Teinet (" Rlogin & SSH  Seal

Appearance 2
BehavioLs [~ Load, save or delete & stored session

Tranrslation Saved Sessions e
Selection |Jns;d-e Linux Server
Colours

Delault Settings .! Load "
=1 Connection ASA
Save !

Data Branch Linux Server

P CSA
i FMC

ISE

T elnet Delete
Rlogin
SSH

Senal

2. 11— :root, /{XTJ—K :C1sco12345 TOY 1 &, [pingoutside] EAHNL. ATV T FDETEHETLET,

© 2018 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information. 25/119 R—YJ



Cisco dCloud
. __________________________________________________________________________________________________________________________________________________________|

ogin as: root

ootdl98.19.10.200's password:

ast login: Fri Dec 22 04:14:44 2017 from 198.19.10.50

rootdinside ~]# ping outside

ING cutside (198.18.133.200) 56{(84) bytes of data.
bytes from ocutside (198.18.133.200): icmp seq=1 ttl=63 time=33.
bytes from outside (198.18.133.200): icmp seq=2 ttl=63 time=33.
bytes from outside (198.18.133.200): icmp seq=3 ttl=63 time=22.
bytes from outside (198.18.133.200): icmp seq=4 ttl=63 time=22.
bytas from outside (198.18.133.200): icmp seq=5 ttl=63 time-23.
bytaes from ocutside (198.18.133.200): 1c-p:seq—6 tt1l=-63 time-15.

3. FMC®DWeb A >v%—7 x4 XT[T/\A X (Devices)] > [T /1A AEHE (Device Management)] ICBENL.[E7 & X1 v F (Switch
Peers) | 74 V%2 Uvy LT, [IEL (Yes) 122Uy LZET,

mu
—— 0

NGIW L Primary, Mitive)
1 5

HA_Test
Cisco Firepower Threat Defense for VMWare High Availability

NGFW 1(Primary, Active)
198.19.10.80 - Cisco Firepower Threat Defense for VMWare - v6.2.2 - rc

¢ NGFW2(Secondary, Standby)

198.19.10.81 - Cisco Firepower Threat Defense for VMWare - v6.2.2 - rc

4. &R Linux B —/\H S ping FERLFERTEDLSIC, Firefox V4 Y RODH A XEEELET,
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P e o
> C0 - o @ neo :

A Cotbuate Sorvw QI ZZPC DMgeonted = Wik A Stbckew A Ungerwies Dot L M

i bytes from cutside (198.18.133 200): icmp seq=288 tt1=63 time-22.6 ms
M bytes from cutside (190.18.133.200): lcmp seq=209 ttl=63 time=17.6 ms
Wl bytes from cutside (198.18.133.200): lcmp saq=290 tt1=-63 bime=33.1 ms
M bytes from cutside (1%0.10 133 200): icwp seq=291 ttl=63 Lime-33.3 =
il bytes from cutside (190.18.133.200): icmp seq=292 til-63 time-17.6 m=
i bytes from cutside (190.18.133.200): icmp seq-293 tt1-63 tise-d4.4 =
 bytes from outside (190.10.133.200): lomp seq=P04 til=63 Lime=19.0 ms
4 bytes from cutside (190.18.133.200): icmp seq=295 ttl=63 time-22.7 mx
i bytes from cutside (190.10.133.700): lcmp seq=796 ttl=63 tine-77.7 m
4 bytes from cutside (190.18.133.200): lcomp seq-297 tR1-€3 time-3.10 ms
W bytes from outside (190.10. ¢ lomp seq=298 LL1=63 time=27.4 s
il bytes from outside (190.18 : lomp soq=299 ttl=63 time=-27.4 ms
4 bytes from cutside (190,18 1% : lomp weq=H300 tLl=63 time=17.6 ms
4 bytes from ocutside (198,108 133 : lomp seq=301 ttl=63 time=37 4 me
Wl bytes from outside (190.10. ¢ domp woqed02 ttl=63 time=1. 06 ms
il bytes from outside (190.10. ¢ domp seq=303 ttl=-63 timo=27.7 ms
i bytes from cutside (196.10. i lomp seq=1304 tL1-6€3 tise-42.& ma
il bytes from outside (190.18. ¢ lomp_soq=305 tE1=63 time=32.4 ms
M bytes from cutside (19%0.18.133.200): icmp seq=-306 ttl-63 time=-32.5 ms
i bytes from cutside (190.10,133.700);: lomp seq=307 tel=63 time=37.7 mn
4 bytes from cutside (190.10,133.200): icmp_seq-300 ttl-63 time-33.2 =
M bytes from cutside (190.10.133.200): lomp seq=309 tL1l=-63 Lime=27.1 ma
M bytes from outside (198.18.133.200): icmp seq=310 tt1=-63 time=32.1 ==

Dewvices

¥BNw QoS Platfoom Settngs  FesConfy  Certficates

2 nghwbrl
198.1

bytes from outside (198.18.133.200): icmp_seq=29 ttl=63 time=22.5 ms
bytes from outside (198.18.133.200): icmp_ seq=30 ttl=63 time=32.6 ms
bytes from outside (198.18.133.200): icmp_ seq=31 ttl=63 time=32.2 ms
bytes from outside (198.18.133.200): icmp seq=32 ttl=63 time=12.3 ms
bytes from outside (198.18.133.200): icmp_seq=33 ttl=63 time=22.3 ms
bytes from outside (198.18.133.200): icmp seq=34 ttl=63 time=20.8 ms
bytes from outside (198.18.133.200): ic-p:seq—35 ttl=63 time=22.3 ms
bytes from outside (198.18.133.200): icmp_seq=36 ttl=63 time=24.0 ms
bytes from outside (198.18.133.200): icmp seq=37 ttl=63 time=32.8 ms
bytes from outside (198.18.133.200): icmp_ seq=38 ttl=63 time=44.1 ms
bytes from outside (198.18.133.200): icmp_ seq=39 ttl=63 time=22.0 ms
bytes from outside (198.18.133.200): icmp seq=40 ttl=63 time=22.4 ms
bytes from outside (198.18.133.200): icmp seq=4l1l ttl=63 time=32.4 ms
bytes from outside (198.18.133.200): icmp_ seq=42 ttl=63 time=22.4 ms
bytes from outside (198.18.133.200): icmp seq=43 ttl=63 time=32.6 ms
bytes from outside (198.18.133.200): icmp seq=49 ttl=63 time=32.56 ms
bytes from outside (198.18.133.200): icmp seq=i9 ttl=63 time=32.5 ms
bytes from outside (198.18.133.200): 1cnp:soq-50 ttl=63 time=32.6 ms
bytes from outside (198.18.133.200): icmp seq=51 ttl=63 time=22.5 ms
bytes from outside (198.18.133.200): 1c-p:seq-52 ttl=63 time=22.3 ms

scbbobaboacbcbabababaaad

5 NGFW2 WIRET VT4 71> TWS & %R T BICIE.  Tshow running-config failover] ZXfTULE T,

Appliance Description

dul

Warning M 1,Normal Modules: 11,Disabled Modules: 23
ModuleCluster/Failover Status: PRIMARY (SASKS6EARPA) FAILOVER_STATE_ACTIVE (Other unit wants me Active)

NGFW1

Warning Modules: 1,Mormal Modules: 19,Disabled Modules: 15

frec.dcloud.local
me.deleud.loca ModuleAMP for Firepower Status: Cannet connect to cloud

E I NGFW1 ABE 7SS4 IVICESLSICYIDEZET,
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>+ YA 3: AnyConnect YE—F 77t X VPN

CDEBIR. ROYRVTHEERINTVET,

+ AnyConnect A¥—hK 14V RZEMICT S

+  AnyConnectRAVPN A 7Yz ¥ NEERT 2

s TIANWMDTIN—TRIYVI—%ZETS

+ RAVPN U4 H—FKZX{TI 5

© TNARADEAZEZRET %

e PR IAvEO—=ILRYY—%ZELT AnyConnect 1 VNIV R PR %Z#HAT 3
«  NAT BRI ZRET S

+ NGFWRAVPN BEZEALEET S

. WEEZTAMNTS

ZDEBDBEMIZL, Cisco Firepower NGFW T{EFTZ % AnyConnect U E— kb 77t X VPN #EEICDO W\ TERL, /T
T52ETY,

FI&

AnyConnect A¥—k A4V 2AZEBMICT S

1. FMC T, [¥YAXF A (System) 1>[Z14 >R (Licenses) ]>[A¥— kT4t R (Smart Licenses) | ICHELET .

2. [SA4EVADIEE (Edit Licenses) 127V v LET,

3. [ZA4tYRADiEE (Edit Licenses) ] 74 >~ K7 T. [AnyConnect Apex] ¥ 7 %#EIRUL XY,

a. HA Test /N4 Z%ZZIRULET., [BM (Add) 1. [&EFA (Apply) ] DIEICZ Uy o LET,
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EQIt LiIcenses

Malware  Threat URL Filtering BGUILSCUUCIERNENE AnyConnect Plus  AnyConnect VPN Only

Devices without license © Devices with license (2)

&0 HA_Test ]

&8 NGFWBR1

| Apply | Cancel
4 URL Flltering (3)
L AnyConnect Apex (2)

AnyConnect RAVPN A 73 =¥ N &ERT %

1. Windows Fi® AnyConnect 1 A—Y A7 Yz b &ERLET,

a. FMCT. [A7Y ¥V b (Objects) |>[AT7 U FETE (Object Management) ] > [VPN] > [AnyConnect 7 7 1 )L
(AnyConnect File) 1 IC#EIL £ 7

b. [AnyConnect” 7 4 JLDEN (Add AnyConnect File) 122Uy LZEY,

c. [®&Rl (Name) ]IC TAnyConnect-Win-Imgl & AN LET,

d. [&88 (Browse) ] %% U v % L, Jump Desktop ® RAVPN 7 A /L% (CFEILE T,
e. anyconnect-win-4.4.01054-webdeploy-k9.pkg 7 7 1 IL Zi&IRL £ 9,

f. [B< (Open) 120V v I LET, [77M4INT47 (FileType) ] 7FA b 74 —=)LRICIE, IEUWMEDERIICANS
hTWEd9,

g [R%=E (Save) 1227V VI LZET,
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AnvConnect Chent Image

2. AnyConnect 7547V bk ZOA77AIN ATV U N EERLET.
a. [AnyConnect” 7 1 JLMDEMN (Add AnyConnectFile) 122 v LET,
b. [f&Fl (Name) 1(C TAnyConnect-Profile1] & AAILE T,

c. [BHE (Browse) ]%%2Uv % L. Jump Desktop ® RAVPN 7 # L% Hh 5 AC-Profilet.xml 7 71 JL%EEIRLE T,
d. [BI< (Open) 122V vy o LET (771547 (FileType) | THFAM 74 —ILKRICIF. IEUWMEAERIICAAZ M
TWEY,

e. [{RTE (Save) 127Uy LZETY,

3E : cisco.com [C3 % VPN Profile Editor Y —)LZ{&EHL T. AnyConnect 7 24 7>~ 7O7 71 LR TEE T, VPN Profile
Editor Y —)L{d. Jump THHEATEX T, [RY — b (Start) ] > [TRTDFOY Z A (All Programs) ] > [Cisco] > [Cisco AnyConnect
707 714 ILT T 4% (Cisco AnyConnect profile editor) ]

3. IP7—=LZfERLET,

a. FMCT. [A#7Yx% k (Objects) |>[A7Y o & (Object Management) ]>[7 KL X 7—JL (Address Pools) ]>
[IPv4 7—JL (IPv4 Pools) ]ICEIL T,

b. [IPv47—)LMDEN (Add IPv4 Pools) 122V v o LET,
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c. [®&RT (Name) ]IC TAC-IP-Pool1] EANLET,

d. [IPv47 R L X&M (IPv4 Address Range) ]I 1198.19.13.10-198.19.13.50] & AHLFT.
e. [YRA% (Mask) ]IC 255.255.255.0] EANULEY,

f. [fR%F (Save) |Z7VUv o ULXEY,

AC-IP-Pooll

198.19.13.10-198.19.13.50
Format: ipaddr«paddr e.Q

23993.239.2393.0

nw Overrides

@ Configure devir

hared acros

Override (D)

4. IPVA T—)LICHIST B Ry b T—0 AT IV hEEBLE T,

a. FMC T, [A7Yx¥ k (Object) > [A7 T FNEIE (Object Management) 1> [Xy b T—% (Network) ] IC#&)
LEd,

b. [y ;7= ®DiEM (Add Network) 122U v UL, [ZIL—7DENM (Add Group) ] &#&ERLE Y.
c. [&#H1 (Name) ]IC TAC-NW| EAHDULET,

d [BIRULAxY bT—7% (Selected Networks) 1 DTFERICHZTF AN 74 —JLRIC 1198.19.13.0124] & AH L. [EM
(Add) 122Uy o LZET,

e. [{RTE (Save) 127Uy I LETY,
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5. AERYNT—VRDRYNT—9 AT bEERLET,

a. [®RYybMT7—2UDEM (Add Network) ]#2 Uw o L. [FIL—TDEHN (Add Group) |1 ZBIRLET,

b. [&Al (Name) ]IC Tinside-NW] & AALET,

c. [BIRUFxvy b7—7% (Selected Networks) 1 DTFERICHZTF AN 74 —JLRIC 1198.19.10.0124] & AH L. [EM
(Add) 122Uy ULET,

d. [{£%F (Save) 122 UvoLET,

F:RYNT—=Y ATV RNTRELKRYNT—=T ATV JI—T%FEATZLDICERINDDICIIEBEHISH D F
¥, ROZKNEBTEHBOY 77Xy hZBMULET, XY bT—7 JIL—T2FERALTWSESH, BEICBZDIFIOATIx
VMNEZEETZLETTY, 77X AV MO—ILRYVIY—ENATRU D —2EREZEITZIVNEIFHD FEA.

6. RAVPN Z7Uw b bYRIERERD ACL Z/ERLET,

a. FMCT, [A7Yxo bk (Objects) |>[A7Y o EIE (Object Management) ]>[7 It X Y Xk (AccessList) ]>
[#i8R (Extended) ] ICBBEILE T,

b. HEERFZZERXYXNDEN (Add Extended Access List) |22 Uw o LET,
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c. [#87 (Name) ]{C TAC-SplitTunnel1l EANLEY. B (Add) 127Uy I ULET,

d. [{EFAgElE Ky b7 —% (Available Networks) ] A5 [Inside-NW] Z3R L. [PEEITICIEN (Addto Source) |22 Uy
A5 2N

e. [EM (Add) 1Z2Uv o LEY,
f. [RTE (Save) 127Uy I LET,

Action: 7 Allow

Logging: I[)Efault

Log Level: Ilnformatlonal

Log Interval:

" ::m' Port

Available Metworks € ) Source Metworks (1) Destination Metworks (0)

& Inside-NW

4 203.14,10.0

AC-NW
Add to
any Source

& any-ipvd Add to

& any-ipvé Destination
& Branchl-WAN-GW

& Branchl_Metworks

B FMC-HQ-WAN_GW

& FMC_Private

=

7. TIARGHERAEAT V27 b ERLET.

a. FMC T.[A#7Y ¥ b (Objects)]>[#7 Y =¥ hEHE (Object Management)] > [PKI] > [FEAAE D &k (Cert Enroliment) |
ICBEmLEY.

b. [FFEAEZEDEIRDENM (Add CertEnrollment) 122Uy LET,

c. [&Al (Name) ]IC TNGFW-Cert] EAZILE T,

d. [Z8% 17 (Enroliment Type) ] T. [PKCS127 71 JL (PKCS12 File) ] #BIRL £ 7,

e. Jumpbox Desktop T Certificates 7 + JL % % B Z. ngfw -outside SFRAZE #i#IRNL T [fI< (Open) ] 22 Uw I LET,
f. JNZ7L—XIZ TC1sco12345] EANLET,

g [R%E (Save) 1227 YvY I LZET,
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Name:* NGFiW-Cert

|  Description:

m Certificate Parameters Kay Revocation

Enrollment Type: PKCS12 File
PKCS12 File®; ngfw-outside.pfu Browse PKCS12 File

Passphrase: sessssnee

l Allow Overrides:

8. ISERADIUS H—/NBODATI U hN&ERLET,

a. FMCT., [#7Y ¥k (Object) |>[A#T7 ¥ hEHE (Object Management) ]> [RADIUSH—/\//L—7 (RADIUS
Server Group) ] IC¥EILE T,

b. [RADIUSH—/{¥)L—7 D&M (Add RADIUS Server Group) | 22Uy LT,

c. [&#1 (Name) ]IC TISE-AAA] EAHLET,

d. [RADIUS*—/X (RADIUS Servers) 173y [+ 74V )y I LET,

e. [IP7RLZ (IPAddress) ]IC 1198.19.10.130] & AALZET.

f. [F— (Key) 1& [F—DFESE (Confirm Key) 11C. TC1sco12345] EANLET.

g. [FRRADIUSH —/C (New RADIUS Server) | X—3 T [{#% (Save) | 22Uy LET,

h. [RADIUSH—/\%)L—7®DEN (Add RADIUS Server Group) ] R—J T [{R7F (Save) 122U v LET,
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Edit RADIUS Server

IP Address/Hostname:* 198.19,10.130

Authentication Port:* 1812

Key:*

Confirm Key:* seeesesene

Accounting Port: 1813 (1-65535)

3 EZENY B7cIC, ISE TR IRBEBTRERRENFRICINTRESNTVEY, ISEREZERT 355,
FIZZRBL TS,

FIANRNDITIN—T R V—%ZET 3

1. FMCT. [# 7Yz + (Objects) |>[A#7 = NEHE (Object Management) ]>[VPN]>[Z)L— 7R ¥ — (Group Policy) ]
ICBELEY.

a.
b.

C.

[DfitGrpPolicy] ZZERU THREL 7.
[£#% (General) 17T, [A7YUwy bR UYY (Split Tunneling) 1 ZBIRLET,

[IPVv4R Ty bk (IPv4 Split Tunneling) 1 T, [MTICEEES Wiz b RILR Y KT—2 (Tunnel networks
specified below) | Z&RULE 9,

R 77t AU X b (Extended Access List) | A7 3y Ry VEBIRLET,
[72tEZXY R (Access List) ] T, [AC-SplitTunnel1] Z®IRLF T,

© 2018 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information. 35/119 R—YJ



Cisco dCloud

Split Tunneling @

DfitGrpPolicy

AnyConnect Advanced

IPv4 Split Tunneling o Tunnel networks specified below v

IPv6 Spht Tunneling Allow all traffic over tunnel "
Split Tunnel Network Standard Access List & Extended Access List

AC-SplitTunnel1) et

Send DNS requests as per split tunnel poli ~

2. [&#% (General) ] 7 7 T. [DNS/WINS] #i#RU X9,

a.

b.

[7Z4 < UDNSH—/X (Primary DNS Server) | CT[+] 74 v &2 Vv o LET,
%1 (Name) ](C Tinside-DNS] EAHAULET,

[®Y b T7—% (Network)] T [/RA KN (Host) 1A7Yay RyVEBIRLET,
[%v kT7—% (Network) ]IC 198.19.10.100] £AALET,

[R%E (Save) |27y I LET,

3. [AnyConnect] 7 7Z2BIRULET. [V T4 7> FO7 74 )L (Client Profile) 1 T. [AnyConnect-Profile1] Zi&ERL 7.
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4. [R¥F (Save) 122Uy o LT, V=T RIY—DEBEZHRELLY.

RAVPN 74 #—R%ZX{T9 %
1. FMC T, [F/N4 X (Devices) ]>[VPN]>[UE—bk 7Z X (Remote Access) ] ICHEILET. B (Add) |27 Yy oL
¥9., V4 F—RHEHLET.
a. T4HF—RDO[RYI—EDHYT (Policy Assignment) | R—IJICAHILET,
b. [&&1 (Name) ](C TAnyConnect-VPN] & ASILET,
c. [#—4%v KNFINA R (Target Device) | iS5 [HA_Test] Z#EIRLE S, DEBM (Add) 127 Vv o LET,
PR~ (Next) 122Uy ULET,

o

y Before You Start

Authentication Server

e VPN client

AnyConnect ClHent Package
you have

Device Interface
red
s b

face group t

Device Identity Certificate

the targeted o

2. T4Y—KRO[EHETOT7 74)L (Connection Profile) | XR—JICAALET,

a. [E#E707 744 (Connection Profile Name) ] (C TAC-Default-Profile] & AL E T,
b. [FRFEAT (Authentication Method) ] T [AAADF (AAAOnly) 1 HMEIRSNTWBZ E2ERLET,
c. [EREEY—/X (Authentication Server) ] T [ISE-AAA] ZBIRL X T,

d. [IP7RLART—I/L%ERYT S (Use IP Address Pools) ] @ [IPv47 K L X 7—)L (IPv4 Address Pools) ] T [AC-IP-Pool1]
ZBEIRLET,
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3. [ZRELX7—JL (Address Pools) 1 C. [IPv47 KL X7—JL (IPv4 Address Pools) ] #4REL X7,
4. [IPvdZ KL X7—Jl (IPv4 Address Pools) ] »5 [AC-IP Pool1] &BIRL £,
5. [&fM (Add) 122Uy L., RICIOK] 29Uy ULZET,
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6. [ZIL—TFRU— (Group Policy) ] A" [DfitGrpPolicy] ICERES N TWB I & ZMERELE T, R (Next) | 20Uy o LET,
JE—K POERAVPNRYY— 94 H—R

ass only

ISE-A84

ISE-A84

AC-1P-Pooll

CfitGroPalicy

7. J4HY—RK®[AnyConnect] R—JICAAILET,
a MADTZF7FANATITIMNDFzYvIRYIREZAVICLET,
b. [RA (Next) 122Uy oULEY,

AnyConnect Client Image

The VPN gat vy can automatically download the latest AnyConnect package to the client device
YPMN connection is initiated. Minimize connection setup time by choosing the appropriate OS fo
package,

Download AnyConnect Client packages from Cisco Software Download Center.
Show Re-order buttons

AnyConnect File Object Name  AnyConnect Client Package Name Operating System

Y AnyConnect-Win-Img anyconnect-win-4.4,01054-webdeploy.. windows

8 TAY—ROD[FIEAELVEEAZE (Access & Certificate) | R—JICAHNLET,
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a.

b. [EEFAEDZ$F (Certificate Enrollment) 1 ©. [NGFW-Cert] £ BIRU T,

c. [&AN (Next) 1Z2VUvoULZEY,

Interface Group or a Security Zone that contains the network interfaces users will access for

VPN cor

QOutZone

Interface gro
W Enable O

ces must have interfaces as part o

¢ certificate)

Certificate Enroliment:* NGFW-Cert]

Certificate enrollment must be completed before deploying this VPN configuration

9. U4Y—KRD[YPIYU— (Summary) | R—I=EZELET,
a OR—IJIIRRINZREZERLET,
b. [T (Finish) 22Uy LET,

AUGIIONS LOTTIQUraton Kequirements

KEMOTe ACCESS VN FONCY LONTIGUration
the ard €

nfigurat
|
Access Control Policy Update
e —w 15t L
traff 1 all targeted de
NAT Exemption
ybled on the t

B DNS Configuration

re host

Network Interface Configuration

Device Identity Certificate Enrollment
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[MY9—T 4R TIL—TIe*21Y5T+ Y— (Interface group/Security Zone) ] T, [OutZone] ZEIRL X7,
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77X Ay bO—=IL R I—%ZEL T AnyConnect 1 V/I\U YV R 7O A%HFAT 3

1. FMC T. [/RU ¥ — (Policies) ]>[72tAXa> tkA—JL (Access Control) 1>[777 X3~ O—JL (Access Control) 1D
IEICEIRL £ T,

2. 77€Z2 3y hrO—)LRY— (Base_Policy) Z#EIRU THEEL T I, JL—I/LDEM (AddRule) | 27U v I LET,
a. [%&B7 (Name) ]IC TAnyConnect VPN Default Permit] & A LZE T,
b. [HEA (lnsert) | KOV 7H Iy URMDS [F7AILMCTHEA (into Default) ] ZZIRL 9
c. [V—Y (Zones) |7 7H I TICBIREINTWSIET TI,
d. [OutZone] ZEER L. [AfETTICIENM (Add to Source) |22 U v LET,

e. [InZone] #3#R L. [FESLICEBHN (Add to Destination) 12U v o LET,

wConnect VPN Default Permit

3. [®YyNT—% (Networks) 17 7&EIRLZE T,
a. [AC-NW] %#&EIRL. [EfETITENM (Addto Source) |20V v I LET,

b. [Inside-NW] ZEiRU. [585CICIBIN (Add to Destination) |22 U v LE T,

© 2018 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information. 41119 R—=Y



Cisco dCloud

Add Rule

Mame AnyConnect VPN Default Permit ¥ Enabled Insert into Default
Action " Allow

VLAN Tags Users Applications Ports URLs SGT/ISE Attributes Inspection Logging Comments

| Available Networks & ) Source Metworks (1) Destination Networks (1)

| . . B Original Client y Inside-NwW
BTN ceclocation

FMC_PUBLIC “[
- T Add To
& Infrastructure Source

& Inside-DNS Metworks

Inside-NW
& IPv4-Benchmark-Tests J

& IPv4-Link-Local
& IPv4-Multicast

& IPu4-Private-10,0,0.0-8 -
TPud-Private-172.16.M0-17 ll ek bk = Add

4, [AYARZ 3 (Inspection) 19 7= BIRLET,
a. [BARYI— (Intrusion Policy) ] KOy 750> URKMMS [FEEBARY Z— (Demo Intrusion Policy) ] ZFR L

Y.
b. [Z7A4I) RUI— (FilePolicy) 1 kAYT7H DY UXRMIS [TE Z74J)L RU— (Demo File Policy) ] Zi#iRL
Y.

c. [PEM (Add) 1227Yvy o LTIL—ILZEBMLET.
d. [R%E (Save) 120Uy o LT, Z7ERXR Ay hO-I RV —DEEERELET.

Add Rule

Mame  AnyConnect YPN Default Permit ¥ Enabled Insert into Default
Action v Allow

Zones Networks WVLAN Tags Users Applications Ports URLs SGT/ISE Attributes " Insp jon Logging Comments
Intrusion Policy WVariable Set

Demo Instrusion Policy & Default Set

File Palicy

Demo File Policy

© 2018 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information. 42/119 R—=Y
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NAT BRRN ZRET S

SE NAT BRARSME. VPNIEGTERINZ IP ZRLAANATICE > TEBREINBVELEDICTELDTY., XY NT—UHZ
HENBZWESIC, TDIL—ILiF. EFIONATIL—JL (NAT Rules Before) | AT TUEHBMNELNHD T,

1. FMC T. [F/\A R (Devices) 1> [NAT] ICEEILE T,

2. BEFOD NATRU P — (Default PAT) ZBIRL THREL X T . [JL—ILDEM (AddRule) |27 ) v I LET,
a. [MY¥—T AR AT Y b (Interface Objects) | ¥ THRREhZET,
b. [InZone] Z&ER L. [XETTICEN (Add to Source) 127U v LET,
c. [OutZone] #3&R L. [FE5CICIBNN (Add to Destination) 12 Uw 7 LEY,

Manual NAT Rule

Static

Translation PAT Pool  Advanced

c

Add to
Source

Add to
Destination

[Z#a (Translation) | 7 7&EIRLET,

[FtDE(ETT (Original Source) 1 T. [Inside-NW] Z&EIRL £ 9,
[TTDFESE (Original Destination) ] T. [AC-NW] ZZBIRLE T,
[Z#rEDX(ETT (Translated Source) ] T. [Inside-NW] Zi&IRL £ 9,
[Zia1% DFE5E (Translated Destination) | ©. [AC-NW] Z&RULE T,

S L T
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Interface Objects [RIT L L Ul PAT Pool

Advarced

Original Packet Translated Packet

8. [Ff# (Advanced) 1 ¥ 7%ZBEIRL. EEA VI —T7 24 AT [7OF ARP ZFMICL ALY (Do not proxy ARP) ] ZEERL

Y,

Interface Objects Translation  PAT Peol m

F:COIRKEBTIE. FBEAVY—7 24 ATTAOF VARPZEZIIC LA (Do not proxy ARP on Destination Interface) |

ZAMCITBIENFRICEETT, INTDTNAANA Y NV RTEEHENTWSH, COFIEZRTLABLE, KRy
RICTZ VA LORENRET HAIEMNHDET.

9. [OK|Z27 Uy ZLUTNATI—ILEZRELET,

10. [F#F (Save) |22 U v LTNATRUV—DZEEEZRELET,

© 2018 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information. 44/119 R—Y



Cisco dCloud
. __________________________________________________________________________________________________________________________________________________________|

NGFW RA VPN R EZEA LRI %

1. FIARICRY Y —ZFEALET,

FMC T. [EA (Deploy) | R¥>%&27)vIULET,

[HA_Test] Z3E4RL. [EA (Deploy) 12271V v I LET,

BANTETIBETHEET,

NGFW1 CLI ICR LT, FEPUTTY Ly a vzl TWSIETTT, ROIYY RO—EHIFIRTERTLET,

a. show running-config tunnel-group

o &~ W BN

> show running-config tunnel-group|

tunnel-group AC-Default-Profile type remote-access

tunnel-group AC-Default-Profile general-attributes
address-pool AC-IP-Pooll

authentication-server—-group ISE-AARA
tunnel-group AC-Default-Profile webvpn-attributes
group-alias AC-Default-Profile enable
> i

b. show running-config group-policy

> |show running—config_group—policy|
group-policy DfltGrpPolicy attributes
dns-server value 198.19.10.100
vpn-tunnel-protocol ikev2 ssl-client
split-tunnel-policy tunnelspecified
split-tunnel-network-1list wvalue AC-SplitTunnell
user—-authentication-idle-timeout none
webvpn
anyconnect keep-installer none
anyconnect modules walue dart
anyconnect profiles wvalue AnyConnect-Profilel type user
anyconnect ask none default anyconnect
http-comp none
activex-relay disable
file-entry disable
file-browsing disable
url-entry disable
deny-message none

>

c. show running-config crypto

i. crypto trustpoint X NGFW-Cert T 5 Z & #HEELE T,

d. show running-config ip local pool
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> |show running—config ip local pool
ip local pool AC-IP-Pooll 198.19.13.10-198.19.13.50 mask 255.255.255.0

> i

e. show running-config nat

= |show running-configq na

mat (LAN-Side,ISP-Side) source static Inside-NW Inside-NW destination static AC-NW AC-NW no-proxy-arp
1

object network FMC Private

nat (LAN-Side,ISP-Side) static FMC PUBLIC
object network wwwin

nat (LAN-Side,ISP-Side) static wwwout

1
mat (LAN-Side,ISP-Side) after-auto source dynamic any interface

> i

6. NGFW1CLI TRDIAVYRZR{TLT. AAAZTAMLET,
test aaa-server authentication ISE-AAA host 198.19.10.130 username ira password Clscol2345
7. Z0IOYY K(E. Jump Desktop D Strings to cut and pastetxt THF XN 77 ILHSHY NUTEED TR ENTEET,

test aaa-server authentication ISE-AAA host 198.19.10.130 username ira password Clscol2345
IHFO: Attempting Authentication test to IE address (198.19.10.130) (timeout: 32 seconds) IHFO:
Authentication Successful

BREZTANT S
1. Jump Desktop @ Remote Desktop 7 + )L ¥ %R Z. Outside-PC 25 7ILU Vv I LZT,

2. 1—%4% : Administrator, /X277 —K : C1sco12345 TOY 1V LEY,

3. Internet Explorer 2B &. HXICAD/N—O https:/ingfw-outside.dcloud.local 27U v L9, (FOYTRHERRS
n7=5&ld [#1T (Continue) 1 &2 U v LT Web 1 NCIEE) .

@ FdE Vew Pavadteds Tack ek

NG - Dt Irissche Lifmis Sewr o
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4. [A—Y4% (Username) 1IC Tira] EANULET, [/VRAT—R (Password) ]IC IC1sco12345] & AS1L. [A5 A Y (Logon) ]
27VvILET,

5. AV RHRRSINIS. R=ITEICHZ[A VA=)l (Install) | R¥VEI UV I ULET,
6. 1YRAM—ILHNTETFB&E. AnyConnect NNEEIICESRENET .
7. RICRT L SIC, Outside-PC DHETH S AnyConnect 7547V b Ul ZBZ £,

g:142 AM

Ll TR N el i) !

8. RICRIEE7AIVEI Yy LT, AnyConnect 7547V~ Ul OFHERE Vs Y RI9 2=,

-

ngfw-outside. dcloud.local Disconneck

00:02:42 IPv4

9. [#EEt (Statistics) 19 7ZBRL. V747V b EY—NIPPRLZAZHEZELET,

10. [JL— kD7l (Route Details) 1 ¥ 7&BIRLT. X7y b bRV TEBERUE T, 198.19.10.0/24 £%5EHk LTS b
STAVIRIPEF2TRIL—PTHZEEZSNET., DED. 198.19.10.0/24 2FBHET B N T 7 4 v 71 IFH. VPN
ZFBULThRYRIYYTEINET, 198.19.10.100/32 ldEF 2 7HRIL— b ELTHY R RSINTWET, Zhid. VPN JIL—
7 RYY—HDNS H—/\& LT 198.19.10.100 20 SA 7V MCEID YT BT,

11. NGFW CLI T:RDIT YV K

show vpn-sessiondb detail anyconnect on the NGFW1l CLI.
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Session Type: AnyConnect

Username : Jdra Index : 23932
Assigned TP : 198.19.13.10 Public IP + 198.18.133.23
Protocol : Clientless SSL-Tunnel DTLS-Tunnel

License : AnyConnect Premium
Encryption : Clientless: (1)AES256 SSL-Tunnel: (1)AES-GCM-256 DTLS-Tunnel: (1)AES256
Hashing : Clientless: (1)SHA256 SSL-Tunnel: (1)SHA384 DTLS-Tunnel: (1)SHA1l

Bytes Tx : 122942 Bytes Rx : 19481

Group Policy : DfltGrpPolicy Tunnel Group : AC-Default-Profile
Login Time : 22:59:44 UTC Wed Dec 27 2017

Duration : 0h:02m:34s

Inactivity : Oh:00m:00s

YLAN Mapping : N/A VLAN

ABudt Sess ID : 0000000005d7c0005a4425e0

Security Grp : none Tunnel Zone
>

12. Outside-PC TNV K OV 7/ hZHMEXT,

a. nslookup inside.dcloud.local Z%fTL %3, Outside-PC A%, 198.19.10.100 % IP 7 KL X £ 9 %5 ANEF DNS H—/\ %
FRALTWS I EZRELET,

b. Tftp inside.dcloud.local] IYvY REETLET,
c. A—1% :guest, /)NAT—R : C1sco12345 TOV A Y L TATH —/I\ANDT7 VLR EERBL XY,
d. cd~root EAALET, RDAYE—INKRREINET : connection closed by remote host (VE—HFRZAMCTES
THEHENI/O—XEINFELR) . IhT, BAMEIEELTWS I LZRRTEET,
13. Internet Explorer OEKICA D /X\—T, [AEB Linux #—/X (Inside Linux Server) 122U v ULET,
14. [774)L (Files) 1Y% Vv I ULET,
15. ProjectX.pdf U> V%2 wv U L. Web R—JDTEICHS [ (Open) | R¥y>%&2- Uy o LT, PDF YU rO—R
TEBLERELET,
16. Zombies.pdf' > 7% Uy I L. Web RXR—IDTEICH S [M< (Open) 1RV ZEI Uy I LET, Web R—IDTEBIC
ROAYE—IDNRREINET, AMP for Networks ICE > TZ 7AILAA 7Oy SNl TT,

Zombies. pdf couldn't be downloaded. Retry | Cancel | View downloads |

7 : Zombies.pdf ' Firefox 72 ¥ 55Uy O— K Eh 3158 (&. Firefox 77U H 2L ET. ZDERTHE. Internet Explorer
M5 Zombies.pdf DF VY O—RZHL TSI,

17. FMC T. [$7 (Analysis) ] > [f2A (Intrusions) |> [1 x>k (Events) | [C#ELE T,
18. Snort )L—)L 336 AR U H—ZhTWBILZHRLET,

19. [IRYMDFT—T)L Ea1— (Table Viewof Events) 1 ICKRUIILF DV LT, FETIP ZPRLADA VPN T=ILDEDTHB &
ZHEFEUVET,

20. FMC T. [T (Analysis) 1>[Z 74 JL (Files) 1> [¥ILTxzF74A XYk (Malware Events) ] ICBBILE T,
21. Zombies.pdf A7 OYv I IN2 I EZERLET,
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22. [RILI L7 ARY MDFT—T)L E 21— (Table View of Malware Events) JICKRUJILF IV LT, SEFZRLAHN VPN 7—)L
DHLDTHBEa2ERELET,

23. AnyConnect VPN ZtliLTH 5, XD ITKREBICEHE T,

Connected to ngfw-outside, dcloud. local.

| ngfw-outside . dcloud. local Li

00:09:42
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Y+ UA4: RADIUS EEZHEAL 7= AnyConnect
COEEIX. RDOYRITERIhTWET,
FLUWIIL—T R —%{EHT S
o HULWIP 7—ILEERT S
o TFPULRHIEE NATRYU D —%2ZEFEIT D
BR7O0771IL%ZETS
- BEEZEALTRAITS

ZDEETIF ISERADIUS BEEFERAL, 1—YDAD FIL—TICESWT, JIL—7RUY—, IP7—)L. $LUO¥ovO—
RAJRE ACL (DACL) =EIHIICEIDYTE T,

COEEDEMIIRDEED TT,

RAVPN 2—HHIT JIL—T DAV N—TH3IHEF. AERY bT—2 (198.19.10/24) LOIRTDTINA

A FTBT7I PO CREEFO>TVWSR I L E2HRT 5.

RAVPN 2—HHIT JIL—T DAYV NN—TRBZFEF. KD 2 DOAMWT/NA RLEFICT I/ EATE S Lz2MHRT 2.
R A4 > dv bO—7 :ad1.dcloud.local (198.19.10.100) . &P Linux —/\ :inside.dcloud.local (198.19.10.200) .

ITTIN—=TDAVN—TH2ZI—HICE. DO IP T—ILHSIPFRLANEDLETSNET,

I BREZENT 57-0IC. ISE TR, SREE CHERREHLNERICIRNTRESINTWEYS, Z22TlE. ADJIL—TD
AVYN=V Y TICEDVWTEIRLIE, JIL—TFT RUV—EIPT—ILHRBESNTVET, ZDH. HFLWLWIIL—FT RY & —
EIP 7—ILDARHIE. FIBICRIBAEERIC—RLUTWIALEBAHDFT, ISE RELXHERT 2H5EIE. K3 28HEL
TLEEW,

FlI&

HLWIIL—T R —2EHT %

1. FMC T.[A#7 Y x¥ b (Objects) 1> [A TS U ME (Object Management) 1> [VPN] > [ )L— 7R Y & — (Group Policy) ]
ICBELEY.

2. [FN—T7RYY—DEH (Add Group Policy) 124 Uv o ULET,
3. [&HEI (Name) 1IC TITGPJ EANULET, COZHNE ISEREDIHIC, EERITIN—TRICTZUNELHDET,
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VPN Protocoes

LArTer

Advaroad

~nal Protocol

4. [2#% (General) 177 T, [RFUw kMY RUYY (Split Tunneling) ] &&ERLET.

a. [IPvdX7YUwyw b k>xY >y (IPv4 Split Tunneling) 1 T, [UTFICIEES iz bV RILX Y kT—2% (Tunnel networks
specified below) | #&RLE T,

b. HEERF7ZtERY XN (Extended Access List) | A7 3y Ry VEBRULET,
c. [ZUtERYRDM (Access List) ] T. [AC-SplitTunnel1] ZZIRL £ 9.

d. [2#% (General) ] ¥ 7 T. [DNS/WINS] ZB4RL £ 9, [/Z 1 ¥ YDNSH—/\ (Primary DNS Server) ] T [Inside-DNS]
[fR7%E (Save) 120 UvY I LEY,

ZIERL.

Name:* ITGP

Description

p—
PN Protocols

Split Tunneling

Advanced
IPv4 Split Tunneling:

IPv6 Split Tunneling:

Split Tunnel Network List Type

Extended Access List:
DNS Request Split Tunneling
DNS Requests

Domain List

Tunnel networks specified below

Allow all traffic over tunnel

. € Standard Access List  Extended Access Lis

AC-SplitTunnell

Send DNS requests as per split tunnel poli v

Cancel

© 2018 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information.

51/119 R—Y



Cisco dCloud

HUWIP 7—)L2{ERT D

1. FMCT. [A#7Yx¥ b (Objects) |>[ATY o FEHE (Object Management) 1> [7 KL X 7—JL (Address Pools) ]>[IPv4
7—JL (IPv4 Pools) ] ICBBEILE T,

a. [IPv47—)LDEN (Add IPv4 Pools) 122Uy LET,

b. [®&H8] (Name) ]IC TAC-IP-Pool-IT] EANLEY., ChIFISEREDLHIC. EELITIN—TRICTIVNELND
DET,

c. [IPva7 KL R&HE (IPv4 Address Range) ]1C 198.19.14.10-198.19.14.50] & A/ 1L X9,
d. [WRX% (Mask) ]IC 255.255.255.0] EAHLET,
e. [fR%F (Save) 127UV I LET,

TORAGIEE NAT RY O—%ZFF %

ACNW Xy hT—Y T =T XTIV h2ZEBITNE. 7V ERGHE NATRY Y —DOEAZEET D ENTEET,

1. FMC T, [A#7Yx ¥ b (Object) > [A 7 =Y & (Object Management) ] >[%v b T—% (Network) 1 ICBEIL T,
a RXYbrT7—7U JIL—7 AC-NW ZEERUTHRELET.

b. [BIRULARY ~T—72 (Selected Networks) | DTERICHZDTF A M 74 —ILKIC 1198.19.14.0/24] EANL. (B
i (Add) 122V v o ULET.

c. C.[fR7E (Save) |22 VYU LET,
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Edit Network Group

MName: AC-MIy

Description:

Allow I_

Ovarrides: Metwork Objects ) Selected Metworks

22 198.19.13.0/24

_6_'.-_;'E|:3.14.1|j.|3 _"“_193-19~140)(24

& Branch1-WAN-GI
& Branch1_MNetwork:
& FMC-HQ-WAN_GL
= FMC_Private

& FMC_PUBLIC

Infrastructure

&2 Inside-DNS L]

Cancel

BHG7O7 714 2ZTET S

1. FMC T. [T/{1 R (Devices) ]>[VPN]>[UE—krF7Y X (Remote Access) ] I[CIBEIL X7,
a. AnyConnect-VPN Z#R&EL £9, XIC AC-Default-Profile #5707 7 A ILEEIRL TIREL X I
b. #FHULEHSn/ZIP 7—ILZEMULET,
c. U5A4FVIRD[FRLREDYT (Address Assignment) 19 7H T TIEBIRES W TWBIFT TY,
d. [PRLRAXZ7—IL (Address Pools) | . [+] 74 dAv&= 7 Uv oL, [IPv4] Z&RULZET,
e. [AC-IP-Pool-IT] Zi&RL. (B (Add) 122 Yy ULT[OK 27Uy I LET,
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f. [EE7O7 71 ILO4RE (Edit Connection Profile) | 7«4 Y R T [{17%F (Save) 122V v o LET,

2. HILLEREShIIIN—T RUS—%EBMLET,
a. AnyConnect-VPN X—3 D [f#lIF&E (Advanced) 177 T. EIOFES =23y RAUDS [TIL—TRY U —
(Group Policies) 1 &#RL %9,

b. M 740Uy I LET,
[ITGP] Z#RL T [/ (Add) 120U v I LET,

d. [OKIZZYUv2o L. RICHRE (Save) |27 Vv I LET,
3. HA Test DEEZBALEIT, BANTTIBETHEET,

o
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BREZTANT S
1. Outside-PCUE—F FRIV MY Ty avVICEDET,

a. AnyConnect 754 7> kT [#E# (Connect) |20 UvIULET,

g Cisco AnyConnect Secure Mobility Client

VN
Ready o connect,

| niofw-autside, deloud local j | Connect I

b. I—%4 :harry, /XAT—FR :C1sco12345 TOJ AV UET, harry EIT JIL—TDAVN—TlEH D FEA.

Group: I AC-Default-Profile

Username: | harry

Password: I I E———.

2. AnyConnect iE#HE /5, Outside-PC DAYV K 7OV RHSXRD 2 DDAV Y RERITUXT,

a. ping inside.dcloud.local Zh(ZRINS %39 T,
ping NGFW1.dcloud.local Ch (kT %139 TY. ISENATFTAILNTEIDYTSDACL Tld, RASY
AV hO—F ERNE Linux B—I\ANDF7 7 L ADHHFAINET,
c. NFGW1CLI T, T[show vpn-sessiondb detail anyconnect] VY KZ2R{TLEY. HHTRDEEER
LE9,
i. [2—%'4% (Username) ]: harry
i. [EIhYTSNhi=IP (Assigned IP) ]: 198.19.13.x
ii. [ZIV—TRY — (Group Policy) ] : DfltGrpPolicy
iv. [Z4I)L% % (Filter Name) ] : #ACSACL#-IP-AC-DACL- Default-x
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>-show -vpn-sessiondb -detail -anyconnecti

Session 'Type: -AnyConnect ‘Detaileds

Username - - ‘- ‘: *

Assigned -IP--: -

Protocel - - - ': ‘Clientless -SSL-Tunnel -DTLS-Tunnels

License ' ' ' ' ': ‘AnyConnect ‘Premiums

Encryption - - ': ‘AnyConnect-Parent: - (1) none - -SSL-Tunnel: - (1) AES-GCM-256 - -DTLS-Tunnel: - (1) AES256+
Hashing--- - - -: ‘AnyConnect-Parent: - (1) none - S5L-Tunnel: - (1) SHA384 - -DTLS-Tunnel: ‘(1) SHAl~
Bytes Tx - Bytes Rx-' - -: 516+

?kts.n......:. - ..-...:.a._;

9kt§ b o 3 e 0 B U R s Pkts ‘Rx Drop -: -0+

Group ‘Policy ': ‘Df1tGrpPolicy '+ -+ ' ‘Tunnel ‘Group ': ‘AC-Default-Profiled

(Output-omitted)y

-*Filter -Name - ‘: ‘#ACSACL#-IP-AC-DACL-Default-598b5954¢«
>1

Outside-PC UE—K TRV by T £y Y3 VICRDET,

AnyConnect VPN v ¥ 3 v =HIliLE 9,

#1L < AnyConnect VPN v ¥ a v &RALE T,

d—44% :rita. /\XTJ—R :C1sco12345 TOYV AV LET, rita X IT TIL—FTDAVI\—TT,

AnyConnect H'#E#cE N /=5, Outside-PCDIAXR YK OV IHSKRD 2 DDIAXY KRERITLET.
a. pinginside.dcloud.local Zh (3TN %33 T,

b. ping NGFW1.dcloud.local ZhEMINT %3 TT, ISE A IT FIL—FICEID Y4 TS DACL Tld. IR TDHOHEB
FINAZAANDTZ V2 AWFAEINET,

8. NFGW1 CLI T, T[show vpn-sessiondb detail anyconnect] OY Y KEETLEY, HAOTKDEEEIELZT,

a. [1—1%%& (Username) ] : rita

N oo o b~ w

b. [EIhYTSh/IP (Assigned IP) ]: 198.18.14.x
c. [JIL—FRY— (Group Policy) ]: ITGP
d. [Z74J) %% (Filter Name) ]: #ACSACL#-IP-AC-DACL-IT-x
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O3 3

2ssion Type: AnyConnect Detailed

sername : rita Index : B979

ssigned IP : 198.19.14.10 Public IP : 198.18.133.23

rotocol : AnyConnect-Parent SSL-Tunnel DTLS-Tunnel

icense : AnyConnect Premium

ncryption : AnyConnect-Parent: (l)none SSL-Tunnel: (1l)AES-GCM-256 DTLS-Tunn
L: (1)RES256

ashing : AnyConnect-Parent: (l)none SSL-Tunnel: (1)SHA384 DTLS-Tunnel: (
)SHA1

ytes Tx : 14970 Bytes Rx s 312

kts Tx : 10 Pkts Rx o

kts Tx Drop : O Pkts Bx Drop : 0

roup Policy : ITGP Tunnel Group : AC-Default-Profile

>gin Time : 02:56:37 UTC Thu Dec 28 2017

uration : Oh:01m: 03s

nactivity : Oh:00m: 00s

LAN Mappina : N/A

9. AnyConnectVPN 7 54 7> M &Il LE T,
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A5 Y4 M VPN

COEBI. ROYRYVTEBINTVET,

c COINEBICDERATIV b 2ERT S
4 hE VPN Z58ET %

«  NAT #ERRSNZ1ERT %

« IVZARTXRYREFERALTY A ME VPN 28T % (77VF 213 FDM HAER)

« FOEZRIAVMO-ILRYI—ZZEEL, EEEZEATD
TEZEALTREEZTAINT S

COFEZDOERIE. NGFW & ASA ORICH 1 ME VPN Y RILERET S ETT,

Fl&

COINBEICDBERBRATI U b Z2ERT 5
1. [A7Y ¥k (Objects) |>[A T & (Object Management) | ICHEIL XY, [Rv hT—% (Network) | A7 ¥
N R—IDFREINFT,
a. [®RY bM7—2DENM (Add Network) 1> [A 7S =% DB (Add Object) | DIBEICEIRL X,
b. [&81 (Name) ]IC 'MainOfficeNetwork] & AHLE T,
c. [RYNT—% (Network) |A7¥ay Ry VEBRULET.
d. T1198.19.10.0/24] EANLZET,
[fR%E (Save) 122 Uw oI LET,

@

2. [®%y 7= DEM (Add Network) 1> [A 7Y o DB (Add Object) 1DIEICZ Uy LET,
a. [%#7 (Name) ]IC TBranch10OfficeNetwork] & AN LE T,
b. [®Yy ;7—%2 (Network) | A7 a3y RyvEIUvILET,
c. [198.19.11.0/24] EANLET,
d. [{£%F (Save) 122 UvoLET,

Y4 ME VPN ZE3RET %

1. [F/XA R (Devices) 1> [VPN]>[%4 k& (Site To Site) 1 ICHBEL £, [VPNDEM (Add VPN) ]> [Firepower Threat Defense
FJXA X (Firepower Threat Defense Device) |22 Uwv o LZET,

Z:55 120D VPN DOiEIRE;. [FirepowerT /N1 X (Firepower Device) ] I&. Firepower /N1 A THDEF 17 bV RILDER
Em‘t“?o

2. [#B1 (Name) ]IC TS2S_Branch1]l ¢ AL ET,

a. [®Ry b7—=2bROY (Network Topology) | T[R4 ¥ bV —iRA4 > b (Pointto Point) | NERIhTWb &%
BRUEXY, [IKE/N—Y3aYv (IKEVersion) | TIKEVII| HBA T T, [IKEV2] HA VY THB I E=EELET,
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E25_Branchl

*=* Point to Point

3.

525_Branthl o

=+ Paint to Point | B Hub and Spoke | 5 Full Mash

™ wevy M e

HA_Tast

Intirf sow: * 15P Sade

1P Address:* 0 196.18.133.2
T This IP is Private

Connection Type Bedirectional X

ertificate Map. w

wr

Biotactod Nebirarkai® G)'-—-bu

4. [/—KB (NodeB) | 0AflICH 2. MEBODTSFRAELEEEI/VYILET, XORDELSICT 4 —ILRICAAL. [OK]ZT Uy

AR

© 2018 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information. 59/119 R—Y



Cisco dCloud

L} Most Visited @ Certificate Server &2 ISE it FMC i Migration Tool a3 WSA @ API Explorer @ Unquarentine Dilbert @ FDM

Analysis  Policies JRELICH © s Create New VPN Topolor Add Endpoint

Device Management MNAT VPN * Site To Site < .
Topology Name: $2  Device:*® NGFWBR 1

Network Objects ? Interface:™ branchi_Outside

Available Networks & + Selected Metworks IP Address:* 198.18,132,142
o Branchi OfficeNetwork
a ™ This 1P is Private

Connection Type: Bidirectional

& 203.14.10.0
AC-NIW
any Certific ate Map: v 9 I
& any-ipv4 4

& any-ipvé Protected Metworks: *

8 Branchi-WAN-GW
&2 Branchl-WAN & Subet /1P Address (Metwork) " Access List (Exlendae

& Branchl_Networks @ i

S FMC-HQ-WAN_GW

& FMC_Private

Cancel

Lazl kagin an Tuesday, 2019-D1-1% al 14:51:47 PM Nam jump.dchud.lacal e oK | | Cancel

5 [IKE]7 7=ERLZET.
6. [IKEV2E%TE (IKEv2 Settings) ] DT D [/RU > — (Policy) ] T. [DES-SHA-SHA] #&IRUL ¥,

7. [IKEV25RTE (IKEv2 Settings) 1D T D [FREEY 1 7 (Authentication Type) 1 T. [HEIERIHEAF — (Pre-shared Automatic Key) ]
ZEIRLET,

3 [B# (Automatic) [5RE}F. FMC ARADIY RRA VM EEELTVWRSEICOXMERATEEYT, CDIFH. FMC ZZ YV
SARBEX—E#4EMTEET,
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S25_Branchl

=+ Point to Point ¥ Hub and Spoke | %* Full Mesh

: e T ikevi W IKEVZ
oo (R v

IKEv1 Settings
Policy:*

Authentication Type

IKEv2 Settings
Policy:* DES-SHA-SHA
hentication Type Pre-shared Automatic Key

Pre-shared Key 24

Length:*

8. [IPsec] ¥ 7 %&iERL T, [IKEV2 IPsec7O/R—1)L (IKEv2 IPsec Proposal) ] % [DES_SHA-1] ICZEEL XY,
9. [IKEv2 IPsec7O/R—#)L (IKEv2 IPsec Proposal) | D$RE (fR&E) 7/ dvEIUv I LET,

10. [DES_SHA-11%&2Y v o L. [EM (Add) 127 Y v LET.

11. AES-GCM ZEIfRL X7,

12. [OK]Z2 Uy L. R (Save) 127 Vv I LET,
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Topology Name:* §25_Branchl
Network Topology == Polat to Peint | ¥ bt and Spoke | S Full Mash

IEE Version:* I wevl P nEvz

Endpoants _nmrnd

Crypeo Map Type

[KEv2 Mode: Tunnal w

Transtorm Sets INEv ] IPsec Proposals IWEwZ IPsec ﬂmpr.rul{" I

RES-GCM

™ Enatie Securty Assocation {$4) Strength Enforcement
M Enable Reverse Route Injection
™ Enable Perfect Forward Secrecy

Lifetene Dursbon® 28800
Léatme Sire 4608000

= ESPW] Settings

HQ T NAT BN ZER T %

3 NAT BRARSME. NATICE > TT7 RLADZEHRENB VLS ICTBLHDHDTT, ZDLHICIE. NAT 7Ot X TEHS
NENXTYRE2TOT7 RLRAICRIVELRHD XTI, COMNEITINAT AT—MAY FDHIICEKET 20BN H D=5, IL—IL% [
HRTDONATIL—IL (NAT Rules Before) | AT TVICANZHELRH DT,

1. [F/XA R (Devices) ]> [NAT] ICBE#ILE T,
2. EF4AvEZYYyI LT, Default PAT/RY V—%iRELE T,
3. [JL—ILDEM (AddRule) 17Uy LXEY,

a. [NATJL—JL (NATRule) 1 ROy 77> YURNT[ATIVICHEA (InCategory) 1 & DXDEID NAT JL—JL (NAT
Rules Before) | ANEIRENicFXICLET,

b. [AY5—=TxAZXATI U b (Interface Objects) | ¥ THRRENE Y.
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Translaton  PAT Pool _ advanced

c

Add to
Source

Add to
Destnation

d. [InZone] ZER L. [EEITICEM (Addto Source) | 20Uy I LET,
e. [OutZone] ZEIR L. [FB5ICIEBM (Add to Destination) 122U v LET,
4. [ZHa (Translation) 19 7&EIRLE T,
a. [FTTD*E5T (Original Source) 1 KOy 74w U X kH 5 [MainOfficeNetwork] #i&RU £ 9,
b. [EHEMEETT (Translated Source) | KOy 75> Y X kM5 [MainOfficeNetwork] Z3&ERU £ 9
c. [FtDIEH (Original Destination) ] KOw 74> 1) X kH 5 [Branch10fficeNetwork] %i#RU £ 9,
d. [E#eE OIS (Translated Destination) | KOy 74 7> U X k5 [Branch10fficeNetwork] Z3&RU £9,

Manual NAT Rule nsert In Category v  NAT Rules Before

Static

Interface Objects PAT Pool  Advanced
Original Packet Translated Packet
MainOfficenatwork ranslated Source Addrass

MainOfficenetwork
Address

Branch10fficeNetwork ranslated Destinatior Branch10fficeNetwork

5. [5¥# (Advanced) 1% 7IC#EIL., BEA VI —T /4 A0 [FOFY ARP ZF5IC LAY (Do not proxy ARP) 1 & A VICUL
T. [OK 22Uy Y LEY,
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Manual NAT Rule Insert InC ¥ | NAT Fules Before ~

Static

interface Cbjects.  Tramslation AT Pool [T

6. [{RTE (Save) 127Uy I LZETY,

Branch1 T NAT @RI 2 ER T %
1. [7/\A X (Devices) ]>[NAT] > [Branch1 NAT] [CBBEIL. $AEF A V%V ) v I LTREED NATRY O —2FEELET.

2. [L—ILDEf (AddRule) 1=V v I LET,
a. [MY5—TzxzAZAATI ¥ b (Interface Objects) ]
i. [Branch1_InZone] =¥ J v L. [FEITICEM (Add to Source) 120U w I LET,
i. [Branch1_OutZone] =47 Y v o L. [585EICEN (Add to Destination) |22 v LET,
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Manual NAT Rule Insert In Category v  NAT Rules Before

Static

Transton AT Poo

silable Interface Objects & Source Interface Objects (1) Destination Interface

+ Branchl_InZone | o3 Branchl_oOutZone

1_InZond
1 OutZoge Add to

Source

Add to
Destination

b. [Z#2 (Translation) ]
i. [TD/NT v b (Original Packet) ]
1. [t?DiE{E7T (Original Source) ] : Branch1OfficeNetwork
2. [FtD%E% (Original Destination) ] : MainOfficenetwork
i. [ZH#aEO/T Y b (Translated Packet) ]
1. [ZHaBDE(ETT (Translated Source) ] : Branch1OfficeNetwork

2. [ZE#agD%ESL (Translated Destination) ] : MainOfficenetwork
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rectcocopcs [T eaTrool  advrces

Original Packet

Branch1OfficeNatwork

Address

MainOfficenetwork

In Category

Translated Packet

¥ NAT Rules Before

Ack -
Addrass

Branch10fficeNetwork

MainOfficenetwork

W

c. [F¥# (Advanced) ]

Cisco dCloud

i. BRAVI—T A RAT, [7OFY ARP ZF /T LAY (Do not proxy ARP) 122Uy I LET,

Manual NAT Rule

static

In Category

10. [OK|Zo Yy LZET,
11. [OK] 22U w 2 LT NAT JL—ILZRELZET,
12. [#7F (Save) | #27 U Y LT NATRUY—%RELET,
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FZOEX Ay hO—ILRYVY—%ZLEL, TEEZEATS

TIVFATARERHDED NS T4 v I AT BIL—ILZEBLE T,

1. [/RU— (Policies) ]>[772AX3> kO—JL (Access Control) ]>[7Z X3 kAO—JL (Access Control) ] DJEICEIR
L% 9., Base Policy 77X OAvhA—-II RUY—%iRELET.

2. [L—ILDEM (AddRule) 127 YUY o LET,
a. S2S_Branch1_VPN_Access L—)LZEUHLE T,

3. IEA (nsert) 1ROy 7FF UV YRIDS [F7AIMIHEA (intoDefault) 1 2&RLEY., Chid. 77X avhO-)L
R —TREDIL—IICKEDET,

772 aviE[FFA (Allow) |OFFICLET,

[V—Y (Zones) | 9 7H T TICEIRENTWBIFT TY,

[OutZone] ZER L. [EfEITICEM (Addto Source) |27 Vv I LET,
[InZone] Z3&4R L. [385EICIENN (Add to Destination) 122 U v L%,

N o o &

8. [®v hT7—% (Networks) ] % 7H 5 [Branch1OfficeNetwork] ZiZR L. [EETTICEM (AddtoSource) 127Uy LET,
9. [®v hT7—% (Networks) ] ¥ 75 [MainOfficeNetwork] Zi24R L. [F85CICEM (Add to Destination) 122U v o LZET,
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44441

i

b

10. [4 Y AXRY 3 (Inspection) | ¥ 7&ERLE T,

1. [BARY U — (Intrusion Policy) ] KAy 74> UZX ML S [FEEARY U— (Demo Intrusion Policy) 1 %#i#RU X9,
12. [Z74ILRY S — (FilePolicy) 1| KOy 750y UXRHS [TE 774J)L 7R — (Demo File Policy) | #i#RUX Y,
13. DEMN (Add) 22Uy o LT. COIL—INZ7oERX Ay bO—-IL RYI—ITEMULET,

14. [fR%F (Save) 122U v I LT. 77X Ay bAO—-IL RYI—ZRELET,

15. 1Y\ Y REFRZFAIT 5L SICBranch1 77X RUV—%2FEBULET,

Branch2 %4 ~EIC FMC %#58E 9 %

F:YFUAHSHIBRLTCDEY YVaVvERTTHEAIE. VFUA 2DEERTKRD IFirepower Device Manager (FDM
ONBOX) ZEAULET7 SV F 2BBORE]I /Y avaREwI2NEBELNHDET., ChiEF1tV R FHRICLZLDTT.

I CORETIE. 75 F 2L FDM (OnBox Manager) IC&>TEBEHINE T, A MEIVPNIZZT VX NS Xy MIEE
Shafich. IKEV2 F—%2FETRETI2DELAHD XTI,

1. [FINA R (Devices) 1> [VPN]>[H4 N (Site to Site) 1> [VPNDEM (Add VPN) ] > [Firepower Threat Defense] IC
BEILET.

2. [kROY% (Topology Name) ]: Branch2_S2S
3. /—RADIZEIF. /—F A[S2S_Branch1] DREFIE2 LU 3 [TV, EROEHRBICEELEXT,
4. J—KB

a. Extranet ZBIRU XY (FMC OBEEWRHM) .

b. [F7/\4 X% (Device Name) ]: Branch2

c. [IP7RKLZX (IPAddress) ]:198.18.133.4
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Add Endpoint

Device:* Extranet
Device Name:* Branch2

IP Address:* 198.18.133.4

Certificate Map:

Protected Networks: *

d. [RESh7cxv b T—7 (Protected Networks) | D75 REBEZV Vv I L. XY NT—=0 ATV b ZERLE T,
e. [&87 (Name) ] : Branch20Officenetwork
f. [®Yyb+;T—=2 (Network) 1A 73y RV sUvILET,
g. [”KL X (Address) ]:192.168.45.0/24
h. [{&% (Save) 122 VUw oI LEY,
i. [Branch20Officenetwork] 27 J v o LEd,
j DEM (Add) 122Uy I ULET,
k. [OKIZ2UvoUL., E5IC[OKZ7UvILET,
5. [IKE/RY &— (IKE Policy) ] T [DES-SHA-SHA] ZEIRL X7,

6. RREEY A7 : [FEBEAIHAF— (Pre-shared Manual Key) ]

7. [F— (Key) ]: C1sco12345, [F+—DFEEE (Confirm Key) ] : C1sco12345
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o

KEv1 Settings

Policy:*

&

KEv2 Settings

DES-SHA-SHA

Pre-shared Manual Key v ? 9

..Il.....q- —{ C15¢D123‘5

I Enforce hex-based pre

8. [IPsec]zZ Vv ULET,
a. IKEv2 IPsec Proposals ZiR&EL X9,
b. DES_SHA-1 ZiE/NL. AES GCM ZHIpRL 7.
c. [OKlZzoYvyoIULET,
9. [{£7F (Save) 122 UvoLET,
10. S2S_Branch2 @ NAT BRAMHNARY & —=ERLET.
11. S2S_Branch2 D77t RX RY I —%ER LT,

ToVF 254 MERERE
1. Jump PC T Remote Desktop 7 # JLFICBEIL. Wkstbr2 25 7LV Uy I LET,
2. I1—1%4% : Administrator, /\X7— K : C1sco12345

3. T—URTF—3avTPUTTY Zf&E. [192.168.45.45] &£ A/1L T, admin/C1sco12345!, /R— bk 22 (SSH) TOJ/ 1>V L
ia-o

F:GUIEZFARALT/IKRT—RZ2ZTETLIHEEF. N2AT—RICEHURNFE2ESHDIVENHDET, ZDIs, IXRT—RIC ]
ZEANTWEY, CLI T/INRAT—RZERET 25EE. BRXFRFITETTY,

4. lshow managers| & AZILX T,
a. [A—AILTEE (Managed Locally) | EXRRSINET,
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b. configure manager delete
c. Tyes] EANLET,
d. 7OV 7 b SEIHARZD%F5,.  [configure manager local | & AS1LT Enter Z# L E 9,

F:VYIRITOFYTIL—RDI=HIC. FDM (On Box Manager) AERIICSEHRESNTWET, g0 vy KEET
FT52ET. —BORERENTA=FHVUTFTEh, FHEZ/1 VAU EYNEINET,
5. Firefox 7o oY %HEE T, 192.168.45.45 [CIEENL £ 9

6. [F¥MHERE (Advanced) . [BIS+@iEM (Add Exception) 1. [t¥ 2 ) 7« FI5+DFEFE (Confirm Security Exception) ] DIEICY
Dy ULET,

7. I1—1%4% :admin, /XX 7—K : C1sco12345!

8. XoOEEAMIME. FID EHEARTSINET, W21 vy —T 4 X7 KL R (Outside Interface Address) | £ T FNAMICAY
D_)Lbijo

9. [DHCP %R (Using DHCP) | DiEICH 2EMEFIRLET,
10. [FEAS (Manual Input) 122Uy I LZET,
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Qutside Interrace Address

Connect GigabitEthernet0/0 (Outside) to your ISP/WAN device, for example,
your cable modem or router. Then, configure the addresses for the outside
interface.

Configure IPv4

Manually input

1. 84 Y5 —7 x4 X 7KL X (Outside Interface Address) | 8 EL £,

. [IP 7KL X (IPAddress) ]: 198.18.133.4
e [RYbFT—2U TR (Network Mask) ]:255.255.192.0
« ['—bUxA (Gateway) ]: 198.18.128.1

Outside Interface Address
Connect GigabitEthernet0/0 (Outside) to your ISP/WAN device, for example,

your cable modem or router. Then, configure the addresses for the outside
interface.

Configure IPv4

Manually input

IPv4 Address

198.18.133.4

Manually input

255.255.192.0

Gateway

198.18.128.1|

Configure IPv6

Using DHCP

12. OpenDNS #—N\%FEHAL T, BBA VI —T A RAZRELET.
13. #—v v $—/(198.18.1281 #F v L% T,
14. )RAM%Z NGFWBR2 #F v % L. RN (Next) |22 Uv o LZET,
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Management Interface

Configure DNS Servers

USE OPENDNS

208.67.220.220
JNS IP Address

198.18.128.1

Firewall Hostname

NGFWBR2|

15. www.cisco.com NDEFEFRICKBLILEWDI Ay E—IDARTRINTEZNIIERL. NTP Y —EXDOREICBELET,

16. NTP H—NZFHTRELEXT,
a. [#14LY—y (TimeZone) | TERDIAL YV—VERIRLEY,
b. [NTP %A A H#—/X (NTP Time Server) | T [FEIASN (Manually input) ] #2IRULE T,
c. IP7RLZRIC 198.18.128.1] ZAHLET.
d. [R~N (Next) 122UvwoLEY.
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Time Setting (NTP)

System Time: 11:35:48PM December 18 2017 -07:00

(-08:00) AmericafLos_Angeles e

Manuslly input

(3

198.18.128.1|

17. TNT[AY—bk T4V X (Smart License) ] BRRINZDT. [BFENED 90 HE DA = BRI %
evaluation period without registration) ] Z8IRULE T,

(Start 90-day

Check out the Sample Data that will be sent to Cisco.

Your device establishes a secure connection to the Cisco Cloud so that
yvour device can participate in additional serwvice offerings from Cisco such
as technical support services, cloud management and monitoring services.
Your dewice will establish and maintain this secure connection at all times.
You can turn off this connection at any time by disabling both Cisco
Success Network and Cisco Defense Orchestrator. Disabling both will
disconnect the device from the cloud.

Disconnection of Cisco Success Network and Cisco Defense Orchestrator
will not impact the receipt of Updates or operation of the Smart Licensing
capabilities; such functions will continue to operate normally.

Enable Cisco Success Network

Start 90-day evaluation period without registration

FPlease make sure you register with Cisco before the ewvalusation period ends.
Othaernwise v will not he ahle tn make anwy chanoes tn the device

BACK FINISH

© 2018 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information.

74119 R—Y



Cisco dCloud
. __________________________________________________________________________________________________________________________________________________________|

18. JROBEETI[A VY —7 14 R (Interfaces) 1 £7cld [/RY ¥ — (Policy) 1 DREEKDHSNET,
19. [1 ¥ —7 x4 R (Interfaces) | Z&IRLT. BEEEZERELET,

Configure Interfaces

Configure Policy

¥: 41 > %—7 11 X GigabitEthernet 0/1 H192.168.45.1 TH 2 L %2MERTEE I, £/ S 8B( >~ ¥ —7 1 X GigabitEthernet
OO0 ICHFETRESNINBA VI —T A AN H B LZHRTEXT, COTNARICE. BTHAME VPN ZERET 57
HICRDET,

20. [F/X4 R (Device) ]IC#&EIL. [V MREVPN (Site to Site VPN) ] D [BREDZERTR (View Configuration) 1 £ TTRAMICR
s0-ILULET,
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Interface =l 2| A Routing

Smart License Backup and Restore

Site to Site VPN

21. [Y4 MEESE/ER (Create Site-To-Site Connection) 122Uy Y7 ULEY,

WS AL WA LOC A MITWORT AR T R AT DX IMRT

22. [4&#1 (Name) ]: Branch2-HQ

23. [A—AIWVPNFZ I ERA4>%—7 x4 X (Local VPN Access Interface) ] : outside
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24. [A—AHI xRy hT—2% (Local Network) | T[+HZ2ZUv o L. FiEXRY b T—U DER (Create New Network) (&2 U v ¥
LET,

Branch2-HC

LOCAL SITE REMOTE SITE

te Network

o We don't recommend to use "ANY”" forthis option.

CANCEL

a. Xy bT—=U ATV bDEM
i. [#&F] (Name) ]: Branch2Network
i. [®RYykT—% (Network) ]IC 192.168.45.0/24] £ AHLZET,
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Add Network Object ® X

Name

Branch2Network

e

Network

®

Network

192.168.45.07/24]

b. [OK|Z2ZUv I LZET,
25. FHILLER LRy b7 —UZ&RL. [OK| 22Uy ILET,

26. [UE—KIP7Z KL X (Remote IP Address) ]IC 198.18.133.2] (NGFW1 OHNEF7 KL R) EAHLET,

27. [UE—bFXY bT—% (Remote Network) | TRXY N T—0 ATV U FZERTICE. [+ 20Uy I LT EFRRXY b~
7—2 OERK (Create New Network) 122Uy L&ET,
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RO I DI

te |IP Address

198.18.133.2

Remote Network

o We don’t recommend to use “ANY” for this

option.

28. [&#T (Name) ]: HQ-Network

29. [®wv k7—% (Network) ]:198.19.10.0/24 (tAxXY kT7—%)
30. HQ-Network Z®IRLT[OK] 22U v HI LZET,
M. BHIO774INVERDESICTRDET,

Branch2-HQ

LOCAL SITE REMOTE SITE

PN Ace

outside 188.18.133.2

Branch2Metwr
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32. [IKE/RY 2 — (IKE Policies) ] T [#®& (Edit) 127U v I LET,

VPN connections.

IKE VERSION 2 c IKE VERSION 1

Globally applied

33. [DES-SHA-SHA] ZEIRLT[OK] 20/ v/ LEY.

Edit Globally: IKE v2 Policy

34. [IPSec7O/R—)L (IPSec Proposal) | T [#"&E (EDIT) |24 Uv o LZET,
3. HF7q4aAv&xI Vv I ULET,
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36. [F7AJLNERTE (in Default Set) ] &4 >TLV5 [DES-SHA-1] #i#IRL. [OK|Z#2 Vv I LET,

Select IPSec Proposals

SET DEFAULT

37. 20D AT 3y
a. [O—AHILERIHEE+F— (Local Pre-shared Key) ]
i. C1sco12345
b. [UE—kMETF7EHEfEH+F— (Remote Peer Pre-shared Key) ]
i. C1sco12345
c. [NATERAFRS (NAT Exempt) 122 v LT, [AEA V5 —7 =4 X (Inside Interface) ] ZFIRL X 7.
d. [R~N (Next) | ZERUZT,

e. WREUT[ET (Finish) 122V vyoULET,
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Branch2-HQ Connection Profile

o Peer endpoint needs to be configured according to specified below configuration.

VPN Access outside [198.18.133 4) Peer IP Address 198.18.133.2
Interface IP

<
Network 192.168.45.0/24 Peer Network 198.19.10.0/24

IKE Policy des-sha-sha-5

IPSec Proposal des-sha-1

IKE ¥1: DISABLED

NAT Exempt The protected traffic on interface: Physical Interface : inside - 13 exempted from network addeas translation on NGFW

dewvice 192.188.45.45

Erenchi-HQ teide BranchiNetwork ingsdw W

38. FDM T ACP #H#EEL, 1 YNNIV REFEHALETD,
39. EEDREH

TEZEALTREZTANT S

1. FMC TEEZEBAL. BANRTITZXTHLIET,
2. Jump PC T, NGFW1 NGFWBR1 A®D PuTTY k%=, 1—4%4% : admin, /AT —K : C1sco12345 TOY 1Y L E T,

3. NGFW1 CLI T lshow crypto ipsec sa peer 198.18.133.142] E AJILE Y, IPSecttxaVUF4 7Y I I—YavVidEELR
WE9 T,
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> show crypto ipsec sa peer 198.18.133.142

There are no ipsec sas

> 1

4. NGFWBR1 [C#E&1L T Tshow crypto ipsec sa peer 198.18.133.2] AN UL E Y., EHIIH O FHA,

> show crypto ipsec sa peer 198.18.133.2

There are no ipsec sas

> i

5. AEB Linux H—/XICxd3 3 PuTTY vy 3 v afE. 1—4H4%4 :root. /XA T—NK : C1sco12345 TOY 1V L XY,
6. MIZF Linux —J/X® CLI T, [ping branchl & AHULEY ., ##EIC. ping IFEIILET,

root@inside ~]# ping branch

ING branch (198.19.11.200) 56(84) bytes of data.

4 bytes from branch (198.19.11.200): icmp seq=2 ttl=64 time=48.
bytes from branch (198.19.11.200): icmp seq=3 ttl=64 time=54.
bytes from branch (198.19.11.200): icmp seq=4 ttl=64 time=56.
bytes from branch (198.19.11.200): icmp seq=5 ttl=64 time=54.
bytes from branch (198.19.11.200): icmp seq=6 ttl=64 time=24.
bytes from branch (198.19.11.200): icanseq-? ttl=64 time=33.
bytes from branch (198.19.11.200): icmp seq=8 ttl=64 time=64.
bytes from branch (198.19.11.200): icnp_seq-B ttl=64 time=43.

L= - - B PV i — ]

bytes from branch (198.19.11.200): icmp seq=10 ttl=64 time=54.
bytes from branch (198.19.11.200): icmp seq=11 ttl=64 time=46.
bytes from branch (198.19.11.200): icmp seq=12 ttl=64 time=54.
bytes from branch (198.19.11.200): icnp:seq-13 ttl=64 time=44.
bytes from branch (198.19.11.200): icmp seq=14 ttl=64 time=54.
bytes from branch (198.19.11.200): icmp seq=15 ttl=64 time=44.

L - - -

C
-- branch ping statistics ---
5 packets transmitted, 14 received, 6% packet loss, time 14021ms

24 i dammce e fmdnen — DA AAATAD AR JEA NN /D OE -

7. NGFW1 CLI T Tshow cryptoipsecsal EANULET, SEIE. IPSectFall7a FYII—YavhFEELET,
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- show crypto ipsec sa |

interface: ISP-Side
Crypto map tag: CSM ISP-Side map, seq num: 1, local addr: 198.18.133.2

access-list CSM IPSEC ACL 1 extended permit ip 198.19.10.0 255.255.255.0 198.19.11.0 255.255.255.0
local ident (addr/mask/prot/port): (198.19.10.0/255.255.255.0/0/0)

remote ident (addr/mask/prot/port): (198.19.11.0/255.255.255.0/0/0)

current peer: 198.18.133.142

#pkts encaps: 9, #pkts encrypt: 9, #pkts digest: 9

#pkts decaps: 9, #pkts decrypt: 92, #pkts verify: 9

#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 9, #pkts comp failed: 0, #pkts decomp failed: 0
#pre-frag successes: 0, ##pre-frag failures: 0, #fragments created: 0
#PMTUs sent: 0, #PMTUs rcvd: 0, #decapsulated frgs needing reassembly: 0
#TFC rcvd: 0, #TFC sent: 0

#valid ICMP Errors rcvd: 0, #Invalid ICMP Errors rcvd: 0

#send errors: 0, #flrecv errors: 0

local crypto endpt.: 198.18.133.2/500, remote crypto endpt.: 198.18.133.142/500
path mtu 1500, ipsec overhead 58(36), media mtu 1500
PMTU time remaining (sec): 0, DF policy: copy-df

8. Jump Desktop T PUuTTY UV V% ZEEXY, [/ 5 FLinuxH—/\ (Branch Linux Server) ] E WS HERIRES Nty avai
YTNIOVUY I ULET,

9. dA—H¥Hroot, /N\XTJT—R C1sco12345 O/ 1M1V LXT,
10. Tcurlinside] ¢ ADLEYT., ThIZMINT 3139 TY.,
11. B Linux H—/NICER D, Tping 192.168.45.225] & ANLET. ThIZIIT 39 T,

e

root@inside ~]# ping 192.168.45.225

‘ING 192.168.45.225 (192.168.45.225) 56(84) bytes of data.

'C

== 192.168.45.225 ping statistics ---

8 packets transmitted, 0 received, 100% packet loss, time 1699%ms

rootfinside ~]# ping 192.168.45.225

‘ING 192.168.45.225 (192.168.45.225) 56(B4) bytes of data.
4 bytes from 192.168.45.225: icmp seq=2 ttl=128 time=35.
4 bytes from 192.168.45.225: icmp seq=3 ttl=128 time=23.
4 bytes from 192.168.45.225: icmp seq=4 ttl=128 time=23.
4 bytes from 192.168.45.225: icmp seq=5 ttl=128 time=33.
4 bytes from 192.168.45.225: icmp seq=6 ttl=128 time=15.
i4 bytes from 192.168.45.225: icmp seq=7 tt1=128 time=54.
id bytes from 192.168.45.225: icmp seq=8 ttl=128 time=35.
id bytes from 192.168.45.225: icmp seq=9 ttl=128 time=46.
id bytes from 192.168.45.225: icmp seq=10 ttl=128 time=33.3 ms

4 bytes from 192.168.45.225: icmp_seq=11 tt1=128 time=33.2 ms

'C

-- 192.168.45.225 ping statistics -—-

1 packets transmitted, 10 received, 9% packet loss, time 1001dms
tt min/avg/max/mdev = 15.895/33.465/54.045/10.617 ms
rootéinside ~14 |}

N OO0 WMN S

12. NGFW1 CLI ICRD. Tshow ipsec sa peer 198.18.133.4] £ AL X,
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> |show crypto ipsec sa peer 198.18.133.4|
peer address: 198.18.133.4
Crypto map tag: CSM ISP-Side map, seq num: 2, local addr: 198.18.133.2

access-list CSM IPSEC ACL 2 extended permit ip 198.19.10.0 255.255.255.0 192.168.45.0 255.255.255.0
local ident (addr/mask/prot/port): (198.19.10.0/255.255.255.0/0/0)

remote ident (addr/mask/prot/port): (192.168.45.0/255.255.255.0/0/0)

current peer: 198.18.133.4

#pkts encaps: 55, #pkts encrypt: 55, #pkts digest: 55

#pkts decaps: 55, #pkts decrypt: 55, #pkts verify: 55

#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 55, #pkts comp failed: 0, #pkts decomp failed: 0
#pre-frag successes: 0, #pre-frag failures: 0, #fragments created: 0
#PMTUs sent: 0, #PMTUs rcvd: 0, #decapsulated frgs needing reassembly: 0
#TFC rcvd: 0, #TFC sent: 0

#Valid ICMP Errors rcvd: 0, #Invalid ICMP Errors rcvd: 0

#send errors: 0, #recv errors: 0

local crypto endpt.: 198.18.133.2/500, remote crypto endpt.: 198.18.133.4/500
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DFIVAGE®ZSIVVITENTITN Y a—TFTaVT
CDEBIF. RDYRITEREINTWET,
+ AnyConnect I—H 7V T4 EFTADEZSIVYT
NSTWNoa—Favy
FMC ZfEH L T. AnyConnect 1—4% PO T A ETADEZF VT EN T TN a—TFT4 VT &2ITVET,

FlI&

AnyConnect 1—H% 7V 74 ET1 DEZ=ZF VT

Dty 3T, AnyConnect ZIBLTOV A Y Uiz, IRTD7Z VT4 7 AI—2EZFIVITELT,
1. JumpPCHASUE—F FRIMNYT 7AINTZHAEZET,
a. [9VEFPC (Outside PC) 122U v o LET,
b. I1—%% : Administrator, /XX —FK : C1sco12345 TOJ/ A1V L&Y,
c. AnyConnecttzvy ¥ avzRIRLET.
i Windows 7 X7 by 7OTED LA ZT )y I LET,
i FklE. RF—b AZ 2 —0D®EFE/N—I(C TAnyconnect] EANULET,
d. [t (Connect) | R7 %)y ULET (ngfw-outside.dcloud.local ICHERT 2IET TY) .
i  1—%Y4% :Rita
i JURTJ—FK :C1sco12345
2. FMC T. [#Z (Overview) ]>[¥ v & 27/R— K (Dashboards) | > [7 ¥ t Z#lfHl & n iz 1 — D#EEHEIR (Access Controlled User
Statistics) ] ICEEMLE T,
3. [VPN]97%BIRLEYT., VPN S 74 v IBERDV4 IV MR T DOHDET,
4. [ (Analysis) ]>[2—Y (Users) |>[7Y 57«47 v a3 (Active Sessions) 1 ICEBEFLET.
a. Rta®VPNEyYaUARRINTWNET,

b. RitadDEyYavoEAICHZDFzvIRYIREZAVICLT, [AZ 7Yk (Logout) 127V vIULET,
7OV 7R ERE NS, [#IT (Continue) 127U v I LEY,

o xy hT—IBRHICE>THRHEI W -, D7 VT4 7 £y avERRINDIBENHD I, &xlE FIPEy Y avE
BUTHRHEINETANDPERRINZERTYT, BRICTSEHIC. Zhontyya v EORICEEFRATLWEEA.
I—Y, BLVI—UHFBREESNWHEOFMEREZET BT, [H (Analysis) ]>[Z—H (Users) ]>[2—H (Users) ]
ICBEmLET.

5. Outside-PC T. Rita p*OJ 7ML TVWB I EEREELET,

6. FMC T. [©M7 (Analysis) ]1>[Z—Y (Users) |>[2—HF7 U T« EFT 4 (UserActivity) [ ICBEILET, CDI+s Y RIIC
iF. BESLUEEDI—HY £y yaVvOEHHEIRRINET., BOENMNTTIOR—-IDEHREERLTLLESIL,
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NN a—FTavT
DY a3V TlE. NGFW D VPN A XY k@D Syslog LXILEZELE Y, NGFW1CLI IS, BEXAMNBRN S TNV a—FTa vy
AV RBEITLET,

1. FMC T. [F/\1 R (Device) ]>[VPN]>[MZ 7L a—F« % (Troubleshooting) 1ICELET, LOA—KRHARRINT
WRWZ EITEFELTLEZL,

2. FMC T. [F/\A1 R (Devices) 1>[7Z v b7+ —AKE (Platform Settings) 1 ICBEILE T,
a. BLWTFEZN [BEXERERY ¥— (Threat Defense Settings Policy) 124 Uv o ULET,
b. 7RY < —[C THA Test Settings Policy] & W\ &R1ZRFITET,
c. HA Test 7/\A4 Z&ZEIRL. [/RY—ITBM (Addto Policy) 127Uy LET,
d. [R%E (SAVE) |22 UvYLXEY.

Ha_Test Setting Policy

Add to Policy

3. [UR%E (Save) 120Uy o LEYT, RUI—DHHE, RETEZLDICHBDET,
4. EAlOFETST—2 3y XA VT, [Syslog] #EIRLET,

a. [VPNOXYJE&E (VPN Logging Settings) 1 T. AX Y LAXJIL% [IE#R (informational) J ICEE UL X9, EH{E
BRIEBTIE. [T5— (errors) | FE [7T—h (alerts) 1ICRRET 2 LabE#HLET,

b. [{R%F (Save) 122VUv o LZET.
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ARP Irspecton Loggng Castinations  Emal Satup  Eventlsts Ratalimit  SydogSettings  Sysdog Sarvers

Banne

gment Sethngs Basit Logging Settings

Syslog
Time auts
Time Synchromzation VI Logaing Settings

JCAPL/CC Comgplance

5. HA Test DEEZEALZET,

6. Outside-PC T. WK DNMDVPN 7 I T4 ET A ZERULET, HEXEVPNEY Y a v EEGREEVNTZ2 70714 ET7+
Tg-o

7. FMC T. [T7/\A1 X (Device) 1> [VPN]> [k 5 7L a—F« ~% (Troubleshooting) [ ICRD E9., LOA—RMAKRRINZET,
FRINBULISEEIF. CTOR—IDOREEBRERAEL T LEEL,

8. NGFWACLI TXRDAIVKDWK DHERITU. N T TNV 2a—FT 4 V7 EEOHREIELET. ChS5DIOTY Y KIFRA
VPND RS TN a—Ta VIR IBET., EICBBRAICAEINTVWSHLDTY,

show vpn-sessiondb ?

a
b. testaaa-server ?

c. debugcryptoca? (FIRAZEORBED N7V a—T4 v JIZEX)
d. debug crypto ipsec ?

e. debugldap ?

f. debugaaa?

EVT—IIERICBBI DN TN a—TaVT
1. Jump PC [C#EIL. NGFW3 [CX¥9 % PuTTY £y ¥ avEREET,
a. d1—%% :admin, /XX7—K :C1sco12345 TOJ 1V LE T,
b. Tshowmanagers] & AHULZET,
i NR—IvDERAT—YANMREBELTRRENET,
2. FMC Web R—JCBEILE T,

a. [F/NA X (Devices) |>[T/\A A& (Device Management) 1(C#&1L. [BAN (Add) 1>[F/\4 X (Device) 1D
IHICZ Uy o LET,
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Add Device

Host: 198.19.10.83
Display Name: NGFW3
Registration Key: ciscol23
Group: None

Access Control Policy: | Base_Policy

Smart Licensing
Malware: v

Threat: v

URL Filtering: v

v Advanced

) On Firepower Threat Defense devices version 6.2.1 onwards, AnyConnect
VPN licenses can be enabled from smart license page

| Reqgister | Cancel

3. TN/ ZDEM
a. [PRAX B (Host) ]1:198.19.10.83
b. [&~R% (Display Name) ]: NGFW3
c. [ZE8k+— (Registration Key) ] : cisco123
d. [Z77tX3ybO—)LR) U — (Access Control Policy) ] : Base_Policy
e. ZA4tEVR
i. [¥ILDx7 (Malware) |Z=Fxzv?y
i. [BEE (Threat) | ZF v
ii. [URLZ4J)L%Y >4 (URLFiltering) 1ZFxzv?
f. [BRZEIVYY
4. BRHNKRBULET,
5.  Tping system fmc.dcloud.local (198.19.10.120)1 & A/1LT. NGFW3 15 FMC ICH)iETE 5N 2R LT,
6. NGFW3 T [Pigtail ALL] £EAHNULET,
a. Enter ZHEHILZXT.
b. BRI VEHEHLEY,
c. NGFW3 hSDHAZMHEBLET.

FPUTTY By Y3y THAERERET R LS. Jump PC D Notepad++ [CH A2 IE— L THEETZIEHLTEET,

7. IZ—AyE—IDPRREINTVENESHERELEY (HARRET MRS TVBRBELFHDET) .
8. Ctr+CZHLT/OYFMIRDET,
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9. Tsftunnel-status] EAHDUZET,
a. FYRIDKEREShTWRWC EEERTEET,

I : SBEET 5 — (*hint check password*) ARDHAS5EWNEE, NGFW3 OOV Y R 7OV 7T lexpert] EASILET,

10. Tcat /etc/sf/sftunnel.conf] EANULET,

CeLD> Leyldlieleu

eers_ pending

fmc.dcloud. local
{
role 1;
host fmc.dcloud. local;
ip fmc.dcloud. local;
reg key Clscol2345;
uuid fmc.dcloud. local;
}

eers routed

AnkOnatfeis Thama ladminwd B

1. exit EANLET,

12. Tshow managers] EANT B L. BFIMREEDTHEZEHDIDET,

13. FMC ® Web XR—J[CRD, T57— AvE—JICHLT[OK 27U v I LET.

14. sftunel.conf 7 7 1 JILOARARICEDLE TERF—2ZTEL. [BER (Register) 127U v I LEY,

I : Tpigtaill] EANT B E. pigtail #EBEAVICLT, BR7OERAERRIBIENTEXT,

FDM Z8RICBEEIT B S TILYa—FTa vy

1. JumpPCOUE—F FRIMY T 7ANTICEHLET,
a. Wkstrbr2 #7 Vv o ULEd (JART—R : Clsco12345) ,
b. Firefox 75 0H%Z2Uvw - L. FDM (https://192.168.45.45) Z#HZ£Y .
c. I—14% :admin, /XX —NK : C1sco12345! T, FDM [COJ A4 Y LT,
[7/84 R (Device) 1> [JL—F 4 ~% (Routing) | > [REDZKRT (View Configuration) 1 DIEICTZ Vv I LK,
[7%Z 3y (Actions) 1F)ICBEILE T,
1TEHOME7 VI Vv I LET,
TF—bozAORAYTIIVERMNZEI YUY I LET,

o M w0 BN
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6. [FFRERY NT—- DIERL (Create New Network) ] Z&IRLE T,
a. [®&HI (Name) ]: tsroute
b. [RZ Kk (Host) ]:198.18.133.4, [OK] £& U w4 LT,
7. [—b7U x4 (Gateway) | T. FILLEHE /=T — D 1 tsroute ZFEIRL F T,
8. [M1¥%—7 x4 R (Interface) ] T outside ZEIRL 7,
9. [OK|Zz2UvoLZET,
10. (BB (Deploy) 227Uy o LZEY,
M. EANRTIBETHLEET.
12. [RAF—% X (Status) ] IC [%kBX (Failed) ] ERRSINET,
13. 7w U 9B LHMARTENET,

Pending Changes

€3 Last Deployment Failed
20 Mar, 2019 03:43:19 PM. See Details

Deployed Version Pending Version O Leseno

€) Network Object Added: tsroute -

subType: Host

value: 198.18.133.4
isSystemDefined: false
dnsResolution: IPY4_AND_IPVWE

name: tsroute

E

%’i{é Static Route Contalner Edited: Static-fRoute-Entry-Container
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Preset filters: Deployment History

20 March, 2019

® 15:45:07 4 Deployment Failed: UUser (admin) Triggered Deployment

o ERROR: Invalid next hop address 198.18.133.4, it matches our IP address
Config Error -- route outside 0.0.0.0 0.0.0.0 198.18.133.4 1

Summary  Differences View

Event Type Deployment Event
User admin
Source IP SYSTEM

Entity ID 2d2c96c5-4b59-11e9-919e-6530bb7c050b

14. XKOZANKY 7 PRLRICETBZIS—HRRENET,
a. FDMI[CR->CRIE%ZEIELET.

N7y b bL=YENXTY N FYTFrv2ERLIENS TN 2a—FTa VY
1. NTy b MNL—H%ERT 35S
a. BEDR—FEDORT T4 v h LinaData /XX & Snort IC&K>THAIShTWAZ E&EELET,
. EF¥aVFqAvFIVIIVR (IPLE2T—Y3YV)
i. L3/L41PSBAIL—IL
b. X7y bk FL—UDEERELEN (L7 FE2II 2L —bTERWVEH)
i. IDX—=ZXDIL—IL
ii. ii. L7 B8:E (SIDNS/URL, App ID. Z7AILRUZ—, L7TRAIL—I)
NTy b L= SR
1. FMC T. ["RU ¥ — (Policies) ]>[7ZtX3> hO—J)L (Access Control) 1IC#&1L. Base Policy Z#R&EL £,
2. [FiMIL—ILOEM (AddNewRule) 127Uy I LET,
a. [#87 (Name) ] : Packet-Trace Rule
b. I—IL1DERHDIL—ILZRELET.
c. [7YY3v (Action) 1 T[ZAvY (Block) 1E7E[7AvoZLTYEY b (Block with reset) ] %i&iR
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i

[V—Y (Zones) ]:[PE{ETY — (Source Zone) ]: InZone, [38%Y —Y (Destination Zone) ] : Outzone

[®&w b 7—7% (Networks)]: BEISTT®R v b 7—% (Source Networks)]: [MainOfficenetwork]. [58 5t % v I 7 — % (Destination
Networks) ] : any-ipv4

[7 7Y —< 3y (Applications) | : (fERATRER 77 7Y - —< 3 > (Available Applications) ] IC TICMP] & AL, [T «
BT BIRTDFT 7Y 45— 3> (Al apps matching the filter) 1 Z3&RL. [JL—ILICIEBM (Add to Rule) ] %&
JUvIULEY,

[fERATgER 7 7Y —< 3> (Available Applications) 1IC TFTP] EABL. [ZA4 LT IC—RTZINRTOT TU 45—
¥ 3> (Al apps matching the filter) 1 Z&RU T, JL—ILICE (AddtoRule) |20 U v o LET,

[OF Y% (Logging) 122 VvHILET,

i. EHMIIFICOX Y (Log at Beginning of Connections) 122U v LET,
[EMN (Add) 122V v o ULET.
[#RELTEA (Save and Deploy) 122U v % LT HA Test ICEALEY,

T TEHEBBIRIEDICMP & FTP [CEEET 23 XRTOFZTUT—yavEBIRLELLHY, 70995 2EEDT TV —
avEaLDHNKIEETEXY,

>

a.

b.

1—4H4% :admin, /XXTJ—K : C1sco12345 T, NGFW1 A PuTTY Ly Y3 v EHE%9,
I'packet-tracer input LAN-Side icmp 198.19.10.200 8 8 198.18.133.2001 & AH L X7,

71— XeHRTBE. N7y D SNORT [CESN TS SICUEIED SN LN DD LT,

SNORT T, 7AOv 2 LTYty bI2I—)LIDAEREN. Ty hOROY THERENICIEZHBTEEY.

5. JRIC FMC T Packet-Trace AY Y REEZELE T,

o

[T/X41 X (Devices) 1> [FT/\«A REHE (Device Management) ] > [NGFW1] [CBEIL. FSTNY2a—F4 VT 7A4AV%EI )Y
AVF-3-

7. [BERNSTILY2—FT 4% (Advanced Troubleshooting) 127U v LX9,
8. Ty bhrhL—YZBRULET,

a. [I\7rv bk %47 (Packet Type) ]: ICMP

b. [41>v%—7 x4 X (Interface) ]: LAN-Side
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]
c. [EfErt (Source) ]:198.19.10.200
d. [#47 (Type) 1:8 (TO—EK) (8 (EchoRequest)) . [1—K (Code) ]:8
e. [385% (Destination) ]: 198.18.133.42
f. [R¥—bk (Start) 120V v I LET,

F: U4 VRIICRTENTVWSBNGFWI OOY VR SAVOBRERBUERIABOSNET,

9. FTPICXI /XUy b bL—YZEYRTYTLET,
a. \7v bk #47 (Packet Type) 1: TCP
b. [%fE7T (Source) ]:198.19.10.200
c. [EETR—bB (Source Port) ]: 1111
d. [38% (Destination) ]: 198.18.133.200 (%}&B Linux Server)
e. [3E5%/AR— bk (Destination Port) ]: FTP
f. [2U7 (Clear) 122V vyo2 L%,
g. [R¥—b (Start) 127U v I LET,

F:7x—X213ERLIEIL—ILOF Ty IHTY, 7x—X 14 TlE, SNORT TIL—ILHEERSIh. Ty N EXETZLH

WrehEllk. X7y FORVIOEBAMNIEEFEI NI ITH, BEONT Y MIFEESIhFEA. TNETANTBIC. JumpPC ICFB
L CAE Linux B—ICH T By avalE,. Tftpoutside] EANLET, 7OV T IIARTREI NS guest TOY
AYUET, AVY RICHUTEBERA BN EERT AV E—INRRINET, FTIVRAR—KN IV RRS Y MHERIhTWY
FtHA. [EHEA XY M (Analysis Connection Events) [ ICEIL. FTIDA7OvY&h, Uty bEhizCc & ZBELET.

Fv7Fv (FL—ZFE) TR

F:RST74v T FYTFrICIE. LinaR—Z&E Snort R—AD 2 DDF A THHDET,

1. Lina LX)l : capture

2. SNORT L XJL : capture-traffic
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Name® Capturewtrace Interface®
Match Criteria;

Protocol™: ICMP

Source Host*: 198.19.10.200 Source Networl
Destination Destination

an
Host* y Network:

[T SGT number (0-65533)
Buffar:
Packet Size: 1518 14-1522 bytes " Continuous Capture W Trace

Buffer Size 33554432 1334-33554432 ® Stop when full Trace Count: | 100

bytes

| Saye I Cancel

3. [F/XA R (Devices) 1> [F/\41 RE (Device Management) ] ICHEIL. NGFW1 D KRS TN a—Fa v T 74 aAVET Y Y
IULZFET,

4. [BEBNZTIYa2—FT 4% (Advanced Troubleshooting) |22 U v o LZET,
5. [¥v7F+v (FL—ZffZ=) (Capturew/Trace) 127Uy L%,
6. [Fv7Fv DB (Add Capture) 127Uy I LET,
a. [&HEIl (Name) ]: Capturewtrace
b. [M¥v7—7zx4 X (Interface) ] : [LAN-Side]
c. [ZOk3JL (Protocol) ]:ICMP
d. [X{ETT/RA  (Source Host) ]:198.19.10.200 (PIZE Linux H—/\)
e. [FE5%/ARR K (Destination Host) ]: any
f. Xy 7 7Y« X (Buffer Size) ]: 33554432 (32 MB)
g. [ML—X#% (Trace Count) ]1: 100
h. &% (Save)

T ICMP 25T 3577 R RY U—%BIRL TLWRW=8, ping BNREELETH. Ty MERRESNhET, £/, 774
L% PCAP IR TZ DS 7RD Wireshark [CZZ AR— M TEF T,

7. Jump PC [C#8E1L. AIEB Linux H—/\T lping outside] & AHLZT,
8 MWIOMEBBLTENT Y FERRV 14V RVICBEHRIARTRINBWVESIE, EFRYy 2TV YO LET,
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9. KTy bhhAFRRINES, ping ZELELET,
10. ERLTIXT Y b £ TFvICDWT [fRE (Save) | 74V &I Uy I LET,
a. 774)% PCAP R TRELXT,

M. 7OYTRDBRIRENIS [7 71 ILDRTF (Save File) | Z#RL. [OK] 27 Vv I LET,

12. Firefox DF D vO—REKEMNS, FO0O0—-RULET7 71 ILEERLET,

TR fB065a%-e787-11e7-941 .. 5-capturewtracel.pcap
Completed — 14.6 KB

fa065a9e-2787-11e7-941 . .1a738eb385-test 1. pcap

_ompleted — 9.2 KB

Wireshark-wint4-2.4.3.exe

Completed — 55.2 MB

== Show all Downloads

wert e T momd ee

13. 75O YERINZT D E. Wireshark THW =7 7M1 ILHBARRENET,
14, AytE—JICFEBET AP EAINRTVWE I EITEREL TS,
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2+ 1A 7 : Cisco Threat Intelligence Director (CTID)
ZOEBE. KDY AT THEENTLET.
Web #—/\H5 STIX 7 71 L EEST %
BB IT—5 & RETIERNARENMTT S
- AYYFVRERNUA—FTBCTIDICURLOYRRNE? Y 7O—KT3
« TAXI 74 —RICCTID %839 %
« CIDAYVYTFYRNEERT S

CTIDE. Y—RNR—F A BB A N—BRAVTVIIVRAAVIT—5%&ERATES FMC ODIVR—KXY NTY, CTID (&
INSDAVIT—5#BITLT. NGFW [Tk > THRHATRERERMNSGEERL 9, NGFW (3. EfRGOME % CTID (C
LIR—bULET, CTID ZZENSDERERMSA AV ITYMIZRYTEINESHZHITLET,

2207 7AINEADPYR—bENTNET,
77y b 774 IPP7RLA. URL, SHA256 I\ ¥ alRE. IV TINBAVIT—INYRAMEINET,

« T 7#JL KT Threat Intelligence Director B"E#ICIE>TWET, [/RY U — (Policies) 1>[F7Z XA O—JL (Access
Control) 1ICFEhL. [E¥# (Advanced) | D/RY S —TCHRTEET,

y Inteligence HTTP Responses W

2B

Maximum URL characters to store in connection events

Allow an Interactive Block to bypass blocking for (seconds)

Retry URL cache miss lookup

Enable Threat Intelligence Director

Inspect traffic during policy apply

STIX 774N : VVTIBAVIT—9HBHBAVIT—FBERTEDI XML 7 7AILTT ., 774 INEEEFT2HEICKE
RD3DIHBBODET,

« FMCUIAER{TEShTW3aAYEa1—h57y7O0—-KT3
« UE—HLWebH—/\D URL HNSEET S

« TAXI 74 —RHASEETS (STIXT771ILDH)
COEEDOBEMIE. CTID ZBEL. TAMFT B ETT,

© 2018 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information. 97/119 R—Y



Cisco dCloud

FIE

CTID MEStE &% NGFW [TV vy Y15 L5MHRET S

1. [/RY < — (Policies) 1> [7 VXl (Access Control) |>[7 2t X#lffl (Access Control) ] DIREICERL LY.
2. RYY—DRICHZIMETAAVEIYYyILT, Z7ER AV bO-IL RYI—%RELET,

3. [F¥#8 (Advanced) | ¥ 7ZBIRLE I, COFMREZFEALT. 77X RY Y — LANILTCTID ZBMNEIFEHICT
22ENTEET,

HTTP Responses m

Maximum URL characters to store in connection events
Allow an Interactive Block to bypass blocking for (seconds)
Retry URL cache miss lookup

Enable Threat Intelligence Director

Inspect traffic during policy apply

4. [MvFYUTY VR (Inteligence) | > [E%E (Elements) | ICHBEILE T,

5. NGFW1 AEBEXRICHE->TWB I EEZHERELET., Ihid. CTID A, Web H—/\HSEREBE UL STIX 7 7 1 ILH S BRI SR
HHHULU. NGFW1 [T/IN\T Uy o1 TEREEEKRULET,

dents wces || Eloments | Setting

Name [lement Type Registered On Acoess Control Policy

© NGFW1
) NCFWBR1

@ NGFW2

| Settings |

TID Detection

@ The system is currently publishing TID aobservables to elements. Click Pause to stop publishing and
purge TID observables stored on your elements,

Pause

F:CTIDIF/O—/ULTEMELIZEMICTZENTEET, [—FELE (Pause) 129Uy 0 93E, IRTOERICTT S
CTID DNNTVyYapELEINET,

6. [M1vFTUYxTVR (Inteligence) ]>[Y—ZR (Sources) ]>[Y—2R (Sources) ] ICEEILET,
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7. AAOTSRES (+) 20VvILT AVTVITVADY—RZEMULET,

Lntelgence

ncidents Sources Elements

Sources

Q

8. [f2{E (DELIVERY) | T[URL] ZBIRLZE T,
9. [#47 (TYPE) ] T. [STIX] pSBIREN TR L EMHERELET,
10. [URL] IC Thttp://198.19.10.200/files/STIX.xml] & AHAULET,

11. [887 (NAME) ] (T TSTIX file from Webserver] & AT ULET,

Add Source
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12. [fR%E (Save) 122Uy I LET,

T STIXT77AIICDOWVWT, 79 2av%[EZ=4 (Monitor) 15 [Z7Ow %Y (Block) ICEEFT R &lFTEEHA, STIX
T7AIGERLRA VI —92KRTIBEENH D120, NGFW HEHRTRICEDWT, 1Y IT—YDEEICEELTNS
MNESHZEHITZEETETEA,

13.

14.
15.
16.

17.

BWEEEET., [1FTYV YR (Intelligence) 1>[Y—X (Sources) 1>[1 ¥ ¥4 —% (Indicators) 1ICHBEILE T, &
MRAYIT—IhEBIMEhiclEZ2RERELET,

AV Ir—45% [Weatherman PUAl 22 Uy I LEd, 1 VI T—5DEM%EEELET.
[BAL% (Close) 122V v ULT. [41vIT—45DsFM (Indicator Details) | R—I U %9,

[1vF VIR (Intelligence) 1>[Y —RX (Sources) ]>[E5fHxi5k (Observables) ] ICEEIL X9, SHA-256 h*2 D& IPv4
M1 DERMERICEMEN TSI EZRRELET,

1AVIF

a.

YhEM)H—FBCTIDICURLDY R +ZT7Yy7O—KT 3

[1>vFYYxzvR (Intelligence) ]>[Y —2R (Sources) 1>[V—2R (Sources) | ICIBEILE YT, ARAID TS ZEE (+)
#7Uy LT, A1VTVIIVADY—RAZEBMLET.

[2fE (DELIVERY) 1 T[7wv 70—k (Upload) | ZiEIRL %7,

(47 (TYPE) ] T[7Zv k774l (FlatFile) 1Z&RLEF. [A~ TV (CONTENT) | kOv 75D UR
MARTRENET.

[3vF Y (CONTENT) ] T[URL] ZZBRLZET,

[Z74J)L (FILE) 1%8i%= 2 Y v L. Jump Desktop O Files 7 #)L% H 5 URL_LIST.txt Z#IRL X9,
[4B1 (NAME) ]I TLocal URL listi EABDULET,

[ 3> (ACTION) | T. [7Ov % (Block) | ZEIRLET,
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Add Source

18. [fR7E (Save) 1% UV I LET,

19. BMEFEEI. [TYTFTUIY VX (Inteligence) 1>[Y—X (Sources) ]>[1 Y4 —% (Indicators) | ICEENLE T,
2DQOURLAVIT—IhEBIMEn- L 2ERLET,

20. [TV IxVR (Intelligence) 1>[Y—ZA (Sources) 1> [E=fixigk (Observables) | ICBEILE T, 2 DD 1 7D URL
ERNSRNEBMINn/ L ZRRELET,
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TAXIl 7 4 —RIC CTID Z&5%9

1. [Mv7TIUI xR (Inteligence) ]>[Y —RX (Sources) ]>[Y —2R (Sources) [ IC#¥EILXYT, RRIDTSXEE (+) 2V vy
LT AVFUVIIVADY—RZEBMULET,

[fZfE (DELIVERY) ] T [TAXI] ZERL X7,

[URL] IC Thttp://hailataxii.com/taxii-discovery-service| & ATJLX T,

[2—%4% (USERNAME) ](C Tguest] & AHALZET,

[/XX7—K (PASSWORD) ]IC lguest] EAHNLET.

[7 «— K (FEEDS) ] T [guest_phishtank_com] ZiZiRL X7,

o o k w N

SE:FEEDS ROy 75Uy URRMDBRREINDEITEMHI I BIZEELHHDET,

7. RDESRBEEHIRRSNDEZERLET.

Add Source
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. __________________________________________________________________________________________________________________________________________________________|

8. [{RTE (Save) 127Uy LZETY,

9. ZDY—AD[AT—H R (Status) 15 [EHTH (Parsing) 1ICZE b2 ETRHLEET., BITICIEIERICEEA NI D26,
SETI5ETIIEFEEFEA,

10. [1¥FT YUY VR (Intelligence) 1>[Y —X (Sources) |>[1 ¥4 —% (Indicators) | ICIBEILE T, EHDURLA VI —
IPBMEhi-CEz2RERELET.

M. [1¥FTYUY YR (Intelligence) ]>[Y—X (Sources) ] > [EstRxi%k (Observables) | ICBEILE T, HEHD URL 5%
MEMEShi L2HRBLET.

CTDAYYTFY NEERT S

1. BREIEFSEVT—ICNTV Y 213NnN2ETTEIIDIZEELNHDET. COFIETIER. FEDERIRONTY vy 1%
WRI B2 AEERLUET, NGFW1 CLI TXDOFEZEITUET,

2. Texpert] EANULTIFRN—KF E—RICLET,

3. Tls -d /var/sfi*download] & AHLZET,

F: WO DTA LY MNUDAYZRMEINET., admin@ngfw:~$ Is -d /var/sf/*download

Is —d /var/sf/clamupd_download
Is —d /var/sf/iprep_download

Is —d /var/sf/sifile_download

Is —d /var/sf/cloud_download

Is —d /var/sf/sidns_download

Is —d /var/sf/siurl_download

Zh5®dD>5 4 D (iprep_ download, sidns download, sifile download, siurl download) »’,. €2 VUF4 A VT UIY TV RAECTID
THEAINET.

4.  Tgrep developmentserver /var/sf/*download/*If] & AHDULET,

5. URL% 4 70 CTID ERIREMRATEET,
Ivar/sf/siurl_download/731625d4-9512-11e7-915c-7e7252ae92ac.If.developmentserver.com/misc/Tron.html/

3 IRHPRFRSINBVEEE. BAF>THSBS—ERLTLEEIW, ThANTI YY1 THSRICESURENH DX,

6. Tgrep 198.18.133.200 /var/sfi*download/*Ilf] & AN ULET. URL ¥ 1 7D CTID BRI R EZHRTEZT,

Ivarl/sfliprep_download/731625d4-9512-11e7-915¢-7252ae92ac.blf:198.18.133.200

A INDRFRSNBVEER. BAF>THSBS—ERHLTLEEWL, ThANTY Y183 THSRICESVLENHDET,

7. Texit] EAALTIFRN—bF E—REETULET,
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AEF Linux 4 —J/\® CLI TX%EEITT 3

1. wget -t 1 outsideffiles/ProjectX.pdf #{TLE T, hIEHINT 33T TY,
2. wget -t 1 developmentserver.com/misc/Tron.html ZEfTUEJ. chid7OvIEIn3d9 T,
3. FMCT[AvTUY VXA (Intelligence) |>[1 Tk (Incidents) [ ICBEILEY, 2 201 VYTV RDHBIE%E

HERLET,
Q
¥ Last Updated # Incident 1D
g &)
0

4. AVIFVRNIRUILTOVL, A VYT
5. URLAYIT—9DAVITVMDHBZ

E3
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8% A : FMC OERIRTE

SREBE TR T D76, FHIA Y A R —IL&IC FMC TOWK DH ORBREFIBHNERRITINTWET., TOMFFRTIE. RITS
NICEREFIBICOVWTHBALET,

«  ERE A11:NTP BT

e BREAM2:FTETFAINKRYI—

. BEAMI:TEBAKRYY—

« EEREA14:TFESSLKRYY—

. BREAIS: ARYLBREYRE

«  EB7 A1.6 : restapiuser D&M

c BREALT: U—/GGEHEEOA VR M=)

FI&

HE A1.1: NTP 3% %E

1. FMC TNTP 2/ EL X Y.
a. FMC T. [¥ZXTA (System) ]>[ER%E (Configuration) | IC#EILE T,
b. ZflloFES— a3y R4 UHS [BEREDRER (Time Synchronization) | Z&RULE T
c. T7AILMDNTP H—/ (% 198.18.128.1 [CESEHZX T,

d. [{£%F (Save) 122Uy LET,

sis Policies Devi Gbjects | AMP  Intelligence System
Confiquration Users Domans Integration Updates Licenses » Healthv = Monttenngv  Taols v
Sov
Access List
rocess rve Time via NTP

Audit Log Certificate
Audit Log Set My Clock

Lagin Banner
Chanige Recondiliaton
DNS Cache
Dashbosrd

Database

External Database Access

AoSS:
HTTP:
Trfarmation

Intrusion Policy Preferences

anguage
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WREAM2:TETF7AILRYD—

1. [/RU— (Policies) 1> [7 2Rl (Access Control) 1> [YILT £ 7&7 71 )L (Malware & File) ] [CBBILE T,

2. ELWZ 74 I)LKRYT— (NewFile Policy) ]2 ) w4 L£Y. DemoFilePolicy] WS &R ZANLET. [{R%E (Save) ]
VU9 LET,

3. [Z7A4J)LIL—IL%EM (AddFileRule) 1220y 2 LEY., ZDIL—ILICLD. MSEXE, MSOLE2, NEW_OFFICE, PDF M
E77A4ITRESNETILDzZHA7OY 7 EnET,

4. [PV 3av (Action) | T, [NILoxF7%270v % (Block Malware) | &BIRLE T,

5. [SperoZft (Spero Analysis) 1 & KU [O—HIL<ILY = 7547 (Local Malware Analysis) | F v IRy I RA&AVICLET,

6. [Z7AINTATDATITY (File Type Categories) 1 T. [ENFISMTHAIEE (Dynamic Analysis Capable) | A ICLET., D
AFaVICE. BROT7 714N 514THELTVWET, 7Yy UTI[AA (GBM) 122Uy o ULET,

7. BEEFTOROLSICHEDET,

View Rule ? %
Application Pratocol Any v Action W Block Malware v Store Files
Direction of Transfer Any ¥ W' Spero Analysis for MSEXE ot Ma.lwane 2
™ Dynamic Analysis !Tknnwn E
o Y eisai
W Local Malware Analysis = -
W Reset Connection
File Type Categornes File Types Selected File Categories and Types
[ Office Documents a Category: Dynamic Analysis Capable [
| :\.’l‘_'i'\\ Ve
All types in selected Categories
[T Multimedia i : -
|} Executables :E_E - ;
[ PDF files 1 MHOLEE I erozare e bk e Add
B Encoded NEW_OFFICE (Microsoft Office Open MM
Graphics I POF (PL
[ System files BT
7! Dynamic Analysis Capable
Local Malware Analysis Capabls =
=
Save ) Cancel

8. [R%E (Save) 127Uy o LEY., 7OVITIHARTRINES, BEEZEBELTOKI 27y I LET,

9. [Z774J)LIL—IL%ZENM (AddFileRule) |27 VvV LET, COI—ILICK>TRIFFZ7/IATOYIEINET, AVIT 7
AIVERIFF 771D D2DTATTHZH. COIL—ILDTZANIIFAVIZ 7L EFERLET, 772U, AVIFRIDT 7
ANWFALATELTIEYRMNEINTLWERA,

10. [72 23 (Action) ] T[Z774I)L&270Ov Y (BlockFiles) ] Z&RL XY,

M. [Z74I F47 (File Types) ] T. #FERy I XIC Trif] EAALET. YRMDS [RIFF] Z#IRUE T, (B (Add) | &
79y LET,

12. ZOMOBREICET 74N MEZFEALEY. BEHEFETOHOLSICHEDET,

13. R7E (Save) 122Uy I LZET,
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Add-File-Rule
Application-Protocol -  An ,ﬂ Action | >5.'B\ock-Fl\esﬂ V store f\\esﬂ
Direction-of Transfer -+ An .ﬂ W Reset-Connection’
File Type-Categories]] File TypesY| Selected File-Categories and-Types|
:_ IT)-Office- DocumentsH 20-A8 ofl RIFF-(Resource Interchange File Formats
[r]-Archivekt 186
L. JHMultimediat o oo 3081
. O-Executables?® oL
. L-PDFfiles® L 24E Add|
|Ir1Encoded® 2
Graphics® 56X
_Systemﬁlesﬁ 12;:
|-Dynamic-Analysis- Capable® | 4K
v-Local-Malware-Analysis- Capab)-5-—|
W

RIEX-(RIEX-audioformat)Y|
Save--Cancel|

FEERUIEL—LDIBFRBEETEEEA. L—IIDIEFEIEETESHD FRA. L—ILOBEER. 20703V
IC&>TREDET, 773 VDBEEIRRDEED TT,
-7F7ANLDTOY Y
-z rE7OYY
NIWVIOz7 OSORDILY I T YT
7 74 LR
- [’ (Advanced) | ¥ 7ZBIRULE T, [DRXYARHY XA ~ZHMICT S (Enable Custom Detection List) ] A%
BRI TWR L E2RERELET.
6 -[7—HA4T7DHRE (Inspect Archives) | Fx v IRy I A&EAVICLET,
S—

FirstTime-FileAnalysis®
Enable-Gustom-Detection List*®

a b~ 0N -
1

| Revertto Defuis B

Enable Clean List®

IMark files as-malware: based-on dynamic™.
analysis threatscore ™

999

Bin: wl o

~pectionil

InspectArchives® R

T R 0
{Block4IninspectableArchives o

Max-Archive Depth ™ 2 — [|Enter-avaluebetween-1-and 3%

B I

T REBTERVWT—HATR, BRET—HA47, TREIRED [7—H1 T DZKRE (Max Archive Depth) 1 22 TW\5
7_734 7“?3-0

14. LD [R%E (Save) | Ry >&2I U Y I LT, 774 RVY—%FEELET,

T RETERWT—HATR, BRI —NA47, TERED [7—HATDRKRE (MaxArchive Depth) | B2 TS
7_734 7“?3-0

15. 5LD [IR%F (Save) | Ry &I U Y I LT, 774 RVY—%ZFEELETD,

RE AL TERARY Y —

1. [A7¥Y x4 b+ (Objects) 1> [BAJI—JL (Intrusion Rules) ] ICEEILE T, JL—ILD1A YHR—F (ImportRules) 1 &%
Dy LET,
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a. [Zy7O0—RBLVALYAM=ITBI—IEFHFEEIEITFIMIL—IL7 74l (Rule update or text rule file to
upload and install) ]| A 7Y a3y Ry VEBRLET.

b. [ZH (Browse) ]%&% Y w2 LT, Jump Desktop @ Files 7 #JL% @ Snort_Rules.txt 7 7 1 L ZBE £,

T ZOT7FAIICIE. IPSDTANCEIID 2 DOMFEL Snort L—ILAEFENTWET., TNSIEAR Snort L—ILEIFE
THhEY,

alert tcp any any -> any any (msg:"ProjectQ replaced"; content:"ProjectQ"; replace:"ProjectR"; sid: 1001001; rev:1;) alert tcp any
any -> any any (msg:"ProjectZ detected"; content:"ProjectZ"; sid: 1001002; rev:1;)

BHDIL—ILICED. XF5| MProjectQl ' IProjectR] ICEZ#ib D Ed, 2FBBDIL—ILICED. XFF Projectz] HiRH
EhFET, IL—ILEXFIHI7O0-—DEITNET S 2BELER V-0, ERBRERECHEZS|I SR I AREENHD XTI,

c. [MYR—=b (Import) 1Z0Uv I LET., 41 VR—8 7OLRICIEF1 ~2000DET, TT95E. [IL—ILE
#1 ~R—kO% (Rule Update ImportLog) | R—IMRREINET, 2 DDIL—ILAELLS A ViR—bShic
CEERLET,

2. [RY— (Policies) ]1>[7 2 EX§lfl (Access Control) 1> [{&A (Intrusion) ] (CBEL T,
3. [RU>—mDERL (Create Policy) 1|22 Uvw o LET.,
a. [f#B] (Name) ] % TDemo Intrusion Policy] ICRRELZET.

b. [MYS4vDiEEIERKOY 7 (Drop when Inline) | AAAVICH>TWSZ EEREELET.

c. [EARYI— (BasePolicy) ]ELTINTVADENT-EF 1Y T« &$ESH (Balanced Security and Connectivity) ]
ZERULET,

~
J—

Create Intrusion Policy

Policy Information

Name * Demo Intrusion Policy

Description

Drop when Inline v

Base Policy IBaIanced Security and Connectivity ;l
* Required

Create Policy | Create and Edit Policy | Cancel

d. [RYY—DERS L UHEE (Create and Edit Policy) ] 227 Uw o ULZET,
4. RIC, TOFHFLWRUY—DIL—IVIREZZELET.
a. [RUY—oifEE (EditPolicy) 1 R—IZRID R > —1E#H (Policy Information) ] A=2—T. [JL—JL (Rules) | &
20Uy ULET,
b. JL—IL®D[HAFTTY (Category) |13y T. [A—AHIL (local) | ZBEIRLES., 7v7O—KREhiz2 D2DIL—ILHER
RIhFEYT, BIL—ILDOHICHZDEFREDKRINE. CORYI—ICODVWTEZEDIL=ILHEMICHE>TWSEIEERLUET,

c. BUIDI—IDEICHZFzvIRYIREZAVICLET . UL—ILOWREE (Rule State) ] KAy ¥ Uy A=Z3—
WS [A XY N%ELER (Generate Events) | Zi&IRLE T, [OK| 27 Uy I LET. RVIDIL—ILDEICHDF v
IRy REATICLET,
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2EHDI—INDHEICHZF v IRY I REAVICLET, JL—ILDIREE (Rule State) | KAY 7H¥ DY AZa1—
IS [ARYrEROYZFUTER (Drop and Generate Events) | #&IRLEd, [OK| 27U v o LET,

[Z4)L% (Fiter) ]| 7+ A~ 74 —ILRDERICHZ X ZI VI LTT74IL5ZEIITLET,

IW=IL@ [JL—)L A7V (RuleContent) 123>, [SID]Z&RLET, [SID7 1LY DAL (Enterthe SID
filter) 1/ Rw 77w 7IC 13361 EANLET, [OK| 22Uy I ULET,

W=IDEICHZBFTvIRYIREAVICLET, [JL—ILDIREE (Rule State) | KOAY 7HF TV AZa—Hm5[4X
Y& ROy 7L TER (Drop and Generate Events) | Zi#iRULE T, [OK| 227Uy I LET,

F o= LE. R—b 21 THEXENIZFTP RS 7497 DIL—M R—ATFA LI MNIICHITZEEERELET, M8 R v
RT—ODSDRT 74y I DHERTELEITH. CDIFRTIE SEXTERNAL_ NET DF 7 A )L ME any 2{ERT 578, IL—
IWHEARTR Y H—3hZaEEEr D T,

CDIL—IZZEELT. H5PZHMDFTP bT7 4 v 7 Z&F L. appid BEZERALTIRTOR—rDFTP k374979
ZRET S EF BEERRVVEBICBRDET.

EEDAZ2—T [/RYUI—1EE, (Policy Information) 1227V v L&Y,
[ZEENEB%HE (Commit Changes) 122 Y v o LET,
[OK1Z2 Yy ULET,

RE A4 TESSLARY V—
1. [A7YxU b (Objects) 1>[A#7Y ¥ NEE (Object Management) 1> [PKI] > [ CA (Internal CAs) ] ICEBBILX Y.

a.
b.

C.

g.
h.

[CADA YiR—b (ImportCA) 120 Uwo LXET,
[%&#1 (Name) ](C MVerifraudl &EAHULZET,

[BERAZET—%. £7/=137 7 1 )L %#iEIR (Certificate Data or, choose afile) | DHICH B[S (Browse) | RTVEI U v
7LFET,

Jump Desktop O Certificates 7 # L7 [CRBEIL T,

[Verifraud_CA.cer] #7v 7A—KLZ Y,

[F—. £/ 7 71IL%EIR (Key or, choose afile) | DHICH D [BEE (Browse) 1Ry V&I VYOI LET,
[Verifraud_CA.keyl 27 v 70— R UZ Y.,

[R%E (Save) 127Uy I LZET,

2. FMCYAMP 754 R—h U5V RBEDESIA VT ZANI VTV TINA ADSHRHLET, BRHITBICIE. CThooD
TNARZEBERXYNT—=0 AT U b ZERLEY.

a.
b.
C.
d.

e.

[A 7Yz bk (Objects) 1> [A 7Y =4 &R (Object Management) ]>[RY k7—% (Network) ] [CBE#HL X T,
[®y F7—2®DiBM (Add Network) 1> [A 7S x4 FDEM (Add Object) ] DIBEICY/ Uy I LET,

[%AT (Name) ] IC Tinfrastructure] EAHLET,

[y k7—% (Network) ]I 198.19.10.80-198.19.10.130) EAALET,

[fR7E (Save) 127Uy o LT, RYNT—U ATV hZ2RELET, 3.[/RUT— (Policies) 1>[77EXav
O—JL (Access Control) 1> [SSL] DIEICEIRLE T

3. FEHTLWRUY—%EN (Addanewpolicy) 122Uy o9 %h. FTLWLWRY— (NewPolicy) |1 R7 V%I Uy L%,

a.

b.

48T (Name) ]IC Demo ssL Policy] EADLET,
F7AILMDTIVavIF[EE LA (Donotdecrypt) |DEFXICLET,
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c. [{R%F (Save) |20 Vv I LEY. BHRICRI—HRE. EEARICEDET,
4. [L—ILOEM (AddRule) 127Uy ULET,

a. [4#&R] (Name) ](C TExempt Infrastructure] EAAULET,

b. [FZ¥aYv (Action) ]% [fEE L% (Do Notdecrypt) 1 DREDEFEICLET.

c. [RYBFT7—% (Networks) 197®D[RY hT—% (Networks) 1 T[4 V7T AMFYF+ (Infrastructure) ] %
BIRLU, [V—XRICEM (Addto Source) ] 7Yy I ULET,

d. [EM (Add) 122 YUvyoLT, CDI—I)L%E SSLRYD—ICEMULET,
5. [JL—IJLDEM (AddRule) 122Uy ULEY,
a. [4&B1 (Name) ] [T TDecrypt Search Engines] &EANILET,
b. [P 3~ (Action) 1% [{EE-HE% (Decrypt-Resign) 1 ICRELE T,
c. [ (with) J]OAFICHB ROy TFU> URX KIS [Verifraud] ZEIRLE T,

d. [P7UT—2 3y (Applications) 197D [7 TV —2 3> 7 4)L% (Application Filters) ] T, Sear ##&&EL £
9, [AT 3V (Categories) JIC[RET VIV (SearchEngine) |W&BRINET, COF VIRV IREFVIC
L. JL—JLICiBIN (AddtoRule) 122U v o LZET,

e. [AFYVY (Logging) 17 7#&EIRL. EFHEMKTHEICOFX Y (LogatEndof Connection) | Fx v IRy I A&EAY
ICUET,

f. [BM (Add) ]22YvyoLT. CDJIL—)L%& SSLRYI—[TEMLET.
6. [L—ILDBM (AddRule) 127U vV ULZET,
a. [&#1 (Name) ]IC TDecrypt Other] & ASILE T,
b. [ 3> (Action) 1% [{EE-HE4 (Decrypt-Resign) 1ICRELET.
c. [M& (with) |OARICHZB ROV TFT oY URKNHS [Verifraud] ZBIRLE T,

d. [AFYY (Logging) 1% 7%BIRL. EFMETEICOF Y (LogatEnd of Connection) | Fx v IRy I X%&AY
ICUET,

e. [EBM (Add) 122Uy o LT. ZDI—IL%Z SSLAKRYI—ICEMLET.
7. [{R%E (Save) 12V Vv LTSSLRIYY—%ZHREFELET.

I [F—%EH (ReplaceKey) | Fx v IRy I RICDODVWTEHBALEY, 7Y avz [EE-BHESR (Decrypt—Resign) ]IC
RET B L. Firepower TIIABHBHIBINET, [F—%2EH (ReplaceKey) 1 Fx v IRy I RICLD, BEFZVVay
HPECEZYT—/GIRAEICED LS ITERE NS M IRESNET,

[F—%Z B (Replace Key) | DIRIRZFIRT 2 L. BRBELMRERIZ0MOT —/GEAELAKRICUEINE T, Firepower [
*F—%BML, SIAEEFEELLFET., BE. TV RRA Y NI Firepower 258 2L DICHESIND=0, BELIhi=Z
DIEFAE%EELET,

[¥—%E# (Replace Key) | Z#BiIRT 2 L. BOCERSNIAEOUENZEH D I, Firepower [F—%BH#L. FLL
BCERAMBEEZAERLET., TVRRAI VY MNDODTSOHIHRAZSEEEERMUET,

SWNEZNIE, [F—%ZEH: (ReplaceKey) 1 Fx v IRy I RZAVICTRE, BERT Y Y3V T lack-of-trust A EH S EREEA
ERICREEINET.

BEA1S: WY ARHEY R+

IIORNYITYTHENTBIEZRRELT, YILY 7 ARV &MY H—9 % Zombies.pdf & V5> R MEICHBEDL
WI7A4LUDHDET., FRICTZVRDOEGEDOHRENRETBIEELHNET. ZOLH. DT 7ML 2hRY AREY R
MIEBMUT, RV 7 ARV ZEMIA—FBE=HELET.
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1. [A7Y ¥k (Objects) ]>[AF7I ¥ FEE (Object Management) 1>[Z7 7L YRk (File List) ] ICB#LET,
2. SREFAOAVEIIVYILT, ARAILBRHBYAMZREELET,

a. [BMAE (Addby) ] KAy Z7H oY URKRHAS [SHADFE (Calculate SHA) | ZBIRL X T,

b. [Z8 (Browse) 127Uy ULET,

c. Jump Desktop @ [Z7 7 )L (Files) 1 7AIFICBBEILET,

d. Zombies.pdf ZERLT[OK| 27U v I LET,

e. [SHA%ZEE L T&MM (Calculate and Add SHAs) 122 VUwv o L%,

f. [R%F (Save) 122 UvY I LZET,

47 A1.6 : restapiuser MIBHN

API Explorer #{EH %M, JMBEOI—HY%2FERT 2 LEMNTI. Thickbh, FMC & APl Explorer Dl A% BERFICERTE
9,

1. [YRFA (System) ]1>[21—H (Users) 1 ICBEBILET ., [Z—FDIERL (Create User) 120 Vv I LET,
a. [A—%4 (User Name) 1IC Trestapiuser] EANULET,
b. [JXX7—K (Password) ]IC [C1sco12345] & AHL. NRAT—RZMHEELZET,
c. [REULEOTA vDOHRAE (Maximum Number of Failed Logins) 1% 0 ICERELE T,
d. [B¥E#E (Administrator) | Fx v IRy I A EAVICLET,

T A17 : U—\GEEHZEDA Y A =)L
FMCUITlx. T74/) FTECERIEENFEASINTI. ChiE. Jump 75U HHEFET S, RYRADHY—NICK->TES
SNAREICL>TEZHRZSNET,

1. [A7Y o b+ (Objects) 1>[A7Y o FEHE (Object Management) ]> [PKI] > [(E§8TZ % CA (Trusted CAs) ] IC¥
BULET.

a. {E¥ETZ% CADEN (Add Trusted CA) 122Uy o ULET,
b. [&8] (Name) ]Ic TdCloud] & AALET,

c. [FEFAAET—4%. /I3 7 74 IL%EIR (Certificate Data or, choose afile) 1 DEICH S [BEB (Browse) | Ry V%D
Dy LET,

d. Jump Desktop @ Certificates 7 A JL ¥ ICREL X T,
e. AD-ROOT-CA-CERT.cer 27y 7O—KULZE7,
f. [R%F (Save) 122 Uv I LET,
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2. FMCCLI T SSH T##:L%9. [sudo-il EAALTrootIC#HET., Sudo D/NXT— K& [C1sco12345] TY,
a. Tcd/etc/ssl] EAHN#. Tcpservert /root] EAALETD,
b. Tcat > /etc/ssl/server.cit] EANULET,
c. Jump Desktop @ Certificates 7 + JL% T. Notepad++ Z{FHL T fmc.cer 7 7 1 ILERELE T,
d. FARTEERL. JE—UTFMCCLI ICBEDfFIFE T,
e. Ctr+D ZHL XY,
f.  Tcat> fetc/ssl/server.keyl] EANIULET,
g. Jump Desktop @ Certificates 7 )L % T. Notepad++ AL T fmc.key 7 7 1 L ZiREL LI,
h. IXTZERL. JE—LTFMCCLI ICBED T T,
i. Ctr+D ZHL XY,
i Fpmtool restartbyid httpsdl & AL ET,
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f18% B : RESTAPI 27 Y 7~

ZCTl. BYDOZREETHERLEZ 2 DD Python VU TR ERLULEYT., FHIDRAY U T b register_config.py 7211 % 1T
LTLEEW, 2FBDRXZ U T connect.py IEUHE N, aV/INAILENF=T7 7 1)l connect.pyc K" ERENE T,

Python X2 1) 7' register_config.py

#!/usr/bin/python import json import connect import sys host = "fmc.example.com"

username = "restapiuser" password = "Clscol2345" name="NGFW"

#connect to the FMC API headers,uuid,server = connect.connect (host, username, password) user_ input
= str(raw_input ("Would you like to register the managed device? [y/n]")) if user input == "y":
policy name = str(raw_input ("Enter name of new Access Control Policy to be create:")) access policy
= { "type": "AccessPolicy",

"name": policy name,

"defaultAction": { "action": "BLOCK" }

} post response = connect.accesspolicyPOST (headers,uuid, server,access policy)

policy id = post response["id"] print "\n\nAccess Control Policy\n" + policy name +
"\ncreated\n\n" device post = { "name": name,

"hostName": "ngfw.example.com",

"regKey": "Clscol2345",

"type": "Device",

"license caps":

[ "BASE",

"MALWARE",

"URLFilter",

"THREAT"

] r

"accessPolicy": { "id":

policy id, "type":

"AccessPolicy"

} } post data = json.dumps (device post) output = connect.devicePOST (headers, uuid, server,
post data) print "\n\nPost request is: \n" + json.dumps (output,indent=4) + "\n\n" GET ALL THE
DEVICES AND THEIR corresponding interfaces user input = str(raw_input ("In the FMC UI, confirm that
the device discovery has completed and then press 'y' to continue or 'n' to exit. [y/n]"))

headers,uuid, server = connect.connect (host, username, password) if
user input == "n": quit()
devices = connect.deviceGET (headers,uuid, server) for device in devices["items"]: if device["name"]

== name: print "DEVICE FOUND, setting ID" device id = device["id"] NOW THAT WE HAVE THE DEVICE ID WE
NEED TO GET ALL THE INTERFACES interfaces = connect.interfaceGET (headers,uuid, server,device id)

Interfaces i want to change interface 1 = "GigabitEthernet0/0" interface 2 =
"GigabitEthernet0/1" for interface in interfaces["items"]: if interface["name"] == interface 1:
interface 1 id = interface["id"] print "interface 1 found" if interface["name"] == interface 2:
interface 2 id = interface["id"] print "interface 2 found" user input = str(raw_input ("Would you
like to configure device interfaces? [y/n]")) if user input == "y": interface put = {

"type": "PhysicallInterface",

"hardware": {
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"duplex": "AUTO",
"speed": "AUTO"

}l

"enabled": True,

"MTU": 1500,
"managementOnly": False,

"ifname": "outside",
"enableAntiSpoofing": False,
"name": "GigabitEthernet0/0",
"id": interface 1 id,

"ipv4d" : {

"static":

{ "address":"198.18.133.2",
"netmask":"18"

}

} } put data = json.dumps (interface put) connect.interfacePUT (headers, uuid, server,
put _data,device id,interface 1 id) interface put = {

"type": "PhysicalInterface",

"hardware": {

"duplex": "AUTO",

"speed": "AUTO"

}I

"enabled": True,

"MTU": 1500,
"managementOnly": False,

"ifname": "inside", "enableAntiSpoofing": False,
"name": "GigabitEthernet0/1",

"id": interface 2 id,

"ipv4d" : {

"static":

{ "address":"198.19.10.1",

"netmask":"24"

}

} } put data = json.dumps (interface put) connect.interfacePUT (headers, uuid,
server, put data,device id,interface 2 id)

Python X% ') 7 connect.py

#!/usr/bin/python import json import sys import requests #Surpress

HTTPS insecure errors for cleaner output from

requests.packages.urllib3.exceptions import InsecureRequestWarning
requests.packages.urllib3.disable warnings (InsecureRequestWarning)

#define fuction to connect to the FMC API and generate authentication token def connect (host, username,

password) : headers = {'Content-Type': 'application/json'} path =

"/api/fmc platform/vl/auth/generatetoken" server = "https://"+host url = server + path try:
r = requests.post(url, headers=headers, auth=requests.auth.HTTPBasicAuth (username,password),
verify=False) auth headers = r.headers token = auth headers.get ('X-auth-access-token',
default=None) uuid = auth headers.get ('DOMAIN UUID', default=None) if token == None:

print ("No Token found, I'll be back terminating....") sys.exit()

except Exception as err:
print ("Error in generating token --> "+ str(err)) sys.exit() headers['X-auth-access-token']
= token return headers,uuid, server
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def devicePOST (headers, uuid, server, post data): api path= "/api/fmc config/vl/domain/" + uuid +
"/devices/devicerecords url = servertapi path try:

r = requests.post(url, data=post data, headers=headers, verify=False) status code = r.status code resp
= r.text json response = json.loads(resp) print("status code is: "+ str(status code)) if status code ==
201 or status code == 202: print ("Post was sucessfull...") else:

r.raise for_ status() print("error occured
in POST -->"+resp) except
requests.exceptions.HTTPError as err: print
("Error in connection --> "+str (err))

finally:

if r: r.close() return json response def deviceGET (headers, uuid, server): api path=
"/api/fmc_config/vl/domain/" + uuid + "/devices/devicerecords" url = servertapi path try: r =
requests.get (url, headers=headers, verify=False) status code = r.status code resp = r.text
json response = json.loads(resp) print("status code is: "+ str(status code)) if status code ==
200: print ("GET was sucessfull...") else:

r.raise_for_ status() print ("error occured in

POST -->"+resp) except

requests.exceptions.HTTPError as err: print

("Error in connection --> "+str (err))

finally:

if r: r.close() return json response def

interfaceGET (headers, uuid, server, device id):

api path= "/api/fmc_config/vl/domain/" + uuid + "/devices/devicerecords/"+device

id+"/physicalinterfaces" url = servertapi path try:

r = requests.get (url, headers=headers, verify=False) status code = r.status code resp = r.text
json response = json.loads (resp) print("status code is: "+ str(status code)) if status code == 200:
print ("GET was sucessfull...") else:

r.raise for status() print("error occured

in POST -->"+resp) except

requests.exceptions.HTTPError as err: print

("Error in connection --> "+str (err))

finally:

if r: r.close() return json response def interfacePUT (headers, uuid,
server, put data,device id, interface id):

api_path= "/api/fmc config/vl/domain/" + uuid +
"/devices/devicerecords/"+device id+"/physicalinterfaces/"+interface id url

= servertapi path try:

r = requests.put (url, data=put data, headers=headers, verify=False) status code = r.status code resp
= r.text json response = json.loads(resp) print("status code is: " + str(status_code)) if status_ code
== 200 : print("Put was sucessfull...") else:

r.raise for status()

print ("error occured in POST -->"+resp) except
requests.exceptions.HTTPError as err: print
("Error in connection --> "+str (err)) finally: if

r: r.close() return json response def
accesspolicyPOST (headers, uuid, server, post data):
api_path= "/api/fmc config/vl/domain/" + uuid +
"/policy/accesspolicies" url = servertapi path try:
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r = requests.post (url, data=json.dumps (post data), headers=headers, verify=False) status code =
r.status code resp = r.text json response = json.loads (resp) print ("status code is: "+
str(status_code)) if status code == 201 or status code == 202: print ("Post was sucessfull...") else:
r.raise for status() print("error occured in POST -->"+resp) except

requests.exceptions.HTTPError as err: print ("Error in connection --> "+str(err))

finally:

if r: r.close() return json_ response

© 2018 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information. 116/119 R—Y



Cisco dCloud
. ______________________________________________________________________________________________________________________________________________________________|]

4% C : ISE RA VPN 27

ISE 3T XRTOIREEZ Y R—PITELSICERESNTVET., COFERTIE. ZOREDHMEZ/RLE T, Firefox v ¥
I—T Y—I)LIN—=ICIRISEUYIBHDET, JLTVIvILEERICAHSnhTWEY, 1—Y% : admin, /XXT—K :
C1sco12345 T9,

3 COMERIFISE ICBT2Fa—bMUTITIEHDFEA. ISE DREAEDFHMICOVWTIIFHBELTVWEEA, DA
1 RDOZREETORAVPN AVR—XY FOREICLBERBFHEMLETZRLTVET., RERMY TV VARXNTHALT
WET., COREZERTBICIF. CNSDATIT VM ERMNAT Y T THBETZZLELTEIET,

FRERY o —

1. [/RU < — (Policy) 1> [F8H (Authorization) | ICBEIL X T, RFID 2 DDRY > —, AC-IT-Policy & AC-Default-Policy
F. COZRAIERENEHDTT, CThoDRY —(F 2 DDFAIFO7T 7 1)L, AC-Auth-IT & AC-Auth-Default &
ZRULTVET,

Earya7rqI)

1. [/RU ¥ — (Policy) 1> [/RU <~ —E3 (Policy Elements) ]> [{58R (Results) ]> [2A] (Authorization) ]> [BR]Z7O7 7
1)U (Authorization Profiles) ] (CBEILX T, D 2 2D 707 71 JL. AC-Auth-Default & AC-Auth-IT [F, CDFR

BICERZh=bDTY,
2. AC-Auth-Default # RV LTI B &, BUTICERAAY 5 DACL AC-DACL-Default #2BBLTWSZ b ET,
3. AC-AuthITICKU LTIV TBE, MUTICHAET % DACLAC-DACLAT #28BLTWAZ b DET, T 2D

DEERBMENHDEI, 1 D@7 RLRA 7—ILAT, £512BJIL—7RYY—HTY,

* Common Tasks

% DACL Name

T acL FimerD)

I vian

™ Vbice Domain Permission

» Advanced Attributes Settings

DACL = ACDRCLIT
CVPNIOOO/ASAJPIX Tx-Address-Pooks = AC-IP-Pool-IT
CVPNI000/ASAPITx-IPSec-Group-Polcy = ITGP

47y O— KAJgE ACL

1. [PRY ¥ — (Policy) ] > [/RU & —EZ (Policy Elements) 1> [§27] (Authorization) ]>[¥ 7 > O— KA]&E ACL (Downloadable
ACLs) ] ICRBEILE 9., |AID 2 DD DACL, AC-DACL-Default & AC-DACL-IT I3, COSKRAICEREnh=EDTT,
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Oidonases  » Conddons  * Resulls
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o
Dowrnioadable ACLs
» Authentication
- Authorizst Sra dpadd Qytugicis  Ph0wte Srow A
L L loos Camcrpton
Aumonzabon Frifies
Cownloadatie ACLs “
™ e ey ol trafie
 Profiing 5 y
] PERMT AL TR adow d Trath:
* Postwre
» (et Provisioning

2. AC-DACL-Default [CRUJLFIVFTBE. 198.19.10.100 & 198.19.10.200 NDF I A ZHIRLTWVWB I EALMDET,

Downloadable ACL List > AC-DACL-Default
Downloadable ACL

*Name [ AC-DACL-Default ]

Description

* DAGL Content |12 permit ip any host 198.19.10.100

permit [p any host 198.19.10.200
dehy g any any

» Check DACL Syntax i

3. AC-DACLAT[CRUIFDvT B L, FIRINBV ELDIMADET,

Downloadable ACL List > AC-DACL-IT
Downloadable ACL

*Name [ ACDACLIT |

Descripbion

* DACL Content

» Chack DACL Syntax i

- I
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