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browsing the World Wide Web and accessing corporate intranets. High volume data transfers, especially sustained high volume
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AMAT 4= ASL|CE o 2P A|Cf 30 X7t 22 F = JSLICL

—

5. MEHSH A|LI2| 2 (Healthcare, Education, Federal ==& Corporate)d| CH$F Main Portal URL(AFE 7ts3t ZE
HO|E0| EANE O|STLICE 20t BV} &SI ™M Continue £ 22/ 2fLICH

6. General Resources & MEHSIO] O|X|| AFE XL A LEF 2|AA T O[X|0f CHBE AM A AHTHO| ASS EOFL|CH

7. Internal Resources == My Registered Devices  M1E{SI0] ALEX}7H0|2{ o T O| X|Off A M| ASH= Zi0|
Hotelof ASE B F L

dCloud @A O UM ME - http://health.dcloud.cisco.com

© 2019 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information. Page 10 of 36


http://www.cisco.com/
http://health.dcloud.cisco.com/
http://health.dcloud.cisco.com/
http://health.dcloud.cisco.com/
http://health.dcloud.cisco.com/

o= 7to|= shranfns
Cisco dCloud CISC0

‘w dCloud Healthcare Connection Center

FOR PATIENTS / FAMILIES FOR HEALTHCARE PROFESSIONALS MY REGISTERED

General Resources Internal Resources DEVICES

a

ISE 2| 7|2 StATH S22 Al

O[M| X7t HAH0| dSH= HZESIY QAHU HMAE HERSLICH

MO S|8EE HAE QU AMA

1. Workstation1 0| A Firefox € @11, CtS & & SILIE AF25II admin/C1sco12345 2| 3 X ID/ I{A R E

ZES AFESL] https://ise.securitydemo.net O A ISE Off 2 Q1%tL|Ct.

e T4 HAZEO URLE 522
. EZZX EH0|M ISE Ol0|2S 22
« 203 EHO|A ISE £0r30] AMA

H2 EZ2=2X 2L0|X|: http://topo.dcloud.cisco.com
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alialn Cisco ISE for BYOD and Guest Management [ ¥

cisco

0

Click a vertical specific portal to login!

w Healthcare Portal ; Eduu!l&‘l’or}ul
R =
P R

Default Portal Logins Demo Devices

-

FifiFi
AL

el

ive Directory  Workstation Prime Infrastructure wWiLC

g O
AE B =&

2. O 2AE Operations O+ 2|0 22{ RADIUS > Live log £ 2&/gfL|C}E O] 2tHO= ISE 2| %2 215 X Azt
FO| Al=7) #A[E L

LE: 0| EXNst ZL20|= MacBook O] StATZHO| G ATHL|CE,

LE: X7} & dCloud-Hotspot SSID 0| &%35tH MAB(MAC authentication bypass)E AHE5H QIZ 1 ISE &=
HOTSPOT REDIRECT ZZIt2S WLC Of Et&tetL|Ct O]= WLC Off 2E AFEXL ¥ E2i = (all user web traffic)=
dCloud Hotspot Portal 2 2|C|2 M5t == K| AL C}

'L E: ISE& MX|E Apple-iPad 2 SHI2H Z2OtYYSLICt (0| HRUME &Y R 7/&0f nfaf X 22t

A2 ZF BA KX REELICH)

LE: AF2XI7L 2HIE HM A ZEES 2SI acceptable use policy & 251 H ISE &

HOTSPOT ACCESS 2= Z20tae SXO 2 TEshs COA S TSBLICH O] Z2E2 QIFY 3 7|= =gt
L

=
A = AE=F wLC o O|2] 7+ ACL O|ES FAIRLICH

O8:ISE = K| E Apple-iPad 2 Z2UtA 2ot StASE ANAS SHO 2 MBSO

Status Details  Identity Endpoint 1D Authentication Policy  Endpoint Profile Authorization Policy Authorization Profiles
_'_| Identity EndpointID Authentication Folicy Endpoint P Authorization Policy Authorization Profiles
Q DC:A4.CADZ:5F:8D DCA4:CADZAFAD  GuestAccess Apple-iPad GuestAccess == Hotspot Access HOTSPOT_ACCESS
2 DCAYCAD25F 9D '
a DC:A4.CAD2:5F:9D DCA4CADZSFSD  GuestAccess =» MAB GuestAccess »» Hotspot Redirect  © HOTSPOT_REDIRECT
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H= 7to|l=
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AlLg|2 2. 22N S2le S AN S5E ALE AML

ZEX] ®|QF: O] AILI2[20(A =22 SEAE QI HEHIO gt st ALE HBNAE KSR SLC
ZH2 ALETF A ALE AE 3 £ HOHX| T AL A7 HIERIR O
m] o

o
= [
HMASE] MO 2ZEM7E 288 AFE QISt=E Q75t= F7F 2o &l =& S ettt

o[2{gh R ALZ| 00N AMEAE AZ A7 Ap4l| RHIY FHX|O|M HLE AES 7] fls 2% JES
e = Aol ALHE2 AZMOA 22 SAUSHEE 2¥F5tE o|H S B AYLICE O3 OF 2ZME
ISEAZM ZEO| 2021510] 288 S8 HREL = AFLICL 2ZM7LAE 28E SUGHE, ISE=
AR A8 ddotn ALE 2000 XA SH22 HLE MEXA O[H & 8 sMS HAE HAX|E EEL|Ct
J8 OHE A2EE= A4 S A8SHY A2E 2o 22150 AIHHD 7|2 ZE HO[X[0f KM 4

U LT

N =

—d

SONESE]

L E: Of2f 7q’é‘% —’F—9|3HA1 HHEA| 2tOFetL|C e LFSHE, 227} 0|0| CHE E22S AHM LM, ISE = 0|0
oISt S5t AEZQIE AF0 F/HYSLICE g AL =2 455k ISE &

1 1

WLC 01IA1 YRS 20| MAHotn 22 X 282 AASte A0 2L

1. H=Zo| AFgE 2 7N

O At X BYOD CIHFO| 0] Cgh %S K ELICh Clbto|2 20| XIYX|X| YO B
Lo i AL Y £

CHE HO|X| 2 2|C|H P K] &2 = ASLICH
a. Web Cache X|=L|Ct. [7}0] =]
b. 7§92l C|HIO|A M7 (Device Settings)= X|&L|Ct. [7}0] =]

2. Workstation1 0| A] Firefox & Q1 Bt = LIS AF25S}D admin/C1sco12345 2| §X ID/ I|AQYE =TS
ALY https://ise.securitydemo.net Of| A ISE Of 2 3 Q18tLLCt,

« FTAHAEN URLE 2= YF
- EEZZX| EHO|A ISE Ol0|E22 &
«  S0t3 EHHO|A ISE S0t30] BAA

3. HAE JtA|"d(Context Visibility)> A E X QIE (Endpoints)2 2 0| &L LCt.
4, REQMEHEQEE HILIESI AMK|SHLICH

& ISEOf| A AEZQIE Abx
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2 70| = 111
Cisco dCloud CISCO

1 Selected

C 4+ @ & ANC~  Change Authorization ~

v vadii 5 Py
% MA Selected IS . P
v 00:50:56:A9:F0:DA 19¢

5. Workstation1 Ol A http://wlc1.dcloud.cisco.com 2] WLC 2191 H|O|X|0f HA|TtL|C} O] =2 H 7tX| CHE
PO 2 Al = ASFLCh

o

2435

-

o FA HAEO URLE =822 L CF.
:I.T

« =03 SHHo| WLC1 of| Cf

-
S0t3E S Ch
+ Firefox | M & HES 25t EZ2X| L0 AY 2= LHA| 0|3t £ vWLC & EEELICL

-

‘r°¢

8. MONITOR £ &g}
9. Clients & Z&/gtL|LCt

MEISE C}2 Delete & S & gfLICL
Monitoring ~ > Wireless~ > Clients

Clients Sleeping Clients Excluded Clients

= Dashboard

Monitoring

Configuration Total Client(s) in the Network: |
: Client MAC Address /  IPv4/IPv6 Address - AP Name v
( Administration
[7 3cZe.ff4e.81e0 188.18.1.12 AP5897.hdf3.66a0
’ Troubleshooting 1 10 +

ALE Aol thet XKl 52

LE: J|2HoR AEME BE XA S8 ALE AF S S2680F gLt A2FM S2l(Sponsor Approval) 7|52

24 %}35t2{ M Disable Sponsor Approval Off LI E HHAE =S LICE Sponsor Approval(XEA{ S21)0|
AotEl MEfE AL Tt E AAE S5 2% S 2l(Approving the Guest Registration Request)Of| LI & &l
CHA2 A E L
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AEM &2l H|Z2d3}(Disable Sponsor Approval)

1. Workstation1 O A{ Firefox & @11, Ctg Y & StLE AFE5tD admin/C1sco12345 2| 7 X ID/ ARE
TS AR S}0] https://ise.securitydemo.net O M ISE Off 2 QlgL|C}.
« FA HAZO URLE +32=
- EZ=ZX| SHIO|M ISE OIO|2E =8
«  S0t3 EHHOIAM ISE S0t30] HAA
2. Work Centers>Guest Access>Portals & Components £ 22| gFL|Ct,

a8 =g 8l 7 @4 (Portals & Components)

~Work Centers -

} Network Access

{ Overview
Identities
Id Groups
Extld Sources
Network Resources
Policy Elements

i Policy Sets.

i Troubleshoot
Reports

I Settings

| Dictionaries

Guest Access
Overview
Identities
Identity Groups
Extld Sources
Administration
Network Devices

Manage Accounts

3. S5E2 23 E5l0 AILIZ| 20| LTt ‘Self-Registered Guest Portal (default)’S B3| T}

I
e
1]
mjo
40

of =83 SHYUCL

L
n
~
>
m
e
o

Self-Registered Guest Portal (default)
Guests are allowed to create their own accounts and access the network using their assigned username and passwaord

€2 Usedin 1 rules in the Authorization policy

5. Portal Behavior(ZZ2 &%) 3 Flow Settings(E2% 280 AM Ot2f 2 AT ESIY Self-Registration Page
Settings(AHH| S5 HO|X| @F)22 O|=gLC.

T 3: Portal Behavior 3! Flow Settings
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Portals Settings and Customization
| Close |

| Self-Registered Guest Portal (educ: | I Guests are alowed to create their own accounts and access the networl | Portal test URL Language File «

Portal Name: * Description:

Use these settings to specify the guest experience for this ) Customize portal pages by applying a theme and

@ Portal Behavior and Flow Settings (’_\\ Portal Page Customization
portal. " specifying field names and messages displayed to users.

Portal & Page Settings

» Portal Settings

» Login Page Settings

Self-Registration Page Settings

Assign self-registered guests to guest type: | Daily (default) =
Configure guest fypes at;
Guest Access = Configure = Guest Type

Accountvalidfor:[1 | [Hours [ ] Maximum: § DAYS

] Require a registration code for self registration:

Fields to include Required

6. Require self-registered guests to be approved(AtX| & HAE &

ro
1]
o
Jot
ro
U
rx

]
mjo
4
k>
o
i
Inl

3 AAE 55 H|243} (Disable Guest Registration)
A, CAGNTENCE LUV, CAGITENCS Lovn
v Require self-registered guests to he approved

Ermail approval requestto: | person being visited Ll i

AP 3 X SefO|UE WEELIE FX| G0 HLE AlH

L E QZE AAE ZHOIM X HAE URLE AHESIO] AP = S2I0|HE AEZQIE Q0| HAE EERE
saret = AL

L E: ZYo MER FHI HIZE o) 2K SEH0|AEL}f &H AP E AHEStE A0 ZELILH

L E: RADIUS Live Logs ¥ Guest 211 AM0= RADIUS M40 g17| =20 HE7t xeHE LICt

L E: 2|2 SH0|AEE 2CIHMBY| 28 74 MH0| BRstn FH AN HSHo] A= AIL-M Z-S
M3t % HIERA 2|20 Ceh Miotel AMAE AFE = 87| ME20 95 2297t 89 == =
URLZ E = GISL|CH A2 0| ME E220|22 MM A HOj7t HEK|X| GhaLtt.

8. ZLIHY A[AE B2t2X E& dCloud Workstation 2 AHESH0] ISE portal 2 0| &2fL| L}

9. Work Centers > Guest Access > Portals & Components 2 O|-5&tL|C},
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10. =& HE 27 Ao el Yot Self-reg portal & 22/ 2L Ct.

11. Portal test URL link £ £ &/2fLICt. O|= CtE HO|M ZEHO| LT}

‘il ldentity Services Engine Home » Context Visibility » Operations » Policy » Administration ~Work Centers

» Network Access |~ vGuestAccess  » TrustSec  » BYOD  » Profiler  » Posture  » Device Administration  » PassivelD

Overview  » Identities  Identity Groups  ExtId Sources » Administration  Network Devices | ~ Portals & Components ‘Manage;\ccoums » Policy Elements Pt
| —

(]
[ (;est F'urtaI; Portals Settings and Customization
Guest Types Portal Name: * Description: —
Sponsor Groups I Hotspot Guest Portal (corporate) I I Guests do not require username and password credentials to access the | Portal test URL ‘

12. O[H|, &3 THAHIE Soff A ClHO| A0 HEE= SEE AHFITM WE Self-reg 2225 =8 =
=

=
UeLICh Y8 HEE MBEX $0 B1 HEE HEE XS RH0F TLCh
SSID dCloud-Guest 0f 12

1. 88 K2 7™ 24 SSID dCloud-Guest Off HZASHL|CL.

i

TE: M2 ™Yo EH DCloud WiFi 212 0| HZEL|CH 22|= dEtd o 2 AZ5HX| 2 DCloud-Guest-
123456 1} 22 1735t HM ID 7t B7tHE L L

2. AREXL ZX[Of X|@EEs W= Y BN E €10 otF & Ho|X|E EMMBL|CH O2{H dCloud Guest
Portal £ 2|C|= M & L|C}

EE: E2t2ME € [ HTTP & AFE00] T O| X0 MM ABHOF & LICL HTTPS & AF&oH0] T O| X|Of M M| ASHH
AT ZER 2CIHPE|X| S LICE O|= HTTPS 2|CIH ¥ S NE2|5t= WLC oM 2e{El =X LICH

3. 219! HE of2fof Y= Don’t have an account? & S2IgtL|LC},

A2l AAE ZE(Guest Portal) 2191 |0 X|

e 9:37 PM + 959
< m & ise.dcloud.cisco.com © [:D o+
Sign On

Sign On

Welcome to the dCloud Guest Portal. Sign on with the username and password provided to you.
Username:
Password:

4. OIS0 22 ZH2=2 ALE A F0| 2ast §2E YL
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Cisco dCloud CISCO
- O FaAes SHESE ANAY 5= A= ZE O|HY AE £ O] 20 AtHo| L& LHE

dcloudguest@dcloud.cisco.com A7d

ne
N
£0
i)
I
_IT|_

. T3 U 10| AdtE A Tot Ho OfOF ghL(Ct,

Ho = SMS E Sl AAE X4 THY2 H2 =+
+ M3l HS E AHESIMA|2(0|: 15865551234).

r
ZEHO|L} CHA| Qi0| =7} BE + XY B

- 2EM 52 (Sponsor Approva)2 2 AN &2 F=Ht= 4% sponsor@dcloud.cisco.com & & 5H{OF
FL|C.

o

LE: ofgo] 23 El4F & Bt = AEXI7H HEE dcloud-guest@dcloud.cisco.com A8

2 = L oY FAE
ALBBI0) AAE X7 SHS we A HOFLICL 12 38 0| F43 AI8SHE Z2 AAE X7 332
@o2ipl o olH|Y AMo| ZIAQIsOF TLCH £ AP RE O 7|0 Y TS5 HIEYR e B

2ZM AES AEot0] HIZ0A OWA O 2208t AAE S8S SsHoF gL Lt
QF MSYMOAH ALE 2EHE EHs 49 HEEs 22 YSLICL Al=517| Hoj| 0|2 HAESt=E AS
Yo, 2Iidhs 89, HEE AHE ALESHUAIL.

5. Register & 22/2L|Ct

12l Guest Self-Registration I 0| X|

Create Account

Provide us with some information so we can create an account for you
First name*
Jimmy
Last name*
Page
Email address*
deloud-guest@dcloud.cisco.com
Phone number*
15555551212
Person heing visited{email)*

sponsor@dcloud.cisco.com

T T

LE AHAE X4 SEE2 AXE AEX0|A O|H Y X SMS HAX|2 MSELCH & o|H Y
o WS ALESIO] oI Y S =4 A

™ Microsoft Exchange OWA & &3l A2 E O|H| Y AF0o| 2221510 X4
A = [e; ]

= =

ICH Hot Hi=2 S SHE Q422 YHOHX| B2 B SMS

- O 1—

Of
]
10
ot
L
o
gt
oX
=
=2
=

>
[m

i

l_
tu

6. AAE S5 282 NE5IH sign-in HO|X|0f] 2121 X}Z ZHO|
HEE|UCHE M 27} 2AELCE

Hl
(@]

e Ol Y == SMS TIAIX| 7t
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HE2 7tol=
CISCO

Cisco dCloud

Ral
&2
rlo

N

LE:1-7 HHAOM AEN S2l(Sponsor Approval)= H|Zd3tst 4%, AEMTL OIS AN HAE S5
QIgt M77kX| SMS £ O|H Y S BHX| RBLICH AZENM 5012 H|ZJ3e A2 CHS MMO|A 7 THAZ

23S s Zg
A4 E + ASHC

g1 g HES 2850 SH0|X|2 oSt

£2/510] ¥ o] H0|X|0|A Outlook Web App & ELILCE

L E: Outlook Web App 219! H|0|X|E EA[SH= O 2f 10 27 2F =+ USFLICH

18 Exchange Server O}0|2& &2

alaln Cisco ISE for BYOD and Guest Management @
cisco
Click a vertical specific portal to login!

&% Healthcare portal [l & Educau‘upomal @  FederalPortal E e Corpors m
w Sponsor Portal & Sponsov‘gm’ @ Sponsor Portal E dCloud [ - 1
w My Devices i @ My Devices E dCloud | !'m

Default Portal Logins Demo Devices
(==
Exchange Server

6 B &

Active Directory ~ Workstation Prime Infrastructure

15. Outlook Web App Off 212! 2tL|CH(dcloud¥sponsor / C1sco12345).

J&l: Exchange OWA & 2710l 10| X|
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Outlook Web App

Security { v explanation )

@ This is a public or shared computer
This is a private computer

| Use the light version of Outlook Web App

Domain\user name: dcloud\sponsor}

Password: essececccsl

Connected to Microsoft Exchange
© 2010 Microsoft Corporation. All rights reserved.

16. O|H| 2 Inbox O M Guest Approval Request O|0|2S HL|CH S-S 2o o[t Y HA|X| StEHO| U= HIAE
ZE510] A EE gt

a2 AZNM O YA LY Guest approval Of O &

Please approve (or deny) this self-registering guest. The guest provided the following information:
Username: jpage

First Name: Jimmy

Last Name: Page

Approve

Deny

Otherwise, Please go to https://sponsordcloud.cisco.com to approve or deny this request.
Thank You for using Cisco dCloud!

Guest {jpage) has been approved.

Help

17. ALE ANEAF A2 SFO| ZetE SMS M AE HAIX[S =218H0F 2L sMS & &= Hl Z[Ii 1 20| 2 +
OIALIEI.

EE: 0 H2 &#ES Mol = 8l= o2 7IX| 0|72 Q& 2HHY CIHO|ATF SMS & #4I0HK| & & A LI
ClHO|~ B S SHE2A Y=t 82 FUE SaA £ A 23 712 2822 Qs HAX|E Lotk =g
T ASLLL O E 20, S FUiEs= S22t 2 2(do not call) FF0| A= ¢ YLIC.
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18. Eot SEE O|H| e A2 O|H 20| MEELICH AL B Lo AMASHAH LS A LCH

—

Workstation1 2 SO0t7tA QEZ HTHO| Sign Out 2 S50 AZEAM 70| 20+ gL Ct

Q

b. Outlook WebMail 2| 5035 22/5t0{ 219! I 0|X|2 SO0t L Lt
c. dcloud¥dcloud-guest & C1sco12345 At SHES ALESH 2QlgL|Ct.

d. WFHLE AEXNE S O|HYE F22 SES 2 S8 0[H Y F20| @2 HAGLZ 0|55}

— o o
ISEOIA &2 HAE X S| Z2eteE oS RaLth
LE: 02 HAMNME S8 0|t & FaE AFESHA| AT 7183 OWA E Sl dcloud-guest A0

200I5t= 2ES EO:] LT
& Exchange OWA g 210l 10| X|

Outlook Web App

Security ( show explanation )

@ This is a public or shared computer
©) This is a private computer

[C] Use the light version of Outlook Web App

Domain\user name: |dc|0ud\dcloud—guest| ‘

Password: ‘ eseccccccs

Connected to Microsoft Exchange
© 2010 Microsoft Corporation. All rights reserved.

@ Your dCloud Guest Account Credentials - Mozilla Firefox o o Gasnatt A [~
|| @ https;//mailLdcloud.cisco.com/owa/?ae=ltem&a=Open&t=IPM Note&id=RgAAAACUeonKFy3TZiLIIWSOJBWCPYHI7ES%2fuP
Reply ReplyAll Forward w- BR- @& & B X N- (7]

il Your dCloud Guest Account Credentials

| donotreply@dcloud.cisco.com

To: dcloud-guest

Friday, October 24, 2014 3:05 AM

Hello Jimmy,

Your dCloud guest account details:
Username: jpage

Password: Kj5u

Phone Number: 15865551234

Valid From: 2014-10-24 02:03:47 +0000
Valid To: 2014-10-24 03:03:47 +0000

Thank You for using Cisco dCloud!
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AP % 2| S20|9IE ACTOIE FA|GIO| HAE AlQH

FE: HAE ALE ZEO ZE HAE URLS AMESIO AP EE= S210[QE AdlE ZOIEQI0| AAE E22E
Saegh = ASLICE J2{Lt 2 & MR FH HIZE ?lof 2| S2HO|AEL}L &4 AP & AHEStE A0

Z & L|Ct RADIUS Live Logs % 71|¢E H1XM0|= RADIUS AM0| gleBz FE7 MetE Lt Eot 24|
ZCt0[UEE Z|E[H Mot O East 74 MU0l 7| E0 88 E22= 38 E= B2 URLE 22 =
RS LICh o TA| HM A ASHO| A= A|ILEM ZES MEJIEE '-1|E°43 gla20] oieh Mot HMAE
Al == IELICH A28 0|8 E S2R0[22 HNA M7t HEE|X| G5

N
o

. BLEHZ AAE 2212KX E£ dCloud Workstation 2 AH23}0] ISE portal 2 0| & &tL|C},
21. Work Centers > Guest Access > Portals & Components 22 0| &g L|C}
22. #Sl= Self-reg portal £ 22 L|CE (& &E @7 A0 2.

23. Portal test URL link & 2 2/&L|C}t -O|= ZE S 2 HOA E2|=5 gL},

‘il Identity Services Engine Home » Context Visibility » Operations » Policy » Administration ~\Wark Centers

» Network Access |~ vGuestAccess  » TrustSec  » BYOD  » Profiler  » Posture  » Device Administration  » PassivelD

Overview b Identiies  Identity Groups  Extld Sources  » Administration  Network Devices| ~Portals & Components | Manage Accounts  » Policy Elements P
——

(]
| GuestPortals Portals Settings and Customization
Guest Types Portal Name: * Description:
Sponsor Groups ‘ Hotspot Guest Portal (corporate) \ ‘ Guests do not require usermame and password credentials to access the | Portal test URL

24. O Lt THAE Sl &X X0 HEEl= YEE AUFITHAM WE Self-reg E2FE =8 + UASLICL
2 2= HEEX B0 21 FHE KohE L L

25. AFEX} CHFO| A0 A SMS/Email 2 Sl 22 X4 SH2 ALESH0 AAE ZEHO| 218 T

26. Acceptable use policy € S22 ?Idll Accept & 22/t Lt Continue & = 22 LT} Success I 0| X| =
A

2
o
HEXIE S AEHUO| A4

112 Guest Portal acceptable use policy
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iPad = 9:40 PM 4 95%
< Iﬁ & ise.dcloud.cisco.com ¢ M & +
() Acceptable Use Policy

Acceptable Use Policy

Please read the Acceptable Use Policy

Please accept the policy:You are for the cor of the password and all activities that occur under
your username and password.Cisco Systems offers the Service for activities such as the active use of e-mail, instant messaging,
browsing the World Wide Web and accessing corporate intranets. High volume data transfers, especially sustained high volume
data transfers, are not permitted. Hosting a web server or any other server by use of our Service is prohibited. Trying to access
someone else's account, sending unsolicited bulk e-mail, collection of other people's personal data without their knowledge and
interference with other network users are all prohibited.Cisco Systems reserves the right to suspend the Service ifCisco Systems
reasonably believes that your use of the Service is unreasonably excessive or you are using the Service for criminal or illegal
activities. You do not have the right to resell this Service to a third party.Cisco Systems reserves the right to revise, amend or
modify these Terms & Conditions, our other policies and agreements, and aspects of the Service itself. Notice of any revision,
amendment, or modification vill be posted on Cisco System’s website and will be effective as to existing users 30 days after

posting.

Decline

Contact Support

27. www.cisco.com O Lot A3 E S0 HX|7F AAE ZEHZ Soff AHUO AMHAY = JASS EQELICH
28. Main Portal URL(AFE 7tS%H ZE H|O|2 & X)nt MEASH AlLI2[ (A, 1S, O EEs 7|ghe =z
Ol s LICH 2ot ATt YMSIH Continue & 2=/ LCH

29. General Resources £ M EHSIO] O|H| ALEXIO A YEF 2|22 (general resources) H|O| X[ Off CHoE BN A HBHO|

30. Internal Resources "= My Registered Devices & ME{5I0] ALEXI7} Of I O|X|0Of HN AT &= QYB2
2oFLCt

12 Healthcare Connections Center: http://health.dcloud.cisco.com

uﬁ) dCloud Healthcare Connection Center

= -
-

FOR PATIENTS / FAMILIES FOR HEALTHCARE PROFESSIONALS MY REGISTERED
General Resources Internal Resources DEVICES

8
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31. Workstation1 0| A| Firefox & €1 User ID/ 1A EE admin/ C1sco1234 2 Z3t5}0] AtE3t1 C}
SILIE AFESHO] https://ise.securitydemo.net Ol A ISE Off 21Q1 BfL|C}:
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e FTAHAMEH URLE S22
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i

« EEZZX| SHHOIM ISE OI0|2S 28
«  S0F3 SHOA ISE 5020 HM &

32. O AE Operations 0+ 2|0 22 RADIUS Livelog € S&/2tL|Ct O] 3tH2 ISE Q| X2 21T A 215
ANEE HAIELUC

L E: 0| EEs O 2 ZL0= Apple iPad & AHE3I0] AAE HEYI0 HATL|CE

X7t M-S dCloud-Guest SSID Off 7tI5HH MAB(MAC authentication bypass)& AH8 30 Q1EZ6t1
ISE = GUEST_REDIRECT Z 2Tt S WLC Off gretetL|Ct Ol= WLC 7t & AEXF ¥ EZI TS dCloud Guest
Portal 2 2|C|&MStE 2 X|A|EL|C}

YAl £, ISE = CIHIO|AF Apple iPad 2t1 SH2AH Z2OtAFetL(C O] HEoAM = X 7Y 7S et
AtestE ANAS EOFX| @EE U

AERIZL XM S8 =, 22 M2 $21&8 210 GUEST_ACCESS 2t= AHlAE = EOo| 2algtL|ct o Z2upd2 2E Y
A 72 ZEHOT N = ARE WLC o D2 & ACL O|& AlghLICE. ool A3 BN =
ol

= AN = %
AEMBEE HAE HMA SO B2 F "jpagel” ALEXIZ} 2OQUSH AE SIS = AELCE

J-'9-* H

1 &l: Dynamic Application of Guest Access

Time Status Detalls  Identity Endpoint ID Authentication Policy Endpoint Profile Autharization Policy Authorization Profiles

]
o

» F » ¥ 3
O O O o O

< I < I < I <
o

ALIE|R 3. AZM ALE HMA

7hx] Mgk O AlLt2| Q0| A ZX2 TR ufet ALE SR AYS TRENYE Bast 9

AFSR A EAS| Ol ALRA HEXE o) 4HEY + Yonf 72Nl
O AlLt2| 201 A ZX2 XHH S20] oftl 150| Ex5| Ho| ALE ANES
AFBAHE RIYISHES ot HE MBBIL

[

HAE AZ2 AZMIL AZE = AlZH MO 85IH AAE AFEXHE SMS ot O|H| 22 Seff 20! XA
THE MSELICH AAE AEAHE =48 dCloud-Guest SSID O @2t 201 CHS HEYI 0 BM AT
= USLICE ESH ISE AEM ZHOM ALEAL AFE tE 712 == AE LT Of 7Io% 04 2 AXE AL X}
AEE A0l ZE2H| NSt O FERLICL O E S0, AFRH 22|XH7t 2 Y O|HE TEof 50 749
MER2 HALAE A¥eS Z2H| M J80F 5t 14 Y ARA0 RE8E + 9A'al—ltr.
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LE: HAE HMAE ZH JHE ZRO|N Folt= CHEst FE9| QIEE WNAE 20T LI O] RO M=
HAE HHAT HLAENA QY U O ZY HOIXIE WY £ Uk 7158 HSYLICH L2 ZHME
HAE HMAE QIHAC 2T Ho|St= Ut CHE 0| = QE{UIET OfL 2t £ LHF 2|AA0 T BAA
Hote 2ojg = QELICH ISE = fYstH 024 27 Ao M2t Fde = ASLCh

A H

=

ClHrO| A He|

L E: ot2ff X|&S Fo|siM BtEA| W20t L|CF e LFSHH, $2|7t O|0| CHE &

ERE HM oW, ISE = 00|
Solstn AEZQIE OF0 FIHMESLICEH CHS AlLt2|RE H355t2{E ISE &
Z X 282 AAst= Aol ZaTLICt O] THAE ANCHE WEX| o™

| 22 Y
2ot @A E2 30K e = ASLIC

X} personal device Of Ci%t settings & X|&LICt C|HO|A 20| X|QX|X| F™
CHE HO|X| 2 2|CIM M X &2 5 ASLICH

=

33. O 20| AtE=l ZF 7421 At
Zog i AAE

rr ot

EE‘I cC

a. Web Cache € X|=L|Ct [7}0|E]
b. 7HQl C|HIO|A M7 (Personal Device Settings)= X|&L|Ct [7}0| =]

34. Workstation1 0| A Firefox & @1, ot2ie| &Y & StLIE AFESH0] admin/C1sco12345 2| 3K ID/
ARE XSO E https://ise.securitydemo.net Of| A ISE O 2 Q1tL|C},

o FTAHBAEO URLE 502 9=
EZZX| EHIO|A ISE OFO| 22
.  20t3 EHIO|A ISE £0r30] AMA

=2l
=

35. ZAHIAE JtA|d(Context Visibility)> A E X QIE (Endpoints) 2 2 0| &HL|LCt.
36. ZE AEZQIEE NI ISt AbF|EL|CE

A ISEOM AE ZOIE ALK
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1 Selected

Z % @M & ANC~  Change Authorization =

v 00:50:56:A9:F0:DA 18¢

37. Workstation1 0| A http://wlc1.dcloud.cisco.com S &2 0|58t0f WLC 219! H0|X|E HMATLICE O]
Y2 Ch2 22 3 I Yoz s = ASL

a. T2 BEAEY URLE 522 3L CL
b. =0t3 E8F0| WLC-9800-CL Off CH$ £0tA S E2lgtL|Ct
c. Firefox A = HES S 21510 EEZZX| CIO|0{1M O 2 E0F7tA vWLC 2 Z2lstL|Ct,

38. 0|2 &8 & AEZQES Z2H|XIotE O A& Aut S C[Hfo| 28 XtH SFS A5 vWLC Of
zaQlgtLCt

39. AT O 5 HHO| A Monitoring > Wireless > Client & Z2|stL|C}.

40. O| 0| Ol 2 HEAIO 71t R= SE0|HET} LIEFHLILE HZE S2t0[UE0 Tt =olzts =S

CtS Delete & =22 L|CL

121 C9800-CL Ol A{ SE2I0|AE A

© 2019 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information. Page 26 of 36


http://wlc1.dcloud.cisco.com/
http://wlc1.dcloud.cisco.com/

o2 Jto|= Ninlir
Cisco dCloud CISC0

Monitoring ~ > Wireless~ > Clients

Clients Sleeping Clients Excluded Clients

= Dashboard
Monitoring

Delete

\. Configuration Total Client{s) in the Network: 1
Client MAC Address ~ IPv4/IPv6 Address ~ AP Name v
¢ Administration
v 3czefaesien 198.19.1.12 AP5897_bdf3.6630
Troubleshooting 1 10 +

Guest Accounts BH=7|

41. Workstation1 0| A Firefox & €1 Home HHEZ 22 L|CL
42. 7|2 =8 2192 M (Default Portal Logins)0i| A AE X ZE(Sponsor Portal)& 2 &g LT

2 EEZX| Ho[X|

alialn Cisco ISE for BYOD and Guest Management

cisco

Click a vertical specific portal to login!

P ‘I i Yy
‘W Healthcare Portal s Educati for;al @ Federal Portal dCloud | s

‘W Sponsor Portal :‘... Sponso*ortal @ Sponsor Portal dCloud |

Default Portal Logins Demo Devices
Exchange Server
< =

7

Active Directory ~ Workstation Prime Infrastructure vWLC

b .

43. Ar&X} ID/I| A2 EE sponsor/ C1sco12345 2| =82 ALE310] Sponsor Portal Off 2121t L[C}.

bt

\

MEN

© 2019 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information. Page 27 of 36



= 7tol= ninir

Cisco dCloud CISCO
LE: AE 22[(Manage Accounts)0|A Guest Type & HAE = SIELICE (2 HI2Z0 M= O] 7|52 ALY =

oo

BAY)

44. Create Accounts HO|AM Ct21 2 ZRHOE AHAE AHo| 23t §EE =T C

« oMY F2E SHHLE HMaE = s 2RE O|HE AF E£= 0| M2 o2 #3& 7|2 MS
o

A% dcloudguest@dcloud.cisco.com & &= JUEL|C}

« M3t Mz SMSE 8o AAE X1 3YES 22 = As 10| Ysts AN Mat Hzofof gLt 37+
TE + XY ZE + ZHO|LE CHA| §i0] M3t = & HSHOF BHLICE (O]: 15865551234).
45. 5 YH0| AZE[M Create E S 25t HAE AHEEZ 4-d3t2 Account Information(A|H HE) 2tHZ
FL|Ct.

EE: YOIE 7|2 Q02 HA F= AS HYYLICE o 0]2(9] AN S HESHH SMS BAIX|0f] O 7| X| B2
[

Create Accounts Manage Accounts (0 Pending Accounts {0) Notices (0)

Create, manage, and approve guest accounts

Guest type:
Contractor (default)
Guest Information Access Information
. ¥ End of business day
Known Random Import
First name: 23:59
Duration:"
Last name: Days (Maximum:365)
From Date (yyyy-mm-dd) * From Time *
Email address:
deloud-guest@dcloud.cisco.com)
To Date (yyyy-mm-dd) * To Time *

colnna"y:

46. Notify & 222 L|Ct.
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A ALENA AE 48 98 ¢F

Account Information

Username rplant

Password x8al

First name Robert

Last name Plant

Email address dcloud-guest@dcloud.cisco.com
Company

Phone number: 15865551234

Guest type: Contractor (default)
SMS provider: Global Default
State Created

From date (yyyy-mm-dd) 2014-10-23 22:31

To date (yyyy-mm-dd) 2015-01-20 20:35
Location London

SSID:

Language English

Group tag

Time left 88D 17H 59M

Done

Email £ =0l L|Ct

(7
%

47. Notify St A0 A SM

48. H2E AM-EX At SEO| ZHE SMS ZAr HAIX| 8 O] S 2L H OK & S EOIYA L. SMS & B=

=
-1 O [=]
o =i 120 2 = AFLICH

LE: ZHY FX|7F O] M2 &#EE MO - 8= o 7tX| O|f 2 3 SMS & +=48HK| XE = ASLICH X
Mo S ZHE Yot B2 RUE SSA £ A8 23 /e Y2z Qs HAIXIE +=L6HK| 2 =+
UAELLCL O E S0 SEE JUTS= 'S3 & & S50 A= 8 =K 22 5= ASHCL

Deliver notification using

Print

SMs

Email

Copy me

LE: Xt SZ0| MEEH ALE o|n Y AFo 23015 Xt SHO| otz on Y AMe = ASLC
M3t HoE SHE Zoo = GIX| F2M SMS 7t =4 E[X| &L T
LH & El dcloud-guest@dcloud.cisco.com H &S AE}CED JHETLICEH S-& O]

=]
A MY AEYl inbox 2 0|S3H0 AAE XA SHO| et O|H Y-S Orof 2L L},
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49. Outlook Web Mail 2| S0t E 2251 dcloudWdcloud-guest % C1sco12345 2| ALEXAL D/ AR E

TS AFESHH 210 £ O|H Lo HAM AL CE

1 &: Exchange OWA Web 219! T/ 0| X|

Outlook Web App

Security ( show explanation )

@ This is a public or shared computer
@© This is a private computer

[C] Use the light version of Outlook Web App

Domain\user name: | dcloud\dclnud—guestl ‘

coonoooood \

Password:

Connected to Microsoft Exchange
© 2010 Microsoft Corporation. All rights reserved.

50. Al2E XA SH0| T & ojH s FL Tt
8 XA 5 EH ALE oY S0l

@ Your Guest Account Credentials - Mozilla Firefox (= B

@ https;//maill.dcloud.cisco.com/owa/?ae=Item&a=0pen&t=IPM.Note&id=RgAAAACUeonxFy3fTZi1JIW8OJrtBwCPytI7E%2fuP

B-a e & X N 7]

Reply Reply Al Forward W -

Your Guest Account Credentials

donotreply@dcloud.cisco.com

To: dcloud-guest

Friday, October 24, 2014 3:46 AM

Hello Robert,

Your guest account details:

Username: rplant

Password: x8aJ

Phone Number:15865551234

Valid From: 2014-10-23 22:31:00 +0000
Valid To: 2015-01-20 20:35:00 +0000

Thank You for using Cisco dCloud!

51. AL Xt C|HIO| A0 Al SSID dCloud-Guest 0| HZTIL|CE HAE
SME XA ZHOZ HAE ZHO| 28t C}

ZEHZ 2|ICAME Safari E €10

o

of

EE: A LW £ DCloud WiFi A|220f HZAELICE KO
MM 1D 7b F7HE LIC.

£ dCloud-Hotspot-123456 1 Z2

—
ngek
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52. Accept £
HER/IE

22/3}10] acceptable use policy &
Soff B0 AN AT = AZS LIEFHLICY.
J &l Guest Portal acceptable use policy

iPad & 9:40 PM % 95% mm-)

< m a ise.dcloud.cisco.com © [:D o+

® Acceptable Use Policy

Acceptable Use Policy
Please read the Acceptable Use Policy

Please accept the policy: You are for the of the password and all activities that occur under
your username and password.Cisco Systems offers the Service for activities such as the active use of e-mail, instant messaging,
browsing the World Wide Web and accessing corporate intranets. High volume data transfers, especially sustained high volume
data transfers, are not permitted. Hosting a web server or any other server by use of our Service is prohibited. Trying to access
someone else's account, sending unsolicited bulk e-mail, collection of other people's personal data without their knowledge and
interference with other network users are all prohibited.Cisco Systems reserves the right to suspend the Service ifCisco Systems

reasonably believes that your use of the Service is unreasonably excessive or you are using the Service for criminal or illegal
activities. You do not have the right to resell this Service to a third party.Cisco Systems reserves the right to revise, amend or
modify these Terms & Conditions, our other policies and agreements, and aspects of the Service itself. Notice of any revision,
amendment, or modification will be posted on Cisco System's website and will be effective as to existing users 30 days after

posting

Decline

Contact Support
53. www.cisco.com Of Ciet G35 S&5I0f L|HO|AT} O[] AAE 2

2ol 4

54. Main Portal URL (A8 7tsot 22 HO| EA|E)1M MEHSE A|LI2| (82 A 0f,

Ol S L. 2QF Z17} &5t Continue £ S 2/ LICH

55. General Resources £ 1E4510] O|X| AL X0 O] H[O[X|0f CHSH AL

56. Internal Resources "E= My Registered Devices & M Ei{5}0f AL X7t 0| 245t IO X| Off H A

HAIHCL

112! Healthcare Connections Center: http://health.dcloud.cisco.com

&2 dCloud Healthcare Connection Center

FOR PATIENTS / FAMILIES FOR HEALTHCARE PROFESSIONALS MY REGISTERED.
‘General Resources Internal Resources DEVE=

& a8

5 2/t CHE Continue

ISEO|AM AEM ALE S22 A|H
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OIF ZRIIUS XSO0 YXE SHOR TENAYSD HAE o
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57. Workstation1 2| QA3 E 0| A Firefox & A|&fgrL|CH
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58. Workstation1 0| A Firefox & €11, admin/C1sc012345 £ ALEXt ID/ AR E XSO 2 ALESHD L EHH
% StLEE AFESL0] https://ise.securitydemo.net Of| A ISE Off 2118} L|C}:

. HA|ZO0| URLS =322 2H
. E%EJI EHIO| A ISE O}O|2& £8
« S20t3 EHHO|A ISE 2030 HAA

59. Operations 0|7 92 0t AE 22| RADIUS Livelog £ 222 L|C} O] 2O &= ISE Q| X[Al QIF A A3t
F0 Al=7F #AIE L O

L E: £9%| 0| ZR0|= Apple iPad £ AH83t0] AAE HESZO HZE HSLCH CIHO|A 7L H & dCloud-Guest
SSID 0 ¢ZASHH MAB(MAC authentication bypass)E AH&SH0| QIS |11 ISE 7} GUEST_REDIRECT ZEIH Y2
WLC O Bt=tetL|CE O] = WLC 7t =& A%} #l EB|E & dCloud Guest Portal £ 2|C|3 M= = X|A|gHL|CH

YAl 2, ISEE= HX|E Apple iPad 2 SHEAH Z20rAFeELICE O] HEOAME X R 7SO U2k X2tz
AEMIE Z2HN G AES A ALE ZEo| 210

5t
GUEST_ACCESS 2t= Z20ld 2 8o 2 2tst= COA E HE
HMAT = Y= WLC Of O2] +4 =l ACL 0|52 FAIEL|C

Of2ff A3 A2 AZM ZROM AZMILALE AZS TE

ot
S
Q
(o]
A
>
o
>
N
HU
rot
0x
s
mjo
HC
2
iy
I
Ix}

J2): Dynamic Guest Access Application

Time Status Detalls  Identity Endpoint ID Authentication Palicy Endpoint Profile Authorization Policy Authorization Profiles
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60. Workstation1 O A{ Firefox & €11 Home(Z) HE
61. Default Portal Logins 4 {10iA{ Sponsor Portal 2 22/5l0{ AZM ZE 210 I0|X|2 O|ZgL|Ct.

d8: EES2X ol

alaln Cisco ISE for BYOD and Guest Management

cisco

Click a vertical specific portal to login!

-_—
@) Healthcare Portal iy Educatl&l‘Portal @ Federal Portal E dCloud | ,@
WSponsorPonal i @ Sponsor Portal dCloud | é"ﬁ
! E
" § i
&% MyDevices ¢ @ MyDevices E o | D a

Default Portal Logins Demo Devices

L 4
]
=1
poi |
Exchange Server

Mlve Directory wnrkstlhon Prime Infrastructure

62. AHEX} ID/I A EE sponsor/C1sco12345 222 2 AHE 510 Sponsor Portal O 2 1 Q19 L|Ct,

a8 AZM = 279 HO|X|

Sign On
Use the Sponsor portal to manage guest accounts. Sign on with your username and password after verifying that you agree to the terms and conditions, if required.
Username:
sponsor
Password:

ooo..lo..ul

63. Create Accounts E10|A{, Import &2 =22 L|Ct

64. Browse & 22510 LA E 0N guest.csv It S MENSHL|CE
65. Open 2 S22t}
66. AEA ZLEHO| QEX LA Import & S22 L CL
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Manage Accounts(1) Pending Accounts (0) MNotices (0)
Guest type:
Contractor (default)
Maximum devices that can be connected: 5
Maximurm access duration: 365 days
Guest Information Access Information

Duration:*
Known Random Import
83

Click to download the import template file.

Days (Maximum: 365)

From Date (yyyy-mm-dd) * From Time *
Download Template
elect file: 2014-10-24 & o013
Maximum: 200

guests.csv To Date @yyyy-mm-dd) * To Time *

anguage: =y . “
2015-01-14 € 194 &

English - English &

Guest type:

Guest Information

daximum 365)

Click to download the importtemplate file

From Date (yyyy-mm-dd) * From Time *
Select file: 2014-10-24 00:43
(s Maximum: 200
| Browse.. | | guests.csy To Date (wwyy-mm-dd) * To Time *
Lo dge: 2015-01-14 19:41

68. Notices ®2 SEtLICt 8 7i2] AE0| §53Hez YgEUSS EAFHCL

22 Import Accounts Bt 7|
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Create Accounts Manage Accounts (9) Pending Accounts (0) W
Refresh
[[] Action Name Number of Accounts Status Start 3 End
[T] Create Import Accounts 8 2014-10-24T00:16:46.734Z 2014-10-24T00:16:47.909Z

69. Create Import Accounts 222 22/5t0 Y-S EAIGLICE guests.csv Ol A 2F ALEXOf| Cigt 25 AE
HEIt ZotEl 8 74| AHE AL AE0| W&

Isl
a

70. Done = 2&310] AFA ZE H|0[X|Z FOtZL|E.

Jg: U A2E A8s d8H22 INE

Create Accounts Manage Accounts (0) Pending Accounts (0) Notices (1)

Deilete Notice Notify

Account Information

Accounts imported successfully.

Accounts created: 8

Showing: 8

1. Username:dc loud
Password:Hs8q

Dee Cloud
dcloud-guest@dcloud.cisco.com
15551234567

2. Username:j lennon
Password:.qS5m

John Lennon
dcloud-guest@dcloud.cisco.com
15551234567

3. Username:pmccartney
Password:wPc9

Paul McCartney
dcloud-guest@dcloud cisco.com

71. Manage Accounts B2 E8/510] 0|0 Y& ZE AXE AE 2of F7HE 8742 ALE AFE = &

U LILY.
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2l Guest Accounts

Create Accounts Manage Accounts (9) Pending Accounts (0} Notices (1)

Refresh

[Fluser State First Name LastName EmailAd _ PhoneN . GroupTag Location Sponsor Guest Ty Expirati__  Time Left
) dcloud- = Contractor  2015-01-14 82D 19H

[T hdylan Created Bob Dylan guest@del... 15551234... Londan sponsor (default 19:41 16M
deloud- PV N - Contractor  2015-01-14 82D 18H

[ deloud Created Dee Cloud guest@del.. 15551234.. Landan sponsor (defaul) 19:41 160
: deloud- EEETGa 3 Contractor  2015-01-14 82D 19H

[T eclapton Created Eric Clapton guest@del... 15551234, Londan sponsor (defaul 19:41 16M

LE: AFEXS| He |5l Workstation1 ZE{0] Open Office Calc 7} ZE &} EL|CE Y= B guests.csv

= Ol3l
= T
oS Hof MESL D {ot ALE AFS Fote = ASHCH

What’s Next?

http://cs.co/selling-ise-demos Ol Af CtZ ISE L2 & Zolg &= AEL|CH

e

dCloud Community 0| M =2 5= JUSLICE

1IN

Americas Headquarters Asia Pacific Headquarters Europe Headquarters

Cisco Systems, Inc. Cisco Systems (USA) Pte. Ltd. Cisco Systems International BV Amsterdam,
San Jose, CA Singapore The Netherlands

Cisco has more than 200 offices worldwide. Addresses, phone numbers, and fax numbers are listed on the Cisco Website at www.cisco.com/go/offices.

Cisco and the Cisco logo are trademarks or registered trademarks of Cisco and/or its affiliates in the U.S. and other countries. To view a list of Cisco trademarks, go
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