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J— O RTF— a3y aAvE Yy LET, AVTFIAPMNIGLEEA TR OABEEES,
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Inf Unshare

Cisco Tetration Platform 3.3 Lab v

X
- 1P Address:
198.18.133.36
| Credentials:

wkstl usermame: dcloud\demouser
password; C1sco12345

2. [Remote Desktop (VU E—=FrFT RO by ) UV IV yrT2E HILWIT TR XTHHEE, UE—FH
TRy T 2yyay (F) PERRENET,

[ty ar LT+l (SessionCredentials) 174>~ K7

3. (EMTEAxRTENTLS)[Session Credentials (v > 3> 27 LTy viL)]va—bhy hEXTLI Uy
7B, T4 EUAREETET,

© 2019 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information. 15/103 *—¥



Cisco dCloud

@ Session Credentials

Cisco Tetration Lab v1 : Session Credentials

Item Username Password Remarks

Cisco Tetration vivilalvi204506@dcloud cisco com C15c012345!

[
Zenmap GUI VMware vCenter DCVApod02 vivdalvi204506

W ENG  9:30 AM

Session Credentials ¥ Us 117172019

i : [Session Credentials (£v > a> 2L Ty vil) |94y RosBEWEEEICLTHEL e, BOFIETLER
A-YI LTI rvhRRENET,

UE—F FRIPMY T £y avORRIN—T, UTEEFTLET,

4. Google Chrome 74 a>% 27U w7 LEJ, Google Chrome »#2& L. Cisco Tetration DH A >4 > XA 7 QA
IhERREINET,

¥
C @ tetration.svpod.dc-05.com o [S]

i Apps (@ vSphere Web Client @ OpencartStore @ AP

Cisco Tetratien’

Sign in

Email

factor authenticatior
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[Session Credentials (v > a > LF>vib) | 74> R7iZkRxEN 3 Cisco Tetration B 7 A VIER &AL

T, UTZETLES,

5. Cisco Tetration IZH 4 >4 > L £9, Cisco Tetration A Z. [SECURITY DASHBOARD (¥ 2 U7 4 X v a
F—R) | g7 HERENET,

- X
Tetration - SECURITY DASHBOA! X = o
< C @ tetration.svpod.dc-05.com:B844 3/ /security-dashboard?t0=15724332008&filter_workloads=W10-&scope_id=5cIbdcedd497daf39126cBc0f % & O
= Appir@ Viphere Web Client |@ OpencartStore @ APIC Tetration
@ CiscoTetratizn YRR © Monitering - @ - &5 -
[
SCOPE SECURITY SCORE ' October 30, 2019 pod_102 + V Filter Workloads == Adjust Weights
&
100
I ‘
75
@
50
4
25
[l
Overall Score °
@ Aug 05 Aug 12 Aug 10 Aug 26 sep02 Sep0d Sep 10 sep25 o002 0ct0s ot 1s 0423 030
s
SCORE BREAKDOWN
3ﬁ 532 .
Wuinerability Score Process Hash Score Attack Surface Score Forensics Score Network Anomaly Score segmentation Compliance Score

Google Chrome T TFZ#EITL £9,
6. FILWAXTZ#BREET,

7. (EMTcHEARRINTWLS)vSphere Web 2 74T D7 v o~<—0%20 Y v o3 % & [vSphere Web Client
(vSphere Web7 74 7> k) | R=IHpa—-—RFEnhFEd,

Tetration - SECURITY DASHBOA! X (3 Login x |+ = a X
« C A Notseaure | vc-ad-1.dov.svpod /e [SAML2/SSOpvsphere.local?’SAMLRequest=2VRbbSowFH 7frajBnjgJIFKLUL GyakiSZA2bpr 1 Mxim ApcTOLYE %2Fvs5AVBEporH SX * w0
1 Apps (@) viphere Web Client @ OpencartStore @ APIC Tetration

VMware vCenter" Single Sign-On

User name:

Password:
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[Session Credentials (Zvy > a> o LF7>ivil) | 74> F7ICRRENS VMware vCenter 7 L 7> & v L% fE

ALT, UTZETLET,
8. vSphere Web 7 ZA4 7Y biCH A A L£T, vSphere Web 7747V b2 Z £,

9. (THTREAXRTINTUVB) VM ET VI L— AT 9T 47K R2T7THIIEHEERLET,

& Tetration - Software AgentList X [5) wSphere - ve-aci-l.dev.swpod X 4+

<« C A Notsecure | hitpsif/Ac60-adi-1.dov.svpod/ui#extensionl d =vsphere core inventory.serverObjectViewsExtension®objecti d =urnvmomiiFoldergr.,. @ ¥ L") (2]

i onpps (@ vSphereWeb Client  [7 OpencartStore [) APIC @ Tetration

vSphere Client Menu

[Hve-aci-ldovsvpod

You have no privileges to view this object or it does not exist.

Recent Tasks Alarms 2

vSphere Web 2 A7 b T, UTEEITLET,

10. (FHTRARRTEINTWVWEILIIC) L— b7+ LD TFICHI Y TBEARSICERLET,

Tetration - SECURITY DASHBOA! X 7 vSphere - ve-aci-1.dcv.svpod x +
& C A Notsecure | vcb0-aci-1.dov.svpod/ui#7ex tor C tViewsEx Y r 1. Q N a

#1 Apps (@) vSphere Web Client @ Opencart Store @ APIC Tetration

vSphere Client

u have no privileges to view this object or it d

% pod02-webl
(% pod02-web2

(® pod02-wkst

Recent Tasks E v

Task Name Target Status Initiator Jweved For Start Time 4 Compietion Time Server
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N—=FrT7FNEOTOYTHEET, UTEEITLET,

11.
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(FHTEARTINTWD) podxx 7 #ILE%&E 71Uy LET, [Summary (B~ —) ] %27 [podxx] =—
UHERRENET,

vm  vSphere Client Menu v
g 2 g @ 0 pod17 | actionse
[ ve-aci-.dovsvpod summary | Menitor  Configure  Permissions | Ms
- [R HybridCloud i—
© £ _ALWAYSON Virtual Machines: &
~ CLtetraticndanl
£ pooi7 b
[SCLLEIE:
e podi7-b
3 podi7wen!
¥ podi7-web2
G podizwist Custom Attriputes A
Attribute Value
Pure Flash Array Key Count
Pure Flash Array KeyQ
Pure Permissions Key Count
Pure Permissions KeyO
4 tems
Recent Tasks ~ Alarms
Task Name v Tanget ~  Status ~  Initiater ~  Queued For
Al v

Tags

Assigned Tag Category

v stan Time 4

~  Completion Time

CPL USAGE
295 MHz
MEMORY USAGE
B 770 MB
__ STORAGE USAGE
] 46.26GB
Description
No tems 10 display s
¥
v server v
,
Mors Tasks

12.
RENET,

(ERTEARREINTWDS) W] 7% 0y o3 5L,

[VM] 2 7H' B &, &RIE~ > > DEMEDFFD K

Tetration - SECURITY DASHBOA: X (5 vSphere - pod02 - Virtual Machir X <

€ C A Notsecure

veb0-ad-1.dev.svpod,

@ OpencartStore @ APIC

Tetration

3 Apps (@) vSphere Web Client

vm vSphere Client

o Q pod02 | Actions -
() ve-aci-dev.svpod Summary Monitor Configure Permissions VMs
[ HybridCloud

_ALWAYSON
] tetration-lab-v1

Virtual Machines M Templates in Folders vAPPS MF

5 Nsme 7 state Status
3 pod024b
(' pod02-webl Normel
% pod02-web2 Normal
£ podo2-wkst — T
vered Normal
Recent Tasks
Task Name Target Status Initiator Jveved For

Provisioned Space

Start Time 4

ompletion Time

Server

E o () BIRME~ 0 [IREE
(Status) ] £ [IE® (Normal) ] T9,

(State) ] 1x [ER4 > (Powered On) ] T.

(b) BRBY VD [RT—ER
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13. [Summary (W~ —) |4 7% 27Uy L 2T75HE,
[pod] 7 #LEZROERME~Y > T, UTEEFTLET,

14.
NEEHETONTWSZ 2R LET,

lrarl
CISCO

[pod] Z7#LEZDY <Y —DFMIKRINET,

(@zxhzxnh 1292271 v 7 LT [VMware Tools] #* [Running] T#% 2 Z & . LV (D)[IP 7 KL X (IP Address)]

Tetration - SECURITY DASHBOA: X () vSphere - pod02-db - Summary X +
& C A Not secure | vc60-ad-1.dov.svpod
App ncart Store @ APIC Tetration
vm vSphere Client
&% pod02-db . ¥ 5 ACTIONS v

Summary Monitor

£ pod02-webl

% pod02-web2
% pod02-wist

Recent Tasks

Task Name Target Gueved For

O 49 MHz
& 102MB

9.38 GB

Time 4 Completion Time Server
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e

IO F Y FTIE, Tetration T—=YzV b2 T7 =0 RF=2aVIlA VR =L EHEEFELET,

FIE

Tetration T—> x> FDA VX b—JL

SFUF 1 ITRTCOREBYYVHELLEBEOREBEOFIEN S O E T,

1. (THTHRARTINTWVS) RIEB~Y> > podXX-wkst D IP P FLRZaE—L %7,

vm vSphere Client

(5 ve-acidev.svpod
[ HybridCloud

% pod02-wkst

Summary Monitor

Configure

¥

-4

Permissions

Networks

= u]
Tetration - SECURITY DASHBOA! X () vSphere - pod02-whst - Summar X =+
€« C A Notsecure | vc60-aci-1.dov.svpod/ui/#exte Q w . O
3% Apps (@ vSphere Web Client @ OpencartStore @ APIC Tetration

£ _ALWAYSON O 374MH
C tetration-lab-v1 z
3 MEMORY USAGE
podo2 o N
% pod02-db ' 696 MB
3 Pod02-b «;)wo .’.6 (;B
% pod02-webt Lo L
3 pod02-web2
| & podo2-wkst
VM Hardware v
dalvi-51
e -
Recent Tasks
Task Name Target 1810 Initistor Queved For Stan Time 4 Completion Time Server
A v Mo
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AloYE—FTRY by TESGORK

RRGN—=T, UTZERITLES,

1. (EMTHEARTENTWDS) BRE7A1 3% 27 ) vy o5&, Windows BEX A 707 ELT,

2. (EMTARRTENTWS LS5 I(2) mstsc & AS L. Enter ¥ — %9 & [Remote Desktop Connection (! £ —
TR by TERR) | XA TRAIHPHEEET,

© 2019 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information. 22/103 R—¥



Cisco dCloud

mote Dezktop Connection

L Remote Desktop

Connection

3. (EMTHAFRTENTUNDS) [Show Options] Rx > %27 ) v od5E, 7V arvhARRrEnEzd,

3 Remote Desktop Connection
t Remote Desktop
» Connection

Genetd Display Local R

Logon seting

B Remote Desktap C...

[Computer] 7 4 =L F T, UTFZEITLET,

4. R~ podXX-wkst D IP P FLRZRE Y fF1F£F,
[Username] 7 4 —/L KT, LUFZERTLET,

5. DCLOUD\administrator & A7 L £9,

XEE: 1—Y41E demouser TlEH Y £H A, Z 2 TIEL < DCLOUD\administrator & L THEEfE L 73 L7 4L lE.
CDBOEENTEEHAOTEEL TLEE LY,
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oeal Disk (C)

1 Picture
B video
— Local Disk (€

W Remote Desktop Cannection

‘_ Remote Desktop
"¢ Connection

Generdl Display Local Resouces Ewpenience Advanced

Progran

s the riame o the remote compuer
Conpuder. 1981319615
Jsernome.  [DCLOUD acmrsetialor

You vell ba acked for cradaniias when vou connact

vert connection setirgs to an RDP fle or cpen 8

Save Save s Dpen.

=) b Ot e

Sesion Crndertak | () R Dskiop -

6. [Connectl K& >%#o Uy o L%,

Cisco Tetration Lab

& i

= Lacal Disk (€

& cODrve )

‘_ Remote Desktop
P S
Windiows Securty

Enter your credentials
These credentials will be used to connect to 198.19.196.15,
DCLOUD\administrator

[ Remember me

o P

[Password] 7 4« =)L R TUTEEITLE T,

7. C1sco12345 &R T —KFKAEAHLET,

8. [Rememberme] Fx v 7Ry 7 R%&FIZLET,

DCLOUD\administrator

Remember me

More choices
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9. [OK]#H&>%&=2s w3 5&,. [The identity of the remote computer cannot be verified| & L5 BEIAF RS
nxd,

want to connect

£ Tho identity of the remate computor cannot be verified. Do
you anyway?

3 Remore Destop C

10.[Yes] R& %2y L %9, [Remote Desktop Connection] 7 « >~ KU Z £,
[Remote Desktop Connection] DX R /=T, LITAEFTLZT,

1. Google Chrome 7A4 a>% 27 YU v 2 LEJ, Google Chrome »BEE —>D % 7 ([Tetration]&[Your Store])
BEET, XKy FIC&->TREATHELT 7 v 7 ~—72 12 [Tetration] & [Opencart]i’RrESN2‘®IBL - T
WaIGELHY £9,

2. [Tetration]o 7w o ~—o kx> Y v oL Tetration DAJ A vEERAEFRRLET,
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etration x +

& C @ tetration.svpod.dc-01.com:8443/h4_users/sign_in #*

Cisco Tetratien’

Sign in

Email
Password Forgot password?

Use two-factor authentication

Remember me

Credentials

3. UE—FTRIMYTERTTHDIHAD wkstl DT R kv 7I2H D
gLTFryw) T4 v Ry EREEY,

[Session Credentials (v > 3 ~

4. RREND Tetration 7 LT v IILEFERL T, Tetration (Y4 >4 > LT, — Tetration A’ =, [SECURITY
DASHBOARD] % THRRENET,

Tevation- SECURITY DASHEOA™ X 7 epencartddoudaseocom X | +

~

© @ tetrationsvpodde.05.com:8443/# securitydashboard?10=15726086008fiter_workloads=W10-&scope.id=SceTb2ETS5H02T P

7~

CiscoTetratizn [ opencart - VIR
SCOPE SECURITY SCORE November 1, 2019 pod_103 : opencart ~ ‘T Fiter Workdoads | = Adjust Weights.

@
C

Overall Score

® e 4 ouit o o
»
SCORE BREAKDOWN
30 ‘ 53 ’ 24
Vuinerabilty Score Process Hash Score Attack Surface Score Forensics Score Network Anomaly Score Segmentation Compliance Score

Workload Score Distribution Vulnerability Score -
Child Scope Scores
4 total Nov 112:00pm
pod_103 - opencart opencart has no child scopes
Average score, 4 workloads

Workloads Score +
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5 BEALD @
NEEET,

RE v—7%27 Uy 7 LTTFEW, (TRTHARRINTULS L S I2)[Settings] X =2 —

5, 1981219615 - Remote Desktop Cannection

Workload Score Distribution
5 total

6.

DR

®E) 12 T7THHEET,

@ Tetration - Software Agent Confi X ==

«>c

@ tetration.svpod.dc-05.com:8443/#/sensor_config/software_config

(’3 CiscoTetratien” SOFTWARE AGENT CONFIG

@ CPU Quota Mode - Adjusted (3%)

@ Memory Quota Limit - 512MB
Forensics

@ Forensics

® Meltdown Exploit Detection

@ CPU Quota Mode - Adjusted (3%)

@ Memory Quota Limit - 256MB

Vulnerability Score
Oct 31 10:00am

[Agent Config (T—Y = > pERE) | 47> a>% 27Uy o LET, [Software Agent Config (V7 b7z 7T —

Child Scope Scores

1 descendants of pod_102 with scores

- a
Tetraton - SECURTTY DASHBOX" % @ Yaur Store x| + - 8 X
€ C @ tetrationsvpod.dc-05.com:B443/#/security-dashboard?t0=1572516000&fiiter workloads=W10-&scope_id=5c9bdcedd97d4f39126¢8c0f * 0 6
@ CiscoTetratien”  SECURITY DASHB [ZECEN © Monitoring - @ - & -
& pod02 pod02
SCOPE SECURITY SCORE  October 31,2019 pod 102 - ¥ Fiter Work
& & Preferences
100 G API Keys
% Scopes
i %o Users &
@ B s
C - -
: | . :
I I I £= Collection Rules &
a ol LR E R LR L R L 3\ Agent Config &
Overall Score o
o a8 - 0 » ses Se0 10 Seo17 sz ouns oxto ou 13 change Log #
O Logout
SCORE BREAKDOWN
32 . 52 ’ 24
Vuinerabilty Score Process Hash Score Altack Surface Score Forensics Score Network Anomaly Score Segmentation Compliance Score

1921919615

@ Monitoring ~

- 8
* 0 8

@~ &~

"
Software. Agent Cﬂl’lflg Hardware Agem Cnnﬁg Software Agenl U pgraﬂe Software AgSﬂl Download Hardware Agent Download
&
. hgent contg Prnies B oo cont nens =
Name -« Config Actions
@ Apply profile Default to filtler Everything
Default Enforcement
a g S:;:::;":rxles View Deleted Agent Config Intents T2
a @ Allow Broadcast
N @ Allow Multicast
@ Allow Link Local Addresses
° @ CPU Quota Mode - Adjusted (3%)
@ Memory Quota Limit - 512MB
& Visibility
@ Data Plane
@ Auto-Upgrade
@ PID Lookup

X

7.

I

(EHTHBERRTEINTLS LS (D) [Software Agent] 4 7% 2 ) v o7 LET,

EFIZIITERRENBI—V > FDYY X R, Hosthame H* wkst1 T&H 5 k48

BN RMENRTULWRWZ &%
FERLTLEEWD, wkst1(SIEL TWB DI NI ZOBETRY 7 b2 7I—Y Vv bR A VR b—LEN

TWhE W= Td,
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7 Tetration - Software Agent List X + = =} X
& > C @ tetration.svpod.dc-05.com:8443/#/sensor_config/software?chips=W10-&scope_id=5cIbdced497d439126¢8c0f * 0 6
@ CiscoTetratien”  SOFTWARE AGENT LIST EEECZEl © Monitoring - @ - €8 -

[T
Software Agents Software Agent Config Hardware Agent Config Software Agent Upgrade Software Agent Download Hardware Agent Download
&
AGENTS FILTERED BY TENANT: pod_102 ~
@ Filters @  Enter attributes. Filter O Delete
A
Displaying (1 to 4) of 4 matching results (0 selected) ® First Check-in ~ 1F  Show 20 ~ Items per page
Y O  Hostname Agent Type IP Addresses SW Version Platform First Check-In Last Check-In VRF

o

a webserver2 Enforcement 198.19.196.11 3.3.2.4-enforcer Cent0S-6.7 Apr 30 2019 02:44:30 am (GMT)  Nov 12019 10:10:29 am (G. pod_102
Vd

[m] webserver Enforcement 198.19.196.10 3.3.2 4-enforcer Cent0S-6.7 Apr 30 2019 02:43:08 am (GMT)  Nov 12019 10:18:42 am (G. pod_102

o load_balancer Enforcement 198.19.196.9 £93.3.2 4-enforcer Cent0S-6.7 Apr 30 2019 02:41:57 am (GMT)  Nov 12019 10:13:20 am (G. pod_102

o database Enforcement 198.19.196.8 3.3.2 4-enforcer Cent0S-6.7 Apr 30 2019 02:40:36 am (GMT)  Nov 12019 10:07:02 am (G pod_102

TetrationOS Software. Version 3.3.2.2-PATCH-3.3.2.4
il oot s comta
Cisco ©2015.2010 Cizco Syzieme lnc Al ights recerved h
=
Y| 7~ 2R EE — A
8. (EMTmARTRTEINTWD) [Software Agent Download] 2 7% 27 U v o LET .,
@ CiscoTetratizn’  AGENT DOWNLOAD E=EIER © Wonitoring - @ - @5 -
lat

Software Agents Software Agent Config Hardware Agent Config Software Agent Upgrade Software Agent Download Hardware Agent Download

-

a
& Linux © AlxX CED &2 Windows
o
)
s ° Select Agent Type
N Deep Visibility Agent © Enforcement Agent

Show Classic Agent Packages

9. [Software Agent Download] % 7' ¢, UTF%#ETL X,

10. (LMT@RAXRTINTULS) [Windows] R4 %22 v LEd,

11. (EMTEARRTENTULS) [Deep Visibility Agent] R&>%2o U v o LET,

I
CISCO

12. (EMT®ARTENTULS) [Download Installer] K& > %2 U v 2323 &, Google Chrome (24 > A h—3F
BENARBREICOWTE

AE7vya—Fan, (FRNTRARTEINTWVWDELIIC) Z0XATDT7741LD
ENRTREINET,
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f’? CiscoTetrati#n”~ AGENT DOWNLOAD pod_102 ~
Software Agents Software Agent Config Hardware Agent Config Software Agent Upgrade Software Agent Download Hardware Agent Download

&

o

o Select Platform
@
A N .
A Linux @ AIx o Windows

o

)

s ° Select Agent Type

N Deep Visibility Agent © Enforcement Agent

o Download Installer
& Download Installer

@ Monitoring ~

@~ &~

Show Classic Agent Packages

A This type of file can harm your computer. Do you « Diseard Show all w
want to keep tetration_installer_...ps1 anyway? P sear
NN R NN .
13. [Keep] R& > %o Vv od2E, 774N ryrA—FREINET,
@ CiscoTetratien”  AGENT DOWNLOAD [CECRl © Monitoring ~ @~ &% -
Software Agents Software Agent Config Hardware Agent Config Software Agent Upgrade Software Agent Download Hardware Agent Download
&
© Show Classic Agent Packages
0 Select Platform
@
A - .
& Linux ® AX = Windows
Y
9
s ° Select Agent Type
N Deep Visibility Agent © Enforcement Agent
° Download Installer
& Download Installer
|8 tetration_installer_..ps1 A Showall X

(EMTEARRENTWS) ¥ovao— @M OLKME 7 v 0325 &,
YTHEFRMAZA-DHEETET,

14.
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@
"
&

o

CiscoTetratizn”  AGENT DOWNLOAD

Software Agents Software Agent Config

° Select Platform

A Linux

® Alx EED

° Select Agent Type

Always open files of this type

Show in folder

Cancel

= tetration_installer_...ps1 . %

Hardware Agent Config

Software Agent Upgrade

= Windows

Software Agent Download

EECEl © Monitoring - @ - €8 -

Hardware Agent Download

Show Classic Agent Packages

Show all X

AYTHFRIAMAZ 2T, UTFZEEITLET,

I
CISCO

15. [Show in folder] # 7'~ 3> %2 Y v 29 % &, Administrator > Downloads 7 # /L&A &, REFELA (THT

BFARTINTWVWDS) A VX F—52R7 U T rPEREINET,

 Tevaon-AgentDowioss x| ) spmatdcewdasomam X | + - \
€ > c @ v w0 e :
@ CiscoTetratien”  AGENT DOWNLOAD E==ZER © Monitoring - @+ 68 -
™
Sotware Agents  SoWareAGEN CON M LT 5 | powmions e
- h. vome st view ]
© > THRPC > Local DR (C) > Users > edminisuator > Dowrloeds > v]© | sesrch Downioads 3 Show Cassic Agent Packages
Select Platform
® # Quick access
Woekor  #
3 2 Documents #
& Linux QA Joowoss  » =
miputy || tetation nsaler
a SR _pod 103 sensor_
et .
@ o ThisPC
» ° Select Agent Type 9 Deskicp
2 Documents
& Downlosds
N Deep Visibility Agent B Music
& Pictures
B Videos
= Local Disk (C)
° Download Installer [l
& Network
& Download Installer
2items =[iF]
Deploying a Deep Visibility Windows Agent
Install agent
1 tetration_installer_...ps1 A~ Show all x

16. A YA +=Z 27U 7 eho Vv oddeE, AVTHFRAMZ2—DHEET,

© 2019 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information.

30/103 *—3



SRAA K ninir

CISCO

Cisco dCloud

Tewation - Agent Dowiosd X ) epencartdciudiscocom X | + a
€ C @ tetrationsvpod.dc-05.com:8443/#/sensors_download?type=software * O 6
@ CiscoTetratien”  AGENT DOWNLOAD [[opencart - T RN R
w

Sotware Agents  SOMAIEAGEN CONE KT LT S | powmions - <
&
Wone e vew °
© @ > TEPC > Locel Dik(C) » Users » edminisrtor > Dowlosds > V]& | sesrchDowniosds o Show Ciassic Agent Packages
Select Platform 4 (%)
® - Quick ccess &
Wowner  # é o
& 5 Documents »
& Linux QA Joomions  # g ‘
s =ras # e o |
indons
. ac v2e R
B ThisPC CRCSHA >
’ e Select Agent Type 9 Deskiop [ Edit with Notepad-+~
2 Documents 3 Scan with Windows Defender.
& Downlosds i
N Deep Visibility Agent B Music Share with >
= Pictures Sandio >
B Videos o
| lowns© oy
° Download Installer & DOA=D) e
b Network Delete
Rename
& Download Installer Properies
Zitems e selected 20248 <[5
Deploying a Deep Visibility Windows Agent
Install agent
8 tettion installer_..ps1  ~ Showal | X

AVTFRAMAZ2—T, UTZ2ERITLET,

17. (EMT@EARTENTULS L S1Z) [Run with PowerShelll] # 7> 3> %2 U v 2 L PowerShell TE{TL

F9, [77ANVERL -EFXF2 VT4 ESE

(Open File - Security Warning) 1 &4 707 HhHZ £,

9 Tevsion- AgentDowniosd X ) opencartdeloud ciscocom

x| +

€

(]

@ CiscoTetratien

Sofware Agents

@ tetration svpod.de-05.com443/#/sensors_downloadtype=software

AGENT DOWNLOAD

)

* 0 8

= o vonorng - @ & -

Software Agent Config

» Deep Visibility Agent

° Download Installer
& Download Installer

Install agent

(8 tetration installer_..ps1 ~

2 Documents
& Dowrlosds
b Music

& Pictures

& Videos

= Local Disk (C)
£ CDDive D)

b Network

2items 1item selected 292K8

) Ay sk before opening thi fle

vl I this:
W) oo o i b e o
j< ‘software. What's the rick?

Deploying a Deep Visibility Windows Agent

Hi
¥ [ [ = | Downloads -
Home  Share  view °
® 4 & » ThisPC » LocalDisk (C) » Users » odministrator » Downloads w6 | searchDownloads o Show Ciassic Agent Packages
Select Platform & %] 1
@ # Quiek access. =
£ Documents g
O Linux DA Loowens ety | Doveuwantioopenthis ez
Iy & Piaures » " =
“ S| |3 Name -losdetmtion irstaler pod 103 sensor windows pal
. B s
8 ThisPC Ty Windows PowerShell Ser
fype Windows PowerShll Scipt
» ° Select Agent Type 9 Desitop from: AUk adrministratonDovwrioade\ieaton incaler -

Show ail

x

18.[Open] K& %2 v o L*d, [Windows PowerShell] 7«4 > RUABE, A1 >R =5 X7 U T FAETE

NIy,
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AR b—

Z27 U7 b, i TRYY—%ZET LD EDDOERVMITONET,

Execution Policy Change
[The execution policy helps protect you from scripts that you do not trust. Changing the execution policy might expo

the security risks described in the about_Execution_Policies help topic at
/go.microsoft.com/fwlink/?LinkID=135170. Do you want to change the execution policy?
[A]l Yes to ATT [N] No [L] No to A1l [S] Suspend [?] Help (default is "N"): .

Int Packages

19. [yl

EE Y] 28 LES,

20.Enter ¥ — %L 9, A VA F—F X7 U T AEITEINE T,

AVAN=FRT VT DRETT S,

21.[Software Agent] 2 7% 27U v 7 LET, ROARABIPERINET,

o wkst1 A=Yz h&EBHITRBTI DY R MIEBMENT,

e wkstl IZ1E, [Deep Visibility] @ [Agent Type (T—> x> b & A7) |ZF>T—
nTWhxd,

[Windows PowerShell] 7 1 > KA B L £ 9,

Filters ©

AGENTS FILTERED BY TENANT:  pod_103 ~

Hostname Agent Type P Addresses SW Version Platform First Chack in

il
cisco
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SFUF3 AVRVENY, TR, BIOTTV T -2 3 v OKERGR~Y Y TORE

DI avoBIE. ARV MY T 7 AIL%E Tetration 7 7 A ZIZA VY R—F L CERZRET DA EXSATE & TT,

ARy b )DOT7y 7A—FK

A—Y7/TF—= a3 (A - ER)IL Tetration 77 Y b7+ —LORANATE HIC% ERADRET2-DICRIPERE~Y— Ty Y —LTT, 7/ T—3 v (E

REFE-T, BRIV BEINDI 7O —T—RICEELRAVTFRAM2EBNTEET T, BEICET2ENMERERBEETZZEFIEIRTOLDOL T/ T— 3 Y(CER)
DY —RHEYEST, -7/ T—avDOEAROFEIZ. IPTFRLADT—TLEZFNODT RFLRICET A2V TR MEBREHAEHHE-CSV 77 (A ILET
7O0—F$32¢Td, BARAAGT7/T—Yay CER) o—@le LT, 77U 5r—avod—F—»hHYET, 7JE—D 74 L VI v o RERLLI—YHERETS

DENDHDHBEIC, 7A—0HEARBRICEEEBDIAINT T - aroF—F—oLa—-FzfATEET,

RIZ, A—HBTF /57— 37740062 RxLET,

E A RS T7Vr—vay

IP7 KL X o s :
172.16.1.90 -2 dns.crisco.com F—RT14 HE Brandon (PI%R 1234) ausl-leafl | ausl-leaf2 False DNS LDAP NTP ActDir HxH51427F
TaY 4Y75R+5 Y¥—EZ
IF %
168.92.33.222 z.tac.com TAC N—pF— TAGC, Inc. vpnl True YR—rDR&y 70E
SR A4 +5% (800-553-2447)
10.101.10.0/24 FN— T IN— T IN— sally (PI#% 4321) False A-HYFIER
TR Fy/NR
192.168.99.12 FIN— a.crisco.com FIN— PCl James (%R 9876) den2-leaf7 | den2-leaf8 False B2B - Visa >
PCI Prod

Zomofle LT, FRNENEKEDY —XD Y X b0, THAALIDPERINTWIHIERDO XA T £12IIMBNLGHRELHY £7,

N
NI ©
N\
S 2\
N T
Weg
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FERIE BAE T/ T—ay CERR) oa—47v 7 a— FOFITY Tetration DEF L WA= 3 »Tld, ICH 3> TFF X MERAZEIHYIC Tetration 7 5 X XIZT

AT EHENDY E£T, Tetration 77 v b 7+ — LICEHICHAATNIHEASICL Y. AWS, VMW vCenter. Kubernetes. Infoblox, DNS, A — K/x5 > 45— (F5,

Citrix. AVI) B EDAIRS 2T L SERABERICTLENE T, /2. ¥ XD Identity Services Engine. Cisco AnyConnect. ASA. Cisco Meraki & D&% &

AVTHFRANERES MO ELHY £7,
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1. 724 UTRI by 7@HIDYFUFTI—V 2> bEA VA =)L LTzwkst] TIEAW)ICEY X9 ,[Tetration]
K7D A= 2—"7T, [VISIBILITY (AI%&#) ] > [Inventory Upload] %2R L £ 3,

bl SASIBILITY -

Daszhboard

Flow Search

Invantory Search

Invertory Fiters

riveritory Lplosd

External Orchestrators

2. [SelectFile] 22Uy 7 L TAVYRy b Y T4 L%ETy7A—RLET,

3. Downloads 7 # /L& %#&BL 7,

7 Tetration - Inventory Uplaad x 4+

&« > C @ https://tetration.svpod.de-05.com:8443 #nventory/uploads

B oApps (@ wSpherseb Client  [3 OpencartStore  [9 APIC 7 Tetration

= () *

o Tr B eo

(@ CiscoTetratien’  NVENTORY UPLOAD

ISRl < Menitoring - @ ~ -

Managing inventory annatations on the pod 103 | Select annotation columnns to enable on inventory and
& = | @ open x
Tetration will generate alerts on any inventory matching € v A & | ThisPC > Downloads v ©  Search Downloads r
Organize = New folder EE~ ™ @
@ Scripts * 1 inventory-pod103
Download Annatations & > @ OneDrive slb-config-pod103
Z [ rest-api-sample
Si Sv file to add or delete annatations ~ [ This PC
n > [ Desktop
Show mare & > Documents
k4 > J Downloads
) > Music
y Assign J
5> (&) Pictures
\nnotations > [ videos
hianually assign annotations to an IP or subnet > wm Local Disk (C3
5 & CD Drive (D)
R v
Search
File name: |Baokmarks-lan | aiFiles v
Search by IP or Subnet

4. inventory-podxxx.csv 7 7 A IE XTI ) v 73 B &, [Upload] K4 7RI HBHEET,
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Upload

Operation

Add v

Cancel

5. [Add GBI [ ANEBIRENTWB Z L #RERLET,
6. [Upload] 22 Vw7 35&. Ty 70—RARTLIZZENRYy 7Ty S THERINET,

@ Upload completed.

YA hAZa—T, UTEERTLET,

7. [VISBBILITY] > [Flow Search] ##iR¥ 2 &, 7H—IRRDXTHFHEET,

- o x
7 Tetration - Flow Search x o+
< C @ nhttpsftetration.svpod.de-05.com 8443 /search-flows?t0= 157283814081 = 15728597408 0ac0= 1572838 1408&I0ac 1 = 15728597408l0ac_.. o % & | @ ©
B fpps (@ wiphereWeb Client [} OpencartStore [1 APIC & Tetration

(ﬁ CiscoTetratien”  FLOW SEARCH @ Monitoring ~ - .

bl
| Selecttime range 1 24,210,744 total observations
" Mov 4 3:28arm - Mov 4 3:28am - 2n 3 an 51 &M ™ 81 X 01 M1 Showing Flow Observations «
Lo Filters @ | Enter atiributes m
@
® Flow Ohservations « Top  Hostnames -  contributing to the selected Flow
A Observations
n Consumer H: Provider H
|oad_halancer I Unknown l
o
kst | wehserver! I
Pl database | webserer: I
wehserver2 | datahase ‘
wehserer! | load_balancer ‘
Unknawmn wkst!

Current selection: Nov 4 3:29am to

Current scope is ‘ opencart ~ | Nov 4 9:29am m m

Found 45,968 Flow Observations (87ms) Show 20 + Sampled &

(ERTmARTENTULS) [Scope Selector] T, UTA#ETLET,
8. pod_xxx MBIRINTWBZ EAEMHERLET,

(ERTcmARTENTWS) [Fiters] 74 —IL KT, UTZETLET,
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Filters © Rev Process &

9. [RevProcess] &AANL

INEBIBRL. Z0F £ 5T [contains http] EABDL ET,

HZ7ACAZDZET O EF >70—AERRENET,

10.[7B8—D7 4 )L% (Filter Flow) 1 h&>%& 27Uy o LEd,

NI
CISCO

CTEEHNEEBREEINSEZSONY FAR=ZT

Rev Process confains I'Ittp .
“http” Y& F 1

E D Filters”DED?~Y — 7 TRREIND T A LEZAIERTANRT A DY R FOR T FETRENTWSE 7 4 —IL K

. AR M) TF7ANLELTT Yy 7A—RENZI—YT7/T—23 VT, INSLDTANLEEFES>T, 77

o

Voy—>avg 77— ([7Og0 arviRE| ¥ [HERE] &) . 23— A VRV MY T 7AILIC

BOIZDMDNRTIA—RZTT7A—ZRYVAL I ENTEET,

Filters Rev Process conta)

Properties that can be fitered

#* Provider Application-Name
* Provider Application-Stage
* Provider Application-Type
* Provider Datacenter

#* Provider Department

* Provider O%5-Type

#* Provider OS-Yerzion

* Provider Owner

* Provider Role

* Provider Sensor-Type

* Provider T& bogon ipvd

* Provider TA zeus

% Provider YRF

¥ Consumer Application-MName
¥ Consumer Application-Stage
¥ Consumer Application-Type
* Conzumer Datacenter

¥ Conzsumer Department

* Conzsumer O=-Type

¥ Consumer OS-Version

¥ Consumer Owner

* Conzumer Role

* Consumer Sensor-Type

¥ Consumer TA bogon ipyd
¥ Consumer TA zeus

¥ Consumer YRF
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ARy b7 4 ILRDIERR

Ot aroEMIE. TRRETERRESNTWVWS OpenCart 7 /U r—>a v 7A—%98T 57 4L
REERT BT ETT,

HLWT AR EERT BICIE, A R A Za—T UTZEITLET,

1. [VISIBILITY] > [Inventory Filters] Z3&IR L ¥ 9,

i ISIBILITY ai
I
Dashbosrd
Flowy Search

Invantory Search

(5 CiscoTetrati#n” INVENTORY FILTERS % Monitoring ~ - -
Ll

Filters @  Enter aftributes. Create Filter

© Total matching filters: 0 Results restricted to root scope [§:E1 ML

@

Name Query Ownership Scope Restricted? Created At Actions
L View Deleted Inventory Filters T3
n
=}
&

2. (EXTciARRENTUWS) [Create Filter] K& > %2 U v o L%, [Create an Inventory Filter] X4 7 0 7' H
HEET,
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Create an Inventory Filter

Define

Name Enter a name (required)

Create a query based on Inventory Attributes:

Inventory is matched dynamically based on the query. The tags can
include Hostname, Address/Subnet, OS, and more. The full list is in the
user guide

A preview of matching inventory items will be shown in the next step

Query © Enter query filters (required)

Show advanced options

Cancel Previous m

[Name] 7 4 =)L FTUTFEEITLET,

3. Pod_XXX_servers e AJJL&T (XXX Ry FESIC—HLEY) .

[Query] 74 =L FT, UTFTEERTLET,

4. [Application-Name contains opencart] ¥ AHL £¥, CGHBEESHmTEEINXT)
5 F—Fh—FDEnter ¥F—%HL £9,

6. ZOFEHIFT [0S containscent] & AHL T,
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7. ¥—FR—FoDEnter ¥—%H{T L. ROLIICKRENET,

Create an Inventory Filter

Define

Query ©

Cancel

pod_103_servers

Create a query based on Inventory Attributes:

Inventory is matched dynamically based on the query. The tags can
include Hostname, Address/Subnet, OS, and more. The full list is in the
user guide

A preview of matching inventory items will be shown In the next step

% Application-Name confains opencart  0S contains cent ®

Show advanced options

Previous

Next

© 2019 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information.
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8. [Next] R&>v%2o Uy T2 ROLHIIZERRENET,

Create an Inventory Filter

Define Summary

Name pod_103_servers
Scope [ pod_103 \
Query % Application-Name coniains opencart and 0S8 confains cent

Inventory Item preview Showing 4 of 4 total.

Hostname IP Address 0s
database 198.19.196.16 CentOS 6.7
load_balancer 198.19.196.17 CentOS 6.7
webserver1 198.19.196.18 CentOS 6.7
wehserver2 198.19.196.19 CentOS 6.7
Cancel Previous

9. [Create] h& &7 Vv LET,
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TANLZDES 1 D2OFERAIELT. Ry FROT—JRTF =3Iy EITA2RRTID 74V EERLET,

FIE

(7-7 CiscoTetratien”  IMVENTORY FILTERS TECEE < Monitoring ~ .-
A
Filters @  Enter attributes ® Create Filter

© Total matching fitters: 1 Results restricted to root scope
@ Name Query Ownership Scope Restricted? Created At Actions

s pod_102_servers * Application-Name confains epencart and No 4:01 PM £ u

0S coniains cent 2
o
View Deleted Inventory Filters T2
=
&

10. (EMTEAFRREINTLD) [Create Filter] R& > %27 U v - L%, [Create an Inventory Filter (1 > > k
D7 4ILEZDER) | XA 707D HEEET,

Create an Inventory Filter

Define

Name Enter a name (required)

Create a query based on Inventory Attributes:

Inventory is matched dynamically based on the query. The tags can
include Hostname, Address/Subnet, OS, and more. The full list is in the
user guide

A preview of matching inventory items will be shown in the next step

Query ©@ Enter query filters (required)

Show advanced options

Cancel Previous m
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[Name] 7 4 — L R TUTA2ETLE T,

1. [pod_XXX_wkst] EAALET XXX IEHRy FESIC—HLET) .

[Query] 7 4 =L F T, UTFAETLET,

2. [Hostname contains wkst] & AHL £,

3. F—R—KFoDEnter F—%|T &, RDLHICKRENET,

Create an Inventory Filter

Define

Name pod_103_whkst

Create a query based on Inventory Attributes:

Inventary is matched dynamically based on the query. The tags can
include Hostname, Address/Subnet, OS, and mare. The full list is in the
user guide

A preview of matching inventory items will be shown in the next step

Query @ Hostname contains wkst

Show advanced options

Cancel Previous

4. [Next] Fa vz Vv LET,
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Create an Inventory Filter

Define Summary

Name  pod_103_wkst

Query Hostname contains wkst

Inventory Item preview  Showing 1 of 1 total.

Hostname IP Address 0s

whkst1 198.19.196.23 MSWindows 10Enterprise2016LTSB

5. [Create] R& > %7 Vw 328, 74NLEADT74LEZDY X MIEMEINET,

(—,? CiscoTetrati#n” INVENTORY FILTERS % Monitoring ~ - -

‘ "

Filters @  Enter atiributes. &) Create Filter
" :

© Total matching filters: 2 Results restricted to root scope || R

Name Query Ownership Scope Restricted? Created At Actions
4 pod_102_servers #* Application-Name contains opencart  and pod 102 No 4:01 PM £ 0
0S contains cent 2
fal
pod_102_wkst Hostname contains wkst No 4:04 PM RS
N 2
& View Deleted Inventory Filters 12

EDT7ANRIEIEFIERAERTERIERTEE T, 72& 21X Windows 2008 #3179 23 N THOIEEZ 3 1£¥
CRRLEY, CVERATAIULE (D UT A ALY 7 b7 T7OMHEM) oFXTow v 7213 AWS East
1 CETEINTVERIARTOERB 7T -2/ 0 —FE2RRIDIENTEET, 74 LXEZFERAL T, BRAT 2 FHAL
RUS—%ERT 5L TEET, 722U A &—% v b & WannaCry 12X L THESS% PClI V — > ADOEER
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YFHUF L TTVT—arvokFEROT Y EY T EEATAERY S —taH
Tetration |&. 77U —>a v ICBETERY S —%2BEICHRHETE 9, Tetration Tld, ZOTAER%EZT T

Dy —vavoikEFEBR~y S (314 ADM) EMOEd, 2ot 7 > 30 BRIE. FBa1RTE S 17 OpenCart
TV —2a v TCADM RT3 0L REHBT B LTI,

Tetration [$H HW 27— 00— FICH L THERFETLITY XLZETTEELETH, WBZFIRLAZY., WBICER
ZBLADZALEZFBTENREN TS, TOREYR— b 27202, Tetration (CIE [EEIEE] EMFIENDHE
BHBHY EF9, BEBETIE. 7+ — D ROBEADIEREZITVET, INiL, Tetration THHT 2FEDEHICDOW
T7VRZRETDHIEIHIRAONET, COTHRTIE TR TOHFLEET 2FREHLN T TICERINTLET,

FIE
YA FX=a—T, UTEEFLET,

1. [APPLICATIONS] Z#7 Uv 7 LT, ®7%H&E£7,

Tetration - Applications x g - & X
&« (¢] @ httpsy/tetration.svpod.dc-05.com:B44 3 # /adm Avorkspace: oy L e o
3! Apps (@ vSphere Web Client [ OpencartStore [) APIC Tetration
CiscoTetratien YRR © Monitoring ~ @ ~ €8 ~
™
APPLICATIONS Overview 4 Get Started
| 1 Create Filter
© @© Enforced Applications Q) N\ Enforcement Agents 4 2 Desired Agent PoliciesQ f 4
o 2 Add Policy
B Workspaces W Analyzed Policies © Enforced Policies @ Policy Request
5 3 Start Analysis
o
- Enable Enforcement
" No Application Workspaces, please create one (2

Application workspaces are the containers for defining,

> analyzing and enforcing policies for a particular application
Each application workspace provides an isolated
environment allowing experimentation with no effect on other R Tools

applications

a n D d Enforcement History

[@ Create New Application Workspace

> Default ADM Run Config

The user guide provides more information on applica
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2. (EMTHfARRENTLS) [Create New Application Workspace] R &> %227 U v o423 ¢,. £4T7ATHEH
XFT, HLWT A= 3y T — 0 AR—ZADERERD T,

= o X
7 Tetration - Applications x 4+
& (& & httpsi//tetration.svpod.dc-05.com:B44 3# /adm pworkspaces o [ e [+]
3% Apps (@) vSphers Web Client [ OpencartStore [ APIC Tetration

Create a New Application Workspace

Name opencart

Description Enter a description (optional)

| Select a scope ~
Q TR

,

[Name] 7 4 =L R TUUTFZETLET,
3. [lopencart] EAHLET,
[Scope] Fmy 7& T, UTFEEITLET,

4. [pod_xxx:opencart] #3iR L 7,
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5. [Create] R"& %27 Uw o328, FILWT T US— 3y T—I0AR—ZAPERENE T,

AERINTHEEFAL T LT W)

I
CISCO

(Fa—bUTL

Tetration - Applications

(¢]

(@ vSphere Web Client

x +
e

i Apps

& https;//tetration.svpod.dc-05.com:8443/

[ OpencartStore [3 APIC Tetration

@ CiscoTetratien

w opencart z
pod_103: opencart |ETITYICR I version w0 JRVCTTE T
2
9 sations & Clusters 0 2 Policies 4 N Provided Services §53 App View (@ W Polic
¢ | = H o Quick Analysis Filters © Q
@
A Absolute policies () | Default policies @) = Catch Al [(EI3
o
No Policies defined @
] Network security policies are the building block for many
powerful features of Cisco Tetration. Each policy
V] represents a relationship between a set of consumer and

provider workioads. Blacklist, whitelist and greylist security
models are supported

—

The user guide has more details on network s

[ Add a Manual Policy

m over workioads, clusters, policies

= a X
o 1 [N e [+]
@ Monitoring ~ @ ~ 68§ ~

T Switch Application

‘ [> Start ADM Run

y Analysis © Enforcement @

®

(EX o
E

6.

AFRREINTWS) [Start ADMRun] R& > %2 U v 29 % &, [ADM Run Configuration] =— < A5
(FHTHARTINTWE L1 BRLZBEORKEEBENRRINET,

@ CiscoTetratien”  APPUCATIONS & Monitering - @ - 8 -
w | opencart @ Emm T Switch Application
Workloads: 4 Last Run: Nov 5, 716 PM
=
o & Conversations 44 & Clusters ' 3 = Policies 18  Provided Services fEa App View - Policy Analysis @ Enforcement o
ADM Run Configuration &
@
ADM discovers security groups and policies for the members of this application using the observations in the selected time range.
4
Selecttime range » 24,518,442 total observations
sl Mov B 1:00am - Nov B 6:00am ~ 108 A0 ADM3 ADAS  ADAT 10M8 1021 1023 DA 10R7  1DRa 10BIHH 1E | 115 Showing Flow Observations
&
[XETY pod_103:opencart I Time Range: Nov 6 1:00am - Nov 6 6:00am I
# Member Workloads: 4 | show

E D ZRRE T pod_xxx DEENEFICIERINTWD/D, —BDFT7 7 4 v 7 IZHENICHFEL. ADM OE

Tl bICERTE T EREBREE T EEIMERSNIRICEZ T
DETEERTZHENDY £7,

Ay IDEREND ZTHEL THS ADM
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ADM 317 O [R5 FEI &0 oD 4R

2D ADM ZE{TT 27-HIC, SHAHH 2 BEICEI A DT> CHESBEZERL CAEL LD,
7. KeEORKMEEEL 7 2OEAERA Y FLET,

8. EXTVARRRVEWLILEFXIZLET,

9. WAL 7 20EAZHN 2HBAEICNZ v LET,

10. EX VAR 2 %id & (THTHEARRINTLS LS I(10) FHGE T ERINET,

-~ Tetration - Applications - ] x
/{3 CiscoTetrati?n APPLICATION: 2 Monitering ~ @ ~ -

T Switch Application

opencart z e
| pod_102: opencart |[IETTUER I versicn: «0 RUTHAEE R

k0] % Conversations & Clusters o 2 Policies 4 R Provided Services R App View 0 ~\ Policy Analysis @ Enforcement -

O
ADM Run Configuration (3
@
ADM discovers security groups and policies for the members of this application using the observations in the selected time range.
L
Select time range —. 42,238,833 total observations
o Dec 2 10:00pm - Dec 5 12:00pm - T ME M MAZ MMS MMT M8 121 123 MRS 1MRT 1Rs  dzn| 12m 12 Showing Flow Observations
=] S
EITTTll pod_102: opencart | Time Range: Dec 2 10:00pm - Dec 5 12:00pm
¢ Member Workloads: 4 Show
5 . .—-—-/— 3
i RREEEIC I L o 2 . ADM OETICERAT 2 7A—T — 2O B/HHEOHELARIRTE ¥, &

RLEZ7B—T—RDOEHNEZWIIE, ADM OEITICHA L BEFEARCAY £7,

JA—F—XDENDHRWE, ADM OERATEICEETIEAVWATEEMA S A Y £7, BRgEEEL 7 2T, #H
DDT—RERIRLET,
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11. FIZX 7 B —JL L T, [Advanced Configurations] /X)L &fkx R L £7,

(’? CiscoTetratien™  APPLICATIONS

Clustering Algorithm Flows

w opencart g
=
| ko) % Conversations o Clusters o 2 Policies 1 | Provided Services
Advanced Configurations
@ : .
Side Information @
pil
SLB Config &) Select a source for this side information
o
& Cluster Granularity (] MEDIUM
& Port Generalization (] AOGRESSIE
Policy compression ([l DISABLED

Processes | Flows and Processes

B2 App View 0

~ - Route Tags &

< Monitoring ~ - -

T Switch Application

Select a source for this side information - E

(¢l Ignore flows matching any of the Exclusion Filters &
|4 Carry over approved policies 3
(¥ Enable service discovery on agent

(71 SKip clustering and only generate policies &)

e Policy Analysis @ Enfarcement -

12. (EH

THRFARRINTLS) [Upload] - £

Clustering Algorithm Flows

Processes Flows and Processes

I o = X
@ Open X
f02405cd0b167 8version = 0&t0 o L H
€ 4 &> ThisPC > Downloads v | ®| | Search Dawnloads P - s e
Organize +  New folder BE~ M @
Seripts ~ @ Monitoring ~ -
B & OneDrive T Switch Application
3 This PC
Y I Desktop
i
%] Documents "ot
© 4 Downloads
D Music
(1) [& Pictures e
[ Videos
4 = Local Disk (C3)
= CD Drive (D) Select a source for this side information = -
ol . v
File name: | slb-config-pod103 | | AllFiles ~
" 9-p
Cancel ching any of the Exclusion Filters (3
ﬁ
Port Generalization (] AGGRESSIVE « Carry over approved policies (3
Policy Compression ([l DISABLED ¥ Enable service discovery on agent

(| Skip clustering and only generate policies

(EHTEARRINTWS) sib-config-podxxx 7 7 A W& X 70Uy 73 % &, [Upload]

LATRITHHEEES,

© 2019 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information.

I
CISCO

50/103 *—



FRAA P a e
Cisco dCloud CISCO

Upload

Name Description

slp-config-pod103 SLB Sic on Description

Cancel

13. [Upload] R& > %7 Uy o923 &, slb-config-podxxx 7 7 ANA Ty 70—FEnEd,

@ CiscoTetratien”  AppuCATIONS @ Monitoring ~ @ ~ -
" opencar‘t 2O T Switch Application
[ nod_103: opencart Workloads: 4 Last Run: Nov 5, 7:16 PM
b0} & Conversations 44 & Clusters '3 2 Policies 18 R Provided Services £ App View (0 - Policy Analysis @ Enforcement o | g
@
Advanced Configurations v
e}
Side Information (& Frevious Conflg
4
n SLB Config @ Select a source for this side information  ~ |E Route Tags & Select a source for this side information = E
]
Cluster Granularity @ ver e ¥ Ignore flows matching any of the Exclusion Filters @
&
Port Generalization (] AGGRESSIVE < Carry over approved policies &)
Policy Compression ([l DISABLED « Enable service discovery on agent ()

| Skip clustering and only generate policies (3

Clustering Algorithm Flows =~ Processes | Flows and Processes

Submit ADM Run

14, (EHcH#ARRINTWNS) [SLBConfig] FAY 7Z vz s Uy odrL Fay 78T hAREET,

© 2019 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information. 51/103 R—



FRAA R NI
Cisco dCloud CISCD

f? CiscoTetratien®  APPLICATIONS @ Monitoring ~ @ ~ B8 -

T Switch Application

w opencart g

o corco JTE —
D P Conversations & Clusters 0 = Policies 4 R Provided Services 5B App View 0 - Policy Analysis @ Enforcement w |
Advanced Configurations v
@ : .
Side Information @
pil
SLB Config & | Select a source for this side information = ‘ E Route Tags & Select a source for this side information - E

Ja}
N slo-config-pod 102 NORMALIZED_JSON Oct 01

sli-config-pod 102 NORMALIZED_JSOM Moy 08

v Cluster Granula.., — | 4! Ignore flows matching any of the Exclusion Filters &)
& Port Generalization (] AGGRESSME (¥ carry over approved policies &
Policy Compression ([l DISABLED (¥ Enable service discovery on agent

(] Skip clustering and only generate policies (3

Clustering Algorithm Flows  Processes | Flows and Processes

Submit ADM Run

[SLB Config] FRy 7& 7>, UTAETLET,

15. BMEDBMDO 7 7 AL EEIRL£T,

F (TS IA Y RO DICEWNER) FAYy 77 vDT0LEICYIRARA v REZBL E BIBRT7A 3y (2
HFE) DERENET, COTHFEEI7Y v o32E ([HER] OXAT7ATHARRENLE) FOy TLT7onn
IR ENETS,

© 2019 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information. 52/103 *—



SRAA K ninir
Cisco dCloud CISCO

16. [Cluster Granularity (7 7 A ZHE) | A 74 & (FRITHEARRINTWLD LS I(Z) [Very Fine GEE ICHA
W) [MBICREESNTWE Z E#ERLET,

. ; . - o X
@ Tetration - Applications X | @ Tetration - Applications X | @ Tetration - Applications X @ Tetration - Applications x  +

<~ Cc @ tetration.svpod.dc-05.com:8443/#/adm /datasets/Sdc Al frun?dataSetid=5dc04d84755f023932d0bB97 &version=1&t0=15.. ¥ L] e

3 Apps (@) wSphereWieb Client @ Opencart Store @) APIC Tetration

@ CiscoTetratien  APPLICATIONS @ Monitoring - ® + 4 -

T Switch Application

w opencart gz g
DvHAMIC | Workloads: 4 Last Run: Nov 5, 7:16 PM

b0} & Conversations 44 & Clusters '3 2 Policies 18 R Provided Services s App View [0 +\- Policy Analysis © Enforcement o
©
Advanced Configurations v
233
Side Information Previous Config
L
A SLB Config () slb-config-pod103 - Route Tags () Select a source for this side information u
=}
I Cluster Granularity @ vervrne I # Ignore flows matching any of the Exclusion Filters (3
&
Port Generalization - AGGRESSIVE @ Carry over approved policies (3
Policy Compression ([l DISABLED ¥ Enable service discovery on agent ()

Skip clustering and only generate policies ()

Clustering Algorithm Flows = Processes | Flows and Processes

Submit ADM Run

17. [Submit ADMRun] 24> %2 ) v 742 &, ADM OEFTHFES N, (FTRTEARTRINTLS L5120 &
ITRRADIBRAEENE S,

A

CiscoTetrati#n™  APPLICATIONS @ Monitoring ~ @ - 8 -

_TSW_itEhAppliEBUDﬂ

w opencart z m —l
| DvHAMIC | Workloads: 4 Last Run: Nov 5, 7:16 PM I [®] |

&
kO] & Conversations 44 & Clusters '3 2 Policies (18 A\ Provided Services sEa App View [0 ~\ Policy Analysis @ Enforcement g
©
Advanced Configurations v
3]
Side Information & Previous Confiy
L
A SLB Config () sib-config-pod103 - Route Tags (O Select a source for this side information  ~
]
Cluster Granularity - VERY FINE # Ignore flows matching any of the Exclusion Filters &)
&
Port Generalization [ ] AGGRESSIVE «# Carry over approved policies @
Policy Compression ([l DISABLED # Enable service discovery on agent 3

Skip clustering and only generate policies ()

Clustering Algerithm Flows = Processes | Flows and Processes

Submit ADM Run

FEERLAAAMNERICIE LT, ADM OEFTIC 2 ~5 9 Hh2BELHY £9,

ADM DZE{THI(Z, Tetration (FZEM% L OEWMFBAFERAL T, BWREEDT —ZDITRTDOAXT—XEDH L.
IVRRA VR EITRZIZTNL—THLET, ERENAT7 T RZEZHER L. HEIZIEL T 42D 772K (12

© 2019 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information. 53/103 *—¥



SRAA K ninir
Cisco dCloud CISCO
HnD 7 Z X4%IZ webserver, load-balancer I3ZNBEDT T X4, 3 DBD Y 5 XX database, 4 DEHDZ 7 X

22 wkst) BEFEET D LOBEL £, EHRERBTIE. ADMETRIC4A~6 BEOT -2 %2R RLET, ZTho
DT —ZHBONBEWGEEIF, KRELRT -4ty FEERL, ADM ZBETLET,

-—

7z ; : I o "
(? Cisco Tetrati#n APPLICATIONS % Monitoring ~ @ ~ -
" opencar‘t @ T Switch Application
(oveamic | [EEEEEE Workloads: 4 Last Run: Nov5, 7-16 PM I ADM results available
b0 & Conversations | 44 & Clusters '3 2 Policies (18 &\ Provided Services S5 App View [0 ~+\- Policy Analysis @ Enforcement U]
Advanced Configurations v
@
Side Information @ Previous Conig
pi
A SLB Config () slb-config-pod 103 hd Route Tags () Select a source for this side information =
=}
Cluster Granularity B ervAne ¥ lgnore flows matching any of the Exclusion Filters (3
&
Port Generalization - AGGRESSVE # Carry over approved policies
Policy compression ([l DISABLED « Enable service discovery on agent ()

Skip clustering and only generate policies ()

Clustering Algorithm Flows  Processes | Flows and Processes

Subrmit ADM Run

ADM DEFTHITT Lo, UTEEITLET,
18. (EMTHARTENTWLS) [ADM results available] U > 2% 2 v 2 L ADMFEROERRICEY £7,

19. (TRTHEHAXRRINTLS) [Clusters] X 7% 2 ) v LT, Clusters X 7HHEE, mRX &2 7IL—T1T 5
FEO [FRERHERN] ARREINET,

(/”? CiscoTetrati#n®  APPLICATIONS @ Monitoring ~ @ ~ -
- opencart Z T Switch Application

pod_103 : opencart [(ovhamic | [EEEHEN Workloads: 4 Last Run: 10:23AM

ko] & Conversations 44 & Clusters '3 2 Policies (20 & Provided Services 52 App View 0 +\ Policy Analysis  Enforcement w | g
Clusters (3 Q [6)
e}
[ Create Cluster
Fi)
Displaying 3 of 3 clusters
N over workinads, clusters, policies
) Cluster - \Workloads = Confidence = Dynamic = Approved
=]
1 N/A
&
load_balancer 1 /A
webserver® 2 Wery High

EOTRZZTEIC [V 7 AZDHEF (Approve Cluster) | %27 Uy 745 &, RO ADM EiT#H, ADM TZ 7 X X
EBERSNEE A,

© 2019 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information. 54/103 ~*—



SRAA K ninir
Cisco dCloud CISCO

Q @
Displaying 3 of 3 clusters
& Cluster: load _b alancer Y Cluster - Workloads $ Confidence = Dynamic $ Approved $
Cluster Actions &) gatsbace ; A
Narme loa d_tlia lancer g? load_balancer Approved

© 2019 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information. 55/103 ~*—



TIRAA R
Cisco dCloud

TV =23 v OkEFERR~Y Y ZICDO0WT

ZovsvaroBMIE. PV —Ya v o&RERFRy T o

DX bE 21—

1. [Policies] 2 7% 2 ) v 73 2% &, [Policies] X 7B E 3,

2. [List View] "7 7 7 4 7 T,

HRLET,

REAY B 2

& TY,

SR ADp View (0

3 more

3 more

7 . et DD e ATIONS
@ CiscoTetratien”  ApeLCATIONS
w opencart @
Cooti0s sorcor JTET SRR
| D & Conversations | 44 & Clusters '3 2 Policies 20 R Provided Services
©
= H o, Quick Analysis Filters @  Filter Policie
m L
x Apsolute policies (@) | Default policies () Catch Al [EE00
jat Priority Action Consumer Provider Services
" 100 [ ALLow | pod_103 | UDP: 67 (DHCPv4 Server)
» 100 [actow [ 10ad_balancer | pod_103 | UDP: 67 (DHCPv4 Server)
100 [atow I catabase | pod_103 | UDP : 53 (DNS) .4 more
100 [ALLOW | pod_103 | [ webserver | TCP : 80 (HTTP)
100 [Attow Il 1oad_baiancer Ml webserver | TCP: 80 (HTTP) .1 more

B B B B 8

@ Monitoring ~ (@ ~

+\- Policy Analysis

aQa @

& Enforcement

& .

T Switch Application

SEEA over workloads, clusters, policies

(ERTc#EARREIN TS L 512) [Services] 71T, UTFE#ERITLET,

3. WIhpnUrvoss Uy 358,

(TRTEARTINTVE LI ID) Y—ERFE—FD

& Provided Services

S5 App View (0

Services
UDP : 67 (DHCPv4 Server) .3 more &
UDP : 67 (DHCPv4 Server) ...3 more &
UDP : 53 (DNS) ..4 more &
TCP : 8O (HTTP) @
I TCP : 80 (HTTP) ...1 more r7g
TCP : 80 (HTTP) [r7g
ICMP &

(’5 CiscoTetratien™  APPLICATIONS
ad Opencart (el Priviary
Workloads: & Last Run: 1023 AM
| - D & Conversations | 44 & Clusters (3 T Policies (20
@
& = E ™ Quick Analysis Filters @  Flilter Policies
fe =
5 Absolute policies () | Default policies (i) = Catch Al m
n Priority  Action Consumer Provider
@ 100 [ ALLOW | [ webserver |
PRI o Qi (o2 baiancer S pod_103 ]
100 [ ALLOW | | database ‘
100 [ ALLOWY | | load_balancer ‘ ‘ webserver” |
I v cov I ooc ico [N o2 baiance |
100 m database |

@ Menitoring ~ -

o8 -

T Switch Application

+\- Policy Analysis € Enforcement o g
Q@
2 Policy
Rank Default
Priority 100
Action
Consumer b Inad_balancer
Provider dfy webservert

View Conversations

Flows - @

Senwice Ports: (2)

¢ TCP 80 (HTTP)

Delete All [£] Add

I ¢ TCP 80 (HTTP) via 198.19.196.17:60 I

© 2019 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information.

a e
CISCO

(TRITERAFRRINTVELIID) RUT—AUIMELTERINTWEI LS

FHrFRRENE T,

56/103 X—3



FARHA R e,

Cisco dCloud CISCO

4., (EMTEARTENTWLDS) [View Conversations] U > 7% 27Uy 7 LEzT, R7HBEE, FDR— FREAT
Y—EAEZREBSIMERLTWE 77 RZDY XD, 7ANRA X =23 2a—<DIPTRLREEDHIC
RRENET,

CiscoTetratizn™  APPLICATIONS @ Monitoring - @ - £ -

) Openca[‘t r:g T Switch Application

Workloads: 4  Last Run: 10:29AM

b0} & Conversations 44 & Clusters 3 2 Policies 20 R Provided Services £5a App View (g - Policy Analysis ) Enforcement o |
©
Conversations (2 Q @
@
consumer Provider = Policy
Fi)
lnad_balancer webserver Rank Default
Q : ! Priori 100
Filters € | Enter attrioutes Filter ty
Action ALLOW
i Cluster, Scope and Inventary Filter membership is as of the time of this ADM run.
Consumer & |oad_balancer
& Found2 Conversations | Show 20 «
Provider @ webservert
View Conversations Flows - @
? Consumer Filter = Provider Filter = Consumer Address - Provider Address = Protocol = Service Ports; (2)
[webserver IR RR T 198.19.196 16 Tep Delate All_[F) Add
02 alancer webserver®
Ralland sl C TCF :80 (HTTP)
[ webserver [JEEERE-RERCERT 196.19.196.19 TP C TCP 180 (HTTP) via 198.19.196.17:80
R
R
Ciscoletratizn™  APPLICATIONS @ Monitoring - @ ~

1) Opencal"t [r:g T Switch Application

\' pod_103 : opencart ‘

Workloads: 4  Last Run: 10:20AM

kO] & Conversations 44 & Clusters (3 2 Policies 20 S Provided Services sEaApp View (0 -\ Policy Analysis @ Enforcement o
©
Conversations (3 E @
@
Consumer Provider = Policy
4 ®
I0ad_balancer webserver: @ Rank Detault
L Priorif 100
Filters @ | Enter attributes ol Filter ity
Action ALLOW
i Cluster, Scope and Inventary Filter membership is as of the time of this ADM run. -
Consumer & load_balancer
& Found2 Conversations | Show 20 «
Provider @ webserver”
View Conversations Flows + @
v Consumer Filter = Provider Filter = Consumer Address = Provider Address = Protocol = Senvice Ports: (2)
[ 10ad_bal | B 3] 198.19.196.17 198.19.196.18 TCP Detete Al ]
QA alancer webserver O c TCP: 80 (HTTP)
| 102d_balancer ‘ [ webserver | 198.19.196.17 198.19.196.19 TcP £ € TCP:80(HTTP)via 198.19.196.17.60

RBETDICIE, UTZERITLET,

© 2019 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information. 57/103 R—



FRAA R I
Cisco dCloud CISCO
1. (EMICRRENTWD) [Search) X7 %27y o L7 %#HExT,

(f? CiscoTetratien”  APPLICATIONS % Monitoring ~ @ -

opencart [e:4 T Switch Application

[ pod_103 : opencart Workloads: 4 Last Run: 10:23AM
I kO] & Corversations 44 & Clusters (3 2 Policies (20 R Provided Services &8 App View [0 +\~ Policy Analysis @ Enforcement g
©
Conversations (3 Q ®
@
Consumer Provider
I @
Inad_balancer & webserver
a SRl over workloads, clusters, policies
N Filters €  Enter atiributes
o

Cluster, Scope and Inventory Filter membership is as of the time of this ADM run

& Found 2 Conversations  Show 20 =

v Consumer Filter = Provider Filter = Consumer Address * Provider Address © Protocol =

[ 10ad_batancer (Il webserver 198.19.196.17 198.19.196.18 TCP

| load_balancer | webserver ‘ 198.19.196.17 198.19.196.19 TCP

[Search] 74— FT, UATZEEITLET,
2. httod EAHLET,
ERENFTvarrn, UTE2ETLET,

\;

3. [Process: httpd] # 7> a3 v &2 &#IRL£3 (TRESR) ,

CiscoTetratisn™  APPLICATIONS P Monitoring + @ - -
" opencar‘t 2 T Switch Application
DYNAMIC el Workloads: 4 Last Run: 10:23 AM
- kO] & Conversations 44 & Clusters '3 2 Policies 20 R Provided Services s8aApp View (0 ~+\- Policy Analysis 7 Enforcement w | g
©
Conversations () Q @
&
consumer Provider
Al lnad_balancer webserver*
. [
N Filters @  Enter atriputes m Description . httpd
=] X Approved = httpd
Cluster, Scope and Inventory Filter membership is as of the time of this ADM run
Internal = httpd
& Found 2 Conversations | Show20 =
Supernet = httpd
I Process . httpd I
Process UID . httpd
' Consumer Filter = Provider Filter = Consumer Address © Provider Address - Protocol =
Port = httpd
198.19.196.17 196.19.196.18 TCP Protocol = httpd
1 r 1 Consumer Name : httpd
196.19.196.17 196.19.196.19 TP
Provider Name ‘htted |

© 2019 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information. 58/103 ~*—



TIRAA R
Cisco dCloud

e,
CISCO

4. [Search] "&>% 27Uy o4 5&, httpd 7EEXZETLTWE, ZOT—VXT7— a3 AT —/1"D Y X b
MRENET (TRTIE 2 20 bRYIOANVBARRINTVET) ,

CiscoTetratign”  APPLICATIONS

opencart » S

Workloads: 4  Last Run: 10:29AM

b & Conversations 44 & Clusters '3 2 Policies 20 N Provided Services
Conversations (3
Cansumer Pravider

Inad_balancer

Filters @ | Enter attributes

Cluster, Scope and Inventory Filter membership is as of the time of this ADM run.

webserver”

Found 2 Conversations  Show 20 -

Explore Observations »

' Consumer Filter * Provider Filter = Consumer Address - Provider Address =
[ webserver [JEEERC-RERE T 198.19.196.18
‘ load_balancer ‘ ‘ webserver | 198.19.196.17 198.19.196.19

@ Monitoring ~ @ ~ -

T Switch Application

s5a App View (0 @ Enforcement o |

+ Policy Analysis

Cworkload: 198.19.196.18

Hostname webservert
Cluster webserver”
View Workload in Workioac

Confidence Wery High

Alternate Inad_balancer
Cluster
SLB Configs
Protocol = || Provides (12)
CP Consumes (5)
TCP Distinctive Pracesses (5)

(7z& z2138) [Provides]| &> %7 U vy o35 &,

UTD 2P EEET,

TCP:

Provides (12)
TCP: 22 fusr/shin/sshd
UDP : 68 shinfdhclient
TCP : 80 via 198.19.156.17:80
fusr/sbin/httpd
TCP: 111 rpebind
UDP 111 rpcbind
UDP : 123 ntpd
UDP ; 631 fsbin/portreserve
UDP : 801 rpebind

SHOW MORE

5810 fusr/lib/jvm/java-8-sun/bin/java start.jar jetty-loa

6. 7AtR (EKDO LS IChttpd &) 27V w o328, IR TRENET,

© 2019 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information.

59/103 X—



i HEYTe e
Cisco dCloud CISCO
Provides (12)
rcp. 22 fusr/sbhin/sshd
e - /R {=hin/dheclient
TCR 80 fusr/sbin/httpd

User apache

Command
Fusrfsbinshttpd

TCP . 80 via 1968.19.196.17:80

Jfusr/sbin/httpd
TCP: 111 rpebind
JOP 111 rpcbind
JDP 123 ntpd
JDP 631 fsbin/portreserve
DPF 801 rpebind
TCP: 5810 fusr/1lib/jvm{java-8-sun/bin/java start.jar jetty-loo

SHOW MORE

MFRFIRRDZLDBHY T

FEZOEITaVICEENBIBRICRY FT—0FRL—ZNRT I 2RTHDIE. 5 F TIEIFEEICEHE T L7, Tetration
FZENZVT7ILRALTREL, W TV /X TEEXT,

[#2ft (Provides) |:  RR Db Z7 74 v 0 ARHL TCWEBF TV R—FrDYUR e =T ViR—F+2FS50—H
L7 ZADNRRINET, KFTRINTWBHR— L, Tetraton A7 /T4 7 70— %ZWHR LA —TVR—F
HERLEFTH IV L—FR—brERYy bT—0 FF 74 v 02RBLTVBVF TV R—bTT (ZNIFEF 2
UT 1 DESBEDRA >~ b T, BRT 2 L RERRBHAZMNTEDAIEENHY ET)

[(BZ (Consumes) |: KR DAL T 74 v 7 Z&BEEL TWBER—FDY X FARTEINET,

[$55% 7% 7' 0+ X (Distinctive Processes) |: F 774 v 27 7A0—DEBEDLEWMEIOZELTWS 7 OEALARREN
9, ZOEIL Tetration 7L TY LB LV T O ROERICEIVWTRESNE T,

© 2019 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information. 60/103 ~*—



TIRAA R
Cisco dCloud
TS —2 3 2 —OFER

1. [App View] 2 7% 27Uy o LET,

I
CISCO

@ CiscoTetratien”  APPLICATIONS
w opencart z EmEm
[ pod_103 : opencart || IERECR| Workloads: 4 Last Run: 10:29 AM
=
I b0} & Conversations (44 s Clusters 3 2 Policies 20 N Provided Services riaApp View 0
o
@ X
Create New App View
4
Name: Description:
o opencart application view App Yiew Description
&
Name = Description = Date created = Last modified ~
No app views

@~ &5~

@ Monitoring ~

T Switch Application

[> Start ADM Run

- Policy Analysis @ Enforcement -

2. [Create New App View] T N IIAELLZ &% (U vy LT) BERELET,

[Name] 7 4 =L R TUTFAEITLET,

3. opencart application view & AL £,

4. [Create] K& > %7 Uvy o35, RrHEDLY, BRI 7HED T IRFRRINET,

@ CiscoTetratien”  apPLICATION

w opencart z S
| | pod_103 : opencart DYNAMIC | Workloads: ¢ Last Run: 10:29 AM

=) & Conversations |44 B Clusters '3 = Policies 20

App View List

opencart application view @&

clusters to application view —>

N\ Provided Services

sfaApp View 4

Use the sidebar list view to add initial

@~ &5~

% Monitoring ~

T Switch Application

[> Start ADM Run

W Palicy Analysis @ Enforcement “of

& |Q O
Filter clusters
O -
a < pod_103

a <5 pod_103:0pencart

o database
[m] load_balancer
a webserver”

5. (EMTEARTENTWDS) [Cluster] E 7D T VT4 7R xTTHs2 k% (7)v o L7T)

HRLES,

6. (EXTEFARREMNTLS) [database]. [load_balancer]. ¥ & O [webserver*] @ &>

27Uy 7 LET,

INsliEZznEn~y ZICBMSNETA. IhozekRd 210FE (TRTEARRENTVWSLSID) vv 7%

EAEICZ 70— LBITNIEB s WEELH Y £,

© 2019 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information.

61/103 *—



FRAA P a e
Cisco dCloud CISCO

f? CiscoTetratien™  APPLICATIONS < Monitoring ~ @ ~ &% ~
™ Opencart e 1 Switch Application
DVNAMIC | Workloads: 4 Last Run: 10:29AM [> Start ADM Run
b & Conversations |44 B Clusters 3 2 Policies 20 N Provided Services shaAp View 4 e Policy Analysis © Enforcement -
6 o ® 94 0O
@
A Filter clusters
Q2 1 1 o -
|
|
o . 1 [m} < pod_103
I 1 4O < pod_103:opencart
& I | 0 @ & database
o . 1 : 0 § & load_balancer
| I 0 9 @ webserver
|
I |
-1
) wiwemr

7. [database] X 7)o )y 0§D E. =y THBEBINTUTARREINET,
e pod_XXX

e database & pod_XXX D

e database & webserver* f&D#Efk:

ﬁ CiscoTetratien™  APPLICATIONS @ Monitoring ~ @ ~ £& +
a opencart ¢ o T Switch Application

DvnAmIC | Workloads: 4 Last Run: 10:20 AM [> StartADM Run
&

b & Conversations (44 ¢ Clusters '3 2 Policies | 20 N\ Provided Services s App View 1 W Policy Analysis @ Enforcement -t
amaae
» & Q @
@
pis Filter clusters
fal o -
peis
o 09 - <£pod_103
a <5 pod_103:0pencart

y

0O ¢ & database
0 @ & load_balancer
0§ @ webserver™

) weteener

() v patmen

© 2019 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information. 62/103 *—



TIRAA R
Cisco dCloud

NI
CISCO

8. [webserver*| =& 7o)y o3 hE, v 7HEEBEINT, load_balancer & pod_XXX ~DEFGARINE T,

& Provided Services

O =

(@ CiscoTetratien”  APPLICATIONS
wopencart ¢ Emmm
[ovwamic | EEEERNEN Workloads: 4  Last Run: 10:29 AM
s
D & Conversations (44 ¢ Clusters 3 2 Policies | 20

v
@
Pis
2 ) e b
=]
P

Q) wieener

o m

ahaAPp ViEW 1

% Monitoring ~ @~ €5 -
1T Switch Application

[> Start ADM Run

W Policy Analysis @ Enforcement ]

& Q @
Filter clusters

0«

09 - Lpod 103

[m] < pod_103:0pencart
0O 9 @ database
0 9 @ load_balancer
0O 9 & webserver

9. [load_balancerl # X 7o U w45 &,

<y 7THBHEBEE N T, pod_ XXX ~DEHEATRENE T,

& Provided Services

NeL ol

(@ CiscoTetrati#n™ APPLICATIONS
w opencart z
IRl (cveewc] EEEESTE Workloads: 4 Last Run: 10:29AM
h
b0 G Conversations (a4 & Clusters 3 = Policies |20

v

@

Y

a @ oo

=]

&

oo e

sk APp View 1

@ Monitoring ~ @ - &5 -
J Switch Application

[> Start ADM Run

~# Policy Analysis @ Enforcement ]

& Q @
Filter clusters

o -

09  <pod 103

[m] =5 pod_103:0pencart
0 9 & database
0 9 & load_balancer
0 9 & webserver

LTFogFexRITTEES,

9528% (RS LT) REZ, Yy 7ONREFERESICERDZIENTEET,

RYTHLEEDY 7 AXEHIBR (EV#ER) T2FET,

IIREET Vv ITDHE ZDYTRAED [REBLVHEE] 75L20R—-FARINET,

R)y—axs2%z0)vod3L (FHTHARRINTLS LD BRAINRY Y—0FFlLNRRINET,
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w opencart g

2 LastRum MNovE, 1028 AW

Al +
s |-
¥y
ﬁ
&
3

pod_103 : opencart

k0] & Conversations | 44

(? CiscoTetratien”  APPLICATIONS

Workloads: 4

& Clusters 3 2 Policies 20

(0 App View List ' opencart application view® G

@Ylvad_balancel
<}
d‘\?ﬂebsemeﬁ & A"@fpndJ%

R Provided Services

@ database

shaApp View 4

P Monitoring ~ @ ~ -

T Switch Application

- Policy Analysis 7 Enforcement wo| g
& Q 0
T Policy
Consumer & load_balancer
Provider & wehserver
Wiew Conversations Flows - &
Serice Ports: (0)
Mo services defined
Consumer & wiehserver
Provider & load_balancer

I
CISCO

10. (EMEAICERARTEINTWLS) [Save (RF) | R4 v2 7Yy o5 AvTFRAMAZa—hBEExT,

11. [Save (RFE) 1 F 7Y avas v odse, PFVr—yavEa—»nREINES,
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>FUA5E R —DRFEE

Cisco Tetration 77 v F 74— L Tld, SFENRRY > —opHEBRAEZERTTEET,

R S — 44

F IRV ICEY, 2—HFE RV =DV FRA Y MIEAINDFIC, R Y—DREATEDL S 74
HEREZ D EBETEET, /. RUY—DRECAMNLYFIICEAINTWLSEDOXEZIBET 270
BRTZZEHBTEET,

Tetration DR > —H#Tld, 7A—DORETIP 7 FL X ER— X TOBICER]., BFEE, TX5—7, BLW
EEEIN70—ICBT2EHRMBHINE T, Tetration (&, KU —I[THEML TWARWI EA2RT 75— hEEE
THZELTEET,

[ZFA] (Permitted) JIZRY > —ICk>THAIEINB I EICHE->TWT, ERICHFRAIENAZ7A—TT, TNIE. 2D
RYS—AFETIHEL TWBZEERLTWETD,

[8BEZE (Misdropped) 1IClE. vy b7 —7Zick->T ROy Fanis, R —TlHFERSNRTWSIETO7A—
HARRENET, BEIZ. — AR FEMEAEDAAIEETCERDL>T2h. v P T—7IC& > TRSH DAL
CTwszetzmnlLEd,

[TX4—7 (Escaped) ] IClE, &Y FT—2IC& > TEFRIEINTA, RRIFRY > — > Ty FT7—2TFAY
TEINBIET o7 A ARREINET, FY P T FRL—ZIE, ZOT7A—ICFYLET LT, K74 b
UZX MM 2REDHZDE I DT 270D+ LERERSETEE£T, K74 FUXMEITRETHRVWES
. I0C THDh. 77U T =2 a Y OBECRENEESNTWHHEREAH ) X7,

[#BE (Rejected) JICIE. 2 Y P T —ZIC& > THEREBEENTVWE 7 A —BIPETEINLEFTO7A-—IERREN,
R —HABEYICHEEL TWEZEE2BKRLET, COMEZRTCEKEVAIZ. KU —IZETINDHDHRS
NTWBEBETH, FNHAERTEINZDIEREAEWVNDI T ETT, TNIXIOC THLAIEELH Y £,

© 2019 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information. 65/103 *—



FHRAAF NI
Cisco dCloud CISCO

FIE

12.  [RYU>¥—oa#47 (Policy Analysis) ] Z27 Uy 27 LT, 7A—DRXRD 4 DOH5HE%ZRT Ul DY —ILZHER L
£9,
e Permitted (FF7)
e Misdropped (GE#ZE)
e Escaped (ZR47—7)

e Rejected (iER)

F ooV FUFT, TTUS—YavEa—%REEFELAN->THEA. [Save] £7-1F [Don't
Save] D EL L ERIRT E2NHERT DA v -V DERRENET, [Don'tSave] RE> %7 v 7 LIREFEET ITEH
EJCIN

13. FLETUT 4TI - TWaE WSS L [Start Live Policy Analysis] 227 U v 7 L 74 7R > —9ICEY
Ry 77y 7T [Analyzel #7 Vv o7 LET,

(7? CiscoTetratign”  APPLICATIONS < Monitoring ~ -~ 8-

w opencart T Switch Application
[ovnamc)  CEEENE

M & Conversations | 34 & Clusters 4 2 Policies 18 A Provided Services &8s App View o ~\- Policy Analysis @ Enfarcement AR i

& | = H o Quick Analysis Filters @ | Filter Policies Q ©

B workioads: 4 Last Run: 4:00 PM [> Gtart ADM Run

P Absoiute policies ([ | Default policies Cateh Al 500

100 load_balancer TGP BO{HTTR) 1 more
100 load_balancer TCP B0 (HTTR)

o Prierity Action Consumer Provider Services Sl Over workloads, clusters, policies
& 100 pod_102 UDP : 67 (DHCPv4 Server) .3 mare @
& 100 UDP © 67 (DHCPv4 Server) .3 mare @
I .
" ‘l TCP 80 (HTTP) erd
-
-
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14. (ERTmfAkr&EnTW3) [Policy Analysis] 7% 27U v o L£9,

A

CiscoTetrati#n®  APPLICATIONS

% Monitoring ~ PR -3

Switch Application
w opencart g 2y T PP
Workloads: 4 Last Run: 10:11 A
=
| kO] & Conversations 28 & Clusters 4 2 Policies 16  Provided Services &8s App View o ~ Policy Analysis B enforcement -
©
Live Policy Analysis: n1 42 £ Manage Alerts ) Fun Experiment Analyze Latest Policies
@
3 Select time range 15,119,760 total observations
Novs 401am-Nov 1001am +  © 2 @ p i a W - B Sncwing Flow Obsenations
o
Filters @  Enter attributes.
(=]
Filtered ® Flow Observations ~ Permitied | Misdropped | Escaped | Refected
I [ B d Top | Hostnames = | contributing ta the selected Flow
Observations.
I WPermitted Mvisdropped MEscaped MRejected I
a0 Consumer Hostnames Provider Hostnames
180 . - - - l0ad_talancer websemerl
180
- /.
= ./ websenver! webserver2
100
&0
0 \ database Unknown
0 \
\

NI
CISCO

F (LHTERARREINTWDE) —EDOREX Y T I7T7DKXT7TA—RATDF v eFT752PYVEZFT, 1z& 2 1L

IRF—=TEN-70—%2FRT25HEE. [Permitted (FA]) 1. [Misdropped (GE#%%) ). [Rejected (JER) ]
RErvEIYy I LET, BAZOMEABEOTIE, 77 7RAOEMEZDREOF—ICHY £,

TT77DRALRZARZ )y 7§ D5E, ZDRALATAATHEAINL7A—DERRINET,

(? CiscoTetratign”  APPLICATIONS @ Monitoring ~ @ - &5 -
" opencart - T switch Application
pod_102 ; opencart ‘Workloads: 4 Last Run: 10:11 AM
b0} & Conversations 28 & Clusters 4 2 Policies 16 N Provided Services ks App View o ~ Policy Analysis m Enforcement @ g
Mov 8 4:01am - NDV’B 10:01am ~ 21 3n ar 51 84 M Edl an 1041 411 T Showing Flow Observations
Filters € | Enter attributes
4
Filtered Flow Ob ti - P itted ~ Misdi d | E: d | Rejected
@ Flow ohsenations ermies | MIBEIOppes | Esvaper | Rejerte Top Hosinames -  cantributing to the selected Flow
Observations
Wrermitted Wvisdropped WEscaped MRsjected
o 193 75 0 [ :
2207 Consumer Hostnames Provider Hostnames
& = '««".\.---'/ \..."I ..... AN\ .\.4" \.J"-\._ SN _./.-.\ A ™ ,-/‘\'-.--/ S \‘-.A./ N
180 - - - - Inad_alancer webserver!
180
| /. a
=0 ./ webserver! webserver
100
20 o
60 Nev 8 07:00:00 am (GMT) ' datab Unk
a0 Granularity: § minutes \_ slanase e
\,
20 Permittect: 199 (72.63%) A U T
o . T r T T Misdropped: 75 (27.37%) PP YRUNS.
230 5Am 530 & AN 8:30 7 A Escaped 0(0%) as0 0 A
Rejected: 0(0%)
Found 18,284 Flow Observations  Show 100 =
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1. [Enforcement] 2 7% 7V v 032X T7HHEEET,

ﬁ CiscoTetrati#n” = APPLICATIONS

w  opencarnt z EmEm

Waorkloads: 4 Last Run: Moy 6, 10:29 Abt

Filters €  Enter aifributes..

Filtered @ Flow Ohservations ~ | Permitied | Wisdropped | Escaned | Rejected |

Wpermittedt Wvisdropped MEscaped MRsjected

11,000

&

D & Conversations 44 & Clusters | 3 = Policies | 20 S Provided Services sE3 APR ViEw 4

Enforced Policy Version: disabled @
63}
s Enforcement is disabled for this application.

Traffic in, out and within this application's scope may still he enforced by policies from other enforced applications

o

Select time range e
@ Apr 24 1:28pm - May 11 61 0pm ~ 21 3H 1 51 ] 7 Edl e 101 1
&

Top  Hostnames -
Observations

Consumer Hostnames

10,000
9,000
2,000
7.000
000
5000

4000

Inad_balanser

wehserverl

database

wehserver?

& Monitoring ~ @ ~ 88 -

2 Switch Application

v Policy Analysis 7 Enforcement i ki

24,679,910 total observations
Showing Flow Observations

contributing to the selected Flow

Provider Hostnames

Ioad_balaneer

I
CISCO

2. [Enforce Policies] h"& > %2 U w794 5&, RY>—nDEAIZEY 5[Enforce Policies] 4 7 A7 AR E £7,

Enforce Policies

Select the version of policies to enforce.

Version ‘ kelect a version

1 untitfec

Reason for action ‘ PT | act action: 9:25 am

relevant hosts. Please click accept to continue.

Accept and Enforce

Mew host firewall rules will be inserted and any existing rules will be deleted on the

Cancel

[Version] kA Y &>, UTFEEFTLET,

3. BMORY S —ZBRL £,

4. [Accept and Enforce] R& > %2 v 79 % &, [Enforce Policies (KU > —di#EA) |

LATRITHEHALES,
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ECERATAZ LT Windows VM ~ADEED KT 74 v 7 DIREHATEZT7 74T 74— LR >—& Linux VM
ICXTB77AT T4+—II—ILE Ty 2L ET,

BAATRICEMICEDENINC, =LA T—270—RIZTy>a8TyEaNdE£T. BR60IFEFLTTniEn
SIWEELHY £,
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RIZC 7—278—FD 1227 yyadnNf)—ILE2BTHEL LD,

5. [Clusters] X 7% 27Uy LT X7%#ME%T,

(FTHTfAKxRTEINTLS) [webserver*] 27U v o LET,

(FHTEARRTENTWDS) [Workloads] /S ILAWTWE Z e % (27U vy o LT) B

CiscoTetratien’

opencart @ g

DYNAMIC

b} % Conversations |44
Clusters &

Filters € | Filter Clusters
Displaying 3 of 3 clusters

W Cluster =
database

Ioad_balancer

APPLICATIONS

% Monitoring ~ @ ~ -

T Switch Application

i Palicy Analysis ﬂ Enforcement -

Q @

& Cluster webserver

Cluster Actions
Marme webservert 2

Description g
Wiew Cluster Details
configence very High

Edit Cluster Guery (5)

Workloads (2)

198.19.196.18 webservert CentOs
1981919619 wehserver2 Centos
Meighbars (2)

UXrD—D2BD7—7A—F27 Uy s32& 7T—7A—-FPEBREENTEHFHlIRTINET,

Ciscoletratie n”

opencart z B

D §Conversations 44

Clusters &

Filters @ | Filter Clusters
Displaying 3 of 3 clusters

? Cluster -

database

load_palancer

APPLICATIONS

& Monitoring ~ @ ~ -

T Switch Application

- Policy Analysis B3 enforcement ]

Q @

CJworkioad: 198.19.196.18

Hostname wehserver]
Cluster wehserver:
Confidence Wery High
Alternate |oad_halancer
Cluster

SLB Configs
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9.

(FRTc@mARTENTWLS) [View Workload in Workload] Y v 2% 2 Uy 24 % &
T77ANLDHEETET,

@ CiscoTetratien”  WworKL0AD PROFLE P Monitoring - & - -
ot
summary Long Lived Processes Process Snapshot Interfaces Packages “ulnerabilities Config Stats
&= Container Policies Metwork Anomalies Filg Hashes Wisit History
©
Mov 6 9:44am - Nov 7 B.4dam « WEBSERVER1

@
L Host Name Agent Type 05 Platform

wehservert 2 Enforcement CentO5-6.7 (xB6_64) - 2.6.32-573 BI6GXBE_Gd
o

Last Check-in Sy Deployed Agent Wersion
¢ Mow 7 2019 09:25:37 am (GMT) Moy 12018 01:51:24 pm (GMT) [13.3.2 4-enforcer
& Scopes User Annotations Enforcement Groups

1 more Application- 11 more pod_103 .2 mare

Experimental Groups Interfaces Packages

pod_103 2 more 2 605

= -~ = — .. Sy

10. (LM THAXRRTEINTWD) [Policies]| #7 )v 7§22 THERE,
N > _go N - —p ~ . e R _ N e
IYVRRAYMITyadNioRY Y ——IbARRENET,

@ CiscoTetrati#n™  WORKLOAD PROFLE pod_ @ Monhoring - @~ & -

©

@

Pl

o

°)

&

Summary Long Lived Processes Process Snapshot
Network Anomalies File Hashes “Visit History
Nov 7 4:250m - NOv 8 4:250m - WEBSERVER1
Filters @ = Enter attributes..
Displaying 20 out of 20 concrete policies
N Priority + Packets = Bytes = Actions =
1 MAA A ALLOW
2 A A ALLOW
3 A A, ALLOW

Interfaces Packages ‘Uinerabilities
Direction = Family = Prote = Src Inventory =
INGRESS 1P TCP websererl
EGRESS 1P TCP 19818196 10/32
INGRESS IPvd. TCP atiy

Config Stats

Policies Contsiner Policies

SrcPots  ©  Destlnventory = DestPorts =
any 198.19.196.10/32 443 1 more @
M3 T more®@  websenerl any
M43 dmore@ 1981949610532 any

L VZDMEHBEREZIIS T HICIE. UTFZ2ERTLET,

11. [Fetch All Stats] K& > %27 U v o7 L £,
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BRBOT7 7V r—> 3> OrRBET X b
1. wkstl UE—FTFR7 by TERICEY £75,
2. Google Chrome %#Bi &, OpenCart L TW\WbZ &, 77U —2a v IlEEN LW EA2ERLET,

-RrE

3. RT7APUVRMRYUS—ICESTHFRAINTWVWE 7A—XA TOHEDFRIIN, ThUNMETRTTHY 7SN
¥,

B - o X
7 Tetration - Applications X | & Tetration - Workload Profile x| @ YourStore x |+

&« @ (@ Motsecure | opencartddoud.cisco.com * |6

B Apps (3 uSphereWeb Client @ Opencart Store @ APIC 7 Tetration

You are gceessing webserverl

§ Currency ¥ £ 123456780 &My Account ~ WP Wish List (0) T Shopping Cart ¢ Checkout

op encarf ‘7 Sesren a B0 item(s) - $0.00

FEWIThADOT U= a v —NTlER, TEVYA L =Y 3> 7—20RXF—3 3> Google Chrome »

% OpenCart (opencart.dcloud.cisco.com) IZ7 7+t XL £7,
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4, TNETANTBITIE, wkstl UE— TR by THER A S opencart.dcloud.cisco.com I SSH ##:T7 7 ¢

2LET,

5. wkstl UE—=FFRZ by 7T, X7 R=H5 [Putty] EWS 77U T—2arv %59,

6. [Putty Configuration] R— A FRR I N7z, SSH #9571~ X kb & L T opencart.dcloud.cisco.com . Port (Z

22 (SSH) #AHhL T,

- S — -
€ 5 C  © Notsecure

() Not secure | opencart.dcloud.cisco.com

You are accessing webserver2
‘@ PuTTY Configuration ? X

Ul
Category:
-- Session Basic options for your PuTTY session

Logging Specify the destination you want to connect to
Teminal

Keyboard Host Name (or IP address) Port

Bell [bpencan dcloud cisco.com | 22

ler_pg Features Cpnnecuon type

=- Window ORaw O Telnet ORlogin @SSH O Serial
Appearance

Behaviour
Translation Saved Sessions

Load, save or delete a stored session

Selection
Colours Default Settings Load
=- Connection
Data
Proxy
Telnet Delete
Rlogin |
+- SSH E
Serial el
Close window on exit: B
OAways (ONever (@ Only on clean exit

Save

About Help Cancel

% tetration_installer_....ps1

7. [Open] 22U w27 LET, wkstl 3T DIV KRA > MISSHERTET, EHELZXA LTI RL

EQEIN

© 2019 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information.

73/103 R—



Cisco dCloud

N DAY . 7 X,

PuTTY Fatal Error

8 Network error: Connection timed out

8. ZOED@EIL. 5NIEY % & Enforcement DEIAEICHENTTDOTHEREL TS,
opencart.dcloud.cisco.com @7 —7Z O — k& Hostname %' load_balancer @£ D Td, UTORD L 5 I
[Provider Hostname = load_balancer] & L TERRER VAL EHTEET,

@ Monitoring - @ - @5 ~

v A tior
i opencar = gy . :
DYNAMI EZIZETN 1 Workloads: 4 Last Run: De P |
D & Clusters 3 & Policies |24 S Provided Services shApp View 4 M Policy Analysis B Enforcement
LY
Filters & Provider Hostname = load_balancer
@
Filtered ® Flow Observations ~ Permitted | Misdropped = Escaped | Rejected
n o ; L Top Hostnames « contributing to the selected Flow Observations.
WRejected
o 114 Consumer Hostnames Provider Hostnames
104
o 094
084
y 07 4
|
054
| wkst! load_balancer
054
0.4
034
||
034 | |
0.1 f l — —
0o t 1 1 et f T
12:08 12:10 1218 12:20 12:28 12:30 12:38 12:40 12:48 12:50 12:55 144 1:08
Found 1 Flow Observations  Show 100 «
T Timestamp Policy Categories ~ Policy Rank Consumer Hostname Provider Hostname Consumer Address Provider Address Consumer Port Provider Port
Dec 6 1:00:00am REJECTED Catch All ks load_balancer 198.19.196.15 98.19.196.9 58010 22

9. ZmEINIZH[Select time range]n n[Range: 1 hr] % ZBA THAENROBEZRVIAATRY ., 70— F/ER

JEDE) ) FEZFEBFL < F2E Ly,
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vFrUFe HKUT—DYIal—IarEAVTIATVAD
TEVAML—Y a3V

Dty aroBMIE, Tetration ICHENFHRY > —%8ML T, T—ZR=IAY—NEBET H7-8D OpenCart 7

TV =2 aviERTWeb Y —N\%ETTHIETT, INICLY, OpenCart 77U r—>arhR& o> LET,

E NN —IE. T 74 FFE/IL catch-all RY > —DREIICERAINE T,

=y

1. Tetration @ [APPLICATIONS] ~—<> . [Policies] * 7% 2 J v 2 L. [Absolute Policies (&R0 > —) ] %
BIRLET,

2. [Absolute Policy]l #27 U v o LR Y > —DBMICEAE T,

(5 CiscoTetratisn”  APPLICATIONS @ Monitoring ~ & ~ -
w opencan g Emm I Switch Application

pod_103 : opencart

Workloads: 4 Last Run: hov B, 10:29 AM

100 database ICMP
100 database TCP - 3306 (MySaL)

&
b0l & Conversations a4 & Clusters '3 2 Policies 20 & Provided Services ahaApp View 1 e Policy Analysis E Enforcement -
& | = HE o Quick Analysis Filters & = Flifter Falicies Q 6]
@
5 Apsolute policies (@) | Defautt policies @) catch Al [EID Addl Default Policy & Cluster. webserver
Cluster Actions
fa) Priotity Action Consumer Provider Services Name I———
C) 100 WEBSE"’E" P'"i 103 UDP : 67 (DHCPv4 Server) .3 more = Deseripton ®
» 100 load_balancer pod 103 UDP * 67 [DHCPw4 Server) 3 more g Wiew Cluster Details
confidence very High
100 pod_103 UDP . 53 (ONS) .4 more g Ty g
Edit Cluster Query (5)
Workloads (2)
100 load_balancer
= TCPBO(HTTR) .1 more = E wehserver CEntOs
198.19.198.19 webserver2 CentOs .
100 lead_balancer TCP . B0 (HTTP) g
Heighbors (2)
@
@

3. [Action] FE Y 7& 7> U X MDD [DENY JEER) %22 Y v L, [Consumer (O3 2 —<) |IC[webservers *Cluster]
Z L C[Provider (7'O/X4 &) | KB v &7 > hin[database CUster |2 Z NZAERLET, [OK| 227 U v oL
9,

© 2019 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information. 75/103 ~*—



SRAA K ninir
Cisco dCloud CISCO

CiscoTetratisn®  APPLICATIONS @ Monitoring ~ @& ~

. opencar‘t 2 T Switch Application
Workioads: 4 Last Run: Nov 6, 10:28 Ab
| b0} & Conversations 44 B Clusters ' 3 = Policies 20 & Provided Services Fha ARp ViEw q - Palicy Anatysis ﬂ Enforcement o

@
& E| =3 Quick Analysis Filters @  Filter Policies Q ®
@

& Cluster: webserver

x ‘ Apsolute policies (@) Default policies &) Catch Al m

Cluster Actions

Jay Priority Action Consumer Provider Services Name YY.EE.SE[‘.’E'.T.@
=] 100 DENY = | | websenser” | | database | | | * Cancel Description
& Wiew Cluster Details

4. Services D FD[lnactive] ERRENTWB YU o%2 7 Uy oL, Y—ERZREERBLET,

5. UoBRlicHh Y —ERERFOT7AY 2T, [Add] 227 ) v LY —ERZEMLTWEEXT,

CiscoTetrati#n™  APPLICATIONS @ Monitoring ~ - -
ol opencart @ T Switch Application

Workloads: & Last Run: Nov , 10:28 A1

| b) & Conversations 44 & Clusters 3 2 Policies 20 S Provided Services ahaApp View q e Policy Analysis Enfarcement i
©
& E| =3 Quick Analysis Filters @ | Filter Policies Q ®
£}
r ‘ Absolute policies () Default policies  E) | Catch Al m 2 Policy
Rank Absolute

n Priority Action Consumer Provider Services Priority 100

o 100 [ oenv | [ webserver | @ Action

» Consumer & webserver
Provider & datahase
View Conversations Flows - @

Senice Ports: ()

Mo services defined

6. Services Ports X =2 —7/5 [ANY] #3IR L T, webserver 7 5 XX & database 7 7 X ZB DT XTD

b2 74y %EBRLET, [OK] 743‘/-’&7U v LES,

@ CiscoTetratis APPLICATIONS @ Monitoring ~ - -

w opencart @ T Switch Application

| pod_103 : opencart

kO] & Conversations 44 & Clusters 3 2 Policies 20 & Provided Services ahaApp View 1 Palicy Analysis Enfarcement R

Workloads: 4 Last Run: Nov B, 10:29 AM

TCP
HE o Quick Analysis Filters & = Flifter Policies uppP
IChMP
Other

B @

Absolute policies [ Default policies &) | Catch Al m

=]

AN “psolute
AH
o Priority Action Consumer Provider Services ARGUS n
[vebserver | e

100 [ webserver | database Inactive 2 reg 25
@ m — - BEN-RCC-MON
=1
& BR-SAT-MON
CARP
CBT
CFTR Flows - @
CHADS

CPHE
Forts
CPMX - B

wehserert

database

TCP Porteg 40-100
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7. [Policy Analysis] ® 7% 2 U v 2 L. [Analyze Latest Policies (BFroRY > —0ONtH) 122Uy o LT
FLOWRU - £,

@ CiscoTetratizn®  APPLICATIONS @ Monitoring - @ - B -
o opencart z 3 T Switch Application
7 Workloads: ¢ Last Run: Hov 6, 10:20 Al Y

0 & Conversations | 44 & Clusters 3 = Palicies 20 R Provided Services araApp Wiew q - Policy Analysis Enforcement - g
©

Live Policy Analysis: p1 45 L Manage Alerts <1 Run Experiment Analyze Latest Policies
@ | |
i Select time range . 24,691,707 total observations

Apr 24 1:29pm - May 11 61 0pm - 201 an L 501 i1 T 801 an 06 1 Showing Flow Observations
o

Filters @ | Enter aliributes.
=}

8. YAV IhERRaAN/AS, [Analyzel 2 U v o LE,

Analyze Latest Policies

Reason for action Enter a reason for this act ptional

Describe the new version:

Name Enterar

Description Enter a description (optional)

I EI Cancel

@A (Enforcement) |4 7%2 YUy 2 L. [RY>—ni#EA (Enforce Policies) 122U v 27 Lxd,

(”? CiscoTetrati#gn”  APPLICATIONS @ Monitoring ~ (3 - 88 +
. Opencar‘t z B T Switch Application
Cova 13- opencat [N

D & Conversations 44 & Clusters 3 2 Policies 20 & Provided Services sEa APR View 1 - Policy Analysis E Enforcement

Workloads: 4 Last Run: MNov B, 10:29 AM ADM Run

E—
=

©

Enforced Policy Version: [p1] Lianage Alerts Stop Enforcement
3]

Select time range g 24,691,928 total observations
4 Apr 24 1:29pm - May 11 5:10pm ~ 21 Ed at &1 e 7H & an a1 i Showing Flow Obsenations
al

Filters @  Enter attributes
=]

9. [/N—2 3 v DEA (Enforce aversion)] Ry 77 v 7T R —DBEBHFN—Ya>r%2 U v L. EA(Enforce)]
=gy o LET,
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Enforce Poli

Select the version of policies to enforce

Version

untitied
Reason for action p2 Last action: 1:57 AM

.4 1 unbted
New host firewall rules will be | P This version is currently enforced. d on the

relevant hosts. Please click aCuwpsswrswrmmmes

Ajcgepl and Enforce Cancel

10. BEAPFREIND X THEEIDRICHL2HEDHY £, BRICH N ZKMIE. R)—DFzcv o4 847
LARIZBIT27—70—FOBAMICL>TERY, BEBRY P —DT v a2SIN2ETHRKR60HHH 254
HHY £9., pod_xxx workstation *7-1% wkstl T, OpenCart 7 U5 —> 3> OFEFEAA LT, 504 T
Z—NHETIH. REMRTEE2aERICAY £7,

! Tetration - In X | &7 Tetration - & X | G wiphere - por X | [ pod0G-wkst X [N opencartdcl X

« C @ Mot secure | opencart.dcloud.disco.com

Pohpps [ w3phereWeb Client  [Y Opencart Stare 2 APIC &7 Tetration

304 Gateway Time-out

The server didn't respond in time.

11, BEICERELZL—ILOEy FZTICRT 2O, ION—= 3 v ORY > —IC8—I/Ny 7 LTHEL & D,
[Enforcement] ¥ 7% %2 ) w2 L. [Enforce Policies] #27 U v 27 LRY>—0@EAL X7,

[> Start ADM Run

- Policy Analysis & Enforcement -

Q) Manage Alerts Stop Policy Enforcement

12. R=YaryDBRERDONIO BEORY —N=— a3 V2 RIRLC EFOREFIETEMLAZZESA QO —
WXy ZLTHELE I ROBITIE ARY == 53 PLICA—L/Ny 2 LTWET,[Accept and Enforce]
Uy L CGEBALET,
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Enforce Policies

Select the version of policies to enforce.

Version | felect a version

p2 untitied

This version is currently enforced.

Reason for action

New host firewall rules will by
relevant hosts. Please click

Accept and Enforce Cancel

a e
CISCO

13. VE=FTRZ by T wkstl IRV A P BERRETZHNTANLET. KU —2BET Y29 2014,

BRK 60 WHHETILENHDHEN DY £7,

You are accessing webserver?

$ Currency ®

opencart 77

® Recording
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YFIUAT BEAREFaUTA
FIIE

tFaUTF 4Ky aR—FK

1. Ul OEBI<T, [SECURITY] %272 YU v 2 L. [Dashboard| #27 Vv 27 LEd,

@ SECURITY v

Dashboard

2. Hyvaf—FESHELET,

3. opencart DEEHEAZEIRL FT.,. 2D EL I XEFES>T Xy aRk—REREL RV BAF/IDC/V 77 K LRI,
FEEA4DT TS —a v L NLTRRCEET,

f; CiscoTetratien”  SECURTY DASHEOARD @ Monitoring ~ @ ~ - B

SCOPE SECURITY SCORE I er 7, 20139 Select 2 scope ~ T Fiterworkloads 3= AdjustWeights

{a
pod_103.opencart |

A = IIIIIIIIIlIIIIIIIIlIIIIIIIIII"IIIIIIIIIIIIIIII ......."I""""“I"’"I“""""""

Qverall Score

) fug 13 Aug 20 g 27 sep0z Sep 10 Sep 17 sep 25 octo3 aet1o a7 w24 octa1 How 07

SCORE BREAKDOWN

) 20 0 6

Yulnerahility Score Process Hash Score Aftack Surface Score Faorensics Score NEtwark Anormaly Score Segmentation Compliance Score

4. [AaT7DAER (Score Breakdown) | €27+ a v £ TFICRZA—I LT, RATHROZERAHERLET,

5. AAT7DORROEFEOWITNAEZT ) v o 35E U HNZORFRERICEET 2EMBERICBEL £, = 2 TlE.
EEMEA AT ONROFERERL TWET,
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@ CiscoTetratien”  SECURITY DASHEDARD
[l
Workload Score Distribution Vulnerability Score
5 total
©
pod_103
23]
I Average score, 9 workloads
o
0 5 10 15 20 25 30 35 40 45 50 55 60 65 70 75 50 85 90 95 100N/A 32
¢ Workloads $ Score «
& load_balancer 30
webserer2 a0
Hourly seares - Movember 7, 2019
databage a0 100
75
webserer a0
50
whkst! M 25
o
1240 oaAM

& Monitoring + & ~

Child Scope Scores
1 descendants of pod_103 with scores

0 5 1015 20 25 30 35 40 45 50 55 60 65 70 75 80 85 90 95100

Scopes 2 Score =

a0

12Pht

e,
CISCO

6. AATDEEICSY VRARA Y RatbhbtEd e, EAFOA—VIINRRINET, INIE. ZOBEICET 555
BHALHDZEERLTVWES, ZOHEE IV v IT2E, T2V b T74—L 7LTYUILICEITEIDR

AT DEEFTED

AARENE T,

@ Vulnerability Score Help

Supported Agent Types
» Universal Yisibility (0) & Deep Visibility (1)

X AnyConnect (0 % Harcware Switch (0)

What is a Vulnerability Score?

§ supported workloads

& Enforcement (4)

Avulnerability Score is an indicator of security posture in your deployment as it relates to software package vulnerabilities. In order to
assess this security posture we use multiple indicators such as Common Yulnerahility Scoring System (CvSS score from 0 to 10) or
vendor vulnerability scoring (Microsoft Security Response Center, Redhat Security Advisories..). In the context of the Workload

“ulnerahility Score, a higher scare is better,

How is the Yulnerability Score calculated?

7. BOX AT ORRE I a >y TREEE 7Y v LTHRICERLTLIES L,

AWorkioad's VUInerability Score is derived from scores of vulnerable software detected on that workinad. The Workload Yulnerability
Score is calculated based on the CVS5, the vendor data, and may he adjusted by our security research team when data is missing or
inaccurate (common for new vulnerabilities). This data is updated every 24 hours when the threat feed is configured. The “Vulnerability
Score for a Scope is the average Vuinerability score of all workioads within that Scope

How do | improve my score?

Updating software packages on the most vulnerable workloads to versions without (or with less severe) vulnerabilities s the best way to
improve the score. Mote that this data reflects the vendor packages, in the event a package has been manually updated it will need to
be whitelisted

How do | increase the number of workloads with sceres?

“ulnerahility Scores can only be calculated when Deep Wisibility Sensors or Enforcement agents are present on the workloads. Install
Deep Visibility SEnsors or Enforcement agents on more workinads to IMmprove your score coverage

TH+LrIwy

1. Ul o &8I, [SECURITY] Z#7% U v 7 L. [Forensics Config (7xL > v ¥

© 2019 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information.

XE) e Vv LES,

81/103 X—3



SRAA K ninir
Cisco dCloud CISCO

QO SECURITY s

Dashboard

Vulnerabilties

Forensics Analysis

Lookout Annotation

2. 7HALYVYIDERER=VIEI2OFRITHIMMTWET, [74L Py 7 IL—IL (Forensics Rules) |, [7 #+
L> ¥y 2787 74 )L(Forensics Profiles) | UL — LD 7 IL—7) [7 4+ L > ¥ v 7 4> F > b (Forensics Intents) ]

(A7 7ANI—LAEE/ 77 r—> avICEAINS) T,

3. —HYATAVORKRICBET DL —LAPERINTOWET, L=, TATZ7 741, BLOA VT2 FAERK
INBE RDESICRREINET, INbEFRRT DICIE. TICXRIZA—LTIRENHDHELHY £,
L= (Rules) | =Y Tld, RO [R=Y 2] 27Uy L CRKRTDIEHLTEET,

IW—ILDERFEIERDELY T,

f’? CiscoTetratien” FORENSICS CONFIG @ Menitoring ~ @ ~ % -
Lt
Forensic Configurations
Rules Create Rule
E
Filters @ | Enter atfributes
&3]
L Name 2 Ownership Scope 2 Clause c If Matched 5 Severity  + Actions &
n | Failed Login pod_103 Event type = User Logon Failed | ALERT, RECORD CRITICAL S o2
=] Login failure nod 103 Fuent fune = lser | anon Failed LERT. RECORD HIGH il R
° Ean—1} N ~ 3
JAZ77ANEKREIRDELY TT,
ﬁ CiscoTetratien” FORENSICS CONFIG @ Monitoring ~+ @ ~ -
— .
ot HTWL Files, T1118 - InstallUtil, T1218 - Signed Binary Praxy Execution Register-
CirnProvider, T1138 - Application Shimming, T1136 - Create Account, T1180 -
&
Screensaver, T1220 - ¥SL Script Processing - wrmic, T1220 - XSL Script
| © Processing - msxsl.exe
Show more:
e}
| Pod 103 Forensics (Total: ) | & o=
L
Tetration Prafil (Total A} Tatratinn - Privilaga F. | atis Tatration . L. n Corrnand Tetration . il

TAL Py oA VT RMIRDEESY TY,
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@ CiscoTetratien’  FORENSITS CONFIG

)

< Monitering ~ @ ~ -

FIUGESSING - 58S A

Show mare

ah

Pod 103 Forensics pod_103 (Total D)
©

Tetration Profile pod_103 (Tatal: 4) Tetration - Privilege Escalation, Tetration - Ungeen Command, Tetration -
@ Raw Socket, Tetration - Metwork Anomaly with Unseen Command
L

login-failed pod_103 (Tatal: 1) Lagin failure
Q
=] View Deleted Forensic Config Profiles T2

s Intents

= Apply profile Pod 103 Forensics to filter pod_103 |

% Apply profile login-failed to filter pod 103 servers

& 002

¢ 003

Enable Profile

¢ U 2

& 11 12

COEREDNIFEEICS TLTTH, FRI—YHA M)A —ENARV MNMIBEERGRTILDERLTVLWET,

=L, A7 740, BLIOA VT baERT 2 A ERZHALET, LEBICH S [CreateRule] 227 VU v o L

EQENN

Ruts

Filters €

Name : Owmership Scope : Clause

If Matched : Severity

Actions -

JL—JLIT [Failed Login] & WS ZFIZfFIF. ROKHICIL—LEZZELET,

a. #H I pod_XXX, HEDKRyY FERIRLFT, BEVDRY RTTTITERBEADDH DAR RSN TN
2I5E1E pod_XXX_MMDD(A1HD L 512D H D AEERL TLLEE L,

b. 773 [ALERT (77— F%%3%R) ]. [RECORD (i#9 %) I
c. EXE [CRITICAL (BEE) | (XLIFEBEVEXRE) ,

d. 4 : [Event type]=[User Logon Failed (Z—%RA 74 > D%k¥) 1.

@ CiscoTetratien”  FORENSICS CONFIG

@ Monitoting ~ - -

Select Actions - ]

m
Forensic Configurations
Rules
@ Create Rule
Rule Name failed Iogin
L
a Ownership Scope
[ Actions [
N ALERT
& Severity ‘
RECORD
Clause © Enter Forensic Rule (required)
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(’5 CiscoTetratien”  FORENSICS CONFIG @ Monitering ~ - 8-

[
Forensic Configurations

&

- Rules
|

&) Create Rule
n Rule Name failed login
a Ownership Scope
) Actiohs ALERT, RECORD h
& Severity [ CRITICAL - ]
REQUIRES IMMEDIATE ACTION
Clause & | |
CRITICAL
HIGH
Cancel
MEDIUM
Low
@ CiscoTetratien’  FORENSICS CONFIG @ Monitering ~ @ = -
[}
Forensic Configurations
&
E
3} Create Rule
n Rule Name failed login
o Ownership Scope
G Actions ALERT, RECORD A
& Severity CRITICAL -
Clause & Event type = user

Fellow User Logon

Cancel User Account

User Logon Failed

User Logon

7. COHREIFZTAT77AILTSEBTEEZT, [Create Profile] #27 Vv 7 L7R 7 7 A ILDOERICEY £T,

ﬁ CiscoTetrati#n”  FORENSICS CONFIG © Monitoring + @ ~ &8 +
.
Profiles
&
I Name $ Ownership Scope $ Rules s Actions $
MITRE ATT&CK Profile (Tatal: 24) T1191 - CMETF, Suspicious dilhost.exe behavior, T1223 - Compiled
@ HTML Files, T118 - InstallUtil, T1218 - Signed Binary Proxy Execution Register
i CimPravider, T1138 - Application Shimming, T1136 - Create Account, T1160 -
Screensaver, T1220 - X5 Script Processing - wmic, T1220 - XSL Script
) Processing - msxsl.exe
Show mare
=]
Eadl A3 Frranzic el 2 -

8. ZIT. fER LN —nET7TO77ANZEBNLET, 7O 7 7AINICEZEIZATIF, [Rules] Ry 7 X% 7Y v o
LT AN EBRBLET, RIZFEFERLIZL—ILOEZFIZERLET, CNICEY, VR FAYTE T EN
F9, L—ILEZEIRL, [AddRule] #2 Vv o LET, ZDIL—ILHEMEINT=5, [Save] =7 U v 7 LIREFEL
EJCIN
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@ CiscoTelratien  FORENSICS CONFIG @ Monitoring - @ ~ -
[}
Profiles
&
| L] Create Profile
@ Name pod_103 forensics
I Ownership Scope
A Rules ‘ faile]
=]
Cancel
P Event type = User Logon Failed

I
CISCO

9. X, AT FANLRIL—ILETHEF/IZT7 7V r—>aVICBRTZA VT Y P EERTALELAH Y £,

[Enable Profile] #2 VU v 7 L9,

10. RICREND AN T EBATETAT77ANLEZDTAT 7 AN EZBERT 8B/ 77V r—>a vy 28R LET,

@ CiscoTetratien”  Forensics ConFie @ Monitoring ~ @ ~ -
Lt Tetration Profils (Total: 4) Tetration - Privilege Escalation, Tetration - Unseen Cammand, Tetration -

Raw Socket, Tetration - Network Anomaly with Unseen Cammand
&

© login-failed (Tatal: 1) Lagin failure & o2
@ pod_103 forensics (Total: 1) Failed Login & U2
L

wiew Deleted Forensic Config Profiles 2,
o
I Intents

Cancel

Apply profilg | pod_103 forens | jo filk pod_103

| pod_103_senvers Fiter

= Apply profile Pod 103 Forensics & U2

pod_103_senvers Fiter
pod_103 _ukst Fiter

= Apply profile legin-failed ta filter & U2

pod_103 Soope

igw Deleted Forensic Config Intents
peod_103.0pencart g 2

M. 7. T7—=FDEEBRICHE->TOAEWEEIL. ICLTHEL & D, U OEBIZH B [ALERTS] ->
[Configuration] #7 U v 7 LEREZEZRL £7,

L ALERTS v

Currert Alerts

12. 77— FDEBEER—VHIRREINET, 74L VPV IDERTI—FEEHILTHEL &£ 5, [Forensics] ®

[Manage alerts (77— FDEE) | #7U v o LET,
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Alert Types Publishers
Compliance & §  [3] ()  intemal Kaka (Data Ta
Neighborhood & § _ [7) [x] Extemal Kafka (Data Tap) @
e i

Manage alerts

Forensics @ 2 ﬂ“ s . Syslog @
? v
Not enabled

Lookout L p ®

e e |
Forensics Alerts Enable o
N e
Forensics alerts trigger rules cannot be configured here. However, you can choose to
Enable (establish internal kafka connections) or Disable (stop sending this alert to all
publishers)

B o

14, RIKRELIZAI=TI2H2T7—7A—FICHLTERNICAZ A v ORBE L. ARV FE U H—-LEL&

I,
KZDEETRY —h Enforce(BA) SN TWAIHEIF I I TIEF—BZNA21EDET, ZOHICIE U DED

Stop Policy Enforcement

D> e [APPLICATIONS]% 2 U v 2 L[Enforcement] % 7'h* 5[Stop Policy Enforcement]
EHLEFT, RICHTL 2EET[Accept] 2R L TR U Y —D@A%IEHFT, (RUT—DOKERICT DIFED
hBZEeENHY £T)

15. UE—=FTRI by 75D wkst1 T, PuTTY 28 L £ 7,
16. Host Name (Z opencart.dcloud.cisco.com & AJ3 L Port (& 22(Connection type: SSH)& A7 L £ 9,

(load_balancer ~® SSH 7 7t X)
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% PUTTY Configuration ? X
Category
=+ Session Basic options for your PUTTY session
T Loglglr'g Specify the destination you want to connect to
=) Termina . 5
Keyboard Host Name (or IP address) ] Port
Bell opancar‘t.dcloud.cisco.c0m| 22
Features Connection type ~ ) )
= Window (ORaw (O Telnet (O Riogin ®SSH () Senial
- Appearance
LPD Load, save or delete a stored session
- Behaviour
Tranalation Saved Sessions
Selection
Colours Default Seftings Load
=] Connection
-~ Data Save
- Proxy
Telnet Delete
Rlogin
#- SSH
- Senial Close window on exit: .
(O Aways (O Never (®) Only on clean exit
About Help Cpen Cancel

17. Openl 22V w o LEd, QA>T E57 4 FupWniEs, 2—F4 [root] ZANL. VX LETER
A2 ADLTERMICOZA 525K ET,

Server sent disconnect message
type 2 (protocol error):

“Too many authentication failures for root'

18. RIC. 774V —DT =0 AFT—> 3 VIZRY £9, Tetration @ Ul T[ALERTS]®[Current Alerts]h o 7 7 7 «

THT7 77— bR LET,
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19. 77 —hET74L vy 07 7—FRIEFEIEFVTILERALTITONETA, U DRKRIFNy Iy FOULE LY

BOBENET, 77— bEeT7x LIy ARV EDNUNICKRRIND X TIS, 1 ~290D05560HY £7,

FIFEER LI MU A=AV MIEETSZT77—b227 Vv LET,

Alerts configuration &

Filters & Status = ACTIVE Filter Alerts

ﬁ CiscoTetratizn”  CURRENT ALERTS © Monitoring = @ =
[

Event Time 3 Status 3 Alert Text 3 Severity 3 Type 3 Actions

€ -

| 210 PM ACTIVE Failed Login an webserver! CRITICAL FORENSICS <o}

20. ZNIC& Y, 77— FTHRESNARY FOFMIFRIRFEINE T, ZOFMBERIT. BESNTWDHED

75— hThranEd (BFA—/L. Slack. syslog 7 &)

@

CiscoTetrati#n” CURRENTALERTS @ Monitoring ~ (& ~

Alerts configuration g

Filters & Status = ACTIVE Filter Alerts

Event Time = Status S Alert Text s Severity S Type ¢ Actions
2110 P ACTWE Failed Login on webserver! CRITICAL FOREMSICS =0
2 Details :
&
P Profile  pod_103 forensics

Rule Failed Login
Alert Trigger Event type = User Logon Failed
Forensic Event Process Info - Command String = sshd: [accepted]
Process Info - Exec Path = /usr/sbin/sshd
User Logon Failed = true
User Logon Failed - Auth Type - Password = true
User Logon Failed - Login Type - Login Via SSH = true
User Logen Failed - Source IP = 10.255.11.85
User Logon Failed - Source Port = 4258

User Logon Failed - Username = IKIkh

£ -

2. RICARY PO T7 ALYy 7DFFMERTOWEE L & 5 .Ul OEBIIZH 5 [SECURITY] -> [Forensics Analysis]

=7 Uy 7 LET,

o) SECURITY s

Dashboard

Vulnerabilties

Forensics Config
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22. 7AL VYV IARY DY R MARRINET, ANV oYy IThE, ARVMIBTEZ74L0Yy
JIERE. ANV FORIBRICADH S Tch e BETEES, RERRINTLDIDEFEICT T —40
FEDANY FTHDBID, TOARY FOFHBERIIFEBICVETT,

@ CiscoTetratien EXECER @ veriering - @ - & -

Mo 7 211pm- Moy 7 3:24pm -

Filters @ ‘ ‘

v
o)
W Timestamp o Rule Comman d Hostname Event Type Severity
piY
Now 7 211 Dlpm Failed Lagin ashd: [accepted] websener] User Logan Failed CRITICAL
o
o
ability A\ has both
ﬁ

23. 2D 7 ALV DML OA—FIZA v RT7 0T 47T, YUREHALTHREREEZBRELET, BARKTE
NTARVEEZ Yy L, ARVIEDPOERETEZFHML NILAERLET,

fEssED/ELE T 7> a >

1. Ul &R/, [SECURITY] %2 U v 2 L. [Vulnerabilites (fe551%) 122U v 27 L9,

© SECURITY v
Dashboard
[tm
A
2. [Vulnerabilities (BE351%) 1 X v > arh—F%#2BLET, DXy a1 KR— FTHEAZEL T, EFf. B

BRSM., 777K T2y 2—0o@40T7 75— avET, SEIEFLETA AT a v THREEOR
RE&RRTEET,
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ol
&

©

& 9 9 3 Low Complexity
O Critical Severity

Remotely Explotable

& CiscoTetratien’  VULNERABLTES

CVSS V2 DISTRIBUTION ~ pod 103 ~

5 1 6 Remately Explaitatile
Higher Complexity
800 High Severity

TR Ed < Monitering - & - -

9 )

Access Complexity Access vector

N >

Awailability Impact

Lacally Exploitable
Low Complexity

Confidentiality Impact

o

Authentication

Integrity Impact

Lacalty Exploitable
Higher Complexity

I
CISCO

Mediurm Severity Low Severity
CVES Packages Workioads
Y CVE = Score (V2) ~ Score (V3) = Severity (v2) = Base Severity (V3) = Access Vector (V2) = Access Ci ity (V2) = A (
CWE-201B-5636 10 a8 HIGH NETWORK LOWY NONE
CWE-201B-4B58 10 98 HIGH NETWORK LOW NONE
3. TEIFLBELBBROAT M EERL XS,
(? CiscoTetratien”  VULNER) (? CiscoTetrati#n”  VULNERABLITES

CVS88 V2 DISTRIBUTION ~

aa% : STRIBUTION
CWE5 V3 DISTRIBUTION

4. WSO DATITV %I )y 7 LT RRDEDESICEEIND H 2 HE

&7 v JHBET,

5. TMOWITNADITEI v Id 5L,

CVS8s v2 DISTRIBUTION ~ Select a scope ~

Q [TTRIE

I

B &

pod_103:0pencart
2 of 2 matching scopes shown

T—RERNDHETRELTETET,

FHMrRRENET,
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o
. 993
O Critical Severity

Remotely Exploitabile
Low Complexity

@ CiscoTetratien’  VULNERABLTES

CVSS V2 DISTRIBUTION ~ pod 103 ~

516
800 v

Higher Complexity

Remotely Exploitable

ACCESS COMmplexity

N

Awailability Impact

812
1485 wansowm

Locally Exploitable
Low Complexity

ITCRLI < Monitoring ~

)

Access vector

Confidentiality Impact

@ -

Authentication

Integrity Impact

Localy Exploitable
Higher Complexity

g2 -

Low Severity
CVES Packages Workioads
Y CVE = Score (V2) ~ Score (V3) « Severity (V2) = Base Severity (V3) = Access Vector (v2) = Access Cy ity (V2) = Auth (
CVE-2016-5636 10 a8 HIGH CRITICAL NETWORK LOw NOME
Conug scco I q e DiTic Al WETuOD) " LONE

CVE Details - CVE-2016-5636

Reference URL: hittps:#/nve nist.govivuln/detal/CVE-2016-5636

Affected packages: python-2.6.6-64 £l6

Affected workloads: catahase, l0ad_balancer, wehserver!, wehserver?

6. XIZ. [Packages] & [Workloads] #7 U v 27 LT, T—X%AELT DS FIERAELEHE

=
Aty

LEd,

I
CISCO

1050
0 Critical Severity

Packages

Y Workload

whstl

database

webserver1

webserver2

load_balancer

Remotely Exploitable
Low Complexity

1223

1370 wses

Workloads

Remaotely Exploitable
Higher Complexity

855

1704 mamses

Locally Exploitable
Low Complexity

‘Worst Score (V3)

98

98

98

98

98

Locally Exploitable
Higher Complexity

Low Severnty

7. R, DT —

8. LD —/x—d [APPLICATIONS] =2 U v 7 L £,
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B VISBILITY >

9. [Policies] #7 YV v 7 L. [Absolute Policies] #7 U v 7 L 3,

D & Conversations 1998 & Clusters (4 2 Policies (37 N Provided Senvices

® {E | | H Quick Analysis Filters @ | Filler Policies

Absolute policies () Default policies €3  Catch Al [E00

No Absolute policies defined

shApp View 4

10. # L Ly Absolute Policy #1ER L THEL £ o

I
CISCO

M. ZOT74NZEFEFEERENTOWAEW D . ZORYYy—naAvya—~<D Ay &7 viRy 7 Z22#H % [Create

new filter] #2 Vv o L £9,

@ CiscoTetratien”  APFUCATIONS

E

opencart g
I
o

Workloads: 4  Last Run: Moy B, 10:29 AW

©
(LE H i Quick Analysis Filters ®@ | Filter Policies
@

5 | Apsolute policies () Defautt policies @) Catchal 207

fal Priority Action Consumer Provider Services

® pod_103_servers Mter
® pod_103_servers Tter
® pod_103_wkst Fiter
® oatanase Custer

® I0zd_balancer Suster
® webservers Custer

® pod_103 Seoee

L

pod_103 opencart 3ok

2 of 2 matching scopes shovar

T & Canversations 44 & Clusters | 3 = Palicies 21 R Provided Services F5aApp View 1

& 100 DENY ¥ select a filter elect a filter ® cancel [

P Monitering ~ @ ~ -

I Switch Application

= Policy Analysis ) Enforcement - |

ower workloads, clusters, policies

12. RISRTREZFEAL T, Top CVEBlock R EDEZFITT7 4 WX EERLEFT, THITE Y CVEV2 LU V3 X
aA7H 9.6 LED, opencart 77U —2arDIARTDT -7 0 — RIC—HITIFERLT7 4 IILEZIERENZE
T, INHNDT—7A—RFOWTNHAIMEEINT, XAT7HAEVWSyr—JICy FHRABEREND A, Ny T

AYIBEENSIBEE, SN0 T —2708—FRiF, TOT74 LR X MOERAIASELDICHIBEINE T,
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Create Filter

Name Top CVE Block

Description Enter a description (optional)

Query @ CVE Score vZ 9.6 CVE Score v3 = 9.6

Filter matches 3 inventary items
Scope [ opencart - |

() Restrict query to ownership scope

Cancel

13. Z2O7 4L RIE, KUY —%ERT 2BICERATEET, COLHIABVWCVE RIT7%HFHEDO2T7—27A— KA
7V =2 aryONERICERT DI EEEET IR —%2ERLEL £ 5. ZOBITIE. [pod_xxx] &
SEEAEBIRLET, ChE. KADRY T =2 (A 2=y baE) ZELFDOLEMLAYVIZH B0/ —
FEERL £T,

@ CiscoTetratien  APPLICATIONS @ Monitoring « @ - €2 -
Ll opencart g 1 switch Application
[ZEEMTN Workioads: 4 Last Runi: Now 6, 10:20 AW [ Start ADM Run
&
I D & Conversations |44 & Clusters 3 2 Policies 21 & Provided Services s%aApp View 1 - Policy Analysis W Enforcement RN
©
& E| =] Quick Analysis Filters @  Filter Policies Q 6]
23]
n | Ansolute poiicies @) Derault poiicies @) - catch Al Acid Ahsolute Policy
jal Prierity Action Consumer Provider Services SCICU over wokioads, clusters, policies

o 100 DEMY v Top CVE Block pod_103 *cancel | J
L ]

pod_103_servars Fiter
® pod_103_servars Fiter
® pod_103 kst Fiter

pod_103 Scepe
® pod_103:0pencart 30002

Creafe new filfer

ped_103
2 of 2 matching scopes shown

14, RICLIDEATOBREZ7A—C7AY I T2 —EXRZERLEFT . INRTCETAVITEINRHED LT 714y
IDHHETOY 7T EHREZECEET2EXIEMS 77 M LEFY —ERICHT 2 HEFHEEIFD Windows
Y—N"DTCPAAS 27 Ay I § 5T ENTEXET, ZOHITIH, IRTCOXATOEREZ7Oy 7 LTHEL &
S, [3E7 27747 (nactive) | —EXERZEIRL, [FE (Any) |ZFIRL T Fzvoix—20%7Uv7y
LEJ,
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@ CiscoTetratizn’  APPLICATIONS © Monitoring - @« &% -

T Switch Application

s opencart » g
| [ o103 ovoncart I

‘Workloads: 4 Last Run: Nov B, 10:20 AM

&
9 Fconversations 44 & Clusters | 3 = Poiicies | 20 R Provided Services g App View 1 - Policy Analysis € Enforcement R
© =
& =t Quick Analysis Filters @  Filter Policies ... DR
@ ICMP
—— | Other
P | Absolute policies @ Default policies @ Catch Al EE02 | [
A bslute
AH
a Priority Action Consumer Provider Services ARGUS

no

ARIS
y o] @ wzs o

BBN-RCC-MON
BRA

& BR-SAT-MON
CARP

CBT

CFTR Flows + @
CHADS

CPHE
Ports:
CPMH - &

TCP v Porte g 80-100

Diescription (optional)

Top CVE Block

£ pod_103

Mo services defined

15. %I, REAED (EE) b7 74 v 7ICEBRY—EXEZERLTAHAEL LI, BOEHRY > —%2/ERKL T
HET, [HEFHRY > —nEM (Add Absolute Policy) 1227 U v 7 L, ZRIFEERLEZDBDERLE 7 4 LR EE
RBLTHRY Y —%zElLET, chid. (BERIOFIETIER L 7 Top CVE Block 7 1 L2 ZER L T) pod_xxx

(T7#LH) DO LM CVERBEE~DZ7 74 v 7 Z2EELET (BREROFIETIER L 7 Top CVE Block 7 «
WREFERLET)

(5 CiscoTetrati#n®  APPLICATIONS P Monitoring ~ @ ~ -
al opencart z T Switch Application
Al Workloads: 4 Last Run: Nov 6, 10:28 AM
&
I o & Conversations | 44 & Clusters 3 2 Puolicies 21 & Provided Services sk APR View 1 - Policy Analysis 97 Enforcement R

@
& E| =] Quick Analysis Filters @  Filter Policies a ©
3}

n | Ansolute poiicies @) Derault poiicies @) catch Al 2 Policy
Rank Absolute
Jat Priority Action Consumer Provider Services Prinrity 100

=3 100 DENY v poc_103 Top CVE Block *® Cancel Action

# - [oEr | Ay @ Consumer @ Top CVE Block
Provider « pod_103
iew Conversations Flows + ©

Serice Ports: (1)

Add
Ay

16. TCP 3306 DY —ERXR%#FE&HL T, BESQL +FZ7 74w ox7Oy o L THELLD,
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ﬁ CiscoTetratien”  APPLICATIONS @ Monitoring ~ @ - -

I Switch Application

s opencart @
|
&

D & Conversations |44 & Clusters 3 2 Policies 21 & Provided Services s%aApp View 1 - Policy Analysis W Enforcement RN

& E| =] Quick Analysis Filters @  Filter Policies q ®
3}

Workloads: 4 Last Run: Mov 6, 10:29 AM > ADM Run

% | Ansolute policies () Derault policies ) Catch Al 2 Policy
Rank Absolute
n Priority Action Ceonsumer Provider Services Priority 100
o 100 [ DENY | pod_103 Top CVE Block Inactive & g Action [ DENY |
- 100 [Deny | Top CVE Block Any = Consumer ¢ pod_103
Provider @ Top CVE Block
Wiew Conversations Flows ~ @

Seniice Ports: (0]

| ToP v | 3306 &

Description (optional;

Mo services defined.

INnETR T 25E1E. [BA (enforcement) | ICEEHL T [BFDRY > —%#A (Enforce latest policies) | %
7Yy LET, Tetration &, TZTHERLAFRY P —ZEUS L. LEIRE LT 74V b RU S —L U BFNCZEN
LORY—ZBALES, CNICKY, 77UV Tr—2 a3 VBEL—ILICERET 2F1IC, ZOYRIDEWVWFT 7 4 v
V% T7AvIETHIENTEET,
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T8k A.

(78% 1) RESTAPIDTEVY A FL— 3

NI
CISCO

Dty arDBEBIE. RestClient %A > X b —JL L7=%IZ, Tetration T APl ¥—%1Epk L. APl DEE%ERT 2

&ETY,

FIE

APl ¥ — DYEEK

1. [Tetration] X 7 C. %4 FX=2—o [;ZE (Settings) ]1>[API ¥— (APIKeys) 122U v o L%,

= . .
@ CiscoTetratien  APPLICATIONS
w  opencart
Workloads: 4 Last Run: Nov 8, 10:20 Al
o] % Conversations | 44 & Clusters ' 3 2 Policies 21
& = H o Quick Analysis Filters @  Fiter Palicies
@
x Apsolute policies ) Default policies () Catch Al B0
o Priority Action Consumer Provider
o m @3
PR oo SR - cv oo =

a Provided Services

o5 App view 1

Q@

= Policy

Rank
setvices Prionity
Inactive & = Action

Ay @ Cansumer

Provider

- Policy Analysis

< Menitoring + @ ~ -
pod0d3 pod03

& Preferences

o Scopes
25 Users 2
[ Roles &

Aps = Collection Rules
R Agent Config £
o .

E T2 Change Log £

< () Logout

@ Top CVE Block

 Er—

2. [API ¥ —n{EpL (Create APIKey) |27 YU v o LET,

@ CiscoTetratien |AP\ KETS |

&

APl Key
@ 851ahat72al045240h3 134eccd=0a277
@

Capabilities

« software_download

%2 Monitoring ~ & ~ #§ -

Description Created At -
Tetration Installer Jul 26 01:33:03 am
Credential (System (GMT)

Generated)

Last Used

Nov 1 022500 pm n)
(GMT) by
198.19.196.23

3. [API ¥ —0 ek (Create APIKey) |1 7«4 >~ R, APl ¥ —IZ4F] api_keyl #1737,

4. APl Z{ERTIHROBELZEIRL £9, [1ERK (Create) 127U v LET,

Ea—HiE, UXRMAD 1 DOBRE. BEOBEE. Fold TN TORE

BIRTEET,
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@ CiscoTetratien”  apikevs

(TR < Monitering ~

@~

o8 -

Create APl Key

Description

@

™ I#|SW sensor management: AP to configure and monitar status of SVW sensors

1# |Flow and inventory search: API to query flows and inventory items in Tetration cluster
& @ Users, roles and scope management: AP for root SCOPE OWNErs 10 readadd/modifgremove USers, roles and scopes
A I#l |User data upload: AP for rogt scope owners to upload annaotations for inventory items or upload good/had file hashes

¥ \Applications and policy management: AP| to manage applications and enfarce palicies
o @ |External system integration: API o allow integration with external systemns

Tetration software download: AP to download software packages for Tetration agents / virtual appliances
ﬁ
Cancel

I
CISCO

5. APl>—2 Ly hAXELT, [#£7>8—FK (Download) |22 VU v 27 L%d, APl >—27 Ly MEBERRE

nNEE A

EFIAPI—J Ly bEENEYIMKLISE. FILWAPI > —2 Ly P EERTEET,

APl Key Created

APl Key: e394d21451d249018a8e9cf43aeh7d79
APl Secret: 1122505a4e94670d5da299a9738£1£6c10abTa24

Please make note of the APY secret, this 15 the only time i will be displayed.

6. Downloads 7 # /L& T api_credentials.json 7 7 A LA BB H E D W= HERL £ T,

* | = | Picture Tools  Downloads

Home Share Wiew Manage
/
A [ . 2 X =f
=| P

e Copy path
Fin to Quick  Copy  Paste Mowe  Copy Delete Renarne My
access EI Paste shortout to to - folder

Clipboard arganize

4"* » This PC » Local Disk (C:) » Users » demouser » Downloads Il

[ Desktop L Hapi_credentials
* Dowwrloads - | 1recentory-pod13
Docurnents - » rest-api-sample
& Pictures * [ slb-config-pod103

rrint

7. rest-api-sample.py 7 7 1 )L%%2 ) v~ L. [IDLE T#RE&E (Editin IDLE) 1 Z®#IRL £,

EIZIOT7T7ALDOATY FTIE, IRXTOEYH—AREINTHODINET,
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File Edit Format Run  Options  Windows  Help

L& Python 2.7.8: rest—api—sample.pyl Chlsershdernousery\Downloadshrest-api-sample.py I - O *

&rom tetpyclient import FEestClient
importc urllik3
urllibi.disshle_warnings ()

import json

APT ENDPOINT="https://195.15.153. 228"

# “Cwerify' ' iz an optional param to disshle ISL serwver authentication.

# By default, Tetration appliance dashboard IP uses self signed cert after
# deplovment. Hence, ~“werify=False ~ might be used to di=able server

# authentication in 3I%L for AFI clients. If users upload their own

# certificate to Tetration aspplishce (frowm ~ " Settings > Cowmpany  ~ Tab)

# which iz signed by their enterprise CA, then server side suthentication
# should be enabled.
# credentials.json looks like:
#1

# "api_ key": "Secic03ldfcdde4a53sb7dS53090e5k4d",
#"api_secret™: "dS33fdf34dda3ces0368ddEaTcesdi46fal6084c"
#1

restelient = Rescclient (APT_ENDFPOINT, credentials_file 'api_credentials.json'Iver
# followed by AFPI calls, for exawmple API to retrieve I1T5C UL Hgeilt

# LPI can he passed fopenapifvl/sensors or just /sSensors.

resp = restclient.get (' /openapil/vl/users')

#resp = restclient.get('/openapis/vl/app scopes')

resp = restclient.get (' /openapisvl/sensors')

print json.dumps (resp.json(], indent=4, sort_ keys=Trus]

Let sScopes=resp.jsoni)

resp = resteoclient.get (' Sopenapisvl/applications')
tet_applications=resp.json{)

print json.dwnpsi{resp.json(], indent=4, sort_keys=True)

-Illlllfi
CISCO

iE ipython 227U 7 hd, RIFEEHRLTE Y7 >A—RLAEZAPIZL Ty vIlEIELTVWET,

© 2019 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information.

98/103 *—



ZHRAA R

I
Cisco dCloud CISCO
8. IDLE 74> Ko<, [£1T (Run) 1>[E¥Ya2—LDETT (RunModule) 127Uy 7 L TR YT hEERTL
9,
A Tetration - AP| Keys ¥ @ Your Store x | +
i | o 'y i { | o DA A7 Ly N 1 i |

L& Python 2.7.8: rest-api-sample.py - Chllsers\demouseri\Downloadshrest-api-sample.py

File Edit Format| Run | Options  Windows  Help

port RestlClient

Pythaon Shell

cningsi)

Check Module  Alt+3
Run Madule F5

_ =fhttps://198.19.193.228"

9. XU YT FT, TRTCD Tetration L —AHADEINET,
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L& Pythan 2.7.8 Shell - O P
File Edit Shell Debug Options Windows Help

1. -

"kernel wversion'™: ",

"last config fetch at™: 1573144101,
"last_software update at': 1572618331,
"max_config msg size": 0O,

"max ras limit"™: 536870912,

platform™: "M3WindowslO0EnterpriseZOlaLTIE™,
fuuidf: "433c5f6a347c98418delffend?7033442 7080004

Talternate query mode": true,

Tapp Scope id": "ScoThEZgTEEL0ZVhI4ZeLfol0n,
fauthor™: "podld3d podOs™,

"ocreated at™: 1572853844,

"description™: null,

"enforced wversion': 0,

"enforcement enabled": false,
fid": "S5dcO04d54755£023932d0RE9T",
"latest_adm version™: Z,

"rame™: "opencart',

"primary": tCrue

"alternate guery mode™: true,

Tapp scope 1d": "Scfbdcoed4d437dififlZecBoiIT,
fauthor™: "podl3 podl3™,

"ereated at™: 1572913710,

"description™: null,

"enforced version": null,

"enforcement enabled”: false,

figdt: "5deln22edl7d44f715432d05E",
"latest_adm version™: 0O,
"hatneT: "opencart®,

fprimary™: true

ES |

L 376(Cal: 4

EF A—IUR—X TPt arbta—JiL (RBAC) &Y., RZUTFT, BRAFAISNTLWARWNWERISNEES N
50%HELET, RENBZ3ITRTCOEVYY—F, 2—FEHEDRY FHALEEBEINET,
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10. IDLE 7 1 > K 7. BEfED resp 7D FIC resp = restclient.get(roles’) &€ W5 TEEBMLEFT, V—REZ®REFL

Y,

L& *Python 2.7.8: rest-api-sample.py - ChUsers‘dermouser\Downloads\rest-api-sample. py®
File Edit Format Run  Options Windows Help

from tetpyolient import RestClient
import urllih3

urllibi.disable warnings()

import json

LPI ENDPOINT="https://1595.19.193.225"

# “Cwerify" " is an optional param to disakhle S3L server authentication.

# By default, Tetration appliance dashboard IP uses self signed cert after
# deplovment. Hence, ~“werify=False " might be used to disable =serwver

# sauthentication in 33L for API clients. If users upload their own

# certificate to Tetration appliance (from ~~“Settings > Company ~ Tab)

# which iz signed by their enterprise CA, then server =ide authentication
# should be enabled.
# credentials.json looks like:
#{

# "Mapi kevy": "Secic03ldfeod4e4aB3Ch7dS309025k4dr,
#"api secret': "dS33fdf3i4ddaliceSlissddSaToeddidsfal a0S4e”
#1

# followed by API calls, for example API to retrieve list of agents.
# APT can he passed fopenapifwvl/sensors or just fsensors.

resp = restclient.get (' /Jopenapi/vliiusers')

ffroorn = vracotoliant cat il foaranend dsrd fann ornrnas | :|
resp = restclient.get (' /openapi/vl/sensors')
resp = restclient.gett'froles'ﬂ

restolient = RestClient (API_ENDPOINT, credentials file='api credentisls.json',wverify=False)

11.[¥1T (Run) ]>[EY2—/1LDEFT (RunModule) | 2H5—E2 Vv oL £,

12. 27 )7 hT, 2—HDA—LLARINET,
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| & Python 2.7.8 Shell - O x

File Edit Shell Debug Options Windows Help

Python z.7.5 (default, Jun 30 2014, 16:05:48) [MSC v.1500 64 bit (AMD64]] on win |
3z

Type "copyright™, "ocredits" or "license ()" for mwore information.
rr» SE==s=s=sssss=sssss=s=ss=s=ss=s=s========= REITART s===============================
I
[1
[
{
"alternate guery mode': true,
Tapp scope 1d": "SoocVbLZ8V5SL0Z7bIi42efctlN,
fauthor™: "podl3 podld3™,
"ereated at™: 1572853844,
"description™: null,

"enforced version™: O,
"enforcement enabled”: false,

ffidt: "5de0d4d84755f023932d00597T,
"latest_adm version": &,
hatoeT: "opencart™,

fprimary™: true

Talternate guery mode": true,

Tapp scope id™: "SeShdoed4dd7d4f3IflZecSoziN,
"author™: "pod0d3 podO0O3™,

"ereated at™: 1572913710,

"description™: null,

"enforced wersion™: null,

"enforcemgnt_enabled": false,
fid': "SdcOczied®7d4£71543d0s5E",
"latest_adm version”: 0O,

namwe™: "opencart™,

"primary": tCrue

FEE

2

Ly 34| Cal: 4
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RICIHE I EZE

Tetration DM ICOWTIF, BBETATEV AL —2a v EREASBL LA,

\)

Cisco Tetration Platform 3.3 v1 [3£EE]

Cisco Tetration Analytics - Proposal Template for Cisco Sales [2ZE]

Cisco Tetration - Proposal Template for Partner Sales [F£5E]

Tetration Advise and Implement Service - Proposal Template [5&z5]

Tetration Analytics Services - Proposal Template [3£zE]

Cisco Tetration Analytics: RILF I 5 FBIEDRAIHRIEE X2 U T 4 [AAEE]
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