AAA Protocol > RADIUS Authentication Detail

AAA
session IPIPINF035/136643614/1885
ID:

Date: September 13,2012

Generated on September 13, 2012 3:03:04 PM CEST

Actions

Troubleshoot Authentication

-

View Diagnostic Messages

Audit Network Device Configuration
=

View Network Device Configuration
)

View Server Configuration Changes

Authentication Summary

Logged At: September 13,2012 1:55:38.591 PM

RADIUS Status: Authentication failed:22040 Wrong password or invalid shared secret
NAS Failure:

Username: test-radius

MAC/IP Address:

Network Device: IPINMGT105:172.26.0.105:

Allowed Protocol: Default Network Access

Identity Store: Internal Users

Authorization Profiles:
SGA Security Group:

li\uthentlcatlon Protocol PAP_ASCII

FElAuthentication Result

RadiusPacketType=AccessReject
AuthenticationResult=Failed

FIRelated Events

FElAuthentication Details

Logged At: September 13,2012 1:55:38.591 PM
Occurred At: September 13,2012 1:55:38.590 PM




Server: IPIPINFO035
Authentication Method: PAP_ASCII

EAP Authentication
Method :

EAP Tunnel Method :

Username: test-radius
RADIUS Username :  test-radius
Calling Station ID:

Framed IP Address:

Use Case:

Network Device: IPINMGT105

Network Device Device Type#All Device Types#WS-C3560-24PS-S,Location#All
Groups: Locations#10G Sued

NAS IP Address: 172.26.0.105

NAS Identifier:

NAS Port:

NAS Port ID:

NAS Port Type:

Allowed Protocol: Default Network Access
Service Type: Login

PAP_ASCII

Identity Store: Internal Users
Authorization Profiles:

Active Directory
Domain:

Identity Group:

Allowed Protocol
Selection Matched Rule Default

Identity Policy Matched
Rule:

Selected Identity Stores

Default

Internal Users

Authorization Policy
Matched Rule:

SGA Security Group:

AAA Session ID: IPIPINF035/136643614/1885

Audit Session ID:

Tunnel Details:

Cisco-AVPairs:

Other Attributes: ConfigVersionld=12,Device Port=1645,DestinationPort=1812,




RadiusPacketType=AccessRequest,Protocol=Radius,CPMSessionID=
ac1a0a23000001105051C9BA,Device Type=Device Type#All Device
Types#WS-C3560-24PS-S,Location=Location#All Locations#10G Sued,
Device IP Address=172.26.0.105

Posture Status:
EPS Status:

EISteps

11001 Received RADIUS Access-Request

11017 RADIUS created a new session

Evaluating Service Selection Policy

15006 Matched Default Rule

Evaluating Identity Policy

15006 Matched Default Rule

15013 Selected Identity Store - Internal Users

24210 Looking up User in Internal Users IDStore - test-radius

24212 Found User in Internal Users IDStore

22040 Wrong password or invalid shared secret

22057 The advanced option that is configured for a failed authentication request is used
22061 The 'Reject' advanced option is configured in case of a failed authentication request
11003 Returned RADIUS Access-Reject




