
Overview

Event 5400 Authentication failed

Username 38:C9:86:5A:AF:F5

Endpoint Id 38c9-865a-aff5 

Endpoint Profile OS_X-Workstation

Authentication Policy Default >> MAB

Authorization Policy Default

Authorization Result

 

Steps

 11001 Received RADIUS Access-Request

 11017 RADIUS created a new session

 11117 Generated a new session ID

 15049 Evaluating Policy Group

 15008 Evaluating Service Selection Policy

 15041 Evaluating Identity Policy

 15048 Queried PIP - Normalised Radius.RadiusFlowType

 15013 Selected Identity Source - Internal Endpoints

 24209 Looking up Endpoint in Internal Endpoints IDStore - 38:C9:86:5A:AF:F5

 24211 Found Endpoint in Internal Endpoints IDStore

 22040 Wrong password or invalid shared secret

 22057 The advanced option that is configured for a failed authentication request is
used

 22061 The 'Reject' advanced option is configured in case of a failed authentication
request

 11003 Returned RADIUS Access-Reject



Authentication Details

Source Timestamp 2018-02-13 17:33:02.336

Received Timestamp 2018-02-13 17:33:02.337

Policy Server ise23

Event 5400 Authentication failed

Failure Reason 22040 Wrong password or invalid shared secret

Resolution Check the Device shared secret in Administration > Network Resources >
Network Devices and user for credentials.

Root cause Wrong password or invalid shared secret

Username 38:C9:86:5A:AF:F5

User Type Host

Endpoint Id 38c9-865a-aff5

Calling Station Id 38c9-865a-aff5

Endpoint Profile OS_X-Workstation

Authentication Identity Store Internal Endpoints

Identity Group Workstation

Authentication Method PAP_ASCII

Authentication Protocol PAP_ASCII

Service Type Call Check

Network Device H3C-S5130-28S

Device Type All Device Types

Location All Locations#LAB

NAS IPv4 Address 172.88.88.32

NAS Port Id slot=1;subslot=0;port=1;vlanid=1

NAS Port Type Ethernet

Response Time 10 milliseconds



Other Attributes

ConfigVersionId 82

Device Port 16192

DestinationPort 1812

RadiusPacketType AccessRequest

Protocol Radius

NAS-Port 16781313

OriginalUserName 38c9865aaff5

NetworkDeviceProfileId d41d172d-351d-4e34-9fe3-3ada2529a64b

IsThirdPartyDeviceFlow true

AcsSessionID ise23/307743370/8

SelectedAuthenticationIdentityStores Internal Endpoints

IdentityPolicyMatchedRule MAB

CPMSessionID ac58581f06cI4YOUvb3Dl6Po4iZP3apkqBYJQ04ZhHoGkCrjesU

ISEPolicySetName Default

IdentitySelectionMatchedRule MAB

DTLSSupport Unknown

HostIdentityGroup Endpoint Identity Groups:Profiled:Workstation

Model Name H3C-S5130-28S

Network Device Profile H3CWired_SNMP_CoA

Location Location#All Locations#LAB

Device Type Device Type#All Device Types

IPSEC IPSEC#Is IPSEC Device#No

RADIUS Username 38:C9:86:5A:AF:F5

NAS-Identifier H3C-S5130-28S

Device IP Address 172.88.88.32

Called-Station-ID 38c9-865a-aff5



Result

RadiusPacketType AccessReject

AuthenticationResult Failed

UserName 38:C9:86:5A:AF:F5


